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AR
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Dot X Credentials
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DoA1% Password
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CLI4ERE

ap profile dotlx_ap_join_profile

country DE

description dotlx_ap_join_profile

dotlx eap-type eap-fast

dotlx username <DOT1X_USER> password O <DOT1X_PASSWORD>



J&1B8 Catalyst /0Bl 16 B) A 5% E B #RDot1X

EEPnP [4]IEE T , EEASCatalyst CenterflISER S, HREERE S sE AP F FHISER
EAPE B RBEETRRSERTE A T oTBENER, HREEREE , APEWZEIHCatalyst
Center CAJEEHIBE K A BRERLAECHAE , R2HZECAKSUbCA/SCEPERE.

BBPNPHREBRE A EREMAWLC Z Bl HEFH S N/ZE=E

R AHRE

BRTENERBRE—ELZLHY K THR—EEELCIBREEREN S Z, Fit , EEHI/ERTE
HItEEMENEER, E2—ERETRS , VEREYARUBEENIRE, —RIBERT , LiHRE
2 A HDotIxMEEMABEHEEZHARadius=6l, EFERELSE,

£ ERadiusB 1t :

I

radius-server attribute 6 on-for-Tlogin-auth
radius-server attribute 6 support-multiple

radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server attribute 31 mac format ietf upper-case
radius-server attribute 31 send nas-port-detail mac-only
radius-server dead-criteria time 5 tries 3

radius-server deadtime 3

I

ip radius source-interface <RADIUS-SOURCE-INTERFACE>
|

Radiusfal fR254 :

|

radius server client-radius-serverQOl

address ipv4 <ISE01-PSN-IP> auth-port 1812 acct-port 1813

timeout 10

retransmit 1

automate-tester username dummy ignore-acct-port probe-on key 6 <RADIUS-SECRET>
|

!
aaa group server radius client-radius-group

server name client-radius-server0Ol

ip radius source-interface <RADIUS-SOURCE-INTERFACE>
!



AAA Config:

|

aaa new-model

aaa session-id common

|

aaa authentication dotlx default group client-radius-group

aaa authorization network default group client-radius-group

aaa accounting Identity default start-stop group client-radius-group
aaa accounting update newinfo periodic 2880

|

aaa server radius dynamic-author

client <ISEO1-PSN-IP> server-key 6 <RADIUS-SECRET>
!

IBNS2.058 ¥ B M IR 548 4R -

service-template DEFAULT_CRITICAL_VOICE_TEMPLATE

voice vlan

service-template DEFAULT_CRITICAL_DATA_TEMPLATE
service-template CRITICAL_AUTH_VLAN

vlan <CRITICAL-AUTH-VLAN>

!

class-map type control subscriber match-all AAA_SVR_DOWN_AUTHD_HOST
match authorization-status authorized

match result-type aaa-timeout

!

class-map type control subscriber match-all AAA_SVR_DOWN_UNAUTHD_HOST
match authorization-status unauthorized

match result-type aaa-timeout

!

class-map type control subscriber match-all DOT1X

match method dotlx

!

class-map type control subscriber match-all DOT1X_FAILED
match method dotlx

match result-type method dotlx authoritative

!

class-map type control subscriber match-all DOT1X_MEDIUM_PRIO
match authorizing-method-priority gt 20

!

class-map type control subscriber match-all DOT1X_NO_RESP
match method dotlx

match result-type method dotlx agent-not-found

!

class-map type control subscriber match-all DOT1X_TIMEOUT
match method dotlx

match result-type method dotlx method-timeout

!

class-map type control subscriber match-any IN_CRITICAL_AUTH
match activated-service-template CRITICAL_AUTH_VLAN

match activated-service-template DEFAULT_CRITICAL_VOICE_TEMPLATE
|

class-map type control subscriber match-all MAB



match method mab

!

class-map type control subscriber match-all MAB_FAILED

match method mab

match result-type method mab authoritative

!

class-map type control subscriber match-none NOT_IN_CRITICAL_AUTH
match activated-service-template CRITICAL_AUTH_VLAN

match activated-service-template DEFAULT_CRITICAL_VOICE_TEMPLATE
!

IBNS 2.0 RIE KBS -

|
policy-map type control subscriber WiredDotlxClosedAuth_1X_MAB
event inactivity-timeout match-all
10 class always do-until-failure
10 clear-session
event session-started match-all
10 class always do-until-failure
10 authenticate using dotlx retries 2 retry-time O priority 10
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dotlx priority 20
event aaa-available match-all
10 class IN_CRITICAL_AUTH do-until-failure
10 clear-session
20 class NOT_IN_CRITICAL_AUTH do-until-failure
10 resume reauthentication
event authentication-failure match-first
10 class DOT1X_FAILED do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
20 class AAA_SVR_DOWN_UNAUTHD_HOST do-until-failure
10 activate service-template CRITICAL_AUTH_VLAN
20 activate service-template DEFAULT_CRITICAL_VOICE_TEMPLATE
30 authorize
40 pause reauthentication
30 class AAA_SVR_DOWN_AUTHD_HOST do-until-failure
10 pause reauthentication
20 authorize
40 class DOT1X_NO_RESP do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
50 class MAB_FAILED do-until-failure
10 terminate mab
20 authentication-restart 60
60 class DOT1X_TIMEOUT do-until-failure
10 authenticate using mab priority 20
70 class always do-until-failure
10 terminate dotlx
20 terminate mab
30 authentication-restart 60



N EER :

template AP_FLEX_TRUNK

dotlx pae authe
dotlx timeout s
dotlx max-req 3
switchport trun
switchport trun
switchport mode
mab
access-session
access-session
access-session
authentication
authentication
service-policy

nticator
upp-timeout 7

k native vlan <TRUNK-NATIVE-VLAN>
k allowed vlan <TRUNK-ALLOWED-VLANS>
trunk

host-mode multi-host peer

closed

port-control auto

periodic

timer reauthenticate server

type control subscriber WiredDotlxClosedAuth_1X_MAB

template DEFAULT-ACCESS-PORT

dotlx pae authe
dotlx timeout s
dotlx max-req 3
switchport mode
mab
access-session
access-session
access-session
authentication
authentication
service-policy

N EEERE :

nticator
upp-timeout 7

access

host-mode multi-domain

closed

port-control auto

periodic

timer reauthenticate server

type control subscriber WiredDotlxClosedAuth_1X_MAB

interface TenGigabitEthernetl/0/1

switchport acce
switchport mode
dotlx timeout t
dotlx max-reaut
source template
spanning-tree p
spanning-tree b

SEMNIE

ss vlan <DEFAULT-ACCESS-VLAN>
access

x-period 7

h-req 3

DEFAULT-ACCESS-PORT

ortfast

pduguard enable

dotlx system-auth-control

access-session interface-template sticky timer 60
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DEVICE-Davics Type EQUALS All Dovicn TyposiTZ AP wired

AP wir : 8
] AP wired dot1x B 1

2% Dpashboard

» Authentication Policy(3)
! Context Visibility - ey

Authorization Policy = Local Exceptions
A, Operations
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I Poliey
Authorization Policy(4)
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Results
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show ap authentication status
show crypto
show crypto pki trustpool

P

g Loy

%

show access-session

show aaa servers

show access-session interface <INTERFACE> details
show template interface binding target <INTERFACE>
show derived-config interface <INTERFACE>

Sample output:
|

C9350-02-R11#show access-session interface tel/0/1
Interface MAC Address Method Domain Status Fg Session ID

Tel/0/1 6cef.1122.3344 dotlx DATA Auth 09FE1FAC000000948FF60A2F
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