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Tz Add Roles and Features Wizard

Select server roles

DESTINATION SERVER
WIN-3E202T1QD0U

Hide

Before You Begin Select one or more roles to install on the selected server.
i Installation Type Rales Description
" SEFVer SElEction [] Active Directory Certificate Services - Active Directun{r Domair_i Services
chive Directory Domain Services (AD DS) stores information about
E— (] Active Directory Federation Services ob_Jelcts on the netw?rk and makes
== [[] Active Directory Lightweight Directory Services this information a}fa_llable to users
DIMS Server [] Active Directory Rights Management Services and netwm_'k administrators. fa‘D bs
~ [] Device Health Attestation uses domain controllers to give
AD D5 ] DHCP Server network users access to permitted
Confirmation DNS Server resources anywhere on the network
] Fax Server through a single logon process.
| [W] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[] Hyper-v
[ MultiPoint Services
[[] Network Policy and Access Services
[] Print and Dacument Services
[ Remote Access
[[] Remote Desktop Services
[ Veolume Activation Services
[C] Web Server (1IS)
[ Windows Deployment Services W
b | < Previous | I Next > Install |
Events Events
Performance H Services
BPA results Performance
BPA results
1010030732 11,058 Ahd

Active Directory % #



E'; Add Roles and Features Wizard - = X

. ~ DESTINATION SERVER ]
Installation progress WIN-3E202T1QD0U
i View installation progress
LD o Feature installation
i
ﬁ‘l‘a Canfiguration required. Installation succeeded on WIN-3E202T1QDOU.
i'i Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller
DMS Server
T
e 2 Remote Server Administration Tools
Role Administration Tools
DNS Server Tools Hide
AD D5 and AD LDS Tools
Active Directory medule for Windows PowerShell
AD DS Tools v
You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking MNotifications in the command bar, and then Task Details.
Export configuration settings
< MNext » Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results
ADZ &K A& R

S EB4 5T #% , £ "Promote this server to a domain controller ( &1t R fR2S FH 4k AR 488 ) 4 £
E—TEHERPRIZS,

fe Server Manager —_ %

Y
{ ey

Server Manager * Dashboard @ | FA Manage  Tools  View  Help

|, Post-deployment Configuration

Dashboard WELCOME TO SERVER MANAGI
= _ Configuration required for Active Directory Domain
Local Server o
l Services at WIN-3E202T1QDOU
Wi All Servers Promote this server to a domain controller
il ADDS ; :
Feature installation
& DNS QUICK START
ii File and Storage Services P Configuration required. Installation succeeded on
WIN-3E202T1QD0U.
3 Add Roles and Features
S 4 | Task Details
C ranmact Hhic coarmr 3o slanad carecieae

e EAD RIS

HERS B HMMIRFE S



[z Active Directory Domain Services Configuration Wizard — O x
- . TARGET SERVER
Deployment Configuration R e
| Deployment Configuration . |
- Select the deployment operation
[ Domain Controller Options | _ _ o )
e - ) () Add a domain controller to an existing domain
n Additional Options 0 Add a new domain to an existing forest
L Paths ® Add a new forest
ii Review Options ) o _ ) )
Specify the domain information for this operation
Prereguisites Check
Root domain name: mydomain.loca‘
More about deployment configurations
Fuonte [ Fuantc I
BEMEE

5 BR6. /% Certificate Services & & #7182 @ iR 25 :

Server Manager * Dashboard Manage  Tools ~ View  Help

Dashboard WELCOME TO SERVER MANAGER

Local Server | —
All Servers f= Add Roles and Features Wizard = [} X

AD DS

& -

DESTINATION SERVER

DNS Select server rO|ES WIN-3E202T1QD0U mydomain local

File and Storage Ser|

= e

Select one or more roles to install on the selected server,

Before You Begin

Roles Description
Active Direckony Certificate Senvice A Active Directory Certificate Services
| Active Directory Domain Services (Installed) {AD_CS} = used to create
] Active Directory Federation Services certification authorities and related
[[] Active Directory Lightweight Directory Services role services thal_afllow youto lssue "
[] Active Directory Rights Management Services and manage certificates used in a
Role Services [] Device Health Attestation variety of applications.
T [C] DHCP Server
Confirmation ' DNS Server (Installed)
— -



Server Manager * Dashboard Manage  Tools

T WELCOME TO SERVER MANAGER

B olocalServer | |

liE All Servers [ Add Reles and Features Wizard - ] *
il ADDs

2 DNS lect | 3 DESTINATION SERVER
== Select role services WIN-3E202T1G00U.mydomain jecal
W§ File and Storage Ser|

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description
Server —— - - Certification Authority (CA) i d
ertification Authority ertification Au ority | .E}. is use
Ser [[] Certificate Enroliment Policy Web Service LT I G 'catfs'
—— [] Certificate Enrollment Web Service Multiple Cés can be linked to form a
o [] Certification Authority Web Enrollment public key infrastructure. de
AD C5 ] Metwork Device Enrollment Service

Connmaticn

EXERE AR

SRR T2 E  BERESHEBEE,

T AD CS Configuration

DESTINATION SERVER

Role Services WIN-3E202T1QDOU.mydomain.local

i Lod

i All Select Role Services to configure i %
E® AD
i§l AD [¥] Certification Authority DESTINATION SERVER
o Certification Authority Web Enroliment D moiomat oce
== DN Online Responder
g File Network Device Enrollment Service

Certificate Enrollment Web Service

Certificate Enrollment Policy Web Service
Validity Period ainlocal
Certificate Database

Confirmation n the destination

More about AD CS Server Roles

< Previous | | Next > Configure

less or open this

HERBIEEFE D ECA,



age Tools View

— DESTINATION SERVER
Dl Setu p Type WIN-3E202T1QDOU.mydomain.local
B Lodg
i Al Credentials Specify the setup type of the CA - B X

B% AD Role Services
i§l AD Setup Type Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to AT IO SERYER
a e simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage [A00U.mydomain lacal
i Dj CA Type certificates.
= - Private Kay
" i e ) ® Enterprise CA

Cryptoqrachy : z . - - 5

Lryptograpny Enterprise CAs must be domain members and are typically online to issue certificates or

CA MName certificate policies.

Validity Period O) Standalone CA main.local

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline). n the destination ide
More about Setup Type
< Previous Next > Configure Cance!
| [ less or open this
®ECA

SERO FH K AECA, BCisco lOS XE 17.6LA |, LSCXERBCA,



DESTINATION SERVER
WIN-3E202T1QD0U.mydomain.local

DESTINATION SERVER
Q00U mydormain, local

nain.local.

n the destination ide

ess or open this

Close Cance

& Al Credentials Specify the type of the CA
& AD Role Services
|'i“| AD When you install Active Directory Certificate Services (AD CS), you are creating or extending a
a public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
em DN own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
g File hierarchy.
(®) Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.
O Subordinate CA
Suberdinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.
More about CA Type
< Previous I | Next » re Cancel
EN  page again by clicking Notifications in the command bar, and then Task Details.
Export configuration settings
Previ
EERCA

A% R RCAR IR F

DirectoryE I E N EIHIEE , S EESFEAEMEIIS_IUSRSHEF,

RBIS_IUSRSHEK —#50. EARHIF |, BEAEESIRF AL EFActive




Server Manager * Dashboard -@ | FE Manage  Tools  View  Help

[ = \ . . Administrator Properties ? b4 0 ¢ |
= File Action View Help Remote control Remote Desktop Services Profile COM=
B Local S 6= = | @5 sl ‘g £ | { General  Address  Account  Profle Telephones  Organization
iz AllS — § g : Member Of Dial-in Environment Sessions
wi e = Active Directory Users and A
B® ADCS | Saved Queries Member of:
i§i ADDS| | ™ #3 mydomain.local Mame Active Directory Domain Sarvices Folder
[ DNS ,' Builtin Administrators mydomain Jocal,/Buittin
- = Comp_uters Demain Admins mydemain local/ Users
WE File ang :—_ Don'!aln Cont.rolle_rs Domain Users mydomain Jocal/Users
o 1S | FereignSecurityPrin Enterprise Admins  mydomain local/Users

| Managed Service Ac Group Policy Cre... mydomain local//Users
| Users lIS_IUSRS mydomain Jocal//Buittin
Schema Admins mydomain Jocal/ Users

Hide
Removs
Primary group: Domain Users

There is no need to change Pramary group unless

Set Primary Group you have Macintosh clients or POSIX-compliant
applications.

OK Cancel Apply Help

BPA results BPA results

KEEERFHIERIIS_USERME

SBI10EEENISETHEFERER  FEACNRE. AEHKOnline ResponderfINDES AR #7
BB,



Server Manager * Dashboard gy Manage Tools  View  Help

[z Add Roles and Features Wizard — [m} *® .
i# Dashbg
= DESTINATION SERVER
B Locals) Se | ect server roles WIN-35202T10D0U mydemain local
liE All Seny
Ez ADCS Before You Begin Select one or more roles to install on the selected server.
I§l ADDS Installation Ty, Roles Description
2 DNS ' ' i -
= 4 [W] Active Directory Certificate Services (1 of 6 installe * Online Besponde.r makes certlﬁcgte
g File ang | Certification Autherity (Installed) revocation checking data accessible
[] Certificate Enrollment Policy Web Service o clI ients in complex network
[] Certificate Enrollment Web Service environments.

[] Certification Authority Web Enroliment
MNetwork Device Enrollment Service
Confirmation | Active Directory Domain Services (Installed)
[[] Active Directory Federation Services Hide
[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ Device Health Attestation

[C] DHCP Server

«f DNS Server (Installed)

[ Fax Server

[m] File and Storage Services (2 of 12 installed)

[T] Host Guardian Service

[ Hyper-v

[71 MultiPoint Services

< Previous | | Next » Install

Performance Performance

BPA results BPA results

ZHENDESHIR B rEE RS

SER11.EHE |, BEELRK,



Local 5¢
All Serv
ADCS
AD DS
DNS
File and

15

Server Manager * Dashboard g Manage

Tools

[ AD C5 Configuration

Role Services

Credentials

Role Services

DESTINATION SERVER
WIN-3E202T1QD0U.mydomain.local

Select Role Services to configure

Service Account for MDES | Certification Authority

Certification Authority Web Enrcliment
Online Responder
MNetwork Device Enrollment Service
Certificate Enrollment Web Service
Certificate Enrollment Policy Web Service

Maore about AD CS Server Roles

| < Previous | | MNext = Configure Cancel

ot is - EER N MINDESIRTS

BPA results ‘ | BPA results |

FR12.RERTREEZRBIRF . EREURHIERIS_IUSRSHEIKRS



Server Manager * Dashboard @) | Fg Mamage Tools  View g

iz ADCS Configuration — O =

i Local 5 |

L . DESTINATION SERVER
I& All Serv Service Account for NDES WIN-3E202T1QD0U.mydomain.local
® ADCS

il ADDS Cradentials Specify the service account

& DNS Role Services

ii File and Service Account for NDES Select the identity the Network Device Enrollment Service (NDES) will use,

® IS RA Information (®) Specify service account (recommended)

The account must be a member of the domain and must be added to the local [1S_IUSRS group.
MYDOMAIN\Administrator

I 0 Use the built-in application pool identity bid
iae

More about Service Account for NDES

| < Previous | | Next = Configure

BPA results ‘ ‘ BPA results

BIECHERISHENERE

HBR13. ERLUHMITSCEPEME , ER TERG02.1XEE , BIEFERERADIUSHIMRS L REBE
o At , RAEERER , FFREME EWebrt MR , AEEWindowsfAllres L EZRERME
ISEREFHE Ko



-rﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Featurzs

Confirmation

Select one or more roles to install on the selected server.

Roles

+| Certification Authority (Installed)

] Certificate Enrollment Web Service

Certification Authority Web Enrollment]

+| Online Responder (Installed)
+| Active Directory Domain Services (Installed)
[] Active Directory Federation Services

[] Device Health Attestation
[C] DHCP Server
+| DNS Server (Installed)
[] Fax Server
| [m] File and Storage Services (2 of 12 installed)
[T Host Guardian Service
[] Hyper-v
[T MultiPoint Services

[] Certificate Enrallment Palicy Web Service

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

4 [W] Active Directory Certificate Services (3 of 6 installe

| Metwork Device Enrollment Service (Installed)

fal

— a ot

DESTINATICON SERVER
WIN-3E202T1C00U.mydomain.local

Description

Certification Authority Web
Enrollment provides a simple Web
interface that allows users to
perform tasks such as request and
renew certificates, retrieve certificate
revacation lists (CRLs), and enroll for
smart card certificates.

< Previous | | Mext =

Install Cancel

L8 Webit MRS

T — [ T T

=




fiz AD CS Configuration — O x

DESTINATION SERVER

Role Services WIN-3E202T1QD0U.mydomain.local

Credentials Select Role Services to configure

Role Services

Confirmation +f| Certification Authority
Certification Authority Web Enrollment
+| Online Responder
+f| Metwork Device Enrollment Service
I Certificate Enrollment Web Service

Certificate Enrollment Policy Web Service

More about AD C5 Server Roles

< Previous | | Mext > Configure

it EwebsE M AR 7S

S BB 14 48 7] LLEA Bihttp://<serverip>/certsrv/mscep/mscep.dll , BaESCEPREEBEEIET :



http://%3Cserverip%3E/certsrv/mscep/mscep.dll
http://%3Cserverip%3E/certsrv/mscep/mscep.dll

| - |3 -
o
<« = @ No seguro ||‘J?2.‘16.80.8;’(E-|'t5!'\.r,"mscpp,r'lmcep.dl| | r 0

Metwork Device Enroliment Service

Network Device Enroliment Service allows you to obtain certificates for routers or other network devices
using the Simple Certificate Enrollment Protocol (SCEP).

@ Network Device Enrollment Ser x

This URL is used by network devices to submit certificate requests.

To obtain an enrollment challenge password, go to the admin URL. By default, the admin URL is
http://Chuu-Win12/CertSrvimscep_admin

For more information see Using_Network Device Enrollment Service .

SCEPA O 5 7¥

HER15.

FRERT , Windows ServerfEMicrosoft SCEP(MSCEP)skfft 2 5 i Fl BV RE B I BB IR 2 & P im M 4K
A RETENRE. EEEEEERFIAEEWeb GUIABERRERREER (EBXEASE
EFERF ) . BEBTRMBLBBISEEXGARB[OFRY. EMBRILIIE  FEBHR
NDES{AI AR 8§ L iy & #5481 -

MR EEERER  ERARRERESRegedit.

EfnF|Computer > HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft > Cryptography >
MSCEP > EnforcePassword

#&EnforcePasswordEE A0, MMREERK RO , AIREBERK,




e § Registry Editor — ':_-

File Edit View Favorites Help

MSCEP “~ || Name Type Data
. CAType ab)| (Default) REG SZ (value not set)

. CertsinMYStore #8|EnforcePassword | REG_DWORD 0x00000000 (0)
=1 EnforcePassword

: PasswordVDir
b UseSinglePassword
QD
Protect
Providers
Services
Userinterface
CTF
DataAccess
DevDiv
Device Association Framework %
Dfrg
DFs
DHCPMibAgent
DirectDraw
Directlnput
DirectPlay8
DirectPlayNATHelp W
< 11} > £ i >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword

5% EEEnforcepassword{&

B i 3 E R AR B 85 AE
HERHBAHSB U ECARREANEAERXREAMEENZBSSETARTEANRIE, ERAXK
BE 77 £ ¥ B Extended Key Usage(EKU)BHI ., BRB[S oML , UBRBEFIHREEHH

RAREHEN. ERAEEENEAERARBESIIWLCHAPE S K FEVERNEERRIAH
HAREINDES B 8445

SR 1.EMIFR>-EETE>F RIS,

SR 2.RE "CAMAREE. BERIRME , I&— T G#Certificate TemplatesE # K 31 #EManage.
B 3IEZ—TA#UsersBEENR , ARE LT EEFEEDuplicate Template,
FTRAEVEERER  BEFEFIERBBNENY , REMBEECRREREE,

A\ % puEANEE | BRAENNTEAREERMBNREEA NI,




]

[ Publish cedificate in Active Directory
| | Do not automatically reenroll § a duplicate cedificate exdsts in Active
Directory




SREENEFTERBER  BERCEEFRPHN "HE, . REEETS—EELRE , BFEH
ETTECEEEMENTHRBELESE  FHREOK,

Compatibiity | General | Request Handing | Cryptography | Key Attestation
Superseded Templates Edensions |  Securty
Subject Name Sever | lssuance Requirements
() Supply in the request

r— Use subject irrfnnna.}m from existing cedtificates for autoenroliment
— renewal requests ()

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cerificate administration.

EFARPREM

S 6. EfnElExtensionsBE , RERZEApplication Policiesi®IE , RRIBIZFEL.. &, HBR
Application Policies#? & f #9Client Authentication ; Z 8 , BEAJIEFEE,



Properties of New Template ’i’

Compatibilty | General | Request Handling | Cryptography | Key Attestation
Subject Name [ Server Issuance Requirements
Superseded Templates Bdensions Security

To modify an esdension, select it, and then chck Edit.

S ER 7.8 ZISecurityiBIEF , FRTEWindows i Bk 25 F A SCEPIR IS K F BR6 R E X IV IR ISR P
BEERNTESEHFTIIE , RERZEEApplyHOK,
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S SIREIHEMBMBIRE | R— T H#Certificate TemplatesERI K |, AREIEENew >

Certificate Template to Issue,

HER O REFURIEMMNFESENR (ELRHIPAR800-LSC ) , REFEEFOK,

N g MREEEFEARSLERFRINBEER | HIES A FRSHE 5 R
TRFEEBRRFE.

Select one Centificate Tempiate to enable on this Cenification Authorty.

Mole: F a cetificate template that was recently crealed doss not appear on this kst, you may nesad to wait untl
information about this template has been replicated to all domain controllens.

Al of the cenficate templates in the organization mnﬂhnﬂdﬂﬂumm

For more information, see ifi T | n

intendad Pumose

SA00-L5C Chent Authentication, Secure Email, Encrypling File System
Private Fey Archival
Code Signing

<Al

Centficate Request Agent
Cestificale Request Agent
Secure Email

Secure Email

IP secyrity IKE intermediate

Key Recovery Agent
WSP Siorsnn

EEER

B EE AR AL JIE Certificate TemplatesiERRARH,



File Action View Help

oo 7 a6z B

s Certification Authority (Lo-cal)
4 gl CHUU-WIN12-CA
| Resoked Cemificates
1 kssued Certificates
[} Pending Requests
] Failed Requests
| Certificate Ternplates

Intended Purpose

Chent Authentication, Secure Email, En...

émm:
Authenticated Sestien

=) Exchange Ennallrment Agent (Offline r...

= iPSec (Offline request)

= CEP Encryption

3 Diwectory Email Replication

= Dormain Controlier Authentication
3 Kerbercs Authentication

3 EFS Recovery Agent

3 Basic EFS

= Darmsin Contredier

2 Wb Server

3 Computer

2 Uger

2 Subgordinate Cenification Authority
= Adeministrator

Chent Authentsestnon

Certificate Request Agent

IF security IKE intermediate

Certificate Request Agent

Derectony Service Emaal Replication

Client Authentication, Server Authentic...
File Becoveny

Encrypting File Syttem

Chent duthenticston, Server Suthentic..
Server Authentication

Chent Authentcstion, Server Authentic..,
Encrypting File Systern, Secure Email, C1..,
< Al

Micrgsoft Trust List Signing. Encrypting...

EELSC

% E# 10.1R [ERegistry Editort? & 3 &Efii 2/Computer > HKEY_LOCAL_MACHINE > SOFTWARE >

Microsoft > Cryptography > MSCEP,

B 11 #EEncryptionTemplate, GeneralPurposeTemplatef1SignatureTemplate & &8 , FH 5

6 #7223 AV B E AR AR




File Edit View Favorites Help
p ). CertificateTemplateCa ~ || Name Type Data
) Defaults ab (Default) REG_SZ (value not set)
41} MSCEP| v EncryptionTempl.. REG_SZ 9800-LSC

. CAType b
GeneralPurposeT.. REG_SZ 9800-L5C
. CertsinMYStore

)SignatureTempla.. REG_SZ 9800-L5C
-} EnforcePassword L gnatureTempla.. 5
[

| PasswordVDir
| UseSinglePasswo
QD
Protect
Providers

L. Services

| Userinterface

CTF

P*
P
b
B

ERHEPESRR

S 12 EFMEINDESRARES , IR E ElCertification Authority 1R & |, B IZERRTERE , RAEBMKNE
¥ Stop FPlay #%4#,

Fle Action View Help
o H Oda= H|r II
riificatica Audh oo Y-

T Revoked Certficates
T lasised Centificates

9800 LELELSC

BT REWLCH BAPEELSCH F T ER,



1. I RSAT®, LtSBBRARPKIETE,
2. BN EESYHMEIHWRSASER,
3. BAPRAFLSCHE W RS2,

1. BFFEMAWAPRLALSC,

2. BiBFEREEAEENWAPRALSC,
4. FREREBEETEWIERLSCEEE,

AP LSC GUIEL B S 5B

FB1.8 & ZE Configuration > Security > PKI Management > Key Pair Generation,

1. BiBaddA HEEEHERE.

2. FTERSAZ |/ K/,

3. AIEHEMEEREN, REELBKERRETFELRTEEERM.
4 BRELENK

Configuration~ > Security~ > PKI Management

A Server Key Pair Generation Add Certificate Trustpoo
Key Y Key T 4
Kay Mame T Exportable Zoroize
TP-self-signed-2147029136  RSA No

TP-self-signed-
RSA No
147029 SOrver
2147029136.server m 2048
CISCO_IDEVID_SUDI RSA Mo
CISCO_IDEVID_SUDI_LEGACY RSA No m Key Exportable®

9800-40.cisco.com RSA No ® RsA Key O EC Key

S B8 2.8 EConfiguration > Security > PKI Management > Trustpoints

1. MBadd AEEEMBERE.

2. B AFFMURL(E B URL Ahttp://10.106.35.61:80/certsrv/mscep/mscep.dil) & H R FF M E A

. EFESRIPEINRSAERY,

4.3 —T TAuthenticate, o

5. BhEFMEER A A,

6. 32— T Apply to Device ( ERZIHEE ) ,


http://10.106.35.61:80/certsrv/mscep/mscep.dll

Add Trustpoint

Label® Access_Point-MS-CA Enroliment Type ® SCEP O Terminal

Subject Name

Country Code IN State KA

Location Bengaluru Domain Name TAC-LAB.cisco.local

Organization TAC Email Address mail@tac-lab.local

Enrollment URL {certsrvimscep/mscep.dil Authenticate v l

Key Generated v Available RSA AP-SCEP
Keypairs

Enrall Trustpaint

Password*

Re-Enter Password®

_'_='_ Apply to Device

$ER3 B E E Configuration > Wireless > Access Points, 6 T REIiZ1ZLSC Provision,

1. BREEZZERERMA. EERAERILWLCHFIBAPRALSC.
2. BERMESBR2ABRANEERERE,

REBEEERESHRFHRENA,

¥ Access Points

Al Access Points

M v P AR

S Canstiry Encla LSE Fullsuch Salect an Agtion
Toud APl O

Adwan P i PowsrDerate | Operstion | Coshg
AP Mame T AR Mode 1 ot Gt U Ty B Addoess | Baww Racko MAC | Eihemet MAC Mok Cagabie Satus Stalus
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1. BI ¥ Configuration > Interface > Wireless , #R# & — TManagement Interface,
2. Bl Trustpoint A L E KR ME S BR2P B L ETE.

LSC GUIELE B D BtbiE R, APIREXEBEHFERALSCREEMAWLC,
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AP LSC CLIFLE S ER
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9800-40(config)#crypto key generate rsa general-keys modulus 2048 label AP-SCEP

% You already have RSA keys defined named AP-SCEP.

% They will be replaced

% The key modulus size is 2048 bits

% Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (eTapsed time was 0 seconds)

Sep 27 05:08:13.144: %CRYPTO_ENGINE-5-KEY_DELETED: A key named AP-SCEP has been removed from key storag
Sep 27 05:08:13.753: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named AP-SCEP has been generated or imported



2. BVPKIEEH LB MRSAZIRY . W AZMURLE HERFMER,

9800-40(config)#crypto pki trustpoint Access_Point-MS-CA

9800-40(ca-trustpoint)#enrollment url http://10.106.35.61:80/certsrv/mscep/mscep.dl]
9800-40(ca-trustpoint)#subject-name C=IN,L=Bengaluru,ST=KA,0=TAC,CN=TAC-LAB.cisco.local,E=mail@tac-Tab.
9800-40(ca-trustpoint)#rsakeypair AP-SCEP

9800-40(ca-trustpoint)#revocation none

9800-40(ca-trustpoint)#exit

3.f# Fcrypto pki authenticate <trustpoint>#r 3 ] CAfA] IR BB & I ST MPKIS £ 8, EFRBIR P
AR,

9800-40(config)#crypto pki authenticate Access_Point-MS-CA

Certificate has the following attributes:

Fingerprint MD5: C44D21AA 9B489622 4BF548E1l 707F9B3B

Fingerprint SHAl: D2DE6ES8C BA665DEB B202ED70 899FDBO5 94996ED2

% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

9800-40(config)#crypto pki enroll Access_Point-MS-CA

%

% Start certificate enrollment ..

% Create a challenge password. You will need to verbally provide this

password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.

Please make a note of it.

Password:

Sep 26 01:25:00.880: %PKI-6-CERT_ENROLL_MANUAL: Manual enrollment for trustpoint Access_Point-MS-CA
Re-enter password:

% The subject name in the certificate will include: C=IN,L=Bengaluru,ST=KA,0=TAC,CN=TAC-LAB.cisco.Tlocal
% The subject name in the certificate will include: 9800-40.cisco.com

% Include the router serial number in the subject name? [yes/no]: yes

% The serial number in the certificate will be: TTM244909MX

% Include an IP address in the subject name? [no]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose Access_Point-MS-CA' commandwill show the fingerprint.

Sep 26 01:25:15.062: %PKI-6-CSR_FINGERPRINT:

CSR Fingerprint MD5 : B3D551528B97DA5415052474E7880667

CSR Fingerprint SHAl: D426CE9B095E1B856848895DC14F997BA79F9005

CSR Fingerprint SHA2: B8CEE743549E3DD7C8FA816E97F2746AB48EE6311F38FOB8F4D01017D8081525

Sep 26 01:25:15.062: CRYPTO_PKI: Certificate Request Fingerprint MD5 :B3D55152 8B97DA54 15052474 E78806
Sep 26 01:25:15.062: CRYPTO_PKI: Certificate Request Fingerprint SHA1 :D426CE9B 095E1B85 6848895D C14F9
Sep 26 01:25:15.063: CRYPTO_PKI: Certificate Request Fingerprint SHA2 :B8CEE743 549E3DD7 C8FA816E 97F27
Sep 26 01:25:30.239: %PKI-6-CERT_INSTALL: An ID certificate has been installed under

Trustpoint : Access_Point-MS-CA

Issuer-name : cn=sumans-lab-ca,dc=sumans,dc=tac-lab,dc=com

Subject-name : e=mail@tac-lab.local,cn=TAC-LAB.cisco.local,o=TAC,1=Bengaluru,st=KA,c=IN,hostname=9800-4
Serial-number: 5C0000001400DD405D77E6FE7F000000000014

End-date : 2024-09-25T06:45:157

9800-40(config)#
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9800-40(config)#ap Tsc-provision join-attempt 10

9800-40(config)#ap Tsc-provision subject-name-parameter country IN state KA city Bengaluru domain TAC-L
9800-40(config)#ap Tsc-provision key-size 2048

9800-40(config)#ap Tsc-provision trustpoint Access_Point-MS-CA

9800-40(config)#ap Tsc-provision

In Non-WLANCC mode APs will be provisioning with RSA certificates with specified key-size configuration
Are you sure you want to continue? (y/n): vy

SENEREREMER  FHELEHEYNEERNTE.

9800-40(config)#wireless management trustpoint Access_Point-MS-CA

AP LSCEg %
FEWLC LIE{TELMm T UBMELSC,
#show wireless management trustpoint

#show ap 1sc-provision summary
#show ap name < AP NAME > config general | be Certificate
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988@-40#sho aE lsc-frovision summ

Trustpoint used for LSC-provisioning : Access_Point-MS-CA
Certificate chain status : Available
Number of certs on chain : 2
Certificate hash : b7f12604ffe66bdd4abedle32c92a417b5c6cade
LSC Revert Count in AP reboots : 18

AP LSC Parameters :
Country : IN

State : KA

City : Bengaluru

Orgn : TAC

Dept : TAC-LAB.cisco.local

Email : mail@tac-lab.local
Key Size : 2048
EC Key Size : 384 bit

AP LSC-provision List
Total number of APs in provision list: @

Mac Addresses :

980@-40#sho wire

980@-40#sho wireless man

98@@-40#sho wireless management tru

98@@-40#sho wireless management trustpoint

Frustpoint Name : Access Point-MS-CA |

Certificate Info : Available

Certificate Type : LSC

Certificate Hash : b7fl26084ffe66b4ddabe@le32c92a417b5c6eabde
Private key Info : Available

FIPS suitability : Not Applicable

9BeR-40#

AP Ce

AP Certirticate CXplry-Time T P 5.}
AP Certificate issuer common-name : sumans-lab-ca
AP Certificate Policy Default
AP CAPWAP-DTLS LSC Status
Certificate status t Avallable
LSC fallback status t No
Issver certificate hash 1 611255bc691565a7537be 59297 14535930432¢10
Certificate expiry time i 09/25/2024 06:48:23
AP BBZ,1x LSC Status
Certificate status : Mot Mvailable
AP LSC suthentication state : CAPWAP-DTLS

EHHFAAPE , BATAP CLIMIETEL S UBFELSCHE.

#show crypto | be LSC
#show capwap cl1i config | in 1sc
#show dtls connection

APACD@, FBOA, . 46FE@#sho crypto | be LSC
SC: Enabled

Device Certificate

Certificate:
Data:
Version: 3 (@8x2)
5c:00:08:88:18:18:14:ed:da:85: f9:bf:d1:00:0@:00:28:00:18
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC = com, DC = tac-lab, DC = sumans, (N = sumans—Llab—ca
Validity
Not Before: Sep 28 84:15:2B 2823 GMT
Not After : Sep 27 24:15:28 2824 GMT
Subject: C = IN, 5T = KA, L = Bengaluru, 0 = TAC, (N =[aplgS—BCDﬂF89A46EG] emailAddress = mail@tac—lab.lecal
Subject Public Key Infao:
Public Key Algorithm: rsaEncryption
RSA Public—-Key: (2848 bit)
Modulus :
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BEBRLSCHAEL R f=F

B LAREWLCERAP L 1THEEE SRR EENEPCHEE | LIERAPRA R K CAPWAPBR B EE, #®
PCAPRE R B R INEBEDTLSPRE,

~ Datagram Transport Layer Security
~ DTLSv1.2 Record Layer: Handshake Protocol: Certificate (Reassembled)
Content Type: Handshake (22)
Version: DTLS 1.2 (@xfefd)
Epoch: @
Sequence Number: 5
Length: 82
w Handshake Protocol: Certificate (Reassembled)
Handshake Type: Certificate (11)
Length: 1627
Message Sequence: 2
Fragment Offset: 1557
Fragment Length: 78
Certificates Length: 1624
¢+ Certificates (1624 bytes)
Certificate Length: 1621
v Certificate: 3882065130820539200302010202135c000000181814edda8S5f9bfd100a000000018300d.. (pkcs-9-at-emailAddress=mail@tac~lab. local, id-at-commo)
« signedCertificate
version: wi (2]
serialNumber: @x5c@ddade18lfideddad5fsbfdlanaebssdania
+ signature (sha256WithRSAEncryption)
Algorithm Id: 1.2.848.113549.1.1.11 (sha256WithRSAEncryption)
issuer: rdnSequence (@)

rdnSequence: 4 items (id-at-commonMame=sumans-lab-ca,dc=sumans,dc=tac-lab,dc=com)
~ RDNSequence item: 1 item (dc=com)
+ RelativeDistinguishedName item (dc=com)
.9.2342.19200300.1088.1.25 (dc)

- RDNSequence item: 1 item (dc=tac-lab)
+ RelativeDistinguishedName item (dc=tac-lab)
Object Id: 9.9.2342.19200300.100.1.25 (dc)
IASString: tac-lab
 RDNSequence item: 1 item (dc=sumans)
v RelativeDistinguishedName item {dc=sumans)
9.9.2342.19200300.1080.1.25 (dc)
sumans
- RDNSequence item: 1 item (id-at-commonName=sumans-lab-ca)
+ RelativeDistinguishedName item (id-at-commonNamessumans-Llab-ca)
Object Id: 2.5.4.3 (id-at-commonName)
v DirectoryStrin printableString (1)
primtabtestring: sumans=tab=ca
lidity
« notBefore: utcTime (@)
2023-29-28 04:15:28 (UTC)
utcTime (0)
cTime: 2824-89-27 04:15:28 (UTC)
+ subject: rdnSequence (@)

A LAFEAPHMIWLC LiZ{TDTLSHAR N B #E R EEE,
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APEEAFEAMHRNLSCEREETSHRE. APTES02.1XFERA , I H XM HISEMRIREFE
TEORE. ISEARFERKNVADEN.

5 —BEAPLITHERATHMIE FEAAdotIxS 0BT | APEZERHIBWEARE
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EAP-TLS & 35 3 TERENE X



Supplicant Authenticator Authentication
Server

EAPoL Start -

. EAP-Request/Identity
™ EAP-Response/Identity RADIUS Access-Request L Step |

N

EAP-TLS Start (EAP-Type + PEAP, Version =0, L or 2)
Handshake:{Client Hello
Handshake:{Server Hello }
Handshake: |Server Certificate
Handshake: Senvr Key Exchange
Handshake: Ciierlt Certificate Request
Handshake: [Server Hello Done
Handshake: | Client Certificate
Handshake: Client Key Exchange
Handsi:ak;: l:herr Eeml"r:ate Verify
Ehange Cipher Spec
Handshake: Client Finished Message
Change |Cipher Spec

Handshake: berver Finished Message
EAP-Sucoess StED' V

A

step i

b

- Step

O S

J L

¥ 1

step IV
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APE#R802.1xH B E BB

1. B dot1x port authFICAPWAP DTLS , A% ZZEEAPHE 3,
2. AAPE Y dot1xFi%.

3. EXR MR FBUAdot1x,

4. ERADIUSfAIfRES L Z R ZETNRE,

APE#E802.1xB BB GUIEE

1. EMBAPIMARERER , ARR—TEEEER,
1. 3 — T AP > General, ZZEEAPE FIFMAPRERBI#ES "CAPWAP DTLS + dot1x port
auth, o
2. EfinFIManagement > Credentials , A& AAP dot1x authZ2 I A& B BNEE,



'élnlslzlh Cisco Catalyst 9800-40 Wireless Controller

Edit AP Join Profile

5= > AP Join
AP Managomont y :
Ganpssl Pt
AP Join Prokie Hame T De
e, Powes Over Ethernat Client Statistics Reparting Interval
APG_tost Swile 0 B Gz (soc) a0
ot
I e 2.4 Oz (sec) L]
APO_ il =Fli-Afty
o Type e
P Extended Module
AP0 rkPs A WAL DOGO 0000 0000
Enatin
ARGt F - A%
Mash
APG_DIh-F r=fPy
A1y Pl A Frohie Hame L diies i
ARG 13- Fi-APy
1 0
T Cs (] Update & Appiy to Device
el Cisco Catalyst 9800-40 Wireless Controller # T ABSTOC Q Sfadel

» AP Join

ag-ash
A
it
APG_3rd-Fir- Ay
ABG_ath-F b-APy
APG_BUh-F -
APO_Tii-Fi
AP BIN-Fh AP
A [
APG_1 -l
1

Cradantais

Dot 1 x Credentials.

Management

g mired -

| Update & Apply to Davico

APE#E802.1xB B CLIELE

ERAUT S HRCLIAAPRUAdot1x, EEHERAREMARERERNAPRABRS DBE,

#ap profile ap-auth
#dotlx eap-type eap-tls
#dotlx Tsc-ap-auth-state both

#dotlx username ap-wired-user password 0 cisco!123




APE#R802.1x & 17 B 38 IR ME B
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aaa new-model

dotlx system-auth-control

aaa authentication dotlx default group radius
aaa authorization network default group radius
radius server ISE

address ipv4 10.106.34.170 auth-port 1812 acct-port 1813
key cisco!123

|

interface GigabitEthernetl/0/2

description "AP-UPLINK-PORT-AUTH-ENABLED"
switchport access vlan 101

switchport mode access

authentication host-mode multi-host
authentication order dotlx

authentication priority dotlx

authentication port-control auto

dotlx pae authenticator

end

RADIUSfA AR 2R B & L &

EBRFEBEBRAETAP ( REBERE ) MRADIUSHRIREEZ B, MESBETERIUNESES, FAPEFE
RADIUSAlRZS e S M — 2 R FERADIUSR RS E At BB AP EHISCEP CAEEMNRE,

HISER , BHEEE-BE-ERBEBESHER
4 FLCSRIL {5 A ISE B Bk 1 E A TE ML



= Cisco ISt Administration « System

Deployment Licensing Certificates Legging Maintgnance Upgrade Health Checks Backup & Restong Admin Access Settings

Cartificate Mamsgement w Certificate Signing Request

System Cenificates Certiicate fypes will require different extended key usages. The list below oullines which extended key usages am mouired for sach certificate fype.

Trussed Certiicates ISE Identity Certificates:

OCSP Clent Profile « Miini-Uis (Admin, EAD Dortal, gxleid) - Cllant and Sorvar Authontication
Cerificate Signivg Requests * Agdmin - Server Authentication

« EAP Authenticalion - Server Authentication

Gertificabe Periodic Gheck Se.

. D enticaticn - Sarver Authantication

* Portal - Server Authentication

Cartificats Authority N . gl fieet and Sevver Authentieation
* SAML - SAML Signing Cavtficate
+ FSE Messaging Service - Generale & Signing Certificate or generate a tvand new Messaging Certificate.
« Dats Connest Cortificate - Connpel ta Ovacls Datsbiass
ISE Certificate Authority Certificates:
* FSE Root GA - This is not a signing request, but an abisty 1o generate a brand new Root GA certificabe for the ISE G functionality
« ISE intermediate CA - This is an Intemediste CA Signing Request

» Benow ISE OCSP Respondar Cortificates = This Is not s sigaisa requast. but sn ability to renew tha OCSP responder corttiicsts that i signad by the ISE Rest CASE Intermediste CA.

Usage

Cortificatofs) will bo used for  EAP Authemtication b
Aliow Wikdcard Cestificates. [

Node(s)

Cearne CSE'S for e Modes:

Hesde CSR Friendiy Mame
B sE00 ISESRHEAP Authertication
Subject
Common Name (GN)
SFODNS

Organizational Unit {OU)
Organization (0)
City (L)

Sate (ST)

%, IUEHT Y ASEERE AR,
BB S Windows CA IPtb it I /certsrv/ET 8 FIURL

% —T TRequest a certificate .

<« = G A\ Nonsécurisé | 192.168.1.98/certsry/

Microsoft Active

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity fo people you communicate with
You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a cerificate
View the status of a pending_certificate request
Download a CA cerificate, certificate chain, or CRL

& — T Submit a certificate request by using a base-64 ....



< G A Mon sécurisé | 192.168.1.98/certsrv/certrqad.asp

Microsoft Active Directory Certificate Services — mydomain-WIN-3E202T1QD0U-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.
Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using_a base-64-encoded PKCS #7 file.

M AAERRE ECSRX A, EEWebfal iR 85 = S8R,

Microsoft Active Direclory Cerificate Services — mydomain-WIN-JE202T1QD0U-CA

Submit a Certificate Request or Renewal Request

To submit a saved request ta the CA, paste a base.6d.encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an extemal source (such as a Web server) in the Saved Request box

Soved Request:

Basi-B4-encaded
cartificats request
(CMC or

PKCS #10 or
PHCE #T)

Centilicate Template:
o templaties baund)) ¥

Additional Attributes:

Asribustas |

A& , BiBIRE FCertificate Signing RequestiZBE I %2 — T Bind certificate , AJATEISE L Rt FE
. A%, Bl EEHRWindows CEBHEE.

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Cortificats Mansgoment -

Certificate Signing Requests

Syatemn Cortificas

Trusted C "
Generate Gertificate Signing Requests (CSR)
OCSP Clent Profile

A Certificate Signing Requests (CSRs) must be sent 1o and signed by an extemnal suthority. Click *export”™ 10 downkond one of mone C5RS 30 that they mary be signed by an external suthority. After o frequest has been signed, click

Cenificate Signing Requests s lat

Cetificate Periodic Check Se..

Gortificate Authority > O Friendly Name Certificate Subject Key Length  Portal gro... Timestamp Hast

-] ISEFIREAP Authantication CN=ISE90.mydomain.local 4096 Maon, 30 Dot 2023 ISESD

APE#R802.1x5h M B8 7%
BB B EAPIETH S -

#show ap authentication status

KREAAPE R ERTE

" tion status
AP dotlx feature is disabled.



B Hap authB AP IR4IE R %

AP@CDO.F89A.46E0# [+09/26/2023 08:57:40.9154]
[%09/26/2023 ©08:57:40.9154] Restart for both CAPWAP DTLS & 8@2.1X LSC mode
[%09/26/2023 08:57:40.9719] AP Rebooting: Reset Reason - LSC mode ALL

APE R IhEIR & 7 588FE -

LT REE RS 08T K AAPRGIE B 5 RA

*09/26/2023 07:33:57.5512] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.5513] hostapd:EAP: Status notification: started (param=)

*09/26/2023 07:33:57.5513] hostapd:EAP: EAP-Request Identity

*09/26/2023 07:33:57.5633] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.5634] hostapd:EAP: Status notification: accept proposed method (param=TLS)
*09/26/2023 07:33:57.5673] hostapd:dotlx: CTRL-EVENT-EAP-METHOD EAP vendor O method 13 (TLS) selected
*09/26/2023 07:33:57.5907] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.5977] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.6045] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.6126] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.6137] hostapd:dotlx: CTRL-EVENT-EAP-PEER-CERT depth=1 subject='/DC=com/DC=tac-T1ab
*09/26/2023 07:33:57.6145] hostapd:dotlx: CTRL-EVENT-EAP-PEER-CERT depth=0 subject='/C=IN/ST=KA/L=BLR/
*09/26/2023 07:33:57.6151] hostapd:EAP: Status notification: remote certificate verification (param=su
*09/26/2023 07:33:57.6539] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.6601] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.6773] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.7812] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.7812] hostapd:EAP: Status notification: completion (param=success)

*09/26/2023 07:33:57.7812] hostapd:dotlx: CTRL-EVENT-EAP-SUCCESS EAP authentication completed successf
*09/26/2023 07:33:57.7813] hostapd:dotlx: State: ASSOCIATED -> COMPLETED

*09/26/2023 07:33:57.7813] hostapd:dotlx: CTRL-EVENT-CONNECTED - Connection to 01:80:c2:00:00:03 comp]l

Lo I e T s TN s Y s T s N sy Y s TN s Y s T s N s T s N sy Y s T s Y s T s sy Y s W |
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ket size Linited during capturel

9. 07:47:17,192983 Cisco Fa:46:¢@ Nearest-non-TP. E Responie, i‘i‘tﬂ“itfl-Fu'

Encrypted Hardihake Mesiage

[

0_9 Response, TLS EAP (EAP-TLSI[Packet size Limited during capturel

L @ =
470, 07:47:17.376979 18.106.34.178 - 1612 55431 Access-Accept ids251

TCPdumpW &R BISER & 1B 7

NRESOREHBRREE | AFTERAPER LITEERNISEREKHEEERNS,

APHIDebug® 5 :

#debug ap authentication packet
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https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_locally_significant_certificates.html?bookSearch=true
/content/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_locally_significant_certificates.html?bookSearch=true
/content/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_locally_significant_certificates.html?bookSearch=true
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-management/215557-configure-scep-for-locally-significant-c.html
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