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I8EEEE AFEIASRS500E B D Ei R, SSHEEREMAIKILE  MASHREBZART. TelnetiE#R
REHAUNITR,
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evlogd: [local-60sec55.607] [tacacs+ 37201 error] [5/0/8908 <vpnmgr:1> authen_events.c:598]
[software internal system critical-info syslog] Authentication failed for user **** on tty
/dev/pts/0, application ssh, remote IP address XX.XX.XX.XX

evlogd: [local-60sec55.623] [cli 30028 debug] [5/0/8908 <vpnmgr:1> luser_auth.c:1448] [context:
local, contextID: 1] [software internal system syslog] Login attempt failure for user **** IP
address XX.XX.XX.XX - Access type ssh/sftp

evlogd: [local-60sec53.652] [tacacs+ 37201 error] [5/0/8908 <vpnmgr:1> authen_events.c:598]
[software internal system critical-info syslog] Authentication failed for user **** on tty
/dev/pts/0, application ssh, remote IP address XX.XX.XX.XX

evlogd: [local-60sec53.679] [cli 30028 debug] [5/0/8908 <vpnmgr:1> luser_auth.c:1448] [context:
local, contextID: 1] [software internal system syslog] Login attempt failure for user **** IP
address XX.XX.XX.XX - Access type ssh/sftp#####

evlogd: [local-60sec2.942] [tacacs+ 37201 error] [5/0/8908 <vpnmgr:1> authen_events.c:598]
[software internal system critical-info syslog] Authentication failed for user epcats on tty
/dev/pts/0, application ssh, remote IP address YY.YY.YY.YY

S ER4 .t mshow crash list all B RERIEHIARE |, FBEE , EBvpnmgriBBAM B E R HEE,

HER5. f+show task resources all #{RvpnmgrilsshdFE FEER A BARBEARRE, vpnmgrB EIPits



HWHhERE  WHITEERIFENIRIE, sshdXEZEZE AFIStarOS CLl,

HERC. EX R B vpnmgrfIH1. A PRIRESSHER , ERERR TELENTER N, BR |, EEA
REEE -BRIEEERKL,

m

HER7. MIOTNIRERR T B, FFER  HERTREIMEIBRNIERT , MIORE 7 AEEN&
BRE.

REMRFERMIONE, T—HoENBRARRD AT ER,
BARFERS
1. £ Aishow administratorsin S O] HEE I B L AR EHERE, B2 , M WY RERIBZEE

S5 ELSETREETIHHNERS.
R

[local]ASR5500-2# show administrators
Monday September 06 13:15:07 CDT 2021

Administrator/Operator Name M Type TTY Start Time Mode
Idle
admin admin /dev/pts/4 Mon Sep 06 13:14:38 2021 Context User 29
admin admin /dev/pts/3 Mon Sep 06 12:21:13 2021 Context User
749
admin admin /dev/pts/2 Thu Sep 02 11:03:57 2021 Context User
342206
[local]ASR5500-2#
== =
2. A, BRTELM S YW RABRBEE, BBBREEXEMEIdebug shell,

cli test-command pass <password>
debug shell

fEdebug shellPETUA T T :

ps -ef
setvr 1 bash
netstat -n

ps — JIHER. psii S AFERBEERRELETNERNEMERURRIHAMEE,
-e —HTHBEER , BREAE R
'f_ U\#%ﬂﬁ‘ﬁ_ﬁﬁgzﬁ *EO

netstattn T RHRAEN G TIER— , ARBERHMFENTEEETER, TEBIIHMA
tepMudpEEFER AR unixiERRRIZhEE. LCLIERA AR B ARNESFFELERNEREET

o
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ASR5500-2:card5-cpul# ps -eF

UID

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

10

11

12

13

15

16

17

19

20

21

22

23

PID PPID C

Sz RSS PSR STIME
511 640 4 Aug20
0 0 2 Aug20
0 0 0 Aug20
0 0 0 Aug20
0 0 0 Aug20
0 0 1 Aug20
0 0 1 Aug20
0 0 0 Aug20
0 0 1 Aug20
0 0 2 Aug20
0 0 2 Aug20
0 0 2 Aug20
0 0 3 Aug20
0 0 3 Aug20
0 0 3 Aug20
0 0 4 Aug20
0 0 4 Aug20
0 0 4 Aug20

ASR5500-2:card5-cpul# setvr 1 bash

bash-2.05b# netstat

Active Internet connections

Proto Recv-Q Send-Q

tcp

tcp

tcp

tcp

-n

Local Address

10.201

10.201

10.201

10.201

Active UNIX domain sockets

Proto RefCnt Flags

Type

(w/o0 servers)

TTY

? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00

TIME

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

Foreign Address

13

00

00

00

01

00

00

31

00

00

00

00

00

00

00

00

00

00

CMD

[51]

init

[kthreadd]

[ksoftirgd/0]

[migration/0]

[watchdog/0]

[migration/1]

[ksoftirgd/1]

[kworker/0:1]

[watchdog/1]

[migration/2]

[ksoftirgd/2]

[watchdog/2]

[migration/3]

[ksoftirgd/3]

[watchdog/3]

[migration/4]

[kworker/4:0]

[ksoftirgd/4]

State

.211.23:22 10.227.230.222:51781
.211.23:22 10.24.28.55:49918
.211.23:22 10.99.10.148:54915
.211.23:22 10.227.230.222:51783

(w/o servers)

State I-Node Path

ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED



unix 2 [ 1] DGRAM 39221385
unix 2 [ ] DGRAM 27056

bash-2.05b# exit
RIF LIRS , ARSIFEIT 7T ENEIASRSSKEERNIETE., SLARBAM TFZEREF
ZZHEMRERNER , BEMREKRER.

BN fETeleTypeWriter(TTY)E#R#& IE , TCPEZ NS ERMNBEE L RIFTEMEE,

HRIELER , ASRS500EE S RFFNRASSHERE , RMHRERIIKE, RELEFAZEAR
RAARER LA L SOERR |, FREERME L ENER , SSHAR & 3T BN

B ZEESSHEMRE Y BiR A TeleTypeWriter(noTTY)iE#R, EHEnoTTYEMBAUTEREHE SR
ERNEXER,

SSH admin@asr55k hostname "display version"E S E AR ZEIER TEEInoTTYERR,

LU, FEAWMSSH:* @notty R R FEE i R 2B AT K& I% ( ISR BK IR ) BRBEGW)H
SSH‘”“)\o EAUEREEESHHBNREREFRE K LHEEAFTP/REE R (SCP)ELRE

o

HEBNBRG R

1. B REARAPIR RSN IE PR EEER. HITZECLINZESSHERTASERE
sessmgriffe F EAEEHENMKENCPUEAE,
2. BT R | BRETIRE !

logging filter runtime facility cli level debug critical-info

.M EEEABIE R, T ARESSERKILZHISSHERE. &R AR ERNIEB
1W5nﬁﬁﬁﬁﬂqgﬁgﬁu

Exec > Global Configuration > Context Configuration
configure > context context name
administrator encrypted password timeout-min-absolute 300 timeout-min-idle 300

HERER
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/content/en/us/td/docs/wireless/asr_5000/21-11_6-5/Mode_C-D-CLI-Reference/21-11-C-D_CLI-Reference/21-11-C-D_CLI-Reference_chapter_010000.html#reference_7b82366e-1d60-4010-be40-2b8ec8b1bafd
/content/en/us/support/wireless/asr-5000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_tw/support/index.html
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