BEBRAAAAccSrvUnreachableHl
AAAAuthSrvUnreachable P} B it &

B &

j5hN

B3 Bt % Z% 25

aaamgriiiz 15 7& R Y E B B e
Keepalive 5 3%

HEBE R B/ 0k
RadiusfH R E R & 7

show task resources facility aaamgr all
show radius counters { {all |{al fR &5
show session subsystem facility {aaamgr | sessmar} {all |5|38
ping

traceroute

radius;BI 52 138 x auth {radius group
radius B 52 5 IBx 52 #R{radius#h

show radius info [radius group
ERFERAE

B FEEL

LR

HE RN T B EE®w

SNMPAAAAccSrvUnreachableAAAAuthSrvUnreachable(RADIUS)
RESULTradius//
IP

/lradius

aaamgr
aamgraaamgrradiusradiusaamgrsessmgrshow task resourcesaaamgraamgrradiusaamgr — show
radius countersAccess-Request Timeout

Access-Request Current Consequential Failures in a mgrshow radius countersshow radius
accounting(or authentication)servers detailradiusActiveNot RespondingSNMP radius



[ sour ce] PDSN> show radi us accounting servers detail
Friday Novenmber 28 23:23:34 UTC 2008

ER Type (A) - Authentication
| (C© - Charging

| (M - Mediation

I

| +----Preference: (P) - Primary

'l

|| +---State: (A) - Active

[ (D) - Down

[ 1] () - Initializing
1] (a) - Active Pending
[1]

[ ]]+--Admin (E) - Enabl ed

||| Status

[T

| ]1]]+-Adm n

|11]] status (O - Overridden
|1lI] Overridden:

[T

vvvvv | P PORT GROUP

PNE. 198.51.100.1

1813 defaul t

Event History:

2008- Nov- 28+23: 18: 36 Active
2008- Nov-28+23: 18: 57

2008- Nov- 28+23:19: 12 Active
2008- Nov-28+23: 19: 30

2008- Nov- 28+23: 19: 36 Active
2008- Nov- 28+23: 20: 57

2008- Nov- 28+23: 21: 12 Active
2008- Nov-28+23: 22: 31

2008- Nov- 28+23: 22: 36 Active
2008- Nov-28+23: 23: 30

MBWAEEEZEZRENE (&
JARKRTRANENRER , LEIE
&)

(a) - Accounting
(c) - Charging Accounting
(m - Mediation Accounting
(S) - Secondary
(N) - Not Responding

(W - Waiting Accounting-On

(w) - Waiting Accounting-Of
(U - Unknown

(D) - Disabled

(.) - Not Overridden

Not Respondi ng
Not Respondi ng
Not Respondi ng
Not Respondi ng

Not Respondi ng
EJ'I-{E_ 4 )
B LE1E R TR ARRE HE R IR ( IRRIEELR ,

WHEARREE , AIRATEESN :

radius [accounting] detect-dead-server consecutive-failures 4

REUARB[ERENFE ( 0E ) AERS "TEER .

radius [accounting] deadtime 10

SNMPFaRHM BEtb S EREE | BN B AR & 0 5 F /AR

Fri Jan 30 06:17:19 2009 Internal
address 172.28.221.178

Fri Jan 30 06:22:19 2009 Internal
172.28.221.178

Fri Nov 28 21:59:12 2008 Internal
address 172.28.221.178

Fri Nov 28 22:28:29 2008 Internal
172.28.221.178

trap

trap

trap

trap

notification

notification

notification

notification

(

N

5]
78

AR, B[
SR 5 DR

39 (AAAAut hSvr Unreachabl e) server 2 ip

40 (AAAAut hSvr Reachabl e) server 2 ip address

42 (AAAAccSvrUnreachabl e) server 6 ip

43 (AAAAccSvr Reachabl e) server 6 ip address



2008- Nov- 28+21:59:12. 899 [radi us-acct 24006 warning] [8/0/518 <aaangr: 231> aaangr_config.c: 1060]
[context: source, contextlD: 2] [software internal security config user critical-info] Server
172.28.221.178: 1813 unreachabl e

2008- Nov- 28+22: 28: 29. 280 [radi us-acct 24007 info] [8/0/518 <aaangr: 231> aaangr_config.c: 1068]
[context: source, contextlD: 2] [software internal security config user critical-info] Server
172.28.221.178: 1813 reachabl e

fEBHE REES B AR, TEREMAEX, Sl , ERE-EFARSRE. Z—SARFEREREMR
fReR EEAE 7 EMNBERRS LD ? RERBREERBRERLE ?

SFEER  BRUBMIAFZT-SEER[RELE Bt |, MO RFEERE LTS REERN
BE, CURIFFREZIERMND — HRFERMEE , AR T UMHRHERS E,

show snmp trap statisticsA$#x 5 B RUB LURMBEAVRE , BMERENEHECMER. HEGFHERE
EEERRAEE

[ source] PDSN> show snnp trap statistics | grep -i aaa
Wednesday Septenber 10 08:38: 19 UTC 2014

Trap Name #Gen #Di sc Disable Last Cenerated
AAAAccSvr Unr eachabl e 833 0 0 2014:09:10:08:36:54
AAAAccSvr Reachabl e 839 0 0 2014:09:10:08:37:00

AEE , ERROIFEHRENaaamgrA#231, ERNVARMEEF(SMC)LHASR 5000 L EEE
B, hEHEPHREEER , EEEaaamgrlaaamgriB B M REIER , AP HRENFIE
fmif 2 E BaaamgrfliE , MAREFBENISESIE, ERRANMRHFZHIEBER AR HRE

, BREMRFFEGIEEERRE , A AFRHSRIER , ANERFRZZHHRESESE , MR
FHEE—%  AEFKEHmEN. EHEHRBS Y , KREAEBENAEE WL aamrsd £ HE
WEFMEA. HStarOS 17MvIS+IVRELIRAR L , ITAEE N , Rt EFEREENLEN
aaamgrfflIBfmE% ( LISNMPFEBH P EREHY ) FEEA4FEID(Cisco CDETS CSCum84773)8y HEEH
HwE  BENMARBREF —XHBRLER ( BEZERES ).

Eaamgr2 & KsessmgrflEfmeE+ 1, Et , £ASR 55007 , BRI EE+(DPC)A385 , mMDPC
251153,

AR K EEEEEAERERES/EEEEA , UREEKRADIUSHRGEZ S RV RER
RER

#/BIR1ERE | Tshow radius accounting(or authentication)servers detail s @5 #§38 REEFEBY/ B
HENREERS "FHEE. NIFEEGRE : £iERN "REE, EREEERESEE M "
B, AR —EEERESSEREN ZAEERRREE "B, )

vvvvv | P PORT GROUP

aSDE. 172.28.221.178 1813 defaul t

Event History:

2008- Nov- 28+21: 59: 12 Down

2008- Nov- 28+22: 28: 29 Active

2008- Nov- 28+22: 28: 57 Not Respondi ng
2008- Nov- 28+22: 32: 12 Down

2008- Nov- 28+23: 01: 57 Active

2008- Nov- 28+23: 02: 12 Not Respondi ng



2008- Nov- 28+23: 05: 12 Down

2008- Nov- 28+23: 19: 29 Active
2008- Nov- 28+23: 19: 57 Not Respondi ng
2008- Nov- 28+23: 22: 12 Down

MRAKRET —ERRR , AITEREEBAER  RASHFURERDEREE,

BB —1H 2 , detect-dead-server config lineF AT LAELE S — @& & "response-timeout B 5| E
o MRIEE , AEE R EFEXRMNEEERFRER , TE28RRFEBAEBM. response-
timeouti§E 7 —EREFME , EUHFEBRATEREHEEIESERRS[NIIEERNERE, (FIFE
, MBI FER | TSR EEEE, ) EMRSMAKERTEEE (Mo ZI8/MRHER ) &
, BHREEER.

EEBANEARERRERFERERNEFRE  EYFTFEVNRARFERIER. HX
, AR ERBRERBRRARSIISWER , ERTFRIEATEE  EER LR RARSFHEE
|ASAE,

R ) 5 Em Y 42 Flradius AR RE M BB i Y 5 AR MR R R AT Baamgrif B W B 82 7 KR EA R AVE
B, ZAEE—ERELSHERBENTE  TRTREENHERERE, BCRRERK
FEEN RS, MEMBLSRETHEEER,

Keepalive 5 %

o BlradiusfA ARES FIEMM B — B H E R FE AR keepalive AIFEE ., EFRFEEHELAER
radiustAE , M RERARRE, A ZENS —EEHRCHRRENEHME , MBEaamgrit/F
HIEEHEML | AAMGRA R ATREEE A EEradius R EN KR |, R EZMNEESLIFERHARERE
AEEME , fMEMERMRKBNIEERR, i K EFRRSFEERABEHAR B EHXE
tekeepaliveERIE , MERREF AT ABRETER, LA EZHNRBEERTIERT BEiEEaaamgrfl
HARREAEIRE , ELHIETBEEIEE , RATHKEEaaamgrfflEARRIEER.

UTRERSEHBNSEEIRESRR !

radi us (accounting) detect-dead-server keepalive

radi us (accounting) keepalive interval 30

radi us (accounting) keepalive retries 3

radi us (accounting) keepalive tineout 3

radi us (accounting) keepalive consecutive-response 1

radi us (accounting) keepalive usernane Test-Usernane

radi us keepalive encrypted password 2ec59b3188f 07d9b49f 5ead4cc44d9586
radi us (accounting) keepalive calling-station-id 000000000000000
radi us keepalive valid-response access-accept

% Mradius(accounting)detect-dead-server keepalive s BiRkeep-alive 5% , A2 EHaamgrk
EEBRN. ELFEHR , REBI0WEIL—BIFEAE SR ATest-Username B ETF A Test-
UsernamefV RIS , IR R ERFIEE , AIF3WER —X , RZEHIX , 2B B RARSFER
AERA. —BWEIE—HERFE K eEBEAEEERER,

TR ERREN S HREFR/ERERA

<<<<QUTBOUND 17:50: 12: 657 Eventi d: 23901(6)

RADI US AUTHENTI CATI ON Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1812 (142) PDU-
di ct =starent -vsal



Code: 1 (Access-Request)
Id: 16
Lengt h: 142
Aut henticator: 51 6D B2 7D 6A C6 9A 96 0C AB 44 19 66 2C 12 0OA
User - Nane = Test - User nane
User-Password = B7 23 1F D1 86 46 4D 7F 8F EO 2A EF 17 Al F3 BF
Calling-Station-1d = 000000000000000
Servi ce- Type = Franed
Fr anmed- Pr ot ocol = PPP
NAS- | P- Address = 192. 168. 50. 151
Acct - Session-1d = 00000000
NAS- Port - Type = HRPD
3GPP2- M P- HA- Addr ess = 255. 255. 255. 255
3GPP2-Correlation-1d 00000000
NAS- Port = 4294967295
Cal |l ed-Station-1D = 00

| NBOUND>>>>> 17: 50: 12: 676 Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 192.168.50.200: 1812 to 192. 168. 50. 151: 32783 (34) PDU-
di ct =starent-vsal
Code: 2 (Access-Accept)
1d: 16
Length: 34
Aut henticator: 21 99 F4 4C F8 5D F8 28 99 C6 B8 D9 F9 9F 42 70
User - Password = test password

Elaamgris sE A B EBEHFE — 4% |, F R #ISNMPBE B 2 3% /R 88 5% 2152 /B B LA K% 7T 2)3E /B RR
radiusik & :

Fri Feb 27 17:54:55 2009 Internal trap notification 39 (AAAAut hSvrUnreachable) server 1 ip
address 192.168. 50. 200

Fri Feb 27 17:57:04 2009 Internal trap notification 40 (AAAAut hSvrReachabl e) server 1 ip address
192. 168. 50. 200

Mshow radius counters all, ‘@& AR RS 55 F Mtk keepalivefFE R 2 — U T 25 MR
FETRIES -

Server-specific Keepalive Auth Counters

Keepal i ve Access- Request Sent: 33
Keepal i ve Access- Request Retried: 3
Keepal i ve Access- Request Ti meouts: 4
Keepal i ve Access- Accept Recei ved: 29

Keepal i ve Access- Rej ect Received:

Keepal i ve Access- Response Bad Aut henticator Received:
Keepal i ve Access- Response Ml f orned Recei ved:

Keepal i ve Access- Response Mal forned Attribute Received:
Keepal i ve Access- Response Unknown Type Recei ved:

Keepal i ve Access- Response Dropped:

YR T/ &

EEEE.%ETAAA,\“,filJi_BﬁI‘#E’Jﬁﬁ%li T—i%%‘ﬁﬂ%ﬁﬁ&[‘ﬁﬁwﬁﬁn RAREESEYL
HEERARE, TEEIE, R EEEETONE. CREREFTEREBS, ﬂﬂﬁ%ﬁ:ﬁ
ASREMMZE, Hlifn , RENERVREBETELHFER ? ARFEESRIFER ? CREHELHE
REFEHTEE, EEREEEMEIASR , MRZ , EMREAMBEE LEEHEZREN (BIFK ) o A

O OO O oo



ERNMBAEZELREE,
RadiustA 6 E A& A

BEEFEART —LHBRADIUSEENER M, RADIUSH AR S BERUN —BEEENES , I
BEFmBlRsBR—EERE  RETUTEE, RSBAT , BEXRE—EE , BIERAE,

[l ocal ] CSE2# config

[l ocal ] CSE2(config)# context aaa_ctx

[ aaa_ct x] ASR5000( confi g-ctx)# aaa group defaul t
[ aaa_ct x] ASR5000( confi g- aaa- group) #

MRERBEN D Raaail , MIEAEREERIERAMBBAPN) ( BURRFFAHRHIR M ) FEE
MU TEYEEEELE , fim .

subscri ber name <subscri ber nanme>
aaa group <group name>

M RME ERES BB PR Eaaall , RAEBBaaall ARENEARERERFERHH
b AT L B TR

DT REZEIEGE Eaaallll EFHAERBEENFEENERAGS. EAFRERATIEER
BEEANMETEREZE K MEEFHRELRE , T4 Eﬁbﬁéﬁﬁﬁaﬁiiﬂéé ERFHEE, EXas
EELETX :

show aaa group al
show aaa group nanme <group nane>

ER  REENTRERradiusFEUMGCIRMAIRRASH . LUTR2EH

radi us server 209.165.201.1 key testtesttesttest port 1645 priority 1 max-rate 5
radi us server 209.165.201.2 key testtesttesttest port 1645 priority 2 max-rate 5
radi us accounting server 209.165.201.1 key testtesttesttest port 1646 priority 1
radi us accounting server 209.165.201.2 key testtesttesttest port 1646 priority 2

5

EEmax-rateTh e , ZIEERH SV M ARSFEENFERE

WA EFEEEENAS P | ERRHE P EIEradiusBERMNK B EENESPH N HE LHIPH I
o MRRER , EUT‘%%LHE? It B B4R 25T B Rl PR 25 BR Bt AT e AL B P EA MMV BEER ( REEX
radius%%fkﬂﬂi?amﬁlﬂ ) o

radius/& fEnas-ip-address address 10.211.41.129

IR, HRRENCIREEHRE —RARSFEE , Rt SERTEVERESRTERESRADIUSH
RE FMBEACIETE. WHASRSKE , RISEUDPREY MR RAEEEEE (BESY
BEEATRARREA ) o

BEATKRENEEZEFBNCTIRAKE. TUEERBARETIETF

radius [accounting];& & ;& {first-server |fBIRELE &R}

E—ERRFEERSBALLBFRELINELIEFRENRRSE. REERLEERAXRMIERENE



RE, ARFEEBRARENE  TSEAEE T —HEEXIEFNARSE. BB TENFRAER,
E&iAradius ( FStRIEAR ) BRE , FEOE. TEREEAR (¥ ) RKBIEZER

radius [accounting] timeout 3

ENEEBEREEENRE

radius [accounting] max-retries 5

ERTEERNFE Eradius@fREE L , ERBEZH , ATEIES Emax-retries + 1JXNGER. ERF
, CEBHKFESAMERHET —@Eradiusf@iREF. MWRBEMRREEZEE T max-retries + 1)X , B8
BEE  AIFIGSHEIERE  RERIBA/ALZEHMHERR,

Hln Eﬂﬁ%fﬁ%ﬁ%ﬂ]nEE-EEEIEAFﬁﬁﬂEE%%ﬁEH#ﬁﬁ%E& ERERTUBBEREETHE , BED
$HERAAMAEEEU T A

radius allow [accounting] authentication-down

WA EEAEREE , RS EBEREMECHERRSEFTWEL EREE  ELEERENSE
AAREE :

radius [accounting] max-transmissions 256
plgn , NRF/ER=1, MEEEHBMARS , EFFERT , RARERAB-XBEERAERE.
show task resources facility aaamgr all

B {Eaaamgrit FREEEI B fsessmgriE 2 ( B ERRTIEE ) BEY "BAR. , BURATRERNE
HEREFPSC)HEREERDPC)L , BEEAMBMNGIEID, i, EhRplEmEd  FEER
ASR 50008 R EE +(SMC) LB TH 4 Braamgrffl 78231 (R ASR 5500(MIO) K & IR A fa =
), ZHIETFTSREBFERAERER , EF2ARradivsBIRS T (EREZFMER  FSEAT—6H

) FIRESCLIZARE,

EHRBS RS , LAPSC 13 E#aamgr 1078 EEREPSC 1 LW E ¥sessmgr 1070 A
RADIUSEEHE, aamgr 1078 AJiE 4B EE & sessmgr 107 LRy RELY,

t ask cputine menory files sessi ons
cpu facility inst used allc used alloc used allc used allc S status
1/0 sessnyr 107 1.6% 100% 119. 6M 155.0M 26 500 83 6600 | good
13/ 1 aaangr 107 0.3% 94% 30.8M 77.0M 18 500 -- -- - good
8/ 0 aaangr 231 0.1% 30% 11. 6M 25.0M 19 500 -- -- - good
FEUTRBIH , REFEFTHMERNEMEFEAL | aamgr 2HBEEEXERY
sessmgr , i&— EE?EE%E £

t ask cputine menory files sessi ons
cpu facility inst used allc used alloc used allc wused allc S status
12/ 0 sessnyr 92 1.2% 100% 451. 5M 1220M 43 500 643 21120 | good
16/ 0 aaangr 92 0.0% 95% 119.0M 315.0M 20 500 -- -- - good

12/ 0 sessnyr 95 6.9% 100% 477.3M 1220M 41 500 2626 21120 | good



12/ 0 sessngr 105 7. 7% 100% 600. 5M 1220M 45 500 2626 21120 | good
12/ 0 sessngr 126 3.4% 100% 483.0M 1220M 44 500 2625 21120 | good
12/ 0 sessngr 131 8.1% 100% 491. 7M 1220M 45 500 2627 21120 | good

show radius counters { {all | server <server IP>} [instance <aamgr #>] | %&£}
BENE—H SR "show radius counters s HEEE

T EERHFZEANGTEEE AR #radiusfIRE, "show radius counters ally &5 7E R it @
RESKNERAM A HIFEER A BERBRUGTHESEFERINERIEEEE , RATCTHELTH
B, ZWTRLTXEEN , Rt X BEEERaaaflE— LT XHIET,

EENE EREEANFERRA , RERTHSRESTHE2EANERESETAER. A 7T HE
ERNER  SEFZREENHES  UEHBREKNEHREERE —BREB A EETER,
EULTwES |, 58EE "Access-Request Sents =1, M "Access-Request Retrieds =3, Et
, 5 EradiusAREBFNVEMEEF B RETE R , MEERTEBHE. EXFIH , £EEXT3
+ 1= 4EFFRER. BEE , 5TEES"Access-Request Timeouts" =1, AEEMBER KK , I
eHRERAER, At , EEERAT , SREXMIEEESERINER (MFAR4R ). FIE
ERENFRSHSREEEER , EEIRWIMBEERAT AN, At , FEED I ASERRSE
IRHMEMETEIER. AT 2EH , Hp .

radi us max-retries 3
radi us server 192.168.50.200 encrypted key 0l1abd002c82b4a2c port 1812 priority 1
radi us server 192.168.50. 250 encrypted key 01abd002c82b4a2c port 1812 priority 2

[desti nation] CSE2# show radi us counters all
Server-specific Authentication Counters

Aut henti cati on server address 192.168.50. 200, port 1812:

Access- Request Sent: 1
Access- Request with DMJ Attributes Sent: 0
Access- Request Pendi ng: 0
Access- Request Retried: 3
Access- Request with DMJ Attributes Retried: 0
Access- Chal | enge Recei ved: 0
Access- Accept Recei ved: 0
Access- Rej ect Recei ved: 0
Access- Rej ect Received with DMJ Attri butes: 0
Access- Request Ti meout s: 1
Access- Request Current Consecutive Failures in a ngr: 1
Access- Request Response Bad Aut henticator Received: 0
Access- Request Response Mal fornmed Recei ved: 0
Access- Request Response Mal fornmed Attribute Received: 0
Access- Request Response Unknown Type Recei ved: 0
Access- Request Response Dropped: 0
Access- Request Response Last Round Trip Time: 0.0 ms
Access- Request Response Average Round Trip Tine: 0.0 ms

Current Access-Request Queued: O ... Authentication server address 192.168.50.250, port 1812:
Access- Request Sent: 1 Access-Request with DMJ Attributes Sent: O Access-Request Pending: O
Access- Request Retried: 3 Access-Request with DMJ Attributes Retried: 0 Access-Chall enge

Recei ved: 0 Access-Accept Received: 0 Access-Reject Received: 0 Access-Reject Received with DVJ
Attributes: 0 Access-Request Tinmeouts: 1 Access-Request Current Consecutive Failures in a ngr: 1
Access- Request Response Bad Aut henticator Received: 0 Access-Request Response Ml fornmed

Recei ved: 0 Access-Request Response Mal formed Attribute Received: 0 Access-Request Response
Unknown Type Received: 0 Access-Request Response Dropped: 0 Access-Request Response Last Round
Trip Time: 0.0 ns Access- Request Response Average Round Trip Tine: 0.0 s

Current Access-Request Queued: O



I8 BRAHAKRK , BRE , NRFEEMER , BRNFBEZINGBERNHETS
2%1% YRR R

HELHEBNW O RETETEBEN, flin, BRABBIPMIP)BE , HRAEMEBRB LAY , 8
*ﬁ‘%LMP‘fHHEK(RRP) iﬂ%@%é‘ﬂxﬁ%ﬁﬁéﬁ_mﬁl\mp‘fﬂﬁ ‘J?(RRQ) HATREKRE
MIP RRP, ﬁﬂ%ﬁE’JMIPRRQ%‘BQ%Z‘&PDSN%L%?E’J%@%@% 53K, MHE?ZIK%‘JLAEEEQE
H—RIEH, ETUEERSRMESNIDEFER — ¥1#\’§%ﬂ§‘ﬁffﬁ= , IR E 2 —
o FERESent, RetriedMTimeoutlVFTEEF AT AR KB HFAF WIS TERIE, 5 —E&E [ L
BAUR/MEELEAESHAXE , MEBETUEATBREFA) P ERE (BT 8EEHome Agent(HA) iR

FE%E : "authentication mn-aaa <Jt|:)f:1§?§6>optlmlze retries"

Hih— S HANFTEEE

"Access-Request Response Droppeds — EZFH M MBRE RNWERRTLIERTE RBRFELE,

" Access-Request Response Last Round Trip Time, — R iR BN AEERE  BEARATER
RIEE T RE R EEIR,

" Access-Request Current Consecutive Failures in a mgry E2EEAAATRTE A AEE BV EE — B
PERHNARER. ceRTESREEBBRFTEaaamgr.

"Current Access/Accounting-Request Queued RRKREEBREBEBKIIPHIFER ( BIRAFFE
BRBBTEERERRMEIRS )
HEAAMAELERHZERNERARUERATIREN/NEERE K MIFMEERF LER,

MBEEBEEM I EERNNFETA , Al Faamgrfl Bk BI#TE—SRE |, LURE—ERZHE
HEaamgre B =8 iR, FTEUEMNER., fln , ERNVNRFTBESHNSEPSC/DPC LR
aaamgr , & U EEEHFEBEN E Eaaamgrai fEaamgr — EHERN, RFAMEIARZEHEF
HMEFEBE  AEEREHERARRSEEN IR ME L HRARERENER. EEEERT
, BT —RETHRARE,

T RERS Eaamgric tRE AN HE S, (BEFH , BEHEASRSKARADIUS] AR 2 2 B Y
B K R — 1Ii‘*n,\,TBEJL;F‘BHJLEEQ%;EaamngJIE(114)153’3,,.&)0 E=BER , RKE
ABIEEME  BREEERLET100,000%XBE (ETXTR/EHEH ) .

Iﬂ:mlh

_¢

==
73
AE

=

[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep -E "Accounti ng-
Request Sent| Accounti ng- Response Recei ved| Accounti ng- Request Ti neouts"
Wednesday Cctober 01 18:12:24 UTC 2014

Accounti ng- Request Sent: 14306189
Account i ng- Response Recei ved: 14299843
Account i ng- Request Ti meout s: 6342

[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep -E "Accounting
server address| Accounti ng- Request Sent| Accounti ng- Response Recei ved| Accounti ng- Request Ti meout s"
Wednesday Cctober 22 20:26:35 UTC 2014

Accounting server address 209.165.201.1, port 1646:

Accounti ng- Request Sent: 15105872
Account i ng- Response Recei ved: 14299891
Account i ng- Request Ti nmeout s: 158989

[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep Accounting
Wednesday Cctober 22 20:33:09 UTC 2014
Per - Cont ext RADI US Accounting Counters
Accounti ng Response
Server-specific Accounting Counters
Accounting server address 209. 165.201.1, port 1646:
Accounti ng- Request Sent: 15106321
Accounting-Start Sent: 7950140
Accounti ng- Stop Sent: 7156129



Accounting-Interim Sent:
Accounti ng-On Sent:
Accounting- O f Sent:
Account i ng- Request Pendi ng:
Accounti ng- Request Retri ed:
Accounting-Start Retried:
Accounting-Stop Retried
Accounting-InterimRetried
Accounting-On Retried:
Accounting-Of Retried:
Account i ng- Response Recei ved:
Account i ng- Request Ti meout s:

52

0

0

3
283713
279341
4372

0

0

0
14299891
159000

Accounti ng- Request Current Consecutive Failures in a nmgr: 11

Account i ng- Response Bad Response Received
Account i ng- Response Mal forned Recei ved
Accounti ng- Response Unknown Type Recei ved:
Account i ng- Response Dropped:
Accounti ng- Response Last Round Trip Time:
Account i ng- Response Average Round Trip Tine:
Accounting Total Gl (Acct-Qutput-Cctets):
Accounting Total & (Acct-Input-Cctets):
Current Accounting- Request Queued:

0

0

0

21

52.5 ns

49.0 s
4870358614798
714140547011
17821

Bz, BEMLHERELESR, B[ ikasE SRR RE 01,
show session subsystem facility {aaamgr | sessmgr} {all |5I38<fi18#>}

HARBENDTHAESHRABHCBHAXWEE  BALRERHIES—F.

B E b B FE B BR

— 8 | BB A BIFET T MacamgrflE 2 BN HER BB TSN ES MNBEER, =
THRMEFRROE, LMRNE, SHRBIVEES, RE—T  BABEREFTRG (—EH

HEEER , EMELXHER)

, DUH BR T AR 12 5t 2 A ik REAR M) (B 49 (£ ] R S f 8% o

R LSRN BN EEaamgric iR A MBI MEEREE , TERER T TRIEFEAFIIRIZANEFE
—BENTRSHBENE Y, FEERAMWNaamgriV AT EBREBWHMA , URFEAZTSHME
WERESLERRBNMAEM. F& , R T REFIAEI7EE HER TEBRARB RO,

[ sour ce] PDSN> show sessi on subsystem facility aaangr instance 36

Wednesday Septenber 10 08:51: 18 UTC 2014

AAAMgr: I nstance 36
39947440 Total aaa requests 17985 Current aaa requests
24614090 Total aaa auth requests 0 Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes
0 Total aaa aggregation requests
0 Current aaa aggregation requests
0 Total aaa auth keepalive 0 Current aaa auth keepalive
15171628 Total aaa acct requests 17985 Current aaa acct requests
0 Total aaa acct keepalive 0 Current aaa acct keepalive
20689536 Total aaa auth success 1322489 Total aaa auth failure
86719 Total aaa auth purged 1016 Total aaa auth cancelled
0 Total auth keepalive success 0 Total auth keepalive failure
0 Total auth keepalive purged
0 Total aaa aggregation success requests
0 Total aaa aggregation failure requests
0 Total aaa aggregation purged requests

15237 Total aaa auth DMJ chal | enged
17985/ 70600 aaa request (used/ max)
14 Total diameter auth responses dropped
6960270 Total Diameter auth requests
23995 Total Dianmeter auth requests retried
52 Total Dianmeter auth requests dropped
9306676 Total radius auth requests
0 Total radius auth requests retried

0 Current

0 Current Dianmeter auth requests

radi us auth requests
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Total radius auth responses dropped

Total |ocal auth requests

Total pseudo auth requests

Total null-username auth requests (r

Total aggregation responses dropped

Total aaa acct conpl eted 7976
this may not have yet started incre

Total acct keepalive success

Total acct keepalive purged

CLI Test aaa acct purged

I P Interface down aaa acct purged
No Radi us Server found aaa acct purg
No Response aaa acct purged

Total acct sess alloc

Total acct sess delete

Current acct sessions

Auth No WAit Suppressed

Aggr No WAit Suppressed

Disc No Wait Suppressed

Start No Wit Suppressed
InterimNo Wait Suppressed

Stop No WAit Suppressed

Acct OnOFf Cust oml4

Acct OnOFf Cust ong?7

Acct OnOF f

Recovery Str Suppressed

Recovery Stop Suppressed

Med Chrg G pp Suppressed

Med Chrg Radi us Suppressed

Radi us Probe Trigger

Recovery Stop Acct Session Suppresse
Total aaa acct cancel |l ed

Total Diameter acct requests

Total Dianmeter acct requests retried
Total dianmeter acct requests dropped
Total diameter acct responses droppe
Total dianeter acct cancelled

Total diameter acct purged

Total radius acct requests 1798
Total radius acct cancelled

Total radius acct purged

Total radius acct requests retried
Total radius acct responses dropped
Total radius sec acct requests

Total radius sec acct cancelled
Total radius sec acct purged

Total radius sec acct requests retri
Total gtpp acct requests

Total gtpp acct cancell ed

Total gtpp sec acct requests

Total null acct requests

Total aaa acct sessions 2147
Total aaa acct archived

Current recovery archives 472
Total aaa sockets opened

Total aaa requests pend socket opene
Current aaa requests pend socket ope

Total radius requests pend server
Current radius requests pend server
Total radius auth req queued server
Max radius auth req queued server
Current radius auth req queued serve
Total radius acct req queued server

Max radius acct req queued server

0 Current |ocal auth requests
0 Current pseudo auth requests
ej ect ed)

3 Total aaa acct purged <== |f
ment i ng

0 Total acct keepalive timeout

ed

d

0 Current Dianmeter acct requests
d

5 Current radius acct requests

0 Current radius sec acct requests
ed

0 Current gtpp acct requests

0 Total gtpp acct purged

0 Total gtpp sec acct purged

0 Current null acct requests

3 Current aaa acct sessions

2 Current aaa acct archived

4 Current valid recovery records
1 Current aaa sockets opened

d

n

max- out st andi ng

max- out st andi ng
max-rate

max-rate

r max-rate
max-rate

max-rate

i ssue started
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[ sour ce] PDSN> show sessi on subsystem facility aaangr
Wednesday Sept enber

Current radius acct

Tot al

req queued server

Current
Total radius charg acct
Max radius charg acct

Current radius charg acct

Total aaa radius coa requests 0
Total aaa radius coa acks 0
Total aaa radius coa naks 0
Total radius charg auth 0
Total radius charg auth success 0
Total radius charg auth purged 0
Total radius charg acct 0
Total radius charg acct success 0
Total radius charg acct cancell ed

Total gtpp charg 0
Total gtpp charg success 0
Total gtpp charg cancell ed 0
Total gtpp sec charg 0
Total prepaid online requests 0
Total prepaid online success 20392
Total prepaid online retried 102

Current prepaid online purged

10 08:51:28 UTC 2014

radi us charg auth req queued server
Max radius charg auth req queued server
radi us charg auth req queued server
req queued server
req queued server
req queued server

max-rate
max-rate
max-rate
max-rate
max-rate
max-rate
max-rate

Total aaa radius dmrequests
Total aaa radius dm acks

Total aaa radius dm naks
Current radius charg auth

Total radius charg auth failure
Total radius charg auth cancell ed
Current radius charg acct

Total radius charg acct purged
Current gtpp charg

Total gtpp charg failure

Total gtpp charg purged

Total gtpp sec charg purged
Current prepaid online requests

Current prepaid online failure
Total prepaid online cancelled

i nstance 37

AAAMgr: I nstance 37
39571859 Total aaa requests 0 Current aaa requests
24368622 Total aaa auth requests 0 Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes
0 Total aaa aggregation requests
0 Current aaa aggregation requests
0 Total aaa auth keepalive 0 Current aaa auth keepalive
15043217 Total aaa acct requests 0 Current aaa acct requests
0 Total aaa acct keepalive 0 Current aaa acct keepalive
20482618 Total aaa auth success 1309507 Total aaa auth failure
85331 Total aaa auth purged 968 Total aaa auth cancelled
0 Total auth keepalive success 0 Total auth keepalive failure
0 Total auth keepalive purged
0 Total aaa aggregation success requests
0 Total aaa aggregation failure requests
0 Total aaa aggregation purged requests
15167 Total aaa auth DMJ chal | enged
1/ 70600 aaa request (used/ max)
41 Total dianeter auth responses dropped
6883765 Total Diameter auth requests 0 Current Dianmeter auth requests
23761 Total Dianmeter auth requests retried
37 Total Dianmeter auth requests dropped
9216203 Total radius auth requests 0 Current radius auth requests
0 Total radius auth requests retried
927 Total radius auth responses dropped
15 Total |ocal auth requests 0 Current |ocal auth requests
8420022 Total pseudo auth requests 0 Current pseudo auth requests
8637 Total null-usernanme auth requests (rejected)
0 Total aggregation responses dropped
15043177 Total aaa acct conpleted 0 Total aaa acct purged
0 Total acct keepalive success 0 Total acct keepalive timeout
0 Total acct keepalive purged
0 CLI Test aaa acct purged
0O IP Interface down aaa acct purged
0 No Radius Server found aaa acct purged



0 No Response aaa acct purged
14358245 Total acct sess alloc
14356293 Total acct sess delete

1952 Current acct sessions
Auth No WAit Suppressed
Aggr No WAit Suppressed
Disc No Wait Suppressed
Start No Wit Suppressed
InterimNo Wait Suppressed
Stop No WAit Suppressed
Acct OnOFf Cust oml4
Acct OnOFf Cust ong?
Acct OnOF f
Recovery Str Suppressed
Recovery Stop Suppressed
Med Chrg G pp Suppressed
Med Chrg Radi us Suppressed
Radi us Probe Tri gger
Recovery Stop Acct Session Suppressed
Total aaa acct cancel |l ed
Total Diameter acct requests 0 Current Dianmeter acct requests
Total Dianmeter acct requests retried
Total dianmeter acct requests dropped
Total diameter acct responses dropped
Total dianeter acct cancelled
Total diameter acct purged
15043217 Total radius acct requests 0 Current radius acct requests
40 Total radius acct cancelled
0 Total radius acct purged
476 Total radius acct requests retried

O OO O0OO0ODO0OO000OO0OO0OO0OO0oOOoOOo
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37 Total radius acct responses dropped

0 Total radius sec acct requests 0 Current radius sec acct requests
0 Total radius sec acct cancelled

0 Total radius sec acct purged

0 Total radius sec acct requests retried

0 Total gtpp acct requests 0 Current gtpp acct requests

0 Total gtpp acct cancelled 0 Total gtpp acct purged

0 Total gtpp sec acct requests 0 Total gtpp sec acct purged

0 Total null acct requests 0 Current null acct requests

16057760 Total aaa acct sessions 4253 Current aaa acct sessions
14 Total aaa acct archived 0 Current aaa acct archived
4253 Current recovery archives 4249 Current valid recovery records

1 Total aaa sockets opened 1 Current aaa sockets opened

1 Total aaa requests pend socket opened
0 Current aaa requests pend socket open
29266 Total radius requests pend server max-outstanding
Current radius requests pend server max-outstanding
Total radius auth req queued server nmax-rate
Max radius auth req queued server max-rate
Current radius auth req queued server nmax-rate
Total radius acct req queued server nmax-rate
Max radius acct req queued server max-rate
Current radius acct req queued server nmax-rate
Total radius charg auth req queued server max-rate
Max radius charg auth req queued server nmax-rate
Current radius charg auth req queued server nmax-rate
Total radius charg acct req queued server max-rate
Max radius charg acct req queued server nmax-rate
Current radius charg acct req queued server nmax-rate
Total aaa radius coa requests 0 Total aaa radius dmrequests
Total aaa radius coa acks 0 Total aaa radius dm acks
Total aaa radius coa naks 0 Total aaa radius dm naks
Total radius charg auth 0 Current radius charg auth
Total radius charg auth success 0 Total radius charg auth failure

OO OO0 00000000000 OoOOoOOo



Total radius charg auth purged 0 Total radius charg auth cancell ed
Total radius charg acct Current radius charg acct

Total radius charg acct success 0 Total radius charg acct purged
Total radius charg acct cancell ed
Total gtpp charg

Total gtpp charg success

Total gtpp charg cancell ed

Total gtpp sec charg Total gtpp sec charg purged
160020 Total prepaid online requests Current prepaid online requests
139352 Total prepaid online success 20551 Current prepaid online failure

o

Current gtpp charg
Total gtpp charg failure
Total gtpp charg purged

O OO O0OO0OO0oOOoOOo

O O O oo

[ sour ce] PDSN> show sessi on subsystem facility aaanmgr instance 36
Wednesday Septenber 10 09:12: 13 UTC 2014

AAAMgr: I nstance 36

39949892 Total aaa requests 17980 Current aaa requests
24615615 Total aaa auth requests 0 Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes

0 Total aaa aggregation requests
0 Current aaa aggregation requests

0 Total aaa auth keepalive 0 Current aaa auth keepalive
15172543 Total aaa acct requests 17980 Current aaa acct requests

0 Total aaa acct keepalive 0 Current aaa acct keepalive
20690768 Total aaa auth success 1322655 Total aaa auth failure

86728 Total aaa auth purged 1016 Total aaa auth cancelled

0 Total auth keepalive success 0 Total auth keepalive failure

0 Total auth keepalive purged

0 Total aaa aggregation success requests

0 Total aaa aggregation failure requests

0 Total aaa aggregation purged requests

15242 Total aaa auth DMJ chal | enged
17981/ 70600 aaa request (used/ max)
14 Total dianmeter auth responses dropped
6960574 Total Diameter auth requests 0 Current Dianmeter auth requests
23999 Total Dianmeter auth requests retried
52 Total Dianmeter auth requests dropped
9307349 Total radius auth requests 0 Current radius auth requests
0 Total radius auth requests retried
988 Total radius auth responses dropped
13 Total |ocal auth requests 0 Current |ocal auth requests
8500835 Total pseudo auth requests 0 Current pseudo auth requests
8578 Total null-usernanme auth requests (rejected)
0 Total aggregation responses dropped
15074358 Total aaa acct conpl eted 80159 Total aaa acct purged
Total acct keepalive success 0 Total acct keepalive timeout
Total acct keepalive purged
CLI Test aaa acct purged
I P Interface down aaa acct purged
No Radi us Server found aaa acct purged
No Response aaa acct purged
14441768 Total acct sess alloc
14423455 Total acct sess delete
18313 Current acct sessions
Auth No WAit Suppressed
Aggr No WAit Suppressed
Disc No Wait Suppressed
Start No Wit Suppressed
InterimNo Wait Suppressed
Stop No WAit Suppressed
Acct OnOFf Cust oml4

O oOoh~MOOo

O O OO OooOo



Acct OnOFf Cust ong?
Acct OnOF f
Recovery Str Suppressed
Recovery Stop Suppressed
Med Chrg G pp Suppressed
Med Chrg Radi us Suppressed
Radi us Probe Trigger
Recovery Stop Acct Session Suppressed
Total aaa acct cancel |l ed
Total Diameter acct requests 0 Current Dianmeter acct requests
Total Dianmeter acct requests retried
Total dianmeter acct requests dropped
Total diameter acct responses dropped
Total dianeter acct cancelled
Total diameter acct purged
15172543 Total radius acct requests 17980 Current radius acct requests
46 Total radius acct cancelled
80159 Total radius acct purged
11317 Total radius acct requests retried
49 Total radius acct responses dropped

O OO O0OO0OO0oOOoOOo
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0 Total radius sec acct requests 0 Current radius sec acct requests

0 Total radius sec acct cancelled

0 Total radius sec acct purged

0 Total radius sec acct requests retried

0 Total gtpp acct requests 0 Current gtpp acct requests

0 Total gtpp acct cancelled 0 Total gtpp acct purged

0 Total gtpp sec acct requests 0 Total gtpp sec acct purged

0 Total null acct requests 0 Current null acct requests
16219251 Total aaa acct sessions 21515 Current aaa acct sessions

8496 Total aaa acct archived 0 Current aaa acct archived
21515 Current recovery archives 4785 Current valid recovery records
1 Total aaa sockets opened 1 Current aaa sockets opened

1 Total aaa requests pend socket opened

0 Current aaa requests pend socket open
133639 Total radius requests pend server max-outstanding
17977 Current radius requests pend server nax-outstanding

IR FERZE 1Tshow task resources A EBFME R T REEET AT HEN RN (EA% ), W

RREEMEXRE , FEBLESTREEEEXRBRNEHUE FEROFHELEENEMN —
MREERHERADIUSFIER , BREFRE Tse K EIFE,

£ 51 —EIfshow task resources "l # | sessmgr 92 F N SFEFTBEE KK , E5tE B aamgr 92t
¥, show session subsystemiV & HEE R , RAREE Maaa auth BRI BUR BRI R AKREERF

BFEEEEMN, EBULFERBENSREERN EWgrepIhst R E M A ++ESHFEB[REDHTER, £
RBITZT , URE LA EEENRRFRAME :

[ 1 ngress] PGM show sessi on subsystemfacility aaangr al
Tuesday January 10 04:42:29 UTC 2012
4695 Total aaa auth purged
4673 Total radius auth requests 16 Current radius auth requests
4167 Total radius requests pend server max-outstanding
76 Current radius requests pend server max-outstanding
[ 1 ngress] PGM show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 04:51:00 UTC 2012
4773 Total radius requests pend server max-outstanding
67 Current radius requests pend server max-outstanding
[ 1 ngress] PGM show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 04:56:10 UTC 2012
5124 Total radius requests pend server max-outstanding



81 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystem facility aaanmgr instance 92
Tuesday January 10 04:57:03 UTC 2012
5869 Total aaa auth purged
5843 Total radius auth requests 12 Current radius auth requests
5170 Total radius requests pend server max-outstanding
71 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystem facility aaanmgr instance 92
Tuesday January 10 05:10:05 UTC 2012
6849 Total aaa auth purged
6819 Total radius auth requests 6 Current radius auth requests
5981 Total radius requests pend server max-outstanding
68 Current radius requests pend server max-outstanding

[ 1 ngress] PG show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 05:44:22 UTC 2012
71 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding
61 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

7364 Total radius requests pend server max-outstanding <== i nstance #92
68 Current radius requests pend server max-outstanding

89 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding
74 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

[ 1 ngress] PGMradi us test instance 92 auth server 65.175.1.10 port 1645 test test
Tuesday January 10 06:13:38 UTC 2012

Aut hentication from aut hentication server 65.175.1.10, port 1645
Conmuni cation Failure: No response received

ping
traceroute

ICMP Pingg Al ERERE M , UBEERB UUEIZEAAARRES. pingAlseFEEFAsrcBRFER
KR, EREURAMER  WEEERAAA LT XHTTEEE. NREARSEHNTpingkH , HIE
HpinghExE , BELTXHN T —Bibnt | WHEERIMRpingk B , BIT — Bkt sh 5 — 1@
ARP{&E . Tracerouteth #E1% B iR R RE,

[ sour ce] CSE2# pi ng 192. 168. 50. 200

PI NG 192. 168. 50. 200 (192. 168. 50. 200) 56(84) bytes of data.
64 bytes from 192. 168.50. 200: icnp_seq=1 ttl =64 time=0.411
64 bytes from 192. 168.50. 200: icnp_seq=2 ttl =64 time=0.350
64 bytes from 192. 168.50. 200: icnp_seq=3 ttl =64 time=0.353
64 bytes from 192. 168.50. 200: icnp_seq=4 ttl =64 time=0.321
64 bytes from 192. 168.50. 200: icnp_seq=5 ttl =64 time=0.354

3333 P

--- 192.168.50. 200 ping statistics ---
5 packets transmitted, 5 received, 0% packet |oss, time 4000ns
rtt mn/avg/ max/ ndev = 0.321/0.357/0.411/0.037 s

radius 5% 18 x auth {radius group <group> | £} |fAREE<IP>E<if>) <FAE KT
> <RIE>



radius I & BB xEC IR {radius group <group name> |2} |fAIRER<IP>1E <>}

EiBFE Tech Support TestiE T , BRI NE—SAHSEEE B R E A FEEAIRADIUSfAI RS,
HRBE I AE M Eaamgrfl BN EARADIUSEFAR , FALGSHERARSE , JIREATEE
ESESES , BEERBRTERAEESIE, MRNBELK , AEwsiEn — B8R 2846
IEE’JEEEE’JF?EEO

e T EEER S G BRE BRI ikstartMstopra R FHEE, BERTHORE  FEREAE
RERBNERER , TEBBAT , BRIEBERE , MEERADIUSIEHEERRERGT T , REALUE
AEANTEEREEHE/EE  MEEERT  ERIESEE

UTREERERE LETERHERBRBREADSHRAE@E L

[ source] CSE2# radi us test authentication server 192.168.50.200 port 1812 test test

Aut hentication from authentication server 192.168.50.200, port 1812
Aut henti cation Success: Access-Accept received
Round-trip time for response was 12.3 ns

<<<<QUTBOUND 14: 53: 49: 202 Eventi d: 23901( 6)

RADI US AUTHENTI CATI ON Tx PDU, from 192. 168.50. 151: 32783 to 192. 168. 50. 200: 1812 (58) PDU

di ct =starent -vsal

Code: 1 (Access-Request)

ld: 5

Lengt h: 58

Aut henticator: 56 97 57 9C 51 EF A4 08 20 E1 14 89 40 DE 0B 62
User - Nane = test
User-Password = 49 BO 92 4D DC 64 49 BA BO OE 18 36 3F B6 1B 37
NAS- | P- Address = 192. 168. 50. 151
NAS- | dentifier = source

| NBOUND>>>>> 14:53: 49: 214 Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 192.168.50.200: 1812 to 192. 168. 50. 151: 32783 (34) PDU-
di ct =starent-vsal
Code: 2 (Access-Accept)
Id: 5
Length: 34
Aut henticator: D7 94 1F 18 CA FE B4 27 17 75 5C 99 9F A8 61 78
User - Password = test password

UTRRBEEEHEN A

<<<<QUTBOUND 12: 45: 49: 869 Eventi d: 23901(6)
RADI US AUTHENTI CATI ON Tx PDU, from 10.209. 28.200: 33156 to 209. 165. 201. 1: 1645 (72) PDU-
di ct =cust oml50
Code: 1 (Access-Request)
1d: 6
Length: 72
Aut henticator: 67 C2 2B 3E 29 5E A5 28 2D FB 85 CA OE 9F A4 17
User - Nanme = test
User - Password = 8D 95 3B 31 99 E2 6A 24 1F 81 13 00 3C 73 BC 53
NAS- | P- Address = 10. 209. 28. 200
NAS- | dentifier = source
3GPP2- Sessi on- Term Capabi lity = Both_Dynam ¢c_Auth_And_Reg_Revocation_in_MP

I NBOUND>>>>> 12: 45: 49: 968 Eventi d: 23900( 6)

RADI US AUTHENTI CATI ON Rx PDU, from 209. 165. 201. 1: 1645 to 10.209. 28. 200: 33156 (50) PDU-
di ct =cust oml50

Code: 3 (Access-Reject)

1d: 6

Length: 50

Aut henticator: 99 2E EC DA ED AD 18 A9 86 D4 93 52 57 4C 2F 84



Repl y- Message = | nvalid username or password

LT RETRTHRIRRAN RElEE, TRERR.

[ source] CSE2# radi us test accounting server 192.168.50.200 port 1813 test
RADI US Start to accounting server 192.168.50.200, port 1813

Accounting Success: response received

Round-trip tine for response was 7.9 ns

RADI US Stop to accounting server 192.168.50.200, port 1813
Accounting Success: response received
Round-trip time for response was 15.4 ns

<<<<QUTBOUND 15: 23: 14: 974 Eventi d: 24901( 6)
RADI US ACCOUNTI NG Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1813 (62) PDU
di ct =starent -vsal
Code: 4 (Accounting- Request)
Id: 8
Length: 62
Aut henticator: DA OF A8 11 7B FE 4B 1A 56 EB 0D 49 8C 17 BD F6
User - Nane = test
NAS- | P- Address = 192. 168. 50. 151
Acct - St at us- Type = Start
Acct - Sessi on-1d = 00000000
NAS- I dentifier = source
Acct-Session-Tine = 0

| NBOUND>>>>> 15: 23: 14: 981 Eventi d: 24900(6) RADI US ACCOUNTI NG Rx PDU, from 192.168.50.200:1813 to
192. 168. 50. 151: 32783 (20) PDU-dict=starent-vsal Code: 5 (Accounting-Response) Id: 8 Length: 20
Aut henticator: 05 E2 82 29 45 FC BC D6 6C 48 63 AA 14 9D 47 5B <<<<QUTBOUND 15: 23: 14: 983
Eventi d: 24901(6) RADI US ACCOUNTI NG Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1813 (62)
PDU- di ct =starent-vsal Code: 4 (Accounting-Request) Id: 9 Length: 62 Authenticator: 29 DB F1 0B
EC CE 68 DB C7 4D 60 E4 7F A2 DO 3A User-Nane = test NAS-IP-Address = 192.168.50. 151 Acct-

St at us- Type = Stop Acct-Session-1d = 00000000 NAS-Identifier = source Acct-Session-Tine = 0

I NBOUND>>>>> 15: 23: 14: 998 Eventi d: 24900(6) RADI US ACCOUNTI NG Rx PDU, from 192. 168.50.200: 1813 to
192. 168. 50. 151: 32783 (20) PDU-dict=starent-vsal Code: 5 (Accounting-Response) Id: 9 Length: 20
Aut henticator: D8 3D EF 67 EA 75 EO 31 A5 31 7F E8 7E 69 73 DC

LA e 38 A A B =F 42 2 A 2 4R 245 E RADIUSEE MR {7 Bl 88 Y [B] — {8 aamgr Bl 15 36:

[ source] PDSN> radi us test instance 36 accounting all test
Wednesday Septenber 10 10: 06: 29 UTC 2014

RADI US Start to accounting server 209.165.201.1, port 1646
Accounting Success: response received
Round-trip time for response was 51.2 ns

RADI US Stop to accounting server 209.165.201.1, port 1646
Accounting Success: response received
Round-trip time for response was 46.2 ns

RADI US Start to accounting server 209.165.201.2, port 1646
Accounting Success: response received
Round-trip time for response was 89.3 ns

RADI US Stop to accounting server 209.165.201.2, port 1646
Accounting Success: response received
Round-trip time for response was 87.8 ns



RADI US Start to accounting server 209.165.201.3, port 1646
Communication Failure: no response received

RADI US Stop to accounting server 209.165.201.3, port 1646
Communication Failure: no response received

RADI US Start to accounting server 209.165.201.4, port 1646
Accounting Success: response received
Round-trip time for response was 81.6 ns

RADI US Stop to accounting server 209.165.201.4, port 1646
Accounting Success: response received
Round-trip time for response was 77.1 ns

RADI US Start to accounting server 209.165.201.5, port 1646
Accounting Success: response received
Round-trip time for response was 46.7 ns

RADI US Stop to accounting server 209.165.201.5, port 1646
Accounting Success: response received
Round-trip time for response was 46.7 ns

RADI US Start to accounting server 209.165.201.6, port 1646
Accounting Success: response received
Round-trip time for response was 79.6 ns

RADI US Stop to accounting server 209.165.201.6, port 1646
Accounting Success: response received
Round-trip time for response was 10113.0 ms

show radius info [radius group <group name>] instance { X |}

W HHREMARKEEREST(INPU)RIDAUDPE , HEERINAS IPi it A RAEREIRADIUS AR 2R

o H K aaa group defaultEf 0 P {RE T HLEE, MREHTHEEPHRADIUSER BEEHRIFEN
aamgrlBE#CE | RIIREEFEREM, (FEE , NPUREEEH  YIEARFFRHUAST, ™
EYERIEMENE - SHAENER, ) CERREARSINAREERR, EAXFHFEANE—T
FIREF , RESENRADIUSHBRES<==> NAS IP/UDPE¥ HH IR HIE , MREBE R,

[ sour ce] PDSN> show radi us info radius group all instance 114

Wednesday Cctober 01 11:39:15 UTC 2014

Cont ext source:

AAAMGR i nstance 114: cb-list-en: 1 AAA G oup: aaa-roam ngprovider.com

Primary authentication server address 209. 165.201.1, port 1645

state Active

priority 1

requests outstanding O

max requests outstanding 3
consecutive failures O

Secondary authentication server address 209. 165.201.2, port 1645

state Active

priority 2

requests outstanding O

max requests outstanding 3
consecutive failures O



Accounting servers
Primary accounting server address 209.165.201.1, port 1646
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary accounting server address 209.165.201.2, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

AAAMGR i nstance 114: cb-list-en: 1 AAA Group: aaa-nai ngroup.com

Primary authentication server address 209. 165.201.3, port 1645
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O

Secondary authentication server address 209. 165.201.4, port 1645

state Active

priority 2

requests outstanding O

max requests outstanding 3
consecutive failures O

Accounting servers
Primary accounting server address 209.165.201.3, port 1646
state Down
priority 1
requests outstanding 3
max requests outstanding 3
consecutive failures 7
dead time expires in 146 seconds
Secondary accounting server address 209.165.201.4, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

AAAMGR i nstance 114: cb-list-en: 1 AAA Group: default
socket nunber: 388550648

socket state: ready

l ocal ip address: 10.210.21.234

| ocal udp port: 25808

flowid: 20425379

use nmed interface: yes

VRF context ID 2

Aut henti cation servers:

Primary authentication server address 209. 165.201.5, port 1645
state Active
priority 1
requests outstanding O



max requests outstanding 3
consecutive failures O
Secondary authentication server address 209. 165.201.6, port 1645
state Not Responding
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

Accounting servers:
Primary accounting server address 209.165.201.5, port 1646
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary accounting server address 209.165.201.6, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

[ sour ce] PDSN>

ERERE

ERFEHETARBERRZELVER TEMEE  URERSEEHEIERTFIEEES, MAR
FSessmgri& AEAMIEIE 'S, — BRHREREHBEE S sessmgrFaamgrfiliE#, L TRE
HA £ TMIPIEIL Y 7R 5 SE 47 Elsessmgr/aaamgrifil 1132,

Inconmng Call:

MBI D/ | MBI : Callid . 2719af b2

I MEI : nla VSl SDN : nla

User nane : 6667067222@i sco. com Sessi onType : ha-nobile-ip
St at us . Active Servi ce Nane: HAService

Src Context : source

*** Sender Info (ON) ***
Thur sday June 11 2015
I NBOUND>>>>> From sessngr: 132 sessngr_ha.c:861 (Callid 2719afb2) 15:42:35: 742 Eventi d: 26000( 3)
MP Rx PDU, from 203.0.113.11:434 to 203.0.113.1: 434 (190)

Message Type: 0x01 (Registration Request)

Fl ags: 0x02
Lifetinme: 0x1C20
Home Address: 0.0.0.0
Home Agent Address: 255.255.255. 255

Thur sday June 11 2015

<<<<QUTBOUND From aaangr: 132 aaangr_radius.c:367 (Callid 2719af b2) 15:42: 35:743
Eventi d: 23901( 6)

RADI US AUTHENTI CATI ON Tx PDU, from 203.0.113. 1:59933 to 209. 165. 201. 3: 1645 (301) PDU
di ct =cust on®

Code: 1 (Access-Request)

ld: 12

Lengt h: 301

Thur sday June 11 2015
I NBOUND>>>>> From aaangr: 132 aaangr_radi us.c: 1999 (Callid 2719af b2) 15:42:35: 915
Eventi d: 23900( 6)



RADI US AUTHENTI CATI ON Rx PDU, from 209. 165. 201. 3: 1645 to 203.0. 113. 1: 59933 (156) PDU
di ct =cust on®

Code: 2 (Access-Accept)

Id: 12

Thur sday June 11 2015
<<<<QUTBOUND From sessngr: 132 m pha_fsmc: 6617 (Callid 2719afb2) 15:42:36: 265 Eventi d: 26001( 3)
MP Tx PDU, from 203.0.113.1:434 to 203.0.113. 11: 434 (112)
Message Type: 0x03 (Registration Reply)
Code: 0x00 (Accepted)
Lifetinme: 0x1C20
Home Address: 10.229.6. 167

AR Btk — ER BRI
B

B, RERHANWASREFRBEEHR TEMBENRE K EEEERT , EEHREERT. EH
EEBIFERAERER , FREPEAISENENIRZBRSZ. 8 , MREERFEER
JaaamgrffITEABEE |, R4S Eaamgrfl8# <==> RADIUS{E RS E —iwE AR UDPE R REE AP
B, ERBETHNZAVEEHRETERREENOBREENNVEMYEN. EXRXFMETHE
A , ASRFIRADIUSTARES 2 MMV EEERH R ENEN EN T HER A ABBENRE O,

A

R#E— B RME LS ERADIUSERBENE L, BETUEMHENIEFET , MR 2 HEH
BRBEPEEZERBNEE,

MRRADIUSTIRESER , AITTREEEIBERES Mradius(accounting)max-outstanding BI{E ( AR
£256 ) REREAR , WEHTAEENaamgrEXNBREREE ( REZ ) EREENRS, MRE
FILLPRE , B TAESIETIIIER : "EEAradius B HBREBARITXx XXX 18120 BEEEID, o
ﬁg%ﬁﬂ&%ﬁﬂ’ﬂﬁ$FE%IJRADIUSEHEH_?,ﬁJﬁB%iﬁi@ﬁI‘%ﬁ%ﬁﬂE%ﬁﬁﬁ?ﬁﬁE@ﬁ%FE%IJEﬁﬁﬂ?—’rﬁﬁi}ﬁ
9\ o

B, ETRERNEE , MIELRREEMMEE , ETFERADIUSERVEE , MEERS —
EfEE , HlaE M pppEFHESERFESEIRNBEBRFEL, Hit , TaEFEEERADIUSZ /M
THRREHERR |, AR T B R B E MM R R RS 535

MREHRFEHRBRES , HREERRRE Kradius & 175 E etk A RSR1EEB AREFEE M
B% , RIS 6E M (non-config) i = MR (E A AR 2R LL IR TS |, BRI R EMERY. ELAFBHREHERE
BEPBERMEL  ER—EERZFENTE !

{disable | enable} radius [accounting]x.xX.x.X

[ sour ce] CSE2# show radi us authentication servers detail

(a) - Active Pending (U - Unknown

Fommm - Type: (A) - Authentication (a) - Accounting

| (© - Charging (c) - Charging Accounting
| (M - Mediation (m - Mediation Accounting

I

| +----Preference: (P) - Primary (S) - Secondary

I

|| +---State: (A) - Active (N) - Not Responding

| (D) - Down (W - Waiting Accounting-On
I

I

I

I

I

+
I
| (1) - Initializing (w) - Waiting Accounting-Of
I
I
I
I

+- - Admi n (E) - Enabl ed (D) - Disabled
I



[T

| 1]]+-Admin

|11]] status (O - Overridden (.) - Not Overridden
|1lI] Overridden:

[T

vvvvv | P PORT GROUP

APNDO 192. 168. 50. 200 1812 defaul t

PSCHDPCEBRFEFYIBENLUEREE K RAERSERF LWERENKD , 31
npumgr , E—ERNPURSHET R HREENRER,

B2 , EaE RS MNWaaamgr 2 RAIMLE , —EEBNETR , AAATIIEREER RS

PSCEBTEHEMBEN, ERRNAPSCEBTHMEPSC 1M1AAMAK , NPURERX, —/NFR
, ERREHaamgr PHERLERKER. MRRIERMIENEDR , KREERLE[E,

[1 ngressc] PGM show rct stat

RCT stats Details (Last 6 Actions)

Action Type From To Start Tinme Duration
M gration Pl anned 11 16 2012-Jan-09+16: 27: 38. 135 36.048 sec
M gration Pl anned 3 11 2012-Jan-09+17:28:57.413 48.739 sec

Mon Jan 09 17:31:11 2012 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 209. 165. 201. 3

Mon Jan 09 17:31:16 2012 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 3

e BB IR R V)RR AR | EBUR D aamgr 92HINPURKIPSCF N BEREEBR <.

Tue Jan 10 06:52:17 2012 Internal trap notification 93 (CardStandby) card 27

Tue Jan 10 06:52:17 2012 Internal trap notification 1024 (PortDown) card 27 port 1 ifindex
453050375port type 10G Et hernet

Tue Jan 10 06:52:17 2012 Internal trap notification 55 (CardActive) card 28

Tue Jan 10 06:52:17 2012 Internal trap notification 1025 (PortUp) card 28 port 1 ifindex
469827588port type 10G Et hernet

RE—EHRERH

Tue Jan 10 06:53:11 2012 Internal trap notification 43 (AAAAccSvrReachable) server 5 ip address
209. 165. 201. 3

[ ngress] PGM radius test instance 93 authen server 209.165.201.3 port 1645 test test
Tuesday January 10 07:18:22 UTC 2012

Aut henti cation from authentication server 209.165.201.3, port 1645
Aut henti cation Failure: Access-Reject received
Round-trip time for response was 38.0 ns

[ 1 ngress] PGM show session subsystemfacility aaanmgr instance 92
Tuesday January 10 07:39: 47 UTC 2012
12294 Total aaa auth purged
14209 Total radius auth requests 0 Current radius auth requests
9494 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

Ff , ENRBEHER "FF NEEAKETREREE  SEARSRIZIROZMZEST



ERMZEESTHNES, 1£8HE~AIshow task resources— B T #B M aaamgr 927~ |, B
EiﬁTJH:EJE BR2EEE , HARKERT Raamgr 92 , ﬁﬁmaaamgr 92FE EH’J%?%?ENPUUH,(JE%
NPURIE , ﬁ'ﬁ’f';saamng'ﬂ;sE ) o LJ\TEE?.EEE’HEBE?IHL BT Mshow task table, LAFERETR
idFNEFE 5 18 # 928 B B

5 2012-Jan-10+06: 20: 53 aaangr 16/ 0/ 04722 12.0(40466) PLB27085474/ PLB38098237

[1 ngress] PG show crash nunmber 5
R I O I O CRASH #05 EE R O I o I O O O
Bui | d: 12.0(40466)
Fatal Signal 6: Aborted
PC. [b7eb6b90/X] _ poll ()
Note: User-initiated state dunp w/ core.

*kkkkkk*k showtask table *kkkkkk

t ask par ent
cpu facility i nst pid pri facility i nst pid
16/ 0 aaangr 92 4722 0 sessctrl 0 2887

B RO

ERFERERTENER —ERE , e A RNFTSHEHSRT SN A ERER -8, 7F
EE LETEERIE3G MIP, 4G Long Term Evolution(LTE) A&t & iE 2 #8 & £l (eHRPD) FE A £ B

show snmp trap history

ERBMEH , ATURSRRMETFREN19:25 UTCER., BAETE |, TMAREE209.165.201.31
AAAAuthSvrUnreachablel BHEBVNRERTERBRRE(RRTER , BF S ; BRIREELEEX
R PR 2 3 ENBHR)

Sun Dec 29 19:28:13 2013 Internal trap notification 42 (AAAAccSvrUnreachable) server 5 ip
address 209. 165. 201. 3

Sun Dec 29 19:32:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 209. 165. 201. 3

Sun Dec 29 19:33:05 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 3

Sun Dec 29 19:34:13 2013 Internal trap notification 43 (AAAAccSvrReachable) server 5 ip address
209. 165.201. 3

Sun Dec 29 19:34:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 209. 165. 201. 3

Sun Dec 29 19:35:05 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165.201. 3

Sun Dec 29 19:38:13 2013 Internal trap notification 42 (AAAAccSvrUnreachable) server 6 ip
address 209. 165. 201. 8

Sun Dec 29 23:12:13 2013 Internal trap notification 39 (AAAAuthSvrUnreachable) server 4 ip
address 209. 165. 201. 3

Sun Dec 29 23:13:03 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165.201. 3

Sun Dec 29 23:54:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachable) server 4 ip
address 209. 165. 201. 3

Sun Dec 29 23:54:14 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165.201. 3

Sun Dec 29 23:58:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachable) server 4 ip
address 209. 165. 201. 3

Sun Dec 29 23:58:14 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address



209.165. 201. 3

B EBRR

B HBURDPC 8/1 LMW IR B 2. EERIL R E -S04 , BIWEZBRDPC 8 L FEME
WEZHREBEMADPCRIRIE, EBH4A
ERERNEATANER , REHERAENFESRAEE  YAGMATRTSRRHEREEM

PO ERHEAER

By 48

LV — |

B BREEAEFEERETE (EERRFENAR ) .

711
711
711
711
711
711
711
711
711
711
711

sessngr
aaangr
sessngr
sessngr
aaangr
sessngr
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230
237
243
258
268
269
274
276
285
286
290

177
193
208
211
221
222
225
238
243
244
246
248
258
259
260
262
264
270
277
288
296

186
192
200
210
216
217
231
240
242
252
261
263
265
267
269
274
283
292

27% 100% 586.
95% 143.
22% 100% 588.
19% 100% 592.
95% 143.
23% 100% 586.
95% 144.
30% 100% 587.
95% 142.
95% 143.
28% 100% 588.

0. 9%

0. 9%

0. 4%

1. 0%
0. 8%

23% 100% 588.
24% 100% 591.
95% 143.
23% 100% 592.
27% 100% 589.
95% 142.
25% 100% 592.
95% 140.
95% 144.
31% 100% 593.
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95% 138.
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95% 142.
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95% 143.
24% 100% 592.
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23% 100% 591.
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0. 9%

0. 9%

0. 9%
1. 0%

. 9%
. 9%
. 9%
. 8%
. 8%
. 9%
. 9%

OO OO0 OoOoo

. 0%

. 9%

. 9%

. 9%
. 0%
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. 0%

NNPFPPFPPRPPPOPFPODNMPMNMNDMNMNODNMNEDNDN
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95% 147.
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95% 143.
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9/ 0 sessngr 1 30% 100% 587.2M 2.49G 48 500 4161 35200 I good
9/ 0 di anpr oxy 15 2% 90% 37.74M 250. 0OM 420 1000 -- -- - good
9/ 0 sessngr 14 25% 100% 587.4M 2.49G 48 500 4156 35200 | good
9/ 0 sessngr 21 20% 100% 591.5M 2.49G 47 500 4156 35200 I good
9/ 0 sessngr 34 23% 100% 586.5M 2.49G 48 500 4155 35200 I good
9/ 0 aaangr 44 0.9% 95% 145.1M 640.0M 21 500 -- -- - good
9/ 0 sessngr 46 29% 100% 592. 1M 2.49G 48 500 4157 35200 | good
B

£DPC 9/1 E R EfE¥ sessmgr 24209 £ E209.165.201. 3 S D BRFBERE | HEIIFURE , &
FE209.165.201.30 B PR FBFE R G FHE ¥aamgrEi BEDPC 8/1 L , HILTEFE3GKAH , BA
8/1 LIEEFZEAAA, TIETRF , BENEE LR B2 §1209.165.201.3'8 B EIAAASrvEE B 7] £l iE
EYFERERBEEIAMEZARSE (MR, BHEESERE , BT/ EERD
) o

8/1 aaamgr 242 0.9% 95% 148.5M 640.0M 22 500 -- -- - good
9/1 sessnyr 242 20% 100% 589. 7M 2.49G 43 500 4167 35200 | good

MBI D/ | MBI : Callid . 4537287a

I MEI : nla VS| SDN : nla

User name : 6664600074@i sco. com Sessi onType : ha-nobile-ip
St at us : Active Servi ce Nane: HAService
Src Context : Ingress

I NBOUND>>>>> From sessngr: 242 sessngr_ha. c: 880 (Callid 4537287a) 23:18:19: 099 Eventid: 26000( 3)
MP Rx PDU, from 203.0.113.1:434 to 203.0.113. 3: 434 (190)
Message Type: 0x01 (Registration Request)

<<<<QUTBOUND From aaangr: 242 aaangr_radius.c:370 (Callid 4537287a) 23:18:19:100
Eventi d: 23901( 6)
RADI US AUTHENTI CATI ON Tx PDU, from 203.0.113.3:27856 to 209. 165. 201. 3: 1645 (301) PDU
di ct =cust on®
Code: 1 (Access-Request)
Id: 195
Lengt h: 301
Aut henticator: CD 59 0C 6D 37 2C 5D 19 FB 60 F3 35 23 BB 61 6B
User - Name = 6664600074@i sco.com

I NBOUND>>>>> From sessngr: 242 mi pha_fsmc: 8438 (Callid 4537287a) 23:18:21: 049 Eventid: 26000( 3)
MP Rx PDU, from 203.0.113.1:434 to 203.0.113. 3: 434 (140)
Message Type: 0x01 (Registration Request)
Fl ags: 0x02
Lifetinme: 0x1C20

<<<<QUTBOUND From sessngr: 242 m pha_fsmc:6594 (Callid 4537287a) 23:18:22:117 Eventid: 26001( 3)
MP Tx PDU, from 203.0.113.3:434 to 203.0.113.1: 434 (104)
Message Type: 0x03 (Registration Reply)
Code: 0x83 (Mobile Node Fail ed Authentication)

*** CONTROL*** From sessngr: 242 sessngr_func.c: 6746 (Callid 4537287a) 23:18:22:144 Eventid: 10285
CALL STATS: <6664600074@i sco.com>, mnsid <>, Call-Duration(sec): 0O

Di sconnect Reason: M P-auth-failure

Last Progress State: Authenticating

show sub [summary] smgr-instance X

EBHR , sessmgr 2420 EFETEEE M IEE TEMNsessmgrEfl, E—SRERE , FHEEH



M LEFEENAGTIEEHER , Rt e TI3IGEEIPFIUELEHRNIRE, TLHEE , EiEE
TR R R HI8/NEF | R B lksessmgr 24209MIPRELY | M ELREIFEiFAREIO/NE | BEEESEN
ey -

[l ocal ] PGM show sub sum sngr-instance 242 connected-tinme | ess-than 28800 (8 hours)
Monday Decenber 30 03:38:23 UTC 2013

Total Subscri bers: 1504

Active: 1504 Dor mant : 0
hsgw-i pv4-i pv6: 0 pgw- pmi p-i pv6: 98
pgw pmi p-i pv4: 0 pgw- pm p-i pvé-i pv6: 75
pgw gt p-i pv6: 700 pgw gt p-i pvé4: 3
pgw- gt p-i pv4-i pv6: 628 sgw gt p-i pv6: 0
ha- nobi | e-i p: 0 ggsn- pdp-t ype- ppp: 0

[l ocal ] PGM show sub sum sngr-instance 242 connected-tinme | ess-than 32400 (9 hours)
Monday Decenber 30 03:38:54 UTC 2013 ...
ha- nobi | e-i p: 63 ggsn-pdp-type-ppp: O

LTEeHRPDMIP

[l ocal ] PGM show sub sum sngr-instance 272

Monday Decenber 30 03:57:51 UTC 2013

hsgw-i pv4-ipv6: O pgw pmi p-ipv6: 125 pgw pmi p-ipv4: O pgw pmip-ipv4-ipv6: 85 pgw gtp-ipve: 1530
pgw- gt p-i pv4-ipve: 1126

ha- nobi | e-i p: 1103

[l ocal ] PGM show sub sum sngr-instance 242

Monday Decenber 30 03:52:35 UTC 2013

hsgw-i pv4-ipv6: O pgw pmi p-ipv6: 172 pgw pm p-ipv4: 0 pgw pmip-ipv4-ipve: 115
pgw- gt p-i pv6: 1899

pgw- gt p-i pv4-ipv6: 1348

ha- nobi | e-i p: 447

radius R & 5l 37 X8 52 {7 BR 8%

8/1 LWy FrBaamgrs&b = A — Fradius IR FIE G S EARE P FEMaamgrs , {EiEARS/OME A
+ E#aamgrs:

9/1 sessnyr 242 22% 100% 600.6M 2.49G 41 500 3989 35200 I good
4/ 1 sessngr 20 27% 100% 605. 1M 2.49G 47 500 3965 35200 | good
4/ 0 sessngr 27 25% 100% 592.8M 2.49G 46 500 3901 35200 | good
8/ 1 aaanyr 242 0.9% 95% 150. 6M 640.0M 22 500 -- -- - good
8/ 1 aaanyr 20 1.0% 95% 151.9M 640.0M 21 500 -- -- - good
8/ 0 aaanyr 27 1.0% 95% 146.4M 640.0M 21 500 -- -- - good

[ ngress] PGM radi us test instance 242 auth server 209.165.201.3 port 1645 test test
Monday Decenber 30 01:03: 08 UTC 2013

Aut hentication from authentication server 209.165.201.3, port 1645
Conmuni cation Failure: No response received

[ ngress] PGM radius test instance 20 auth server 209.165.201.3 port 1645 test test
Monday Decenber 30 01:08:45 UTC 2013

Aut hentication from authentication server 209.165.201.3, port 1645
Conmuni cation Failure: No response received



[ ngress] PGM radius test instance 27 auth server 209.165.201.3 port 164
Monday Decenber 30 01:11: 40 UTC 2013

Aut hentication from authentication server 209.165.201.3, port 1645
Aut henti cation Failure: Access-Reject received
Round-trip time for response was 16.8 ns

show radius counters all

AR BEBRRADIUSHFEH ER o B Rm KA E B EfERIEE M -

[ ngress] PGA» show radius counters all | grep -E "Authentication server
Ti meout s”
Monday Decenber 30 00:42: 24 UTC 2013

Aut henti cation server address 209.165.201.3, port 1645, group default

Access- Request Ti nmeout s: 400058
Aut henti cation server address 209.165.201.5, port 1645, group default
Access- Request Ti meout s: 26479
[ ngress] PGA» show radius counters all | grep -E "Authentication server
Ti meout s”

Monday Decenber 30 00: 45:23 UTC 2013
Aut henti cation server address 209.165.201.3, port 1645, group default

Access- Request Ti neout s: 400614
Aut henti cation server address 209.165.201.5, port 1645, group default
Access- Request Ti meout s: 26679

[ 1 ngress] PGA» show radi us counters all
Monday Decenber 30 00:39: 15 UTC 2013

Aut henti cati on server address 209.165.201.3, port 1645, group default

Access- Request Sent: 233262801
Access- Request with DMJ Attributes Sent: 0

Access- Request Pendi ng: 22
Access- Request Retried: 0

Access- Request with DMJ Attributes Retried: 0

Access- Chal | enge Recei ved: 0

Access- Accept Recei ved: 213448486
Access- Rej ect Recei ved: 19414836
Access- Rej ect Received with DMJ Attri butes: 0

Access- Request Ti meout s: 399438
Access- Request Current Consecutive Failures in a ngr: 3

Access- Request Response Bad Aut henticator Received: 16187
Access- Request Response Mal fornmed Recei ved: 1

Access- Request Response Mal fornmed Attribute Received: 0

Access- Request Response Unknown Type Recei ved: 0

Access- Request Response Dropped: 9039
Access- Request Response Last Round Trip Time: 267.6 s
Access- Request Response Average Round Trip Tine: 201.9 s
Current Access- Request Queued: 2

Aut henti cati on server address 209.165.201.5, port 1645, group defaul
Access- Request Sent: 27731
Access- Request with DMJ Attributes Sent:
Access- Request Pendi ng:

Access- Request Retried:

Access- Request with DMJ Attributes Retried:
Access- Chal | enge Recei ved:

Access- Accept Recei ved: 1390
Access- Rej ect Recei ved: 101
Access- Rej ect Received with DMJ Attri butes: 0

O O O oo

5 test test

addr ess| Access- Request

addr ess| Access- Request

t



Access- Request Ti meout s: 26240
Access- Request Current Consecutive Failures in a ngr: 13
Access- Request Response Bad Aut henticator Received: 0
Access- Request Response Mal fornmed Recei ved: 0
Access- Request Response Mal fornmed Attribute Received: 0
Access- Request Response Unknown Type Recei ved: 0
Access- Request Response Dropped: 0
Access- Request Response Last Round Trip Time: 227.5 s
Access- Request Response Average Round Trip Tine: 32.3 ns
Current Access-Request Queued: 0

LRl

EHEERERN , DPCRSERIM0MR T FI8E , AAAAUthSrvUnreachablefaBt 2= 1k , 3 HDPC
8BRMAd , Y HRAKRFEXHEELDPC SLHNEEWNIE (HRAXME , ZIHENFABRTEE

) o

Mon Dec I nt er nal notifi
addr ess
Mon Dec

addr ess

30 05:58:14 2013
209. 165. 201. 3

30 05:58:14 2013
209. 165. 201.5

30 05:58:27 2013
.201.5

30 05:58: 27
.201.3

30 05:59:14
.201.5

30 06:01: 14 2013
209. 165. 201. 3

30 06:01:27 2013
201.3

trap

Internal trap notifi

Internal trap notifi

2013 Internal trap notifi

2013 Internal trap notifi
209.
Mon
addr ess
Mon Dec

209. 165.

Internal trap notifi

Internal trap notifi

Mon Dec 30 06:01:28 2013 Internal trap notifi

Mon Dec I nt er nal notifi
Card

Mon Dec 30 06:01:
Card : 10 operati
Mon Dec 30 06:01:
Card
Mon Dec

10

30 06:01:49 2013 trap
50 2013 Internal
onal

50 2013 Internal

trap notifi
trap notifi

30 06:01:50 2013 Internal trap notifi

08 2013 Internal
08 2013 Internal

notifi
notifi

Mon Dec
Mon Dec
War ni ng
Mon Dec
Card

30 06:02:
30 06:02:

trap
trap
08 2013 Internal notifi

30 06:02: trap

Mon Dec 30 06:08:41 2013 Internal trap notifi
Card : 08 operational status changed to Ofli
Mon Dec 30 06:08:41 2013 Internal trap notifi
Card

Mon Dec 30 06:08:41 2013 Internal
Severity: Critical

trap notifi

Mon Dec 30 06:09:24 2013 Internal
Card : 08 Power OFF

Mon Dec 30 06:09:24 2013 Internal
Card : 08 operational
Mon Dec 30 06:09:24 2013 Internal
Card

trap notifi
trap notifi

trap notifi

status changed to Enpty

cati

cati

cati

cati

cati

cati

cati

cati

cati

cati

status changed to Active

cati

cati

cati

cati

cati

cati

ne

cati

cati

cati

cati

cati

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

39 (AAAAut hSvr Unreachabl e) server 4 ip

39 (AAAAut hSvr Unreachabl e) server 2 ip
40 (AAAAut hSvr Reachabl e) server 2 ip address
40 (AAAAut hSvr Reachabl e) server 4 ip address
43 (AAAAccSvr Reachabl e) server 5 ip address
39 (AAAAut hSvr Unreachabl e) server 4 ip

40 (AAAAut hSvr Reachabl e) server 4 ip address

16 (PACM grateStart) fromcard 8 to card 10

60 (CardDown) card 8 type Data Processing

1504 (Ci scoFruCardSt at usChanged) FRU entity
55 (CardActive) card 10 type Data Processing
17 (PACM grateConplete) fromcard 8 to card
5 (CardUp) card 8 type Data Processing Card

1502 (Ent St at eOper Enabl ed) Card(8) Severity:

93 (CardsStandby) card 8 type Data Processing

1504 (Ci scoFruCardsSt at usChanged) FRU entity
60 (CardDown) card 8 type Data Processing

1503 (Ent St at eOper Di sabl ed) Card(8)

1505 (Ci scoFruPower St at usChanged) FRU entity
1504 (Ci scoFruCardSt at usChanged) FRU entity

7 (CardRenoved) card 8 type Data Processing



Mon Dec 30 06:09:24 2013 Internal trap notificati
renoved

Mon Dec 30 06:09:24 2013 Internal trap notificati
Card : 08 Power OFF

Mon Dec 30 06:09:50 2013 Internal trap notificati
Card : 08 Power ON

Mon Dec 30 06:09:53 2013 Internal trap notificati
Card : 08 operational status changed to Ofline
Mon Dec 30 06:09:53 2013 Internal trap notificati
Card

Mon Dec 30 06:09:53 2013 Internal trap notificati
inserted

Mon Dec 30 06:10: 00 2013 Internal trap notificati
Card : 08 operational status changed to Booting
Mon Dec 30 06:11:59 2013 Internal trap notificati

Card : 08 operational status changed to Standby
Mon Dec 30 06:11:59 2013 Internal trap notificati
Mon Dec 30 06:11:59 2013 Internal trap notificati
Card

[l ocal ] PGM show rct stat
Wednesday January 01 16:47:21 UTC 2014

RCT stats Details (Last 2 Actions)

Action Type From To Start Time
M gration Pl anned 8

Shut down N A 8

on

on

on

on

on

on

on

on

on
on

1507 (G scoFruRenoved) FRU entity Card : 08
1505 (G scoFruPower St at usChanged) FRU entity
1505 (G scoFruPower St at usChanged) FRU entity
1504 (Gi scoFruCardSt at usChanged) FRU entity
8 (Cardlnserted) card 8 type Data Processing
1506 (GiscoFrulnserted) FRU entity Card : 08
1504 (G scoFruCardSt at usChanged) FRU entity

1504 (G scoFruCardSt at usChanged) FRU entity

5 (CardUp) card 8 type Data Processing Card
93 (CardStandby) card 8 type Data Processing

Dur ati on

10 2013-Dec-30+06: 01: 28. 323 21.092 sec
0 2013- Dec- 30+06: 08: 41. 483

0. 048 sec
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