PEBRASR 5000/5500 L Y B 5 R F i DNSHE
P

B &

o}
=

ES
o

UDPEﬁiTCP
SRR
show dns-client statistics client <DNS Client Name>

show dns-client cache client <client name> [query-name <query-name>
[query-type <NAPTR | AAAA | A>] | [query-type <NAPTR | AAAA | A>]]

dns-client query client-name <client name> query-type <NAPTR | AAAA> [query-name <query
name>]

EEPRBEAIE ( DNSEIE )

SCEkAE

HomHmE

BERRDNS B I 01 472 151 4 B8 AY

show hsgw-service statistics

EEiTF

L8R4

HEIE A

T

237 55 BA G HE 7 SR AR 5 RB AR A5 (DNS) B fE L ARV R, Hp EZEH T AN E(CLI),
DNSEES AR AR EEWENHER, REFERERIGEL J«X{Eﬁﬂi&ﬁﬁﬁi‘ﬂ‘?ﬁ

BRIRERBEKAER(ASR)5000/5500 LW ER R EONSESERECH L TXH BN TLREES
(FQDN), EEB¥RATHEAQ L TR EFUZFHNSELE, i :

. R A FQDN I M~ 2 1P 11t B Diameteriis B ¥ & 88 1Y iR 47 =

. fEA & B (UE)EEMDiameter S6bE FE f iR O] #4838 I 1Y & 55 12 %1 Th BE(P-CSCF)FQDNHY 4
B, MEREIPZER RE(IMS) O 5E

- BEHSERRKEFAEHSGW)EEETDNSTREAGARERZENAPTRIERN , B E
EFRINHTERMERFAEPGW)EE (FERRE ) , RAREITDNS AAAATH , LUFEER
PGWZS#£1T Bh & B (LMA) L1k B9 P 1k BUE AR FE AL,

. BBMEEER(MME)EE#TDNS NAPTREH |, LUIEMEEFENREEE(SGW)PGWEE
B, ESEEIDNS AAAAVAE LR ELHHNIP,



#HAE

DNSHEAZFInRARAERECHRETFERIFEBHE. UTRUEEBENEH

context ingress

ip name-servers 2001:5555:202:fffe:a0:e:0:3 2001:5555:203:fffe:c0:e:0:3
dns-client HSGW-DNS

bind address 2001:5555:200:1011:342:281::

resolver retransmission-interval 2

resolver number-of-retries 3

exit

exit

ERENS/NMERRB/BE UM E ( NEB) ) DNSAIMRF M1t

UDPETCP

ZDONSEEELAEMNEE0E. HADNSEHBEERUDP , BERFRHNAPTREHZIE T
RREENTCP, FRENRUDPHIEIEA/NERE , EERTCPERBZEHIB@MOE, HaRiES
ERER , RAEEREADNSARFHEE, ESEHEBOAHOEEBTCPENRER , HERK
ETrunCated(TC)IE1R, ERTNRIZRFC 5966 , A FIRMBUTCP/IPHH B ER., HEEETHEDN
TCP=ERHM , RBREBEZIRFER, TERMRA/NEAZRIELZHEE ? Hli0 , FHSGWHITER T |, 0
RFERSUE , AIUDPEZEHNSZ , RAR A — AN ZEMEBFQDN ( MRIRE 2 @R ) 6
HSGWiE#R, BHRFFY , MRENAARREEANTERNPCGWEETRENAR , FEMEH
TCPZ %,

AR RFERTCPHYEIFE ( 3R BWireshark ) €4l :

Frame 85: 143 bytes on wire (1144 bits), 143 bytes captured (1144 bits)
Ethernet II, Src: JuniperN _20:e7:f0 (64:87:88:20:e7:£f0), Dst:
StarentN_02:b1:9d (00:05:47:02:b1:9d)
802.1Q Virtual LAN, PRI: 0, CFI: 0, ID: 2010
Internet Protocol Version 6, Src: 2001:5555:202:fffe:a0:e:0:3
(2001:5555:202:fffe:a0:e:0:3), Dst: 2001:5555:200:1011:304:281::
(2001:5555:200:1011:304:281::) User Datagram Protocol, Src Port: domain (53),
Dst Port: 35049 (35049)
Domain Name System (response)
[Request In: 81]
[Time: 0.088530870 seconds]
Transaction ID: 0x3b2b
Flags: 0x8780 Standard query response, No error
l1... .... .... .... = Response: Message 1s a response
.000 0... .... .... = Opcode: Standard query (0)
.1.. .... .... = Authoritative: Server is an authority for domain
..1. .... .... = Truncated: Message is truncated
..1 .... .... = Recursion desired: Do query recursively
. 1... .... = Recursion available: Server can do recursive queries
.0.. .... = Z: reserved (0)
..0. .... = Answer authenticated: Answer/authority portion
was not authenticated by the server
..0 .... = Non-authenticated data&colon; Unacceptable
. 0000 = Reply code: No error (0)
Questions: 1



Answer RRs: 0
Authority RRs: 0
Additional RRs: 1
Queries
APN1.apn.epc.mnc420.mcc300.3gppnetwork.org: type NAPTR, class IN
Name: APNl.apn.epc.mnc420.mcc300.3gppnetwork.org
Type: NAPTR (Naming authority pointer)
Class: IN (0x0001)
Additional records

REERET

show dns-client statistics client <DNS Client Name>
iERAREBRDNSEENEEGR T, UTBETHGTHN— LTI

- EXAAEERTF IR LT XHET.
- ZBITE X ACEHRAMBBRETER (B ) VB MIER.

- ERB AT EARTERFURN/ ABNBE , EEKIIHABRHREESN/ TREMAMTDNSE

FXHY o

- DNSEEMRENMETHETBERAR , URERWEESHTHRE, B AERHANRTCPER

B EE,

- RIBELHKETER , FASNMPIER ( MIZER ) ThreshDNSLookupFailure#EDNSH FEHL &

&, 4l threshold dns-lookup-failure 5 clear 5,

-MRFHEBLHY  HHEESEN2VRERET (FTUTERE )
. HZECONTEXTSch1FICONTEXTSch2d fybulkstatZ & o & Bt fn S HEA R AT Bt EADNS E 1t

RBEBE, NAPTREHABN ROISTIEELRE , M EERARAAAANIARBIEH : dns-
primary-ns-naptr-atmptsdns-primary-ns-naptr-failsdns-primary-ns-naptr-sucpsdns-secondary-
ns-naptr-atmptsdns-secondary-ns-naptr-failsdns-secondary-ns-query-timeouts

FWoRGIE R | 50E R A AR 25 A8 B A BR 25 A £ A E M AR AT 2 NRET B A P RMREINAPTREE

BER (TEPE)

[Ingress]HSGW> show dns-client statistics client HSGW-DNS
Monday June 02 00:26:29 UTC 2014
DNS Usage Statistics:

Query Type Attempts Successes Failures
A 21802 0 21802
SRV 0 0 0
AAAA 3934082666 3934060659 21831
NAPTR 1393765619 1387607858 6156730
PTR 0 0 0
Total 1032902791 1026701221 6200363

DNS Cache Statistics:

Total Cache Hits Cache Hits Not Found Hit Ratio



Lookups (Positive (Negative in Cache (Percentage)

Response) Response)
Central Cache: 94085256 89157603 6114 4921539 94.77%
Local Cache: 1032902770 926126458 20175 106756137 89.66%
DNS Resolver Statistics:
Primary Name Server 2001:5555:202:fffe:al0:e:0:3
Query Type Attempts Successes Failures
A 0 0 0
SRV 0 0 0
AAAA 66 64 2
NAPTR 746 37 709
PTR 0 0 0
Total Resolver Queries: 812
Successful Queries: 101
Query Timeouts: 705
Domain Not Found: 1
Connection Refused: 0
Other Failures: 5
Secondary Name Server 2001:5555:203:fffe:c0:e:0:3
Query Type Attempts Successes Failures
A 0 0 0
SRV 0 0 0
AAAA 0 0 0
NAPTR 705 0 703
PTR 0 0 0
Total Resolver Queries: 705
Successful Queries: 0
Query Timeouts: 703
Domain Not Found: 0
Connection Refused: 0
Other Failures: 0
[Ingress]HSGW> show dns-client statistics client HSGW-DNS
Monday June 02 00:32:00 UTC 2014
DNS Usage Statistics:
Query Type Attempts Successes Failures
A 21802 0 21802
SRV 0 0 0
AAAA 3934232613 3934210617 21831
NAPTR 1393923407 1387654707 6267989
PTR 0 0 0
Total 1033210526 1026898028 6320622
DNS Cache Statistics:

Total Cache Hits Cache Hits Not Found Hit Ratio
Lookups (Positive (Negative in Cache (Percentage)
Response) Response)

Central Cache: 94120194 89157771 6114 4956309 94.73%
Local Cache: 1033210498 926323077 20175 106867246 89.66%
DNS Resolver Statistics:
Primary Name Server 2001:5555:202:fffe:al0:e:0:3
Query Type Attempts Successes Failures
A 0 0 0



SRV 0 0 0

AAAA 66 64 2
NAPTR 913 38 873
PTR 0 0 0
Total Resolver Queries: 979

Successful Queries: 102

Query Timeouts: 869

Domain Not Found: 1

Connection Refused: 0

Other Failures: 5

Secondary Name Server : 2001:5555:203:fffe:c0:e:0:3

Query Type Attempts Successes Failures
A 0 0 0
SRV 0 0 0
AAAA 0 0 0
NAPTR 869 0 869
PTR 0 0 0
Total Resolver Queries: 869

Successful Queries: 0

Query Timeouts: 869

Domain Not Found: 0

Connection Refused: 0

Other Failures: 0

show dns-client cache client <client name> [query-name <query-name>
[query-type <NAPTR | AAAA | A>] | [query-type <NAPTR | AAAA | A>]]

B THRERMPHEHSESHEBNNMACHRTEE (HAREBH ) , 2FEA. AAAATINAPTR,
EiaHTRIGERENERRE , RATUSHEAREESHRENRDRE PR BNER

WRRBEMAREN , MERRERNCREE K HBEBURBHAT EETHENRMENHE,
REUR B EREFRKB(TTL) , it , FMEENEBEEESETTILHRENBER TSI ER, EELER
FIRHRER , TTLAERE , HtikEEEFTRANEEBH, ERERZPH.

BEREBESHER (WNAPTR) , A EHEAMEBAPN)ERIAGEFQDN (i ) FR, FE
EHNRBTSERONEBEAPN, ROFFEAPNIER D YIS R

o -

Lt B RAPN 1 FIAPN2BY SREN AP — L4 B | R E HRIELAPNWFH HIUTEEE, BREE
BESETEEMNAPNN SETAENPGWH R E , EEERKEMAENEIRF , LTE(x-S5-gtp)Hl
eHRPD(x-s2a-pmip)EBBIEER . LEEEEX-s2a-pmiptEEE , A AEREEBEIBS2aEFERT
PGWHIHSGW, FEERFHMHDNSHREFRENEBGHERIAPN/PGWALER KB B[R
TTL(1307, 631) , MEARTEAPN/PGWL B EE W ARETTL ( 130782631 ) BIFE,

[Ingress]HSGW> show dns-client cache client HSGW-DNS
Monday June 02 00:26:59 UTC 2014

Query Name: so0l.APNl.apn.epc.mnc485.mcc320.3gppnetwork.org

Query Type: NAPTR TTL: 1307 seconds

Answer :

Order: 100 Preference: 50000

Flags: a Service: X-3gpp-pgw:X-s5-gtp

Regular Expression:
Replacement: topon.lbl.pgw0l.NYNY.sa008.so.node.epc.mnc485.mcc320.3gppnetwork.org



Query Name: so0l.APNl.apn.epc.mnc4d85.mcc320.3gppnetwork.org

Query Type: NAPTR TTL: 1307 seconds

Answer:

Order: 100 Preference: 50000

Flags: a Service: x-3gpp-pgw:x-s2a-pmip

Regular Expression:
Replacement: topon.lb2.pgwl0l.NYNY.sa008.so.node.epc.mnc485.mcc320.3gppnetwork.org

Query Name: APN2.apn.epc.mnc485.mcc320.3gppnetwork.org

Query Type: NAPTR TTL: 631 seconds

Answer:

Order: 100 Preference: 50000

Flags: a Service: x-3gpp-pgw:x-s2a-pmip

Regular Expression:
Replacement: topon.lb2.pgw0l.BOMA.sa00l.mw.node.epc.mnc4d85.mcc320.3gppnetwork.org

Query Name: APN2.apn.epc.mnc485.mcc320.3gppnetwork.org

Query Type: NAPTR TTL: 631 seconds

Answer:

Order: 100 Preference: 50000

Flags: a Service: X-3gpp-pgw:X-s5-gtp

Regular Expression:
Replacement: topon.lbl.pgw0l.BOMA.sa00l.mw.node.epc.mnc4d85.mcc320.3gppnetwork.org

EhE—EaEEFP  RRREENM(LTE)YIREIeHRPDFIEHNNAPTRER | II4FEPGW
FQDN{Z EZE R (pgw01.PHLA xxxxxx)FT R. EREBIAVE HEEEL , £ FANMEERKE 2R#%&= x-s2a-
pmipfIEE ., EARKRENMEELEB TEMBEMNTTLG15), HE—HER 2RI, AAAAKE
RN R RPGW LMARR I b it By s2afff B, SAER B RIEMIPVERE R Al LMEIX BIPGW LA RR B P 11 22
Mo

Query Name: pgw(01l.PHLA.sa004.mw.node.epc.mnc485.mcc320.3gppnetwork.org

Query Type: NAPTR TTL: 515 seconds

Answer:

Order: 100 Preference: 50000

Flags: a Service: x-3gpp-pgw:x-s2b-gtp

Regular Expression:
Replacement: topon.lbd.pgwOl.PHLA.sa004.mw.node.epc.mnc485.mcc320.3gppnetwork.org

Query Name: pgw(01l.PHLA.sa004.mw.node.epc.mnc485.mcc320.3gppnetwork.org

Query Type: NAPTR TTL: 515 seconds

Answer:

Order: 100 Preference: 50000

Flags: a Service: x-3gpp-pgw:x-s2a-pmip

Regular Expression:
Replacement: topon.lb2.pgw0l.PHLA.sa004.mw.node.epc.mnc485.mcc320.3gppnetwork.org

Query Name: pgw(01l.PHLA.sa004.mw.node.epc.mnc485.mcc320.3gppnetwork.org

Query Type: NAPTR TTL: 515 seconds

Answer:

Order: 100 Preference: 50000

Flags: a Service: x-3gpp-pgw:X-s5-gtp

Regular Expression:
Replacement: topon.lbl.pgwOl.PHLA.sa004.mw.node.epc.mnc485.mcc320.3gppnetwork.org

Query Name: topon.lb2.pgw0l.PHLA.sa004.mw.node.epc.mnc485.mcc320.3gppnetwork.org
Query Type: AAAA TTL: 646 seconds
Answer:

IPv6 Address: 2001:5555:200:1000:304:200::



dns-client query client-name <client name> query-type <NAPTR | AAAA> [query-
name <query name>]

ER—EFBHARGT , FREEBEDSNEFis , AMEVABRERNAEFERIBREER, 54
, CEERAERYHREER, MREFAFTHIIFEEM  FRAEHFER

- FEEERT , MREEEquery-name , IZFIRBREEHEEI= A , HILNAPTRFIAAAAGE K
TEEHAG,

- LE R #E R EE{E Fshow dns-client cacheZE#HRENEHREINERMEE. FIAERE , MREH
PWRBTERRT , IFEREELWTIL, ER , RELFEEAREF , AITTLEFHFEAFIR
EEEIZEERE —LE,

T~ (RHL—BHPNEBER )

[Ingress]HSGW> dns-client query client-name HSGW-DNS query-type NAPTR
query-name pgwOl.PHLA.sa004.mw.node.epc.mnc420.mcc300.3gppnetwork.org

Query Name: pgwOl.PHLA.sa004.mw.node.epc.mnc420.mcc300.3gppnetwork.org

Query Type: NAPTR TTL: 188 seconds

Answer:

Order: 100 Preference: 50000

Flags: a Service: X-3gpp-pgw:X-s5-gtp

Regular Expression:
Replacement: topon.lbl.pgw0l.PHLA.sa004.mw.node.epc.mnc420.mcc300.3gppnetwork.org

Query Name: pgwOl.PHLA.sa004.mw.node.epc.mnc420.mcc300.3gppnetwork.org

Query Type: NAPTR TTL: 188 seconds

Answer:

Order: 100 Preference: 50000

Flags: a Service: X-3gpp-pgw:x-s2b-gtp

Regular Expression:
Replacement: topon.lbd.pgw0l.PHLA.sa004.mw.node.epc.mnc420.mcc300.3gppnetwork.org

Query Name: pgwOl.PHLA.sa004.mw.node.epc.mnc420.mcc300.3gppnetwork.org

Query Type: NAPTR TTL: 188 seconds

Answer:

Order: 100 Preference: 50000

Flags: a Service: x-3gpp-pgw:x-s2a-pmip

Regular Expression:
Replacement: topon.lb2.pgw0l.PHLA.sa004.mw.node.epc.mnc420.mcc300.3gppnetwork.org

[Ingress]HSGW> dns-client query client-name HSGW-DNS query-type AAAA
query-name topon.lb2.pgw0l.PHLA.sa004.mw.node.epc.mnc420.mcc300.3gppnetwork.org

Query Name: topon.lb2.pgwl0l.PHLA.sa004.mw.node.epc.mnc420.mcc300.3gppnetwork.org
Query Type: AAAA TTL: 117 seconds
Answer:

IPv6 Address: 2001:5555:200:1000:304:200::

tEHER T ERTCPHER RN RE, BREREHARFENERENRTCPH , EREHNER
RAPNKINAPTREHEELHRUDPT S B K,

[Ingress]HSW> dns-client query client-name HSGW-DNS query-type NAPTR
query-name APNl.apn.epc.mnc420.mcc300.3gppnetwork.org

Query Name: APNl.apn.epc.mnc420.mcc300.3gppnetwork.org

Query Type: NAPTR TTL: 0 seconds

Answer: -Negative Reply-

Failure Reason: DNS query timed out



[Ingress]HSGW> dns-client query client-name HSGW-DNS query-type NAPTR
query-name APN2.apn.epc.mnc420.mcc300.3gppnetwork.org

Query Name:
Query Type:
Answer:

Failure Reason:

TTL:

APN2.apn.epc.mnc420.mcc300.3gppnetwork.org
NAPTR
-Negative Reply-

60 seconds

Connection Refused

EERRIGE ( DNSIBIR )

ERinEREFMEDNSERRRERNIRMR., ERERE (HBENE ) TSHEDNSEN S , BIE
B TDONSKRIHREREZH,

- RTHBFREERMATE , EHIDREA.

B2 :

- ERBEBRITCPHBRT , BHAEEHIER (WHATR ).

- B R AVIRER T — TEXERE | PIAE= 0,

- RitTREER S EENE ( WMAPNERM ) AEERE LNEFERNT  ZRENETSELE T
Al ERBRER, EREERRSEAPNNERERN S,

- REEREAERBE  URRFBR. HTIRER , FHEARNE.

<<<<OUTBOUND

DNS PDU Tx
from :
to

bytes :

Query ID
Type
Question
Additional
Name
Ext-RCODE
Type
UDPsize

INBOUND>>>>>

DNS PDU Rx
from :
to

bytes :

Query ID
Type
Authoritative
Response code
Question
Answer
Name
TTL
Type
Order
Preference
Flags
Service

00:58:57:284 Eventid:5957(3)

2001:5555:200:1011:304:281::
: 2001:5555:202:fffe:a0:e:0:3 : 0

73

: 52816

: 17034

: Query
: NAPTR ? APN2.apn.epc.mnc420.mcc300.3gppnetwork.org.

: 0

: OPT
: 4096

00:58:57:469 Eventid:5956(3)

2001:5555:202:fffe:al0:e:0:3 : O

: 2001:5555:200:1011:304:281:: : O
16738
: 17034
: Response
Answer : Yes

: Success
: NAPTR ? APN2.apn.epc.mnc420.mcc300.3gppnetwork.org.

: APN2.apn.epc.mnc420.mcc300.3gppnetwork.org.
: 1800

: NAPTR

: 100

: 50000

: a

: x-3gpp-pgw:x-s2a-pmip



Regexp
Replacement : topon.lb2.pgw0l.PHLA.sa00l.we.node.epc.mnc420.
mcc300.3gppnetwork.org.

Name : APN2.apn.epc.mnc420.mcc300.3gppnetwork.org.
TTL : 1800

Type : NAPTR

Order : 100

Preference : 50000

Flags :a

Service : X-3gpp-pgw:x-s5-gtp

Regexp :

Replacement : topon.lbl.pgw0Ol.PHLA.sa00l.we.node.epc.

mnc420.mcc300.3gppnetwork.org

L EHIER=MEAPN , EfHRHET —EARITF , JT|ITCP , BEAPNERKMY |

[E 4% 8% A& S PR A B B fa] AR 25

FEAIRES: 2001:555:202:fffe:a0:e:0:3
B BR#EES - 2001:555:203:fffe:c0:e:0:3

<<<<OUTBOUND 13:03:08:056 Eventid:5957(3)
DNS PDU Tx

from : 2001:5555:200:1011:106:281:: : 35428
to : 2001:5555:202:fffe:a0:e:0:3 : 53
bytes : 78
Query ID : 23363
Type : Query
Opcode : Standard Query
Message Truncated : No
Recursion Desired : Yes
Authentication reqgd. : No
Question count 1
Additional count : 1
Question : NAPTR ? APNl.apn.epc.mnc420.mcc300.3gppnetwork.org.
Additional
Name .
Ext-RCODE : 0
EDNS Version : 0
Class : 4096
Data Length : 0
Type : OPT
UDPsize : 4096

Monday October 13 2014
<<<<OQUTBOUND 13:03:08:057 Eventid:5957(3)
DNS PDU Tx

from : 2001:5555:200:1011:106:281:: : 60489
to : 2001:5555:202:fffe:a0:e:0:3 : 53
bytes : 73

Query ID : 48443

Type : Query

Opcode : Standard Query

Message Truncated : No

Recursion Desired : Yes

Authentication reqgd. : No

Question count 1

Additional count : 1

Question : NAPTR ? APN3.apn.epc.mnc420.mcc300.3gppnetwork.org.

Additional

Name

REEHRT



Ext-RCODE : 0

EDNS Version : 0
Class : 4096
Data Length : 0
Type : OPT
UDPsize : 4096

Monday October 13 2014
<<<<OUTBOUND 13:03:08:057 Eventid:5957(3)
DNS PDU Tx

from : 2001:5555:200:1011:106:281:: : 34309
to : 2001:5555:202:fffe:a0:e:0:3 : 53
bytes : 73
Query ID : 51787
Type : Query
Opcode : Standard Query
Message Truncated : No
Recursion Desired : Yes
Authentication reqgd. : No
Question count : 1
Additional count : 1
Question : NAPTR ? APN2.apn.epc.mnc420.mcc300.3gppnetwork.org.
Additional
Name .
Ext-RCODE : 0
EDNS Version : 0
Class : 4096
Data Length : 0
Type : OPT
UDPsize : 4096

Monday October 13 2014
INBOUND>>>> 13:03:08:064 Eventid:5956(3)
DNS PDU Rx
from : 2001:5555:202:fffe:a0:e:0:3 : 53

to : 2001:5555:200:1011:106:281:: : 35428
bytes : 78

Query ID : 23363
Type : Response
Opcode : Standard Query
Message Truncated : Yes
Recursion Desired : Yes
Recursion Available : Yes
Authenticated Answer : No
Authoritative Answer : Yes
Response code : Success
Question count : 1
Answer count : 0
Authoritative count : 0
Additional count : 1
Question : NAPTR ? APNl.apn.epc.mnc420.mcc300.3gppnetwork.org.
Additional

Name T

Ext-RCODE : 0

EDNS Version : 0

Class : 4096

Data Length : 0

Type : OPT

UDPsize : 4096

Monday October 13 2014
INBOUND>>>> 13:03:08:064 Eventid:5956(3)
DNS PDU Rx
from : 2001:5555:202:fffe:a0:e:0:3 : 53



to : 2001:5555:200:1011:106:281:: : 60489

bytes : 73

Query ID : 48443
Type : Response
Opcode : Standard Query
Message Truncated : Yes
Recursion Desired : Yes
Recursion Available : Yes
Authenticated Answer : No
Authoritative Answer : Yes
Response code : Success
Question count : 1
Answer count : 0
Authoritative count : 0
Additional count : 1
Question : NAPTR ? APN3.apn.epc.mnc420.mcc300.3gppnetwork.org.
Additional

Name .

Ext-RCODE : 0

EDNS Version : 0

Class : 4096

Data Length : 0

Type : OPT

UDPsize : 4096

Monday October 13 2014
INBOUND>>>> 13:03:08:069 Eventid:5956(3)
DNS PDU Rx
from : 2001:5555:202:fffe:a0:e:0:3 : 53

to : 2001:5555:200:1011:106:281:: : 34309
bytes : 73

Query ID : 51787
Type : Response
Opcode : Standard Query
Message Truncated : Yes
Recursion Desired : Yes
Recursion Available : Yes
Authenticated Answer : No
Authoritative Answer : Yes
Response code : Success
Question count : 1
Answer count : 0
Authoritative count : 0
Additional count : 1
Question : NAPTR ? APN2.apn.epc.mnc420.mcc300.3gppnetwork.org.
Additional

Name T

Ext-RCODE : 0

EDNS Version : 0

Class : 4096

Data Length : 0

Type : OPT

UDPsize : 4096

Monday October 13 2014
<<<<OUTBOUND 13:03:08:147 Eventid:5957(3)
DNS PDU Tx

from : 2001:5555:200:1011:106:281:: : 36524
to : 2001:5555:202:fffe:a0:e:0:3 : 0
bytes : 78

Query ID : 23363

Type : Query

Opcode : Standard Query

Message Truncated : No



Recursion Desired
Authentication reqgd.
Question count
Additional count
Question
Additional

Name

Ext-RCODE

EDNS Version

Class

Data Length

Type

UDPsize

Monday October 13 2014

Yes

No

1

1

NAPTR ? APNl.apn.epc.mnc420.mcc300.3gppnetwork.org.

4096

OPT
4096

<<<<OUTBOUND 13:03:08:147 Eventid:5957(3)

DNS PDU Tx
from 2001:5555:200:1011:106:281:: 36524
to : 2001:5555:202:fffe:a0:e:0:3 : 0
bytes : 73

Query ID 48443

Type Query

Opcode Standard Query

Message Truncated No

Recursion Desired Yes

Authentication reqgd. No

Question count 1

Additional count 1

Question
Additional
Name
Ext-RCODE
EDNS Version
Class
Data Length
Type
UDPsize

Monday October 13 2014

NAPTR ? APN3.apn.epc.mnc420.mcc300.3gppnetwork.org.

4096

OPT
4096

<<<<OUTBOUND 13:03:08:147 Eventid:5957(3)

DNS PDU Tx
from 2001:5555:200:1011:106:281:: 36524
to : 2001:5555:202:fffe:a0:e:0:3 : 0
bytes : 73

Query ID 51787

Type Query

Opcode Standard Query

Message Truncated No

Recursion Desired Yes

Authentication reqgd. No

Question count 1

Additional count 1

Question
Additional
Name
Ext-RCODE
EDNS Version
Class
Data Length
Type
UDPsize

Monday October 13 2014
13:03:10

<<<<QUTBOUND

NAPTR ? APN2.apn.epc.mnc420.mcc300.3gppnetwork.org.

4096

OPT
4096

:157 Eventid:5957(3)



DNS PDU Tx

from : 2001:5555:200:1011:106:281:: : 57041
to : 2001:5555:203:fffe:c0:e:0:3 : 0
bytes : 78
Query ID : 23363
Type : Query
Opcode : Standard Query
Message Truncated : No
Recursion Desired : Yes
Authentication reqgd. : No
Question count : 1
Additional count : 1
Question : NAPTR ? APNl.apn.epc.mnc420.mcc300.3gppnetwork.org.
Additional
Name .
Ext-RCODE : 0
EDNS Version : 0
Class : 4096
Data Length : 0
Type : OPT
UDPsize : 4096

Monday October 13 2014
<<<<OUTBOUND 13:03:10:157 Eventid:5957(3)
DNS PDU Tx

from : 2001:5555:200:1011:106:281:: : 57041
to : 2001:5555:203:fffe:c0:e:0:3 : 0
bytes : 73
Query ID : 48443
Type : Query
Opcode : Standard Query
Message Truncated : No
Recursion Desired : Yes
Authentication reqgd. : No
Question count : 1
Additional count : 1
Question : NAPTR ? APN3.apn.epc.mnc420.mcc300.3gppnetwork.org.
Additional
Name .
Ext-RCODE : 0
EDNS Version : 0
Class : 4096
Data Length : 0
Type : OPT
UDPsize : 4096

Monday October 13 2014
<<<<OUTBOUND 13:03:10:157 Eventid:5957(3)
DNS PDU Tx

from : 2001:5555:200:1011:106:281:: : 57041
to : 2001:5555:203:fffe:c0:e:0:3 : 0
bytes : 73

Query ID : 51787

Type : Query

Opcode : Standard Query

Message Truncated : No

Recursion Desired : Yes

Authentication reqgd. : No

Question count : 1

Additional count : 1

Question : NAPTR ? APN2.apn.epc.mnc420.mcc300.3gppnetwork.org.

Additional

Name .
Ext-RCODE : 0



EDNS Version : 0

Class : 4096
Data Length : 0

Type : OPT
UDPsize 4096

Jtlsl,ﬁéa'_\_ﬂAPN*\]‘i%’E BERI#10F, 1-3HHRKUDPFERES, SM7HERE , MTCPEF
HER26, 8MAMEMK, HERBIBERT , ARFERVBEBER S MBEERENRTCPHEMRR , A
EERNERER. UTEUAEEREERNHENRE

Mo,

+
+
F

Tirre Source Destination Info

1 09:03:08 HSGW DNS_Server Standard query 0x5b43  NAPTR APNinternet.apr
2 05:03:08 HSGW DNS_Server Standard guery Oxbd3b  NAPTR APNImMS. apn. epc.
3 009:03:08 HSGW DNS_Server Standard guery Oxcadb NAPTR APMapp. apn. epc.
4 08:03:08 DNS_Server HsGw standard guery response 0x5hd3

5 09:03:08 DNS_Server HSGwW standard guery response Oxbd3b

B 09:03:08 HSGw DNS_server febooti-aw > domain [S¥N] Seq=1l057052319 wir
7 09:03:08 DNS_Server HSGW Standard guery response Oxcadb

5 09:05:08 ODHNS_Server HSGW domain > febooti-aw [S¥H, ACK] Seq=1l72420703
O 09:03:08 HSGwW DNS_Server febooti-aw > domain [ACK] Seq=1l057052320 Ack
10 09:03:08 HSGW DNS_Server Standard guery Oxcadb NAPTR APMapp. apn. epc.
11 09:03:08 DNS_Server HsGW domain > febooti-aw [ACK] Seq=l724207040 Ack
12 03:08 DMS_Server HSGW domain = febooti-aw [RST, ACK] Seq=1l7242070<
Frame 10: 318 bytes on wire (2544 hits), 318 bytes captured {2544 bits)
Linux cooked capture
Internet Protocol version &, Sro: HSGW , DsT: Dk

Transmission Control Protocol, src Port: Febooti-aw (3652470, Dst Port: domain
Domain Mame System (query)

Length: 78

Transaction ID: 0Ox5h43
# Flags: 0x0100 sStandard guery

guestions: 1

ANswer RRs: O

authority RRs: 0

additional RRs: 1
- Queries

+# APNinternet. apn. epc.mncd 20.mcc300. 3gppnetwork. org: type MAPTR, <lass IN
Domain Name System (gquery’)

Length: 73

Transaction ID: Oxbd3b
# Flags: 0x0100 standard guery

guestions: 1

ANswer RRs: O

authority RRs: 0

additional RRs: 1
- Queries

# APNims. apn. epc.mncd 20, mcc300. 3gppnetwork.org: type MAPTR, class IN
# aAdditional records
Domain Name System (quary’)

Length: 73

Transzaction ID: Oxcadhb
# Flags: 0x0100 standard query

questions: 1

Answer RRs: 0

aAuthority RRs: 0

additional RR=: 1
- Queries

# APMapp.apn.epc.mncd 20, mcc300, 3gppnetwork. org: type MAPTR, Class IN
# Additional records



&% , REE—#HE , EERBEBUDPRINEHMERNAPTREN , ARV EHMITATENAAAAEH
FEPE | LU HITNAPTREHIREIFVFQDN, bt# H B fREF A X AH Wireshark iR #E 48 PTEL -

Monday October 13 2014
<<<<OUTBOUND 13:03:11:535 Eventid:5957(3)
DNS PDU Tx

from : 2001:5555:200:1011:106:281:: : 38819
to : 2001:5555:202:fffe:a0:e:0:3 : 53
bytes : 87

Query ID : 55982

Type : Query

Opcode : Standard Query
Message Truncated : No
Recursion Desired : Yes
Authentication regd. : No
Question count : 1
Additional count : 1
Question : NAPTR ? pgw02.PHLA.sa002.so.node.epc.mnc420.mcc300.3gppnetwork.org.
Additional

Name

Ext-RCODE : 0

EDNS Version : 0

Class : 4096

Data Length : 0

Type : OPT

UDPsize : 4096

Monday October 13 2014

INBOUND>>>>> 13:03:11:543 Eventid:5956(3)
DNS PDU Rx

from : 2001:5555:202:fffe:a0:e:0:3 : 53
to : 2001:5555:200:1011:106:281:: : 38819
bytes : 307

Query ID : 55982

Type : Response

Opcode : Standard Query

Message Truncated : No

Recursion Desired : Yes

Recursion Available : Yes

Authenticated Answer : No

Authoritative Answer : Yes

Response code : Success
Question count : 1
Answer count : 2
Authoritative count : 0

Additional count : 1

Question : NAPTR ? pgw02.PHLA.sa002.so.node.epc.mnc420.
mcc300.3gppnetwork.org.

Answer

Name : pgw02.PHLA.sa002.so.node.epc.mnc420.mcc300.3gppnetwork.org.
TTL : 1800

Class : IN

Data Length : 99

Type : NAPTR

Order : 100

Preference : 50000

Flags : a

Service : x-3gpp-pgw:X-s2a-pmip

Regexp

Replacement : topon.lb2.pgw02.PHLA.sa002.so.node.epc.mnc420.
mcc300.3gppnetwork.org.



Name : pgwO2.PHLA.sa002.so.node.epc.mnc420.mcc300.
3gppnetwork.org.

TTL : 1800

Class : IN

Data Length : 97

Type : NAPTR

Order : 100

Preference : 50000

Flags : a

Service : X-3gpp-pgw:xX-s5-gtp

Regexp

Replacement : topon.lbl.pgw02.PHLA.sa002.so.node.epc.mnc420.
mcc300.3gppnetwork.org.

Additional

Name

Ext-RCODE : O
EDNS Version : 0
Class : 4096
Data Length : 0
Type : OPT
UDPsize : 4096

Monday October 13 2014
<<<<OUTBOUND 13:03:11:543 Eventid:5957(3)
DNS PDU Tx

from : 2001:5555:200:1011:106:281:: : 50002
to : 2001:5555:202:fffe:al:e:0:3 : 53
bytes : 97

Query ID : 1974

Type : Query

Opcode : Standard Query
Message Truncated : No
Recursion Desired : Yes
Authentication regd. : No
Question count : 1

Additional count : 1

Question : AAAA? topon.lb2.pgw02.PHLA.sal002.so.node.epc.
mnc420.mcc300.3gppnetwork.org.
Additional

Name

Ext-RCODE : O

EDNS Version : 0

Class : 4096

Data Length : 0

Type : OPT

UDPsize : 4096

Monday October 13 2014

INBOUND>>>>> 13:03:11:551 Eventid:5956(3)
DNS PDU Rx

from : 2001:5555:202:fffe:a0:e:0:3 : 53
to : 2001:5555:200:1011:106:281:: : 50002
bytes : 125

Query ID : 1974

Type : Response

Opcode : Standard Query

Message Truncated : No

Recursion Desired : Yes

Recursion Available : Yes

Authenticated Answer : No

Authoritative Answer : Yes

Response code : Success

Question count : 1



Answer count : 1

Authoritative count : 0

Additional count : 1

Question : AAAA? topon.lb2.pgwl2.PHLA.sal002.so.node.epc.
mnc420.mcc300.3gppnetwork.org.

Answer

Name : topon.lb2.pgw02.PHLA.sal002.so.node.epc.mnc420.
mcc300.3gppnetwork.org.

TTL : 1800

Class : IN

Data Length : 16

Type : AAAA

Address : 2001:5555:200:1000:201:201::

Additional

Name

Ext-RCODE : O
EDNS Version : 0
Class : 4096
Data Length : 0
Type : OPT
UDPsize : 4096

Corresponding Wireshark trace:

Frame 25: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits)
Linux cooked capture
Internet Protocol Version 6, Src: HSGW, Dst: DNS_Server
User Datagram Protocol, Src Port: 38819 (38819), Dst Port: domain (53)
Domain Name System (query)
[Response In: 26]
Transaction ID: Oxdaae
Flags: 0x0100 Standard query
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: 1
Queries
pgw02.PHLA.sa002.so.node.epc.mnc420.mcc300.3gppnetwork.org: type NAPTR, class IN
Additional records
<Root>: type OPT
Name: <Root>
Type: OPT (EDNSO option)
UDP payload size: 4096
Higher bits in extended RCODE: 0x0
EDNSO version: 0
Z: 0x0
Data length: 0

Frame 26: 371 bytes on wire (2968 bits), 371 bytes captured (2968 bits)
Linux cooked capture
Internet Protocol Version 6, Src: DNS_Server, Dst: HSGW
User Datagram Protocol, Src Port: domain (53), Dst Port: 38819 (38819)
Domain Name System (response)

[Request In: 25]

[Time: 0.008125000 seconds]

Transaction ID: Oxdaae

Flags: 0x8580 Standard query response, No error

Questions: 1

Answer RRs: 2

Authority RRs: 0

Additional RRs: 1

Queries
pgw02.PHLA.sa002.so.node.epc.mnc420.mcc300.3gppnetwork.org: type NAPTR, class IN



Answers
pgw02 .PHLA.sa002.so.node.epc.mnc420.mcc300.3gppnetwork.org:
type NAPTR, class IN, order 100, preference 50000, flags a
Name: pgw02.PHLA.sa002.so.node.epc.mnc420.mcc300.3gppnetwork.org
Type: NAPTR (Naming authority pointer)
Class: IN (0x0001)
Time to live: 30 minutes
Data length: 99
Order: 100
Preference: 50000
Flags length: 1
Flags: "a"
Service length: 21
Service: "x-3gpp-pgw:x-s2a-pmip"
Regex length: 0
Regex: ""
Replacement length: 70
Replacement: topon.lb2.pgw02.PHLA.sa002.so.node.epc.
mnc420.mcc300.3gppnetwork.org

pgw02 .PHLA.sa002.so.node.epc.mnc420.mcc300.3gppnetwork.org:
type NAPTR, class IN, order 100, preference 50000, flags a

Name: pgw02.PHLA.sa002.so.node.epc.mnc420.mcc300.3gppnetwork.org

Type: NAPTR (Naming authority pointer)

Class: IN (0x0001)

Time to live: 30 minutes

Data length: 97

Order: 100

Preference: 50000

Flags length: 1

Flags: "a"

Service length: 19

Service: "x-3gpp-pgw:X-s5-gtp"

Regex length: 0

Regex: ""

Replacement length: 70

Replacement: topon.lbl.pgw02.PHLA.sa002.so0.node.epc.
mnc420.mcc300.3gppnetwork.org

Additional records

<Root>: type OPT
Name: <Root>
Type: OPT (EDNSO option)
UDP payload size: 4096
Higher bits in extended RCODE: 0x0
EDNSO version: 0
Z: 0x0
Data length: 0

Frame 27: 161 bytes on wire (1288 bits), 161 bytes captured (1288 bits)
Linux cooked capture
Internet Protocol Version 6, Src: HSGW, Dst: DNS_Server
User Datagram Protocol, Src Port: 50002 (50002), Dst Port: domain (53)
Domain Name System (query)

[Response In: 28]

Transaction ID: 0x07b6

Flags: 0x0100 Standard query

Questions: 1

Answer RRs: 0

Authority RRs: 0

Additional RRs: 1

Queries

topon.1lb2.pgw02.PHLA.sa002.so.node.epc.mnc420.mcc300.3gppnetwork.org:



type AAAA, class IN
Additional records
<Root>: type OPT

Name: <Root>

Type: OPT (EDNSO option)

UDP payload size: 4096

Higher bits in extended RCODE: 0x0
EDNSO version: 0

Z: 0x0

Data length: 0

Frame 28: 189 bytes on wire (1512 bits), 189 bytes captured (1512 bits)
Linux cooked capture

Internet Protocol Version 6, Src: DNS_Server , Dst: HSGW
User Datagram Protocol, Src Port: domain (53), Dst Port: 50002 (50002)

Domain Name

System (response)

[Request In: 27]

[Time: 0.007622000 seconds]

Transaction ID: 0x07b6

Flags: 0x8580 Standard query response, No error

Questions: 1

Answer RRs: 1
Authority RRs: 0
Additional RRs: 1

Queries

topon.1b2.pgwl2.PHLA.sa002.so0.node.epc.mnc420.mcc300.3gppnetwork.org:
type AAAA, class IN

Answers

topon.1b2.pgwl2.PHLA.sa002.so0.node.epc.mnc420.mcc300.3gppnetwork.org:

type AAAA, class IN, addr 2001:5555:200:1000:201:201::

Name: topon.lb2.pgw02.PHLA.sa002.so.node.epc.mnc420.mcc300.3gppnetwork.org

Type: AAAA (IPv6 address)

Class: IN (0x0001)

Time to live: 30 minutes

Data length: 16

Addr: 2001:5555:200:1000:201:201::

Additional records
<Root>: type OPT

RCSR1E

Name: <Root>

Type: OPT (EDNSO option)

UDP payload size: 4096

Higher bits in extended RCODE: 0x0
EDNSO version: 0

Z: 0x0

Data length: 0

12288518 T —EEE , BVEM L SREAREXRBRIEEHE

DNSfEA &

WEREMIPIUE, ROIBEEES -

[vpn 5795 error] [1/0/30805 <vpnmgr:4> vpnmgr_msg.c:13773]
[context: Ingress, contextID: 4] [software internal system syslog]

Ingress: Rebinding DNS-CLIENT as connection refused errors

(<# of failures>) occuring continously

5l

, BHHERER TENRER



Jun 2 00:03:36 [10.142.250.226.171.216] evlogd: [local-60sec36.031]
[vbn 5450 error] [1/0/30805 <vpnmgr:4> vpnmgr_msg.c:13680] [context: Ingress,

contextID: 4] [software internal system syslog] Connection
refused for DNS query on QNAME:APN1l.apn.epc.mnc420.mcc300.3gppnetwork.org
and QTYPE:NAPTR....... Many more of these logs

Jun 2 00:05:35 [10.142.250.226.171.216] evlogd: [local-60sec35.058]

[vbn 5450 error] [1/0/30805 <vpnmgr:4> vpnmgr_msg.c:13680]

[context: Ingress, contextID: 4] [software internal system syslog]

Connection refused for DNS query on QNAME:APNl.apn.epc.mnc420.mcc300.3gppnetwork.org
and QTYPE:NAPTR

Jun 2 00:05:35 [10.142.250.226.171.216] evlogd: [local-60sec35.058]

[vbn 5795 error] [1/0/30805 <vpnmgr:4> vpnmgr_msg.c:13773]

[context: Ingress, contextID: 4] [software internal system syslog]

Ingress: Rebinding DNS-CLIENT as connection refused errors (3132) occuring continously

ESRCTE S

BRT -LERFHDONSHE , FEHEER T UBRERDNSARFEENBZRENAR, HTEHR
NERHE TR A REREHNEN.

- BT BRI ERTCPEG T EWEDNSER A , WAt BZ S H R EABEHRRBEN —
kva

Sl
-ﬁﬁﬁﬂu)\E’JI‘HA%‘“%H‘JJ«XT&F?TCP/IP ERPBIRGE  BEHIEEEE, T EZERE
HTEERIEENBRARER,
. £ FAWireshark R #YFollow TCP streamiZE 2 1HiBRISENTCPERR , AEFER it B K8
BRI ZETCPHR.

HEBRDNS S8 ¥ A f22 f5ll 46 B Y PR

WMEIFTIR , DNSAEFR I  BEERFURFHRABRAERNS T, i, FeHRPDHERT |
EREPGWEESE L FEOUBEEEDNS, A0SR T bk 2B 2 , BB FEMY IR BIRET B R
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show hsgw-service statistics

WMERDNSE A WBE |, 85T "No PGW Availables ( EPGWH A ) ST E#R2® M. HREERRD
PGW2% 58 ‘RZHUH?HHH%%E& E itk "show mag statisticss TEFEBUEHN ( ELEHT R
BEIENBEER)

o -

[Ingress]HSGW> show hsgw statistics all
Monday June 02 00:49:06 UTC 2014



Total PDNs Rejected Reason:
No PGW Available: 9549866

[Ingress]HSGW> show hsgw statistics all
Monday June 02 00:49:16 UTC 2014

No PGW Available: 9554113

BT

AR, EERITRARSKZFTIESHEDNSER SRS, BECHEERERACRAETDBR , B
EFNITEBIRGEERE K LEXAWRFMRRERBEHE.,

HIEDNSERERIEZRSEHE , 620 "No LMA address available for APN <APN Name> in
subscriber profile , PDN connection faileds , YA "Error-Code(6)=No-PDN-GW-
Available(3)1 #%VSNCP Conf-RejEiEEIFTF,

a5l

INBOUND>>>> 00:25:26:925 Eventid:ZSOOO(O)PPP Rx PDU (72)VSNCP 72:

Conf-Reqg(2), OUI=cf0002(3GPP2) , PDN-ID(1l)= PDN-APN-Name (2)=\013APN1,

PDN-Type (3)=IPv4,IPv6(3), PDN—Address(4):(Null), PCO(5)

{Protocol (0) = PPP(0), {IPCP

(1): Conf-Reg(l), Pri-DNS=0.0.0.0, Sec-DNS=0.0.0.0},IPv6-DNS-Address (2)=Req, IP-Address-

Allocation-via-NAS-Signaling(3),}, Attach-Type(7)=Initial(1l),
IPv4-Default-Router-Address (8)=0.0.0.0, Address-Allocation-Cause(9)=Null(0)

***CONTROL*** 00:25:27:054 Eventid:11813
No LMA address available for APN

Monday June 02 2014

<<<<OUTBOUND 00:25:27:054 Eventid:25001(0)

PPP Tx PDU (14)

VSNCP 14: Conf-Reqg(l), OUI=cf0002(3GPP2) , PDN-ID(1)=00

Monday June 02 2014

<<<<OUTBOUND 00:25:27:054 Eventid:25001(0)

PPP Tx PDU (52)

VSNCP 52: Conf-Rej(2), OUI=cf0002(3GPP2) , PDN-ID(1)=00, PDN-APN-Name (2)=\013APN1,
PDN-Type (3)=IPv4,IPv6(3), PDN-Address(4)=(Null), PCO(5){Protocol(0)

= PPP(0),}, Attach-Type(7)=Initial(l), IPv4-Default-Router-Address(8)=0.0.0.0,
Address-Allocation-Cause(9)=Null(0), Error-Code(6)=No-PDN-GW-Available(3)

RC8RAR
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Jun 2 00:25:27 [10.142.250.226.171.216]
[sessmgr 11813 error]

evlogd: [local-60sec27.054]
[callid l4dec7adl]

[15/0/5827 <sessmgr:71> sessmgr_mag.c:3595]
[context: Ingress,

contextID: 4]
system protocol-log syslog]

[software internal
No LMA address available for APN
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