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EAPEENSF —SRERSNREARRILETCEIER.

1. FEEAYH TARESEEET, (Server Manager) B % (Security > Server Manager)i28 18 )5
BRUTEHR & "hReE. MuthEmASORIBRARENIPHI, EELASB/IE, E—T
Apply AR ERWIER THNEE, AEEAP Authentication type Priority 141 5% & & Default
Server Priorities T #9 A IR 85 1P#tbit, 3E—TF "Applys o

Cisca Sravems
" : a =
Cisco 1200 Access Point
SERVERMANAGER || GLOBALPROPERTES |
12 18:46 Mon Sep 20 2004
Securty: Server Manager
Backup RADIUS Server
SECURITY
Adrnin Access Backup RADIUS Server: {Hostmame or P Address)
R Shared Secret:
5510 Wanapger
Server Manager [ Apply | | Delete | | Cancel |
Local RADILS Sarar |
Advanced Security | Corporate Senvers |
Current Server List
RADIUS =
Sorver (ostnams or P Address)
Lot Shared Secret; |
Dalsia P thentication
pentication e | pess3)
(0-65536)
Apply | | Cancel
Default Server Priorities |
EAP Authentication MALC Authentication Accounting
Prionty 1: 10003 Priority 1: | € NONE > » Prioeity 1: | € MONE >
Prianly - Pricity 2. | € MOMNE > v Prigsity 2. | €MOME > =
Prionty 3: [« NONE » | Prioiity 3; | €NONE > & Prieity 3; | €NONE >
Admin Authentication (RADIUS)  Admin Aathentication (TACACS+)  Proxy Mohile IP Authentication
Priority 1; | tNONE>» » Priority 1; | 10003 = Prioeity 1; | € NONE » #
Puigrty 2. | € MOMNE ¥ |» Prigrty 2. | € MOME > & Prigsity 2, | € MOME » =
Purionty 3 tMNONE> v Prioiity 3; | €NONE > & Prioeity 3 | €NONE >
Apply | | Cancel
Clhoze Window Cogaright {c) 1992-2004 by Clsco Sysiems, inc.
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AP#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
AP(confi g) #aaa group server radius rad_eap

AP(confi g-sg-radi us) #server 10.0.0.3 auth-port 1645 acct-port 1646
AP(confi g-sg-radi us) #exit

AP(confi g) #aaa new-model

AP(confi g) #aaa authentication login eap_methods group rad_eap

AP(confi g) #radius-server host 10.0.0.3 auth-port 1645
acct-port 1646 key labapl1200ip102

AP(confi g) #end

AP#write memory

BEARVEESMRIEARETEEBAAAE P, 0 , £Cisco Secure ACSH |, iE&4
fENetwork ConfigurationBH £ , ZEHEEZ TIZEARNEE, (Pibiut, RASBN G HEE
%% ( RADIUS Cisco Aironets}RADIUS Cisco IOS/PIX ) , B2 BE &R E | BiE
HEIEACS B 19585 R BRES.

: p %
W Network Configuration x|
forcem =,
Hostame -
s d + AAA Client Hostname
{ | Sroue AAS ClentTp 20-0.0.206 = AAA Client TP Address
= £ Address +« Eay
& |f~vﬂh’-:tnfit + Metwork Device Grouap
SR Eey theredsecret « Authenticate Using
"'%I il L + Single Connect TACACS+ AAA Client
— | Athenticats FADIS (Croco 105500 3 #* Loz UpdateWatchdog Packets from this
e e | | \Uone 4 AAA Client
= » Lo RADIUS Tunneling Packets from this
= intartace 0 Single Connect TACACSH AMA Chent AAA Client
-—*l garation | {(Becord stop i accounbing on fashire) + Replace RADTUS Port info with Username
Eﬂ Hdmicixteiticn . Lag UpdateWatchdog Packets fom ths from this AAA Client
) — AAA Chent
EIQ | Excliwfib] Ui )
Datibares — Log BADITS Tuanelng Packets from thiz
@ El-ipﬁr';: and | T AAM Clent AMA Client Hostmane
i
. — Eeplace EADITE Port nfo with Tsemame
,ﬁj | Dnling 1 E:ﬁ‘:;:urs y ""llcnl':l o Feman The AAS Chent Hostrame 12 the name
o . T assigned to the AA R chent
| Submit | | Submit » Restart | [ Cancel | [Back to lop] 2
4 ¥

HBREODERBAKRSEEAMITAIENEAPEMRRE S E. Hli0 , HRAEITLEAPHICisco
Secure ACS , 5 1ESystem Configuration - Global Authentication Setup B H L ELELEAP & 4
§8 . & — T System Configuration , 1% — T Global Authentication Setup. BEH fth3E
ACSH B R MRS REMEAPS % |, B2 RREFEMNXE,
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Eetwwred master key TTL: |3_ ln'u::-Tq:[
PAC TTL |1_ wagks -.-|
Chent mutial message |
Authonty ID Info |sironetiab net
Alloar antomatic PAC provisioning:. [
EAP-FAST master serves =
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—BEARAEZEREFHRSORIFREEIME , FEEREABRIELS %,

pri¥s

&i D EERAEARERWEPHZE, HAWPA (ERZBMARWEP ) |, F2BEWPAE EH

1 EBARNZEERAR(ERS>NBEERREET) L, TRUATESR . BEEEEA

WEPI®#E. {EEWEPAMandatory, BB A NRERES1280, H—T "Apply. o

Cozes Sravems
. . a =
: Cisco 1200 Access Point
B RADIDD-BOZ. 118 b RADIO1-BOZ11A | kg
Hosiname AP 12:42:22 Bon Sep 20 2004
Security: Encryplion Manager - Radio0-802 118
Encryption Modes |
SECURITY |
Admin ALcess © None
Encryption kanager
S50 Manager - v
Server Manager = WEP Encryption | Mandatory
Local RADIE Sarer Cosco Compliant TKIP Feamures: [] Ensbla MIC [ Enable Per Packet Keying
Advanced Security
 Cipher WEF 126 bil -
Encryption Keys
Transmit Kay Encryption Key (Hexadecimal) Key Size
Encryption Key 1: O 128 ki »
Encryption Key 2: ® 128bil ¥
Encryption Key 3z O 128 bit »
Encryption Key 4: O 128 b
Global Properies
Broadcasi Key Rotatlon Interval: 5 Disabla Rotation
) Enable Rotatian with Intenal |DISABLED | (10-10000000 sec)
WA Group Key Update: ] Enabla Growp Key Update On Mambership Temination
[l Erable Growg Key Updale On Member's Capabilily Change
Aophril
Cancel
Cloze Window Cogaright {c) 1992-2004 by Clsco Sysiems, Inc.
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AP#configure terminal
Enter configuration conmands, one per line. End with CNTL/Z

AP(confi g) #interface dotllradio 0
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AP(config-if)#encryption mode wep mandatory
AP(config-if)#end

AP#write memory

. FEAP SSID ManagerB % L (£Security > SSID Manager2BE R)SERUA TS B | BEFEN
SSID, £ "Authentication Methods Accepteds T , #HFIZE AOpentIAE , W EH THLRE
EEWith EAP, MREHFCiscoRFim+ , FFRHPEEANetwork-EAPHIIE, FSREHEHK
EAPS F FAEAPRY B = & A BR e #B 0 P VAT A, E—T "Apply. -
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L Cisco 1200 Access Point \@

AADIOD-202. 118

1 RADIOW-gOZNIA ]

Hosiname AP

Security: 510 Manager - Radiol 802116

A2:47:46 Mon Sep 20 2004

i® Uge Defaulis Define Defaults
) Custoemiza
Friarily 1 |HONE » v
Priarity 2 | $ HONE > =

Priorily 3= | ¢MNONE > =

551D Properties
SECURITY
;‘4 Admin ACCESS Cumrent 5510 List
EncrypSan Manager | € MEW » _SSID: labap1200 )
| 5SID Managor EETET
Server Manager WLAN: LHOME > % |  [igdfing Vi ANS
B
|| Local RADUS Senver Hetwork 1D: 4055
Advanced Security s
| Delste-Riadiol || Delete-all |
Authenticalion Seftings
Methods Accepled:
Open Authentication mm@ v
O Shared
Aughentication: SNO ADDITICN _
MNetwark E&F: < MO ADDITION w
Server Priosites:
EAP Authentication Servers MAC Authentication Senvers

(&} Use Defavliz Define Defaulls

) Custlornize
Prioity 1: | < NONE> +
Friomy 2 % NOME > »
Prionly 3; <MONE> =

Portions of thiz image not relevant to the discussion have been edited for clarity

Glohal Radied 802.118 5510 Propaerties

St Guest Mode S5I10: | cHOME »

Cloge Window

Set Infrastructure S510: | <NOME > % [[] Force Infrastructee Devices to sssociate only 1o this SSI0

Capright (e) 19022004 by Cisco Syflems, nc
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AP#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
AP(confi g) #interface dotllradio 0

AP(config-if)#ssid labap1200
AP(config-if-ssid)#authentication open eap eap_methods
AP(config-if-ssid)#authentication network-eap eap_ methods
AP(config-if-ssid)#end

AP#write memory

BBEREAPE BMBEANRER , BAENRMEELMHERNSREDR, EYRER LHEE
BRI ThAE | AE E R T HUEHERR

B
RERENEFATRARERENEAERT ERERF,
BHEZSRT S(EHEMEFEA)XER Eshowin ©s , It T EAEER R show s S & 247,

- show radius server-group all — B8’RAP L E Bt ERADIUS IR 25 A AV B EE,

REREGE A

RERED
SERLSATT 5 SR AT A R 1T SR BT AR

1. ZEEFRERARASEEY , SAHEESIMELHSIBEIFTNEEERIER , ABREFiK
WEERXEREEARE.

2. ZHRE L S PBEFRINRFEBENTREMY  BHESEASORE K NWUATSRAR &
CLIA {£ Fino authentication open eap eap_methods no authentication network-eap
eap_methods#lauthentication openii . FEGUIAISSID ManagerE H L , BUHIE + Network-
EAP , iEHOpen , A% & T LR E R EINo Addition, MR X FimK I , AIRFA2E3E
BRI,

JBMBHASBROSCERANNSORIBARFZEAREEAL. B8, BUREEWEUTERA

BN .

Invalid nessage authenticator in EAP request
T:i_:CL“:F *ﬁﬁradl us-server host x.x.x.x auth-port x acct-port x key <shared_secret>'ﬁ'o ’T:i_:
GUIHY rﬂﬂﬁ%ﬁ%‘ﬂ%ﬁJ (Server Manager)EE £ , EFEHE "#£A £ (Shared Secret) VAE
hEFEWAMERARFNLAEER, RADIUSHHEEEJ:E)\%EE’J%FHQ%I%E%E@%Eﬁiﬁﬁﬁ
RINVAASRERN LA SWREBER,

4. #ERADIUSfARRER F MIREMEA EH. BRRADIUSAIRSFERNEREENEREPHE
AEHEcBERETR, MERADIUSFARFNBFFEEERUMNER , URELEHAKRHK
B R,
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i=hiek 3203,

BHEESRT S (EHEMEFER)XER Lshown © , tb T EAFEARR showds H# H K 24,
RS PRBFRMET AEEBNMKENFRZEEAPHBEN AR S HWHEENA.

AR : #Hidebug Tt 2Bl , @B EEDebugi THEEEH.

. debug dot11 aaa authenticator state-machine — B REFimM G EEARFEHENETE
gl (AR ) . UTRRTIRBEHE® L

*Mar 1 02:37:46.846: dotl1ll_auth_dot1x_send_id_req_to_client: Sending
identity request to 0040. 96ac. dd05

*Mar 1 02:37:46.846: dotl1ll_auth_dot1x_send_id_req_to_client:

0040. 96ac. dd05 timer started for 30 seconds

*Mar 1 02:37:46.930: dotl1ll_auth_dot1x_run_rfsm Executing
Action(CLI ENT_WAI T, EAP_START) for 0040. 96ac. dd05

*Mar 1 02:37:46.931: dotl1ll_auth_dot1x_send_id_req_to_client:
Sending identity request to 0040.96ac.dd05 (client)

*Mar 1 02:37:46.931: dotl1ll_auth_dot1lx_send_id_req_to_client: Cdient
0040. 96ac. dd05 timer started for 30 seconds

*Mar 1 02:37:46.938: dotl1ll_auth_dot1x_run_rfsm Executing
Action(CLI ENT_WAIT, CLI ENT_REPLY) for 0040. 96ac. dd05

*Mar 1 02:37:46.938: dot11l_auth_dot 1x_send_response_t o_server:
Sending client 0040.96ac.dd05 data (User Name) to server

*Mar 1 02:37:46.938: dot11l_auth_dot 1x_send_response_t o_server:
Started tinmer server_timeout 60 seconds

*Mar 1 02:37:47.017: dot1l_auth_dot1x_run_rfsm Executing

Acti on( SERVER WAI T, SERVER_REPLY) for 0040. 96ac. dd05

*Mar 1 02:37:47.017: dot11_auth_dot 1x_send_response_to_client:
Forwarding server message (Challenge) to client 0040.96ac.ddo05

*Mar 1 02:37:47.018: dot11_auth_dot 1x_send_response_to_client:
Started timer client_timeout 20 seconds

*Mar 1 02:37:47.025: dotl1ll_auth_dot1x_run_rfsm Executing
Action(CLI ENT_WAIT, CL | ENT_REPLY) for 0040.96ac. dd05

*Mar 1 02:37:47.025: dot11_auth_dot 1x_send_r esponse_t o_server:
Sending client 0040.96ac.dd05 data(User Credentials) to server
------------------- Lines Oritted for sinplicity-------------------
*Mar 1 02:37:47.030: dot11l_auth_dot 1x_send_response_to_client:
Started timer client_timeout 20 seconds

*Mar 1 02:37:47.041: dot11_auth_dot 1x_run_rfsm Executing Action
(SERVER WAI T, SsE RVER_PASS) for 0040. 96ac. dd05

*Mar 1 02:37:47.041: dot11_auth_dot 1x_send_response_to_client:
Forwarding server message (Pass Message) to client

0040.96ac.ddo5

*Mar 1 02:37:47.042: dot11_auth_dot 1x_send_response_to_client:
Started timer client_timeout 30 seconds

*Mar 1 02:37:47.043: 9%OOT11- 6- ASSOC. Interface DotllRadioO,
Station TACWEB 0040 .96ac.dd05 Associated KEY MGMT[NONE] (Client stays
associated to the access point)

B : #12.2(15)JAZ BIHICisco IOSERBERR A , Lthdebugds = #Y 5& % Adebug dot11 aaa dot1x
state-machine.

- debug dot11 aaa authenticator process — B~ & F i %ﬂ%fﬁ%ﬁ%ﬂﬁﬁ%ﬁZFﬂTﬁl’ﬁB’J s EI¥5E
%E. X’ : £12.2(15)JAZ BI#ICisco IOSE’\E%H&ZIK'? , ltdebugdr T #FE £ Adebug dot11
aaa dot1x process.

. debug radius authentication — B R A REFME Fin ( WA HAPERE ) 2EHRADIUSH &

LUR 2failed authenticationf9 & H
*Mar 1 02: 34:55.086: RADI US/ ENCODE(00000031): Orig. conponent type = DOT11
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*Mar 1 02:34:55.086: RADI US: AAA Unsupported Attr: ssid [264] 5

*Mar 1 02:34:55.086: RADIUS: 73 73 69 [ssi]

*Mar 1 02:34:55.086: RADI US: AAA Unsupported Attr: interface [157] 3
*Mar 1 02:34:55.087: RADIUS: 32 [2]

*Mar 1 02: 34:55.087: RADI US(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.087: RADI US/ ENCODE(00000031): acct_session_id: 47
*Mar 1 02: 34:55.087: RADI US(00000031): Config NAS | P: 10.0.0.106
*Mar 1 02:34:55.087: RADI US(00000031): sending

*Mar 1 02: 34:55.087: RADI US(00000031): Send Access-Request

to 10.0.0.3 :164 5 id 1645/61, len 130
*Mar 1 02:34:55.088: RADI US: authenticator OF 6D B9 57 4B A3 F2 OE -
56 77 A 7E D3 C2 26 EB

*Mar 1 02:34:55.088: RADIUS: User-Name [1] 8 "wirels"

*Mar 1 02: 34:55.088: RADIUS: Franed-MIU [12] 6 1400

*Mar 1 02:34:55.088: RADIUS: Called-Station-1d [30] 16 "0019. a956. 55c0"
*Mar 1 02: 34:55.088: RADIUS: calling-Station-Id [31] 16 "0040.96ac.ddo5"
*Mar 1 02:34:55.088: RADI US: Service-Type [6] 6 Login [1]

*Mar 1 02:34:55.088: RADI US: Message- Aut henti cat o[ 80] 18

*Mar 1 02:34:55.089: RADIUS: 73 8C 59 C4 98 51 53 9F 58 4D 1D EB A5

4A AB 88 [s?Y??Q5?XMR?72J7?7]

*Mar 1 02:34:55.089: RADI US: EAP- Message [79] 13

*Mar 1 02: 34:55.089: RADIUS: NAS-Port-1d [87] 5 "299"

*Mar 1 02: 34:55.090: RADIUS: NAS-|P-Address [4] 6 10.0.0.106
*Mar 1 02:34:55.090: RADIUS: Nas-ldentifier [32] 4 "ap"

*Mar 1 02:34:55.093: RADIUS: Received from id 1645/61

10.0.0.3 :1645, Access-Challenge, len 79

*Mar 1 02:34:55.093: RADIUS: authenticator 72 FD C6 9F Al 53 8F D2 -
84 87 49 9B B4 77 B8 973

--------------------------- Lines Omtted---------------------“--------~-----
1 02:34:55.117: RADI US(00000031): Config NAS IP: 10.0.0.106

1 02:34:55.118: RADI US/ ENCODE( 00000031): acct_session_id: 47

*Mar 1 02:34:55.118: RADI US(00000031): Config NAS IP: 10.0.0.106

1 02: 34:55.118: RADI US(00000031): sending

*Mar 1 02:34:55.118: RADI US(00000031): Send Access-Request to
10.0.0.3 :164 5 id 1645/62, len 168

*Mar 1 02:34:55.118: RADIUS: authenticator 49 AE 42 83 CO E9 9A A7 -
07 OF 4E 7C F4 C7 1F 24

*Mar 1 02:34:55.118: RADIUS: User-Name [1] 8 "wirels"

*Mar 1 02:34:55.119: RADIUS: Franed-MrU [12] 6 1400
---------------------------------- Lines Onmitted-----------------------
*Mar 1 02:34:55.124: RADIUS: Received from id 1645/62

10.0.0.3 :1645, Access-Reject, len 56

*Mar 1 02:34:55.124: RADIUS: authenticator A6 13 99 32 2A 9D A6 25 -
AD 01 26 11 9A F6 01 37

*Mar 1 02:34:55.125: RADI US: EAP- Message [79] 6

*Mar 1 02:34:55.125: RADIUS: 04 15 00 04 [???7]

*Mar 1 02: 34:55.125: RADI US: Reply-Message [18] 12

*Mar 1 02:34:55.125: RADIUS: 52 65 6A 65 63 74 65 64 OA 0D
[Rejected??]

*Mar 1 02:34:55.125: RADI US: Message- Aut henti cat o[ 80] 18

*Mar 1 02:34:55.126: RADI US(00000031): Received fromid 1645/62

*Mar 1 02:34:55.126: RADI US/ DECODE: EAP- Message fragnents, 4, total 4 bytes
*Mar 1 02:34:55.126: RADI US/ DECODE: Reply- Message fragments, 10, total 10 bytes
*Mar 1 02:34:55.127: %O0T11-7- AUTH_FAI LED: station

0040.96ac.dd05 Authentication failed

. debug aaa authentication — # % F i3 & M & 1758 % [ AR 28 2 B & B BFBHAAAR

HHE & R
. BRBORE
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