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Hostname WDS_AP 16:00:43 Fri Apr 23 2004
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Backup RADIUS Server

Backup RADIUS Server: | {Hostname or IP Address)

Shared Seciet: |

Server Manages Apply | Dalete | Cancel

Corparate Servers
Current Server List

|Fb51DILI'S 'I

ﬁmu [10.0.0.3 {Hostname ot IP Mdn;::;"
- Shared Secret:

Delete Anithentication

_J Port {optional): 1645 [-E5536)
Accounting Part I_
lﬂpﬂ:nil;:l " hess 0&353)

—

 Dafault Server Priorides

EAP Authentication

F"nwrlﬂ_l'lﬂﬂﬂﬂ =]
Pranly 2 I‘“‘*UNE* "I
Prierty 3 [<NONE » =]

MAL Authentication Accounting

Prionty 1 |< HOKE » "'I Proety 1: |<MOME » -I
Pronty 2 |'E MOME > -I Priety 2. [¢ NONE > j,
Pronty 3 |"- HONE » "'l Prosty 3: |<MONE > "I

fdmin Authentication (RADIUS]  Admin Authentication [TACACS=)  Prowxy Mobile IP Authentication

Pm.m-!- | CMNOMNE)» = p‘||q|-|"l | IlrﬂNE ¥ ""I Pﬂﬂfﬂf 1 £ MOME » ""I
Prignty 2: [eNONE > =] Prignty 2: [«nONE > =] Prosty 2: |€NONE 2 -
Foonty 3 |‘C HOME » "I Poordy 3 |'[“':|NE ¥ 'I Prosty 3; | € HONE » 'I

| fcaria| |

HE , WA URCLIZHUTHS

2. T— SR HRFMARFPHWDS APEELA S HRFTE. RENZIRAAAZFiK, Al
, BWEERWDS APHTIE RAAAR Fiff, BTRUA TSR « XX | KEE A Cisco Secure
ACSTAfRES1ES B P ERF M ARET. 7ECisco Secure Access Control Server(ACS)H | B4 1E
Network ConfigurationBE £ , BAIUEZEEA AWDS APERUATEMY : BBIP Uit A
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HEFACSHMmERRRE , F2RREFEEMRNUE,
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- « AAA Client Hostname
ﬁ Seivg Add AAA Client X K_I—ﬁw
O oot + MNetwork Deviee Group
e AAA Chent  core—F ) « Authenticate Using
|E Meiwerk || | Hostaame ) + Single Connect TACACS+ AAA Client
— AAA Chens [p |19-0-0-102 R « Log Update/Watchdog Packets from this
fystem - AAA Client
m Addrees i | + Log RADIUS Tunneling Packets [rom this
T Eey [sharedsecrat AAA Client
UL « Replace RADIUS Port info with Username
ﬂlg:mnﬂun from thiz AAA Client
:‘”m"““‘m [RADIUS (Cisco Awonet) =)
ﬂ'& Entornad Lser Jsmg __/"
Lol at-iad -
 Smgle Connect TACACS+ AAA Chent .
Q | ::ﬂ:;‘"" (Becord stop in accounting on fathure) AAA Client Hosmame
a‘jl Online r Log Update/Watchdog Packets from thas The AAA Chent Hostniame 1= the name
e AAM Clent assigned to the AAA chent
Log BADIUS Tunnebng Packets from this
FM_AC]MDI [Back to Top
r Replace EADIUS Port mfo wath Username AAA Client TP Address
from this AAA Chent
The AAA Chent TP Address iz the [P
address assigned to the AAA chent
Submit | Submite Festan | Cancel |

4 |, #ECisco Secure ACSH |, 58T {R1ESystem Configuration - Global Authentication
SetupEH LELEACSUAHMITLEAP S 058 %, B % , & — T System Configuration , fR#& iz —
T Global Authentication Setup.
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# Lopging
o Date Format Control

Loecal Password Management
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Cantrel
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System Configuration

[

Global Awthentication Setup
EAFP Configuration ? |

PEAP
F Allow EAP-MSCHAPV2
W Allow EAP-GTC
Cisco chent wohal message: ffrom 10.0.0.3
PEAF session tmeout (minutes): IT
Enable Fast Reconnect =)
EAP-FAST
F Allow EAP-FAST
Active master key TIL 1 [monms =]
Eetwwred master key TTL: |3_ ln'u::-Tq:[
PAC TTL |1_ wagks -.-|
Chent mutial message |
Authonty ID Info |sironetiab net
Alloar antomatic PAC provisioning:. [
EAP-FAST master serves =
Actual EAP-FAST server status Master
EAP-TLS
F Allow EAP-TLS
Select one or more of the fllowmg ophons

W Certficate SAN companson

W Certficate CH companson

W Certficate Banary compans<n
EAP-TLES sesnan tenecut (rrarmstes) W
LEAP
F Allow LEAP (For Asronet ﬂn]:.r}}
EAP-MDS
F Allow EAP-WDS
AP EAP request tmeout (seconds) |E[|_

ME-CHAP Configuration k4

 Allow MS-CHAF Version 1 Authenbcation
W Allow MS-CTHAF Verzion 2 Authenbcation

? Back tio Helgs I

=

Submit | Submit+ Festan | Cancel |
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FEAP

EAP-FAXT

EAP-TLE

LEAP

EAP-MDS

AP EAP request timeout
MS-CHAP Configuration

This page cpecifies setmngs for
vanous authenbcahon
protocols

[Back to Top
FEAP

Novar PEAP iz a cortificale-
based authentication
protocol. PEAP
authentication can ooy
by aftar wis bave
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3. E&WDS AP LB EWDSE

General Set-UpBE & ., FHTUTEEE . EWDS-Wireless Domain Services - Global
Properties T , iEHUse this AP as Wireless Domain Services, #%Wireless Domain Services

, ZETEWDS AP _Li##2Wireless Services > WDS , A& —T
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Cigen Svprems

Cisco 1200 Access Point

WD'S STATUS g SERVEROROUPS |  GEMERALSETUR |

Hosiname WS _AP VEE2 14 Fril Apr 23 A0

Wireless Services: WDSWNM . General Setlp

WDS - Wireless Domain Services - Global Propertis

M e this AP sz Wirelesz Domain Senvices

S5 SERVICES /
@nmﬁn Services Priority: [254 E.

[ Use Local MAC Lisi for Clieni Autheniication

?m.mmu—-’n.mnﬂm

[ Configure Wireless Hetwork Manager

Wireless Network Manager IP Address: [DISABLED (IP Addreas)

qE , WA URCLIBHUTHS

4. E1EWireless Services > WDS , A& #EF|Server GroupsEE : E&=5FE HMWAPH 7 REF4E
2% EREEHE, BPriority 1BREALIEEN FBRFEMRSS. & — TUse Group
For:Infrastructure Authentication B2z i, #%5%E FE A ZI M B3 Y AR 75 558 Bl 757 5% (SSID)o
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WDE STATUS | SERVERGROUPS | OENERALSET-UP |

Hostname WOS P 16:26:44 Fri Apr 23 2004

Wireless Services: WDS . Server Groups

Server Growp List

Server Group Name: [Inastuctue

Group Server Priorities: [Defne Sopmeg

Priorty 1: [10003 =]

FFIDI'I'I!' o L MNOME » =

Prionty 3 [ NONE > =]

Use Group Far:
# Infrastructure Authentication

 Client Authentication

Authentication Settings 5510 Semings
I EAP Authentication [ = Apphy to all S51Ds ]
™ LEAP Authantication " Restrict S510s (Apply only 10 listed SS10%)
[T MALC Aathentacation =210 ID]E#-.BLED EI
™ Defaull (Any) Autheriication Ramone |

HE , BARCLIREUTHS :

5. SWDSHEAREEBNZRREAS N RIBRAREIPOERAE, ECisco Secure ACSH |, EE
4 7EUser SetupEHE L , BUYUEZEAPERWDSHEAEZRBNER. HRAHETIEACSE
HERFARDSE , FEEREFEMRNUE, X : TEBWDSERERES G TEFE5r &
MFUENESR —WDSREZERNEHEE.
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User
EL @mwm (New User)

« Aceount Disabled
_ﬁiﬂL » Deleting a Username
= T & Supplementary User Info
& |Mm L] Juccount Lissbied » Password Authentication
- & Group to which the user is assigned
|E Moot work Supplementary User Infa 4 +» Callback
St o - ' # Chient [P Address Assignment
[ Sa) sgrtem | Real Hame | s Advanced Settings
%—L"““ Description | + Network Access Restrictions
Int ey aoe w « Max Sessions
e » Usage Quatas
ﬂl emristration s Account Disable
— + Downlaadable ACLs
g | S e User Setup b d + Advanced TACACS+ Settings
Daszer + TACACS+ Enable Contrel
\; Fegarts and Password Authentication ) « TACACS+ Enable Password
Activity ||:ri\'.1:|5E':urE Databaze :_I » TACACS+ Outhound Password
Y| CiscoSecure PAP (Also used for CHAPMS- » TACACS+ Shell Command Authorization
. CHAP/ARAP, if the Separate field is not ¢ Command Authosization fur Network Devicy
checked ) Mansgement A atinns
» TACACS+ Unknown Services
Password | + IETF RADIUS Artributes
Cﬂﬂﬁml » BADIUS Vendor-Specific Attributes

Passward _ﬂ/ =
a| | 3|

Submt | Cancel |

il | &

6. iZ#EWireless Services > AP , A% BParticipate in SWAN infrastructureiZ 181 — FEnable.
REBEBAWDSHEAELZBNEN, XYEEIORIBARE LAEEWDSKENFIEREER
WDSER & B BMEL,
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Hostradme WIKs_AP TGS Fri Apr 23 2004
¥
Wireless Services: AP :
Participate in SWAN
D - & Enable  [wsabla

I':SI.ESSSEWS WDS Discowery: & Auto Discovery

WS " Specfied Discovery: [HSABLED (P Address)

Username: fwdsap
Password: [
Eu:rﬂ::rl: r_“

L3 Mohility Service via IP/GRE

e @
Tunnel: Enable Drsabla

HE , BATARCLIBREUTHS

7. 1E##Wireless Services > WDS, £ "WDS AP WDSHR&E, E& L , #EWDS APREHEE
TWDSEHF ., EBiEM TEEMREE, th, APEXEHBEAPEAELS S , HiREECHEM. W
RAPKFER "EEM, R TEH,  ERESHREARSESETMERITIOHRIER
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WOS STATUS |i__ SERVEROROUPE |  OENERALSET-UP |

Hosiname WDS_RP V608 Fri A 23 2004

Wireless Servicess WD'S - Wireless Domain Services - Status
IS Information
MAC Address 1P Address Prinrity State

0005.9a38 4291 10.0.0 102 264 multnﬂj Stand&lane -
|

AP | Mabile Nodes: 0

AP Informatian | ) |
MAL Address IF Address State
D005 5238 4297 10,000 102 REGISTERED
Mabile Node Information |
MAC Adddiess I IP Adidress I State S50 . WLAN ID BSSID

Wireless Henwork Manager Information

IP Address Authantlcation Status

HE , BAILURCLIHA TSRS : I8 : fFEEVETFIREAH , RATFRSDREER |
EEQEO

RWLSMIEE /WDS

ZREiERBA A AEWLSMEL B AWDS., WDSE M —EE BB FE A RSFETEANEE,

Af | EWLSMMenabl efi TIRRAF T HIEL ST , MARSupervisor Engine 7200w %, & Eif
AWLSMIY a3 5 1RRAF , 557ESupervisor Engine 7208 enabl e B SR RF TR HELUTH S -

c6506#session slot x proc 1

!-—-- In this command, x 1s the slot number where the
WLSM resides. The default escape character is Crl-*,
then x. You can also type '"exit' at the renote pronpt to
end the session Trying 127.0.0.51 ... Open User Access
Verification Username: <usernane> Password: <password>
w an>enable

Password: <enabl e password>

w an#

X ATEREMIEBRBENMHEEWLSM |, B EHWLSMA TelnetZ i34,
Telneti®iwEH R o

3
¢
a1
=
e

= EBWLSMIEE /WDS:
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1. EWLSMMICLIL , BHUAT oS , WESHRBAMKRSFEILREER : X : WLSMAREEL
B s, MRBEITEZEWLSMER , AIWLSME A L EREL B SREE EE4H,

2. % 5 ERRARISEPHWLSME B AAAAR Fik, fECisco Secure ACSH | & % 4 £ Network
ConfigurationBE L , B UEZEEFTAWLSMERLUTEBY : EWIP Uit LA EBREH
7ARADIUS Cisco AironetRADIUS IETFERAETIEACSE M EEFREE , F2RREm RN
Y AR

tucs s Network Configuration
g - .
_!' Uaer
£ « AAA Client Hosmame
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+ Key
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|@ metwsrs | | | Hostaame ) » Single Connect TACACS+ AAA Client
= AAA Chent [P [10-0-0-102 d = Log Update/Watchdog Packets from this
] Mettrtion | ||| Adress AAA Civrt
b4 # Log RADIUS Tunneling Packets from this
o Eey |sharedsecrat AAA Client
e « Replace RADIUS Port info with Username
nﬁ Admatration - . from this AAA Client
i ERnCATe | P
RADILUS [Cisco Asronat) hl
m External Uasr \T\.Ts:.m:' J__/I
p— Smgle Connect TACACS+ AAA Cher
e L Onmed Al 2T A 2 .
Q | 2::'.1"_::“" D (Becord stop in accounting on Eashire)) AAA Chient Hosmame
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r AAA Clhent [Back to Top
r Replace FADIUS Port mfo wath Username AAA Client [P Address
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The AAA Chent [P Address iz the [P
address assigned 1o the AAA chent
Submit |  Submite Restan | Cancel |

tb4\ |, ECisco Secure ACSH |, #ACSHEL & A 7ESystem Configuration - Global

Authentication Setup B H F#I{TLEAPH A58, B % , & — T System Configuration , A#
# — T Global Authentication Setup.
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Lisco Srane n. S?SIEHI Eﬂﬂflﬂ uration

Uper
— Global Authentication Setup « PEAP
|E:::: w EAP-BFAST
« EAP-TLS
areprana EAP Configuration ? » LEAP
M ik — « EAP-MDS
'ﬂ: E*_':ﬂ'-":f_“m PEAF + AP EAP request timeout
b Allow EAP-DMSCHADYZ o ME-CHAP Configuration

|E_ gﬂ:{;.-nm F Allow EAP-GTC

= Cizco chent imbial message: firor 10.0.0.3
e PEAF session tmeout (minutes): |I 20 Thes page specties setungs for
Admiistratien various authenbcation
Cantril Enable Fast Reconnect = pretocels
i3 | s
EAP-FAST [Back to Top

S | Reperisand F Allow EAP-FAST

Retivi EAD
Active master key TIL |l miGnths -|

S | o atan

Eetwwred master key TTL: |3 e "'| Novar PEAP iz a cortificale-
based authenticalion
TTL |'| ks "'|
PAC b protocol. PEAP
Chent zutial message | aGurRERication 0an cocur

by it i
;‘l._mh.:.r_-[_-:,l I Infs |l!llrlZI ngdlab el ALY TitaE Wit Reava

Alloar antomatic PAC provisioning:. [
EAFP-FAST master serves =2
Actual EAP-FAST server status Master

EAP-TLS
W Allow EAP-TLE
Select one or more of the fllowmg ophons
W Certficate SAN companson
W Certficate CH companson
W Certdicate Banary companson
EAP-TLES sesnan tenecut (rrarmstes) W

LEAF
F Allow LEAP (For Awronet ondy)

EAP-MDS
F Allow EAP-MDS

AF EAF request tmeout (seconds) |E[|

ME-CHAFP Configuration

 Allow MS-CHAF Version 1 Authenbcation
W Allow MS-CTHAF Verzion 2 Authenbcation

? Back tio Helgs I _d

Submit | Submit+ Festan | Cancel |
3. EWLSM L , EREBRFEHMAP ( ERERARKEEE ) N,
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5. #ESupervisor Engine 720MIWLSMZ B E &M —HIVLAN , BLAFFWLSMEEA I E R ( tAPA
SO BmERARSE ) BAl. HVLANERBIHWHMEMUEIXARNETAEMRAR. 5XE
Supervisor Engine 720 L 237 VLAN , A& B HEL T a8 F : ESupervisor Engine 720.£ : £
WLSM_E :

6. FAUTHSEEWLSMAIINAE : EWLSMLE : 7£Supervisor Engine 720 L :

RAPETERE#EHRE

BTR, S4AEEES —EEBRRBAPE S ZAPRBIEIWDS, BFFinEERREAPEIR, i
ZIBAPFERWDS APWLSMAH# 1T H B RF-

SERUTESEB , MEFIEFEAWDSIREH ERRBAP:
AE  HEEEERAAERREAP , MTEARWDS AP,

1. i##EWireless Services > AP, TEBIEBAPL | i ZZEEnable ARAERRISEE, REEA
WDSEAE BB ZR, LEETSHEREBEARSZS LAERAWDSHKENFIELEEEZWDSHE
AEEBNZER.
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Hostnaime nlrastreciune AP 102G Mon Apr 26 2004

Wireless Senvices: AP

Paricipata in 5WAN & o
" — _,4-"" Enable [waabla

WIRELESS SERVICES WDS Discowery: & Ao Discovery

" Specied Discovery [E SABLED {IP Addrass)

Username: [ nrastrutiureap

Password: T

Confirm |
P assword:

L3 Mobility Service via IP'GRE

Tunnel: " Enable ™ Dwable

HE , LA URCLIBHUTGRS

2. 1iZ#2Wireless Services > WDS, 7EWDS AP WDSHRREEER - , I EBEBAPHIEAE
WDSEFEEAF , RELEE , FAPEAREEH , MEAFTM. MRAPKRERBACTIVEF
/BREGISTERED , AR ESHREBEARFESETMNERIIHRBEHA LK. EAPETR
ACTIVER/SRREGISTERED# , mWDSHTi#8 & Fin & 105 E %
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WOSSIATUS |3 SERVEROROUPS  |j  OENERALSET-UP |
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lellul Services WDS - Wireless Domain Services - Status
IM
AL Address II-" Address Priority ':huhu'
Mmlnls."m rely StandAlone -
0005 9538 4297 10000102 254 .-M:TIVE
WODS Registration
APg: 2 Mabile Nodes: O
AP Information A
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OD0c 8547 bbcT 10,000,108 REGISTERED
OO0S Sa s 429 1000000 102 REGISTERED
Mohile Hode Information
MAC Address | 1P Address State S50 VLAN D | BSSID
Wireless Network Manager Information
IF Address Authentication Status
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UTas 2R BEZVEFFREN , BATFREORBERERE,

EHE F iR S 7 RE %
Bk EREFHIORBMOS .
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Wireless Services: WDS - Server Groups
Server Group List
CHEW Server Group Name: |Chent
Il A i g
AP
| wos ‘ Group Server Prierities: Defing Senrs
Priority 1: III 0.0.3
Faonly 2. | HGNE P
Prosty 3; I{ MIOME > "'I
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" Infrastructure Authentication
ﬂ;CIhem Authentication 1\\
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WMEMER , & — TWEP Encryption=Cipher.
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. RADIOO.BOZ1MB | RADIOI-BOZIIA |

Hostname Infrastruchoe_AP TEF650 Mon AW 26 2004

Security: Encryption Manager - Radiel S02.118

Encryption Modes
SECUATY [
Adrnin Actess ' Hone
Encryption

S8ID Manager LY
Servar Managar \ = WEP Encryption |Mum:|ntuty ""I
Local RADIIS Servir

Cisco Compliant THIP Features; ™ Enable MIC T Enable Per Packet Kaying

Advanced Security
 Cipher [WEP 128 bit =]
Encryption Keys

Transmit Key Encryption Key (Hexadecimel Key Size
Encryption Key 1: & i 128 bit =}
Encrypiion Key 2: © i |128 bit =)
Encryption Key 3: - | 128 bit =)
Encryption Key 4: - | [128 bit =)

f£Security > SSID ManageriZE1E T |, REBLFEHAN S PRBIHEFTEN B HRE ST %,
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. RADIOO-B0211B g RADIOI-BO211A |

Hostname Infiastructre_AP 3839 Mon Apr 26 2004

Security: 5510 Manager - Radiol 802116

SSID Properties
SECURITY
Admin Acess Cumrent SSID List
Encrypbion Manager « NEW > [ssm: [infraSSID ]
SSI0 Manager
—r— VLAN: [<NONE > =] pefine viaNs
Lotal RADIUS Sevis
Hetwork ID: | {D-4095
Advanced Security ‘

Delete-Fiadiol | Delete-all |

r‘.’.ﬂ:ﬂllmiuﬁnn Settings 1\

Methods Accepted:
. ':'F'lﬂ iy
Authentication: [wih EAP <]
™ Shared
T
Sgthanticaton I{ WO ADDITION ﬂ
\ M MNetwork EAP |{ MO ADDITION » ﬂ -/

3. RE , BWHMANAETFn RO HERRBAPET S HRE. WDSIKRERRKH (FEWireless
Services > WDSIEZE R T )FWDSHAPIE REFIRHRE "BBHHEF ., BEF , ¥BEE
B "B K&, NREFEFRIALE  FRESNBEBARFESFETMERIT K
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Hostnaimse WS AP 1482 Mon A 26 2004
WDS Information
MAC Nddress IP Address Priority Slate
WARELESS SERVICES 0005, 938 429 1000102 254 :Ilérjgghatr.-ei-f StandAlong -
WDS Registration
AP 2 Mobile Modes: 1
AP Information
[ MAL Address IP Address . State
000 8547 b5cT 10.00.108 REGISTERED
0005 9438 429 100000102 REGISTERED
HMaobile Node Information
BALC Addprss IF Audel ross: State 551D VILAN I BSSID
DO030.6527 #4a | 1000.0.25 REGISTERED wiraSSI0 | - D007 85041130
-Hullu Hetwork Manager Information .
IP Adddress BAuthentication Status
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At MAWDS APERESHRBAREEFNES.

R

BRIRAERARILERNBRERRF.

bid 5713,
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deadtime [ iF £ # T2 B 14 16 7B (TKIP) B B T BB E(MIC) MR R I M F F iR i F K MEAPD,
MACEF SO BRBMBEAPEFHER (T8 ) R . BERLKEEREATHELHKRERE
WERREE , YEEEREAEHREEREATCM. U TREWDS APHEZRRTE : A
radius-server timeout, iE RAPEEFEEFERZIEFEZBERADIUSERNHWE., ARES
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B FRACEERESOREIBRZIIVAPESNBEBARZEZSNVE, BREAT

, EAPEIMACEF BB BRERERARE. RBAEMSORI , AV EEARSESS
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BREA—V, BRACTEAFEEENREYMF?ER . SEKHREA100 sV ERER |, I
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APRFE2BEE. At , EAPRLEAXEWDSKER , APFXZEFRIBRE. RAEBWLSMEER
WDSH B , TaeBREIBRE M. 52 B Cisco Catalyst 6500 R I LR ANRRISIELH Y E3/E 1T
BEE-F  EREZEANBKEE,

Rt , KAPE EAWDSEKER , TE 4 Amobility network-idis 5. Lin TEAREIBREMY , &
FEBWLSMERWDSK ERIEMEEEIBEBR I, MRERIERSEMAmobility network-idas &
, AITRE S BRI T —L&HEAR

- BIRE Fin L EAPRE,

- BIRE PR LA EEAPREE | (ET2EDHCPRIREFEWIPHELE,

- BIEHBWLANE SR  EEEET2EBS AR,

- EAPEERE AL, B Emobility network-id# , APE E 2 718 A 1§ F 31 28 (GRE)BRE LA
EREAPERE, MRSERIEE , EHETSRET M,

. BBEAWDSEEMAPE XIZTAH T/ , WEAWDSEEE LT, T® : BT Cisco
Aironet 1300 AP/{Bf5EL EAWDSEHE, 1300 AP/MBE T EILIhEE, 1300 AP/4BHE AT LA4E
AEMREEEMAWDSHEE , HPEEHMAPHEWLSMEEAWDSEHEE,

FEHRIED
HMHEESTE(EHEEMEFMER)OIT)XERE Eshowd T, FHOITHREshowds <8 H B 247

BitEE : £/ debug EE AT , FFESBEM Debug ETHEEEH.

- debug dot11 aaa authenticator all — FR~%& F ini@iB802. 1xREAPEEE 1T EA B A & 17 5o 38 0
RENZEDHE, thEE_RECisco IOSEBMRA12.2(15)JAFE A, ILIETEthat I EHRA
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