A #RADIUSfal iR 8% E Y LEAPER R

Im
=

S (&
i
R
2

Epl
%

I
&

g

it
753 RADIUS {r] AR 25 2h BE R
BIE

CLIZHRE

GUIELE

L

5 SHEHE AR

SEHBHRIET

SRHBMEED

THEAE

s

AEEREHEENIOSCHERE LETRE TRARBBEIIHE(LEAP)RBHEFIELE , ZEW
HABGRERERREHERS X REARHRADIUSHERR. EEANHAITI12.2(11)JAREH RAH
[ORTcA:

DB R
=R

ERMARCE , FREANSUTER

]
s

. BAZEIOS GUIELCLI
- BBLEAPE BREE RN

bikix
AR ERA LT 5 EREE M FERA S

. Cisco Aironet 1240AG % 5| 7 EU B

. Cisco IOSErfg kR 4<12.3(8)JA2

. iB{TAironetREE A12303.6.0.1228 Cisco Aironet 802.11 a/b/g/ER N HE F
- BRE&HEE H 2B —EVLAN



AXHNEARBRBREERERRANKENREL. XHEAINMERESRCER (R
) BVIERERE B, MREHVMREREEER |, FRACCHRBIMES TRERNEE,

47l
MBXAEOINFEET , FSHENEMRTIE.

7 3 RADIUS fa] B 8% Zh BE#E IR

BEEANBRADIUSARRREBREERAES D, ERLEBRAT , ETR—EANTHNERIR, &
ELERBAT , AAEZAMTERADIUSHMRRE. AEHE , FHERBEZANPEEN K E R
EETHORE. WIHRBEARERADIUSAIMRERZIAE, & AT LAEMRES P Ay H A A B A AR
LR A #RADIUSRIARERZIRE. MBEL HMFMEN , F2 REREH b {7 B DUFE FH A B ER 59 25

R TE
LR E R AR A S R ELEAPH At Radius A AR B ThAE, A<#RADIUSAARESTHAER 1

Cisco IOSEXEBIRA12.2(11)JAFE A, BRIIN{AHE A/ ZBRADIUSIRESE BLEAPH R A EA
, 2B FEHARADIUSTIRESETLEAP S 12 EREE
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1. EABRIPH 3L A10.77.244.194,

2. fEFARISSIDRcisco , ¥TRREIVLAN 1,
3. EAEEZERusert Muser2 , ©fIE M Z|4E Testuser.

CLIZERE
Fe3T 3

ap#show running-config
Building configuration...

aaa new-model !/--- This command reinitializes the
authentication, !--- authorization and accounting
functions. ! ! aaa group server radius rad_eap

server 10.77.244.194 auth-port 1812 acct-port 1813
!--- A server group for RADIUS is created called
"rad_eap" !--- that uses the server at 10.77.244.194 on
ports 1812 and 1813. . . . aaa authentication login
eap_methods group rad_eap
!--- Authentication [user validation] is to be done for
!--- users in a group called "eap _methods" who use
server group "rad _eap". . . . ! bridge irb ! interface
DotllRadio0 no ip address no ip route-cache !
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encryption vlan 1 key 1 size 128bit
12345678901234567890123456 transmit-key

!This step is optional----!--- This value seeds the

initial key for use with !--- broadcast

[255.255.255.255] traffic. If more than one VLAN is !---

used, then keys must be set for each VLAN. encryption

vlan 1 mode wep mandatory !--- This defines the policy
for the use of Wired Equivalent Privacy (WEP). !--- If
more than one VLAN is used, !--- the policy must be set

to mandatory for each VLAN. broadcast-key vlan 1 change
300

!--- You can also enable Broadcast Key Rotation for
each vlan and Specify the time after which Brodacst key
is changed. If it is disabled Broadcast Key is still
used but not changed. ssid cisco

vlian 1

!--- Create a SSID Assign a vlan to this SSID

authentication open eap eap_methods
authentication network-eap eap_methods
!--- Expect that users who attach to SSID "cisco" !---
request authentication with the type 128 Open EAP and

Network EAP authentication !--- bit set in the headers
of those requests, and group those users into !--- a
group called "eap_methods." ! speed basic-1.0 basic-2.0

basic-5.5 basic-11.0 rts threshold 2312 channel 2437
station-role root bridge-group 1 bridge-group 1
subscriber-loop-control bridge-group 1 block-unknown-
source no bridge-group 1 source-learning no bridge-group
1 unicast-flooding bridge-group 1 spanning-disabled
interface FastEthernet0 no ip address no ip route-
cache duplex auto speed auto bridge-group 1 no bridge-
group 1 source-learning bridge-group 1 spanning-disabled
! interface BVI1 ip address 10.77.244.194 255.255.255.0
!--- The address of this unit. no ip route-cache ! ip
default-gateway 10.77.244.194 ip http server ip http
help-path
http://www.cisco.com/warp/public/779/smbiz/prodconfig/he
lp/eag/ivory/1100 ip radius source-interface BVI1 snmp-
server community cable RO snmp-server enable traps tty
radius-server local !--- Engages the Local RADIUS Server
feature. nas 10.77.244.194 key shared secret !/---
Identifies itself as a RADIUS server, reiterates !---
"localness" and defines the key between the server

(itself) and the access point. ! group testuser [---
Groups are optional. ! user userl nthash passwordl group
testuser !--- Individual user user user2 nthash
password2 group testuser !--- Individual user !--- These

individual users comprise the Local Database ! radius-
server host 10.77.244.194 auth-port 1812 acct-port

1813 key shared_secret
!--- Defines where the RADIUS server is and the key
between !--- the access point (itself) and the server.
radius-server retransmit 3 radius-server attribute 32
include-in-access-req format %h radius-server
authorization permit missing Service-Type radius-server
vsa send accounting bridge 1 route ip ! ! line con 0
line vty 5 15 ! end

GUIER
FERUATHE , EFEAGUIREARRADIUSHBRARNEE :
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- show radius local-server statistics — Lt i SR A ih B DB FE W EN KT E N,

Successes 27 Unknown usernames : 0
Client blocks 0 Invalid passwords : 0
Unknown NAS 0 Invalid packet from NAS: 0
NAS : 10.77.244.194

Successes 27 Unknown usernames 0
Client blocks 0 Invalid passwords 0
Corrupted packet 0 Unknown RADIUS message 0
No username attribute 0 Missing auth attribute 0
Shared key mismatch 0 Invalid state attribute: 0
Unknown EAP message 0 Unknown EAP auth type 0
Auto provision success 0 Auto provision failure 0
PAC refresh 0 Invalid PAC received 0
Username Successes Failures Blocks

userl 27 0 0

. show radius server-group all — tan SR REA R LFTE S EERADIUSH RSFHENIEE.,
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1. RTHRMALESREKIHNRFEEN ALY | FFi§SSID LW EREROpen , AEKEH
B E®E. £GUI — 7£SSID ManagerBH £ , BUHZF Network-EAPIiZ 1 Open, Ea+
5ll#r — £ FAauthentication open#no authentication network-eap eap_methodsii . MR E
5 um R DO BA B ,JJRFTQ%%SZE%H%FEJEEO

2. Eﬁﬁ%ﬁﬁﬁ Fﬁﬁﬁﬂﬁ‘ﬁ% Hio radius-server host x.x.x.x auth-port x acct-port x key
<shared_secret>$unas X.X.X.X key <shared_secret>‘fT«Z‘2E@E*HHE’J/\FE ﬁﬁfﬁ‘ﬁ%o

3. MRERMEAEZENTALAEENRE, AR K EARERNEAZENT LNERAEHRZ
FARE S B AR,

-3 £:3, 2 ko
BHEE : £ debug EES 28l , FEE2 B HEEI Debug ETHEEEHA.

- debug dot11 aaa authenticator all — It FRFERE FiwEEIE802. 1xREAPEREITEREH M &
ﬁ%ﬁ‘?éﬁ%ﬂé%ﬁ%ﬁsé%% ( BAY) NAEETHEEmRS. IEEERECisco IOSE M
12.2(15)JAFE A, L SERRARESRAHPEdebug dot11 aaa dot1x all,

*Mar 1 00:26:03.097: dotll_auth_add _client_entry:
Create new client 0040.96af.3e93 for application 0x1

*Mar 1 00:26:03.097: dotll_auth_initialize_client:
0040.96af.3e93 is added to the client 1list for application 0x1
Lines Omitted for simplicity --------———————--—-

*Mar 1 00:26:03.098: dotll_auth_dotlx_start:
in the dotll_auth_dotlx_start

*Mar 1 00:26:03.132: dotll_auth_dotlx_run_rfsm:
Executing Action (CLIENT_WAIT,EAP_START) for 0040.96af.3e93
*Mar 1 00:26:03.132: dotll_auth_dotlx_send _id_req to_client:
Sending identity request to 0040.96af.3e93 (client)
*Mar 1 00:26:03.133: *Mar 1 00:26:03.099:
dotll_auth_dotlx_send_id_req to_client:
Client 0040.96af.3e93 timer started for 30 seconds
*Mar 1 00:26:03.132: dotll_auth_parse_client_pak:
Received EAPOL packet from 0040.96af.3e93
Lines Omitted-------——---"-"""""-"-"-"“"-"-""-"-~-~—~—~—~—~—~———
*Mar 1 00:26:03.138: EAP code: 0x2 id: 0Ox1l length:
0x000A type: 0x1
01805BF0: 0100000A 0201000A 01757365 7231
......... userl (User Name of the client)

*Marl 00:26:03.146: dotll_auth_dotlx_run_rfsm:
Executing Action (CLIENT_WAIT,CLIENT REPLY) for 0040.96af.3e93

*Marl 00:26:03.147:dotll_auth_dotlx send_response_to_server:
Sending client 0040.96af.3e93 data toserver

*Marl 00:26:03.147: dotll_auth_dotlx send_response_to_server:
Started timer server_timeout 60 seconds
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Lines Omitted------————-—-="-"="=-——————————————————
*Marl 00:26:03.150: dotll_auth dotlx_parse_aaa_resp:
Received server response:GET_CHALLENGE_ RESPONSE
*Marl 00:26:03.150: dotll_auth dotlx_parse_aaa_resp:

found session timeout 10 sec

*Mar 1 00:26:03.150: dotll_auth dotlx_run_rfsm:
Executing Action (SERVER_WAIT, SERVER_REPLY) for 0040.96af.3e93
*Mar 1 00:26:03.150: dotll_auth_dotlx_send_response_to_client:
Forwarding server message to client 0040.96af.3e93
Lines Omitted----—-———-———--——-——— -
*Mar 1 00:26:03.151: dotll_auth_send msg:
Sending EAPOL to requestor
*Mar 1 00:26:03.151: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 10 seconds
*Mar 1 00:26:03.166: dotll_auth _parse_client_pak:
Received EAPOL packet (User Credentials) from 0040.96af.3e93
*Mar 1 00:26:03.166: EAP code: 0x2 id:
0x11 length: 0x0025 type: 0x11
01805F90: 01000025 02110025...%...%01805FA0:
11010018 7B75E719 CS5F3575E EFF64B27 ....{ug.EsWAovK'

Executing Action (CLIENT WAIT,CLIENT_REPLY) for 0040.96af.3e93
*Mar 1 00:26:03.186: dotll_auth_dotlx send response_to_server:
Sending client 0040.96af.3e93 data
(User Credentials) to server
*Mar 1 00:26:03.186: dotll_auth_dotlx send response_to_server:
Started timer server_timeout 60 seconds
Lines Omitted----—-————-—-——— - — -~
*Mar 1 00:26:03.196: dotll_auth_dotlx parse_aaa_resp:
Received server response: PASS

*Marl 00:26:03.197: dotll_auth dotlx_run_rfsm:
ExecutingAction (SERVER_WAIT, SERVER_PASS) for 0040.96af.3e93
*Mar 1 00:26:03.197: dotll_auth_dotlx_send_response_to_client:
Forwarding server message (Pass Message) to client
Lines Omitted-------——-——---"=-"""—""-"—"——"—"—~———————————
*Mar 1 00:26:03.198: dotll_auth_send msg:
Sending EAPOL to requestor
*Mar 1 00:26:03.199: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 30 second
*Mar 1 00:26:03.199: dotll_auth_send msg:
client authenticated 0040.96af.3e93,
node_type 64 for application 0x1
*Mar 1 00:26:03.199: dotll_auth _delete_client_entry:
0040.96af.3e93 is deleted for application 0x1
*Mar 1 00:26:03.200: %$DOT11-6-ASSOC:
Interface DotllRadio0O, Station Station Name 0040.96af.3e93 Associated KEY_MGMT [NONE]

- debug radius authentication — L FFHB R ARF[NE Fim 2 BHIRADIUSH® , EEERR T
, MEHZEAR,
. debug radius local-server client — L FFH R RADIUSRARESHN AEBE R E Fimi & 1058,

*Mar 1 00:30:00.742: RADIUS(0000001A) :
SendAccess-Request (Client's User Name) to 10.77.244.194:1812 (Local Radius Server)



id 1645/65, len 128
*Mar 1 00:30:00.742: RADIUS:
User-Name [1] 7 "userl"
*Mar 1 00:30:00.742: RADIUS:
Called-Station-Id [30] 16 "0019.a956.55c0"
*Mar 1 00:30:00.743: RADIUS:
Calling-Station-Id [31] 16 "0040.96af.3e93" (Client)
*Mar 1 00:30:00.743: RADIUS:
Service-Type [6] 6 Login [1]
*Mar 1 00:30:00.743: RADIUS:
Message-Authenticato[80]
*Mar 1 00:30:00.743: RADIUS:
23 2E F4 42 A4 A3 72 4B 28 44 6E 7A 58 CA 8F 7B [#.7?B??rK(DnzX??{]
*Mar 1 00:30:00.743: RADIUS:
EAP-Message [79] 12
*Mar 1 00:30:00.743:
RADIUS: 02 02 00 0A 01 75 73 65 72 31

[?????userl]
*Mar 1 00:30:00.744: RADIUS:
NAS-Port-Type [61] 6 802.11 wireless

Lines Omitted For Simplicity---------—--—-—-——---———-—-
*Mar 1 00:30:00.744: RADIUS:

NAS-IP-Address [4] 6 10.77.244.194 (Access Point IP)
*Mar 1 00:30:00.744: RADIUS: Nas-Identifier [32] 4 "ap"

Lines Omitted----------------"-"-"-"-"-"———"——--———
*Mar 1 00:30:00.745: RADIUS:
Received from id 1645/65 10.77.244.194:1812, Access-Challenge, len 117

*Mar 1 00:30:00.746:
75 73 65 72 31 [userl]
*Mar 1 00:30:00.746:

Session-Timeout

*Mar 1 00:30:00.747:
*Mar 1 00:30:00.747:

RADIUS:

RADIUS:

[27] 6 10

RADIUS: State [24] 50
RADIUS:

BF 2A A0 7C 8265 76 AA 00 00 00 00 00 00 00 0O

Lines Omitted for simplicity -------—--—---—-
*Mar 1 00:30:00.756:
RADIUS/ENCODE (0000001A) :Orig. component type = DOT11
*Mar 1 00:30:00.756: RADIUS: AAA Unsupported Attr: ssid [264] 5
*Mar 100:30:00.756: RADIUS: 63 69 73 [cis]
*Mar 1 00:30:00.756: RADIUS: AAA Unsupported Attr: interface [157] 3

*Mar 1 00:30:00.756: RADIUS: 32 [2]

*Mar 1 00:30:00.757: RADIUS(0000001A): Config NAS IP: 10.77.244.194
*Mar 1 00:30:00.757: RADIUS/ENCODE (0000001A): acct_session_id: 26
*Mar 1 00:30:00.757: RADIUS(0000001A): Config NAS IP: 10.77.244.194

*Mar 1 00:30:00.779: RADIUS(0000001A):

Send Access-Request to 10.77.244.194:1812 id 1645/67, len 189
*Mar 1 00:30:00.779: RADIUS:

authenticator BO 15 3C Cl1 BC F6 31 85 - 66 5D 41 F9 2E B4 48 7F
*Mar 1 00:30:00.779: RADIUS: User-Name [1] 7 "userl"
*Mar 1 00:30:00.780: RADIUS: Framed-MTU [12] 6 1400
*Mar 1 00:30:00.780: RADIUS: Called-Station-Id [30] 16"0019.a956.55c0"
*Mar 1 00:30:00.780: RADIUS: Calling-Station-Id [31] 16"0040.96af.3e93"
*Mar 1 00:30:00.758: RADIUS:

92 D4 24 49 04 C2 D2 0A C3 CE E9 00 6B F1 B2 AF [??2$I??2?2?2??2?2?k???]
*Mar 1 00:30:00.759: RADIUS: EAP-Message [791 39
*Mar 1 00:30:00.759: RADIUS:



02 17 00 25 11 01 00 18 05 98 8B BE 09 E9 45 E2

*Mar 1 00:30:00.759: RADIUS:
73 5D 33 1D FO 2F DB 09 50 AF 38 9F F9 3B BD D4
[s]379/97p787?,?7]

*Mar 1 00:30:00.759: RADIUS:
75 73 65 72 31 [userl]
Lines Omitted-------————------=—-—-————————

*Mar 1 00:30:00.781: RADIUS: State [24] 50 RADIUS:
NAS-IP-Address [4] 6 10.77.244.194

*Mar 1 00:30:00.783: RADIUS: Nas-Identifier [32] 4 "ap"

*Mar 1 00:30:00.822: RADIUS:

Received from id 1645/67 10.77.244.194:1812, Access-Accept, len 214
*Mar 1 00:30:00.822:

RADIUS: authenticator 10 0C B6 EE 7A 96 3A 46 - 36 49 FC D3 7A F4 42 2A

Lines Omitted-------———-----"-"-""-="—————————
*Mar 1 00:30:00.823: RADIUS: 75 73 65 72 31 [userl]
*Mar 1 00:30:00.823: RADIUS: Vendor, Cisco [26] 59
*Mar 1 00:30:00.823: RADIUS:
Cisco AVpair [1] 53 "leap:session-key=?+*ve=];q,o0il[d6|-z."
*Mar 1 00:30:00.823:
RADIUS: User-Name [1] 28 "userl *Mar 1 00:30:00.824: RADIUS:
Message-Authenticato[80] 18
*Mar 1 00:30:00.824: RADIUS:
06 2D BA 93 10 CO 91 ¥8 B4 B8 A4 00 82 OE 11 36

[? ’99’99’99’99’99’99’96]

*Mar 1 00:30:00.826: RADIUS/DECODE: EAP-Message fragments,
37, total 37 bytes
*Mar 1 00:30:00.826: found leap session key
*Mar 1 00:30:00.830: $DOT11-6-ASSOC:
Interface DotllRadio0O, Station Station Name Associated KEY_MGMT [NONE]

- debug radius local-server packets — IR #ERADIUS I BRI A E B R AT E H TR ER.

HHE & A
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