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Press RETURN to get started!

Translating "CISCO-CAPWAP-CONTROLLER"...domain server (255.255.255.255)

%CAPWAP-5-CHANGED: CAPWAP changed state to DISCOVERY

status of voice_diag_test from WLC isfalse

%SSH-5-ENABLED: SSH 2.0 has been enabled

Logging LWAPP message to 255.255.255.255.

%CDP_PD-4-POWER_OK: 15.4 W power - NEGOTIATED inline power source

%L INK-3-UPDOWN: Interface Dot11Radiol, changed state to up

%L INK-3-UPDOWN: Interface Dot11Radio0, changed state to up

%L INEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radiol, changed state to up



%SY S-6-LOGGINGHOST_STARTSTOP: Logging to host 255.255.255.255 started - CL1 initiated

%L INEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to up Trandlating "ClISCO-LWAPP-CONTROLLER"...dor

%CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip:

peer_port: 5246

%CAPWAP-5-CHANGED: CAPWAP changed state to

%CAPWAP-5-DTLSREQSUCC: DTLS connection created sucessfully peer_ip:

peer_port: 5246

%CAPWAP-5-SENDJOIN: sending Join Request to

%CAPWAP-5-CHANGED: CAPWAP changed state to JOIN



%CAPWAP-5-CHANGED: CAPWAP changed state to CFG

%L WAPP-3-CLIENTERRORLOG: Operator changed mode for 802.11g. Rebooting.

%L INK-5-CHANGED: Interface Dot11Radio0, changed state to administratively down

%SY S-5-RELOAD: Reload requested by CAPWAP CLIENT. Reload Reason: Operator changed mode for 802.11g.

%L INEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to down |OS Bootloader - Starting system.
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LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to up



%CAPWAP-3-ERRORLOG: Not sending discovery request AP does not have an Ip !!

BRRTTER

MNRDHCPRBRABMARIRME , FBIEEEVLANTERENIPEB bt g9 EM R E, MRAHERE
TDHCP , R 2 BDHCPER, EAP LEERHEIP:

BATAPEEALT @S

capwap ap ip address <ip> <mask>

capwap ap ip default-gateway <ip>

BEAL | SR T LU E R RS Pt

capwap ap controller ip address

2FFER , FEERIPHUAIAP | {BEEEWLCEF AT 82 212 HI 25 IPRY B AT =,
REAPH B , HIREA R (DNS) BT K AR

<Date & time> %CAPWAP-3-ERRORLOG: Could Not resolve CISCO-CAPWAP-CONTROLLER.local doamin

Not in Bound state.



BRRFR :
BERIFDNSHRSFAIRAEM (MRAES ) |, BERBEBEDHCPHIARIZEFIZRIPHb U ATEA R,
Break-fix : ZEAP - FEifit E 12 4885,

"capwap ap {primary-base | secondary-base | tertiary-base}controller-name controller-ip-address"

3.EREIAPC EEHIER LEEM , BEMAR A EEN R KRBT (SSID)EE.

(4402-d) >config wlan apgroup interface-mapping add <ap group name> <wlandi> <interfacename>

FRARFER
FETEAPHE T T B|ARLAN(WLAN),
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o
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#Switch : #¥E

Dec 908:42:35.836 UTC: RSTP(10): sending BPDU out Te3/0/47STP: pak->vlan_id: 10

Dec 908:42:35.836 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable stateSTP: pak->vlan_id: 1
Dec 909:47:32.651 UTC: %I LPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: IEEE PD

Dec 909:47:33.651 UTC: %I LPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted

Dec 909:47:53.545 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state

Dec 909:48:10.955 UTC: %I LPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: |IEEE PD

Dec 909:48:11.955 UTC: %ILPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted

Dec 909:48:32.114 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state

BERTR
EEABRT , APETEEEMBHEERET(BPDU)ME , ERXBMIRHNEE, KAPEEZ
5—EZFEE , YERTEREARSCENYERE,
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HEERRPLERER  KESEIAPHEZHIR ZBNCAPWAPRRER#TE A FTERENRER
SIBREHERNERBR,

APEHBHERMEABERAIUESHEBBIMAPELIEE., EMREKELHRES I BEAT
FIBAP, i 2 , IEAPHWEERRMNERTHE —BH,

RBEWLCHEEB :

*spamApTask6: Jun 01 17:17:55.426: %L WAPP-3-AP_DEL : spam_|rad.c:6088 1c:d1:e0:43:1d:20: Entry deleted for AP: 10.209.36.5 (5256) reason : AP

BRFR: MREBEMEWHEEIE |, B Retransmit count F Retransmit interval FEwireless Global
configuration ™. EFTEAP 35 FE =8 k58 INE AR IE,

MONITOR WLANs CONTROLLER W]RELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

cop High Availability

CDP State 7 AP Heartbeat Timeout(1-30)

Ethernet Interface# CDP State Local Mode AP Fast Heartbeat Timer State
v H-REAP Mode AP Fast Heartbeat Timer State
j AP Pnmary Discovery Timeout{30 to 3600)
7 Back-up Primary Controller [P Address

Radio Slots CDP State Back-up Primary Controller name

] v Back-up Secondary Controller IP Address

Back-up Secondary Controller name

1
F4
3

TCP MSS

Login Credentials Global TCP Adjust MSS

Username AP Retransmit Config Parameters
Password

AP Retransmit Count
Enable Password

AP Retransmat Interval

ARE "T2EMRE, TERAPEN SRS HHEE

MRBEABESHE —EERULE |, Bl I0 Retransmit count 1 Retransmit interval TE4FERAP LR T RIZE,



General Credentials | Interfaces High Awvailability Inventory Advanced

Regulatory Domains B02.11bg:-A 802.11a:-N Power Over Ethernet Settings

Country Code NZ (New Zealand) = PoF Status

igco Digcov Protocol v
Cis00 Discovery Protoce Pre-standard 802.3af switches
AP Group Name default-group » Power Injector State
Statistics Tumer 180
AP Core Dump
Rogue Detection J
AP Core Dump Enabled
Telnet
o AP Retransmit Config Paramelers
TCP Adjust M55 AP Retransmit Count 4 v
Link Latency e C. ’

Enable Link Latency

ARERRBEAP THAPEN B E 5| BAER

£ F = Hl4

APEEWLCTE £ MR K BEELEFNMAZEHIZE  EsSEEMEEHERER.
B RdCisco WLCHIAP S HIWEK EFREH — LLEIEERAA -

. FEERRBARAT , BEREHNSEZEEIMHF—EEXHAI10ENRE,
o IEBFHAMRIECisco WLCHAPZ B 1TERTE,
- EREMEDT , APHIWLCEIL —RBZ2MWERIEHE L2 (DTLS)RRE,

BEWENER S EENEE
BEE1 : BARAP ( NEMAWLC )
BBREHEERIAPEARERE , BRAO T

*Sep 13 18:26:24.000: %CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip: 10.1.1.1 peer_port: 5246
*Sep 13 18:26:24.000: %CAPWAP-5-CHANGED: CAPWAP changed state to

*Sep 13 18:26:24.099: %PK|-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed.

The certificate (SN: XXXXXXXXXXXXXX) hasexpired. Vaidity period ended on 19:56:24 UTC Aug 12 2018

*Sep 13 18:26:24.099: %L WAPP-3-CLIENTERRORLOG: Peer certificate verification failed

*Sep 13 18:26:24.099: %CAPWAP-3-ERRORLOG: Certificate verification failed!

BRE2 : BETRAPREMARENWLC,
APHY 2 HI BB R EER AT T AR

[*09/09/2019 04:55:26.3299] CAPWAP State: DTLS Teardown

[*09/09/2019 04:55:30.9385] CAPWAP State: Discovery

[*09/09/2019 04:55:30.9385] Did not get log server settings from DHCP.

[*09/09/2019 04:55:41.0000] CAPWAP State: DTL'S Setup

[*09/09/2019 04:55:41.3399] Bad certificate alert received from peer.

[*09/09/2019 04:55:41.3399] DTLS: Received packet caused DTL S to close connection
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1. NTPEBCLIZAMFHRERRE :

(Cisco Controller)> config time ntp delete 1
(Cisco Controller)> config time manual 09/30/18 11:30:00

2. NTPEBGUIZRMFBRERM :

&%ﬂﬁ,i Controller > NTP > Server > Commands > Set Time Lj\ﬁﬂﬂﬂ F,%EIJ H:II E’g NTP@HE%’EO

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Commands Set Time

Download File

Upload File Current Time Tue Jan 31 17:47:08 2023
} Reboot
Date
» Restart ) )
. Manth January  v|
Config Boot o
Day 31w
» Scheduled Reboot )
Year 2023
Reset to Factory -
Default
Set Time Time
Login Banner
gl Hour 17 v
¥} Redundan -
<Y Minutes 47
Seconds 8
Timezone
Delta hours |0 | mins |0 |
Locationd -Select Location- v

HEGUIEFBRERBHLE

2. FAEHR ENREFLZRBREMIC), W TEESHRE LHES,

(Cisco Controller)> config ap cert-expiry-ignore mic enable
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