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TREANNKEREER  BEFHRERRL. ARRERERDRIRFERE , RELER
dotIxEXETH M EE. BK  MABEHRIBHEAN  RAFHREARSITIERKEEN
MACHtit, EEEEMNR , FHEERTD , CERRRESRDESIBHFATRE , RACMAKE -
Bdot1xiER A HEMACH It EBR R AR P ARRE, ERTREHETHE K RAEEETE
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LB RS RPEANEE

DHCP
SERVER

ACCESS | ACCESS FOREIGN RO UTER ROUTER
SWITCH1 SWITCHZ -

2
G7E0

ACCES
SWITCH1 ANCHOR

L7G0

OPENAUTH
R R

1. EEFWVLAN ( &HIFABVLAN 75 ) ERAAIPEBRME(PDT)MDHCPEE, EEHEFHEIH
R EBIEFiwVLAN,

i p device tracking

ip dhcp relay infornation trust-al

i p dhcp snooping vlan 75

i p dhcp snooping information option allow untrusted
i p dhcp snooping

2. #3IVLAN 75H1L3 VLANSTH,
vlan 75
interface Vl an75
ip address 75.1.1.1 255.255.255.0
ip hel per-address 192.168.1.1
ip dhcp pool DHCP_75
network 75.1.1.0 255.255.255.0
default-router 75.1.1.1
lease 0 0 10
update arp

3. BEMHELAN , IBEMREMAS7T60RFERITEIHMIEAERAEIWVLAN, ¥HRopenmode , FEno



security web-authi © .

guest -1 an GUEST_LAN OPENAUTH 3
client vlan 75

nobi l ity anchor

no security web-auth

no shut down

5\ ERiEC R

1. BMAADHCPY MY VLAN, #EFFiR | FEEENSVLAN LR E R FimVLAN,
ip dhcp relay infornmation trust-al
i p dhcp snooping informati on option allow untrusted
i p dhcp snooping
i p device tracking

2. XIMIEEE T Taccess-Session port-control auto BYEARIEEE ERAEA R F iR
MACHE3E | S FEF & REOPENAUTH, BB ZEIMEMAANOPENAUTHEEE,

policy-map type control subscriber OPENAUTH
event session-started match-all

1 class always do-until-failure

2 activate service-tenpl ate SERV-TEMP3-OPENAUTH
3 aut hori ze

interface Pol

switchport trunk allowed vlan 19, 137

swi tchport node trunk

ip arp inspection trust

access-session port-control auto

service-policy type control subscriber OPENAUTH
ip dhcp snooping trust

end

3. EENASHVLAN LB EMACH HEERE
mac address-table |l earning vlian 19

4. OPENAUTHERBZIEFSI A , EAFIHEMRE. WEERTHAS "SERV-TEMP3
OPENAUTH, BV#&E#R :

servi ce-tenpl at e SERV-TEMP3-OPENAUTH
tunnel type capwap name GUEST LAN OPENAUTH

5. REERTEHBERMBEBNEIA. EERVLIAN T5REEFERFERS L, RATA
EREEFRME
guest-| an GUEST_ LAN OPENAUTH 3
client vlan 75
nobi l ity anchor 9.7.104. 62
no security web-auth
no shut down

6. RINBEHEREF RN ZIHEBLFRETERK |, tunneladdsuccessiE RBEEE T IBEEE K.
EACCESS-SWITCH1L , B R EFmERIPREEESRTEAEAERNNZ KR, EARY)

| ©RIEGigabitEthernet1/0/11,
interface G gabitEthernet1/0/11
swi tchport access vlan 19

swi tchport node access

WEBAUTH
ERRE

1. EEFHVLAN ( &6 BVLAN 75 ) EEURIPDTHDHCPER, EEAXHEHS LBRIRS



% VLAN,

i p device tracking

ip dhcp relay infornation trust-al

i p dhcp snooping vlan 75

i p dhcp snooping informati on option allow untrusted
i p dhcp snooping

2. BIIVLAN 75F1L3 VLANS T Ho
vlan 75
interface Vl an75
ip address 75.1.1.1 255.255.255.0
i p hel per-address 192.168.1.1
ip dhcp pool DHCP_75
network 75.1.1.0 255.255.255.0
default-router 75.1.1.1
lease 0 0 10
update arp

3. B IEEMFE A B IRVLANKEEZELAN |, XAE5760 K BERTEIHE ., ¥R openmode , EEno

security web-authi © .

guest -1 an GUEST_LAN WEBAUTH 3

client vlan VLANOO75

nobi lity anchor

security web-auth authentication-list default
security web-auth paraneter-map webparal oca
no shut down

5\ ERiEC R

1. BMAADHCPY MY VLAN, #EFFR | FEEENSPVLANLERE R FimVLAN,
ip dhcp relay infornmation trust-al
i p dhcp snooping informati on option allow untrusted
i p dhcp snooping
i p device tracking

2. XIMEEEBE T Taccess-Session port-control auto KYEARIEEE LEAEAFERE RN
MAC{zit , WEASERAEFRINWEBAUTH, FEE LEILIEFMRHWEBAUTHIREE,

policy-map type control subscriber WEBAUTH
event session-started match-all

1 class always do-until-failure

2 activate service-tenpl ate SERV-TEMP3-WEBAUTH
3 aut hori ze

interface pol

switchport trunk allowed vlan 19, 137

swi tchport node trunk

ip arp inspection trust

access-session port-control auto
service-policy type control subscriber WEBAUTH
ip dhcp snooping trust

end

3. BENSMVLAN LB EMACEE,

mac address-table learning vlian 19

4. % Eradius 5| SR
aaa new node
aaa group server radius rad-grp
server Radiusl

dot 1x systemauth-contro
aaa aut hentication dotlx default group rad-grp

radi us server Radiusl



address ipv4 172.19.45.194 auth-port 1812 acct-port 1813
ti meout 60

retransmt 3

key radi us

paranet er-map type webaut h webpar al ocal
type webaut h
timeout init-state sec 5000

5. WEBAUTHRRIZIERFSI A , EARHIPIERRE. WEERNESBSERV-TEMP3
WEBAUTHH#&E 4R,

servi ce-tenpl at e SERV-TEMP3-WEBAUTH
tunnel type capwap nane GUEST_LAN WEBAUTH

6. RBERTESUPBRERFMEBNEIA. BEFRVLAN 75EEFERFEHM L  RRAEEE
REEFImRE,

guest -1 an GUEST_LAN_WEBAUTH 3

client vlan 75

nmobi lity anchor 9.7.104.62

security web-auth authentication-list default
security web-auth paraneter-map webparal oca
no shut down

7. RN EEREFE LIRS F I EEFRETER , W H "tunneladdsuccess . #ERBRERIIIBIE
B5M. EACCESS-SWITCH1L , BREFIHEHRIFREEERTEABEAERNN Z KBE

o TEARHGIF | ©RIEGigabitEthernet1/0/11,
interface G gabitEthernet1/0/11

swi tchport access vlan 19

swi tchport nbde access

T A BOPENAUTHRIWEBAUTH
ATHEMEGFEFELANESES,EATFTENEER , A ERBEAEEIRHNVLANKE E T,
o

1. EEFIRVLAN ( &f|FAVLAN 75 ) LRAAIPDTHIDHCPEE, EEESHEHE LEUEF
U VLAN,
i p device tracking
ip dhcp relay information trust-all
i p dhcp snooping vlan 75
i p dhcp snooping information option allow untrusted
i p dhcp snooping

2. I VLAN 75%1L3 VLANSTH,
vlan 75
interface VI an75
ip address 75.1.1.1 255.255.255.0
ip hel per-address 192.168.1.1
ip dhcp pool DHCP_75
network 75.1.1.0 255.255.255.0
default-router 75.1.1.1
lease 0 0 10
update arp

3. B FHELAN , EEMFAS760ARSEATEIHMNEAEIRVLAN, ¥ HMRopenmode , EEno

security web-auth@n
guest -1 an GUEST_LAN_OPENAUTH 3
client vlan 75

nmobi lity anchor

no security web-auth

no shut down



guest -l an GUEST_LAN WEBAUTH 4

client vlan VLANOO75

nmobi l ity anchor

security web-auth authentication-list joseph
security web-auth paraneter-map webparal oca
no shut down

SRR E

1. BMAADHCPYE Y VLAN, 1 EFTIR | FEEENSVLANLERERE FimVLAN,
ip dhcp relay information trust-all
ip dhcp snooping information option allow untrusted
ip dhcp snoopi ng
ip device tracking

2. XMBIEBIE T "access-Session port-control auto HYEARIEEE LERAEAFEHAERN
MAC{uzit , X EAFEAERADOUBLEAUTH, FEI¥Mmac1 @2 ER/OPENAUTHTIEH
MACHbiE, HAt—t1ERWEBAUTH , A% =@ "always, E¥MRF "match-firsty B4
BEEEEFTABDOUBLEAUTHR B

policy-map type control subscriber DOUBLEAUTH
event session-started match-first

1 class vlanl9 do-until-failure

2 activate service-tenpl ate SERV- TEMP3- OPENAUTH
3 aut hori ze

2 class vlanl8 do-until-failure

2 activate service-tenpl ate SERV- TEMP4- WEBAUTH
3 aut hori ze

interface pol
swi tchport trunk allowed vlan 19, 137
swi tchport node trunk
ip arp inspection trust
access-session port-control auto
service-policy type control subscriber DOUBLEAUTH
i p dhcp snooping trust
end

3. EZFEVLAN 1819 AN E LB EMACEE,

mac address-table learning vlian 18 19
4. VLAN 19FIVLAN18EH I SVLANEE R4 , B URIBELRMGED B FIRAENE
LAN, ERWT :

cl ass-map type control subscriber match-any vlanl8
match vl an 18

cl ass-map type control subscriber match-any vlanl9
match vlan 19

5. OPENAUTHZRBIZIEFSI A , EAFIPIEORE, LEEHENEASERV-TEMP3
OPENAUTHRY 18 4R

servi ce-tenpl at e SERV-TEMP3-OPENAUTH
tunnel type capwap nanme GUEST LAN OPENAUTH

servi ce-tenpl at e SERV-TEMP4-WEBAUTH
tunnel type capwap nanme GUEST LAN WEBAUTH

6. REERTSHBERBNNEBNI A, EFIKVLAN 75 RZEEFERFRHL L BRATE
EREREFPEmRME,
guest -l an GUEST_LAN_OPENAUTH 3
client vlan 75

nobi l ity anchor 9.7.104. 62



no security web-auth
no shut down

guest -l an GUEST_LAN_ WEBAUTH 4

client vlan VLANOO75

nmobi l ity anchor 9.7.104. 62

security web-auth authentication-list joseph
security web-auth paraneter-map webparal ocal
no shut down

7. RANEEREZEHNFHEHEREFEERER , ¥ A Ttunneladdsuccess. HERBEERE I IBE
B5 M. TEACCESS-SWITCHL , EZEEHZRMEAEImEREIVLAN 185 VLAN19 | ZEE
A M et S BLAR EAELAN, EARBIF |, © R EGigabitEthernet1/0/11,

interface G gabitEthernetl/0/11
swi tchport access vlan 19
swi tchport node access

WEBAUTH{E = O/P#EH
S

FOREI G\#show wir client summary
Nunber of Local Cients : 2

MAC Addr ess AP Nanme W.AN St ate
0021. ccbc. 44f9 N A 3 uP
0021. ccbbh.ac7d N A 4 uP

ANCHOR#show mac address-table
Mac Address Tabl e

VI an Mac Address Type Ports
19 0021. cchc. 44f 9 DYNAM C Pol
19 0021. ccbh. ac7d DYNAM C Pol

FORElI G\{show access-session mac 0021.ccbc.44f9 details
Interface: Port-channel 1
Il F-1 D 0x83D880000003D4
MAC Address: 0021.ccbc. 44f9
| Pv6 Address: Unknown
| Pv4 Address: Unknown
User - Nane: 0021. ccbc. 44f9
Devi ce-type: Un-d assified Device
Status: Unaut hori zed
Domai n: DATA
Oper host mode: nulti-auth
Qper control dir: both
Session tineout: NA
Common Session | D: 090C895F000012A70412D338
Acct Session | D Unknown
Handl e: 0x1A00023F
Current Policy: OPENAUTH
Session Fl ags: Session Pushed

Local Policies:
Service Tenpl ate: SERV- TEMP3- OPENAUTH (priority 150)

Pr ot ocol

Et her net
Et her net



Tunnel Profile Name: GUEST_LAN_ OPENAUTH
Tunnel State: 2

Met hod status list:
Met hod State
webaut h Aut hc Success

1

#show wir client summary
Nunber of Local Clients : 1

MAC Addr ess AP Nane W.AN St ate Pr ot ocol
0021. ccbc. 44f9 N A 3 WEBAUTH_PEND Et her net
0021. ccbb.ac7d N A 4 WEBAUTH_PEND Et her net
ANCHOR#show wir client summary
Nunber of Local Cdients : 2
MAC Addr ess AP Nane W.AN St ate Pr ot ocol
0021. ccbc. 44f9 N A 3 UP Et her net
0021. ccbb.ac7d N A 4 upP Et her net
ANCHOR#show mac address-table

Mac Address Tabl e
VI an Mac Address Type Ports
19 0021. ccbc. 44f 9 DYNAM C Pol
18 0021. ccbb. ac7d DYNAM C Pol
ANCHOR#show wir client summary
Nunmber of Local dients : 1
MAC Address AP Nane W.AN St ate Pr ot ocol
0021. ccbc. 44f9 N A 3 UP Et her net
0021. ccbb.ac7d N A 4 UP Et her net
ANCHOR#show access-session mac 0021.ccbc.44f9
Interface MAC Addr ess Met hod Domai n Status Fg Session ID
Cal 0021. ccbc. 44f 9 webauth DATA  Auth 090C895F000012A70412D338

ANCHOR#show access-session mac 0021.ccbc.44f9 details
Interface: Capwapl
I1F-1 D 0x6DAE4000000248
MAC Address: 0021.ccbc. 44f9
| Pv6 Address: Unknown
| Pv4 Address: 75.1.1.11
User - Nane: 0021. ccbc. 44f9
Status: Authorized
Domai n: DATA
Oper host node: multi-auth
Oper control dir: both
Session tineout: NA
Common Session | D 090C895F000012A70412D338
Acct Session I D Unknown
Handl e: 0x4000023A
Current Policy: (No Policy)



Met hod status list:
Met hod State
webaut h Aut hc Success
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