SRR ER AP SEMA WLC HERE
B 8%

HEIEY
35 b
B4
WLCE3 DA BB R
fgEE #
debug capwap events enable
debug pm pki enable
&t AP HEIT{EE
DAZH ?

289 : Microsoft DHCPith it §555

&
AR RIS RBAIrOSEMLANIZHIE (WLC) REFMARER .

AR

BREREEMAEUTEE
- EREEZEE(LAP)MCisco AireOS WLCEL B Ky E A &N5E

« Lightweight Access Point Protocol (CAPWAP) B E 28 A58



ATt
AXEEHN#HBAIreOS WLC , I RE#ECatalyst 9800 , FBE A B ARBEMEL

ANHHEARBBEBEERETREANKEMEL. XHEAINAMBERELRERER (HR
) BVHERERRE) . MREHEEREFT | FRARCHEAET[AESTRERNTE,

185
MBS BHIORBER |
WLCEE M AiBEghd

ECiscofi — R MA@ | LAPAELRBEIMAWLC , RETEAEBBEEFHEHRKRE.
BER K EE2EL—EBE : EBHISEMNATEN FHEE  LAPH{THRFZEHISZNER Pt ?

MR EKRBIBDHCPI®IEA3, 158 R B (DNS)HEAT Cisco-capwap-controller.local_domainis HILAPE SIS B |, S
RETHREEE , BILAPTHEEERPREEME T AR B RHENEENE,

BTELAEN , LAPETEEEN FHhEHE/H255.255.255. 25574 1 BB 2 BI85, AL , LAPERCEEIEHIESMEIR Pit
., WERVEESHABHE , ZHRNERARDEHER. B2 , ERAPMASZS—EWLCEH , EREBXFWLCRHEBEHER
P, MARESL—EBESRNIP, Eit, MRLELAPREEENMENAM AL cEHEHREE N mEREX b, En
HIERER. MREHEBFRLAP, ETSHEMMRKEILHIZE. B, CiscolZREMDHCP option 438;DNSJ .

LAP —#E R EBRREFRERZLFIBOTENEALUL. ARE , EHZETE LAP EHE 3 B AP EEREXE (KHERBATLE
EIEE ) IP il , BME LAP REFMAZRER G AP EREXTH.

AP ERBKEERLS X TIER :

o MRBLAPZEIRZECFFEEIPHuLE , BISIENDHCPIEA | PHbiL.,

¢ LAPEZEBEBRRVRFZOLHBDERBRAR , WBBERBREE. EXL, LAPEBUTHXNERETLES AZEH
BEEEENEMIL

a DHCPIEIH43 (EARMOZERIZHB[UNTREKRENZKRELT ) .
cisco-capwap-controller

+  MIDNS#%B (EAMLESIFE-BIRAREHTAPMANACE ) MRFACAPWAP , 55HEMR cisco-capwap-
controller’& —fEIDNSIE B o

+  LAPLARIECIERVIEFIZSAYE IR P,
. FHREMEIBEIE.

. WHERENEMR.


https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

EHISRHIRE AP REIMAR WLC TEIEES.

HERBEES , KEENRELARARAE LAP BEREZHREEMHARNFREEL , WA LAPF 3 BRIESHKITHESE. It
FESARRGER PR BB ARMDNSEARSFMN AT,

T—EREENHFHEREADNSIHKE EDHCP, BAUEZEDNSEBHERNEE. EAFLAPRRSMEEHIZE. A
RGAHAEHSRARE—MEXERAARMDONSARFBNLTER. SF , MRATNHZEONSFRE , LHIZHBAFRE
Pt

ABNT)FEADHCPEIEA3GDHCPHI B MM, WA EHEFE—DNSEBNARSEFER. i, BRIEEGH. 2H
MEEMEEE. BTHRRARLAPERMIAEFIZE , CiscoTsEEFADNSIRE |, #7BFHADHCP option 438 A S AL APE A Y
PZHIZZHE R PHHLE,

R#% , FRELEARNKEAEDHCPAMRSENMER. SR UEREHERMAPHCL FEREMAZHRATHNER. FEANMT
ERAPCLIFEERBEFIREANEN , FEALSGS !

AP#capwap ap prinmary-base <W.CNane> <W.Cl P>

HEAEEDHCP{IBRES EBECEDHCP option 4389 & A , 52 BIDHCP option 43 & R4

- MFEELNSERFREEARRFR , AEHRHRBRET  AEZCLSRREHE. APEER P, BSERIEE
APEERNTHMNAPHEU R ZHBNERBRAE,

o RBEHREE  YERUTEFEZFFEEIMAFZR (EEERFRHBRIRECTHREREER ) -

a TRHFRRMERE (LIHELAPLEE ) .

b. BB)IZHIRR R KB ( LHELAPLERE ) .

c. B=IRIRHIBRAMEM ( LAELAPLEE ).

d ERHEFARZFRFEAPimary, SecondarySR TertiaryiZHZF A BEBELAP, FAR B BB EE 25 2 FALAPH
A)o

e MRBEFIZHNER , AIEARREETFNEERBERTHIRFRNAR.

MEMEEGIBEAHRNBERE , AISMABREXINEERHERNE —EiEHE  SEHBEERRERE,
MREFEREHBRESEANTE LEZEAPEES  HEEEARLVHEAPHAPEESRNE.

RHBREEMERRFR , ITEARERERAPER. R, MABRLAEEERWREE | TRERERFESM
AEE, MRLAPRBEWIIRALEZFNMARE  AILAPEERBETH T — BRI  BRIEXZEHFRCEEN
BEIRR (E/EWBE=) .


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html

o BWEMARER  APEETREURARERVGIRZGIFNMEMERE. TR, APEREHRETRRELENRBARAN
MG, XS RIEFFRBREEBRE,

o WRTHMEEMKEREG , BITIRHIRFEREEIE A2 2R MRS,
THREER , APUUBRENRBRANERAFRE. At , THREBLEENEFRA  EREETR.

i blsRiaE

AT LA A2 %128 E# —Ldebug SR HTECLI LR L BB -

.

debug capwap events enable B RIRZRH B MAH 2,

debug capwap packet enable B RIFRMMAH TN HIERER.

debug pm pki enable: B R BERBERF.

debug disable-all: BAEA G 85

BHUTSHHENECHENKFREARR , EBIRAREALELRE (SSH)/ Tdnet EREZEHNRFEIR , REBANUTHT -

<#froot>

config session timeout 120



config serial tineout 120

show run-config

(and spacebar thru to collect all)

debug nmac addr <ap-radi o- mac-address>

(in xx:xx:xx:xx:xx format)

debug client <ap-nac-address>

debug capwap events enabl e



debug capwap errors enabl e

debug pm pki enabl e

EI!.!I
(I%I-III,I

ERHERIELdebugi % , T LAE A debug dissble-al s S B AFE

BT RIS BR T LAPAZHZRETEME | iE£Ldebug S T HYE K,

debug capwap events enable

W H IR EECAPWAPRE R M ABREF B ENCAPWAPEHMEERMNEN,

LUT 24t EWLCE B R AL APK debug capwap events enable i V& H :



iARZEERE , RERKTEBEE =T,

<#root>

debug capwap events enabl e



*spamApTask7: Jun 16 12:37:36.038: 00:62:ec:60:ea:20 Discovery Request from 172.16.17.99:46317

1--- CAPWAP di scovery request sent to the W.C by the LAP.

*spamApTask7: Jun 16 12:37:36.039: 00:62:ec:60:ea:20 Discovery Response sent to 172.16.17.99 port 46317

l--- WLC responds to the discovery request fromthe LAP

*spamApTask7: Jun 16 12:38:43.469: 00:62:ec:60:ea:20 Join Request from 172.16.17.99:46317

l--- LAP sends a join request to the WC

*spamApTask7: Jun 16 12:38:33.039: 00:62:ec:60:ea:20 Join Priority Processing status = 0, Incoming Ap's
*spamApTask7: Jun 16 12:38:43.469: 00:62:ec:60:ea:20 Join Request from 172.16.17.99:46317

*spamApTask7: Jun 16 12:38:43.472: 00:62:ec:60:ea:20 Join Version: = 134256640
*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 apType = 46 apModel: AIR-CAP2702I-E-K9
*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 Join resp: CAPWAP Maximum Msg element Ten = 90

*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 Join Response sent to 172.16.17.99:46317
*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 CAPWAP State: Join

l1--- WL.C responds with a join reply to the LAP.

*spamApTask7: Jun 16 12:38:43.964: 00:62:ec:60:ea:20 Configuration Status from 172.16.17.99:46317



*spamApTask7:

Jun

I--- LAP requests

*spamApTask?7:
*spamApTask?7:
*spamApTask?7:
*spamApTask?7:
*spamApTask?7:

Jun
Jun
Jun
Jun
Jun

1--- WLC responds

*spamApTask7:

*spamApTask7:
*spamApTask7:

*spamApTask7:

*spamApTask7:

Jun

Jun
Jun

Jun

Jun

16 12:38:43.964: 00:62:ec:60:ea:20 CAPWAP State: Configure

for the configuration information fromthe W.C

16
16
16
16
16

by

16

16
16

16

16

12:
12:
12:
12:
12:

38:43.964:
38:43.964:
38:43.964:
38:43.964:
38:44.019:

provi di ng al

12:

12:
12:

12:

12:

38:46.882:

38:46.883:
38:46.883:

38:46.883:

38:46.883:

00:62:ec:60:ea:20 Updating IP info for AP 00:62:ec:60:ea:20 -- stati
00:62:ec:60:ea:20 Updating IP 172.16.17.99 ===> 172.16.17.99 for AP |
00:62:ec:60:ea:20 Running spamDecodeVlanProfMapPayload for00:62:ec:6
00:62:ec:60:ea:20 Setting MTU to 1485

00:62:ec:60:ea:20 Configuration Status Response sent to 172:16:17:99

the necessary configuration infornation to the LAP

00:62:ec:60:ea:20 Change State Event Request from 172.16.17.99:46317

00:62:ec:60:ea:20 Radio state change for slot: 0 state: 2 cause: 0 d
00:62:ec:60:ea:20 Change State Event Response sent to 172.16.17.99:4

00:62:ec:60:ea:20 CAPWAP State: Run

00:62:ec:60:ea:20 Sending the remaining config to AP 172.16.17.99:46

l--- LAP is up and ready to service wireless clients

*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmInterferen

*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmNeighbourC



*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmReceiveCtr

*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for CcxRmMeas pay

l--- WLC sends all the RRM and other configuration paranmeters to the LAP.

mE—EFFHR , —BLAPEMEIWLC , EEREEMGERELFSMERE. MRLAPHMWLCEHNBYETRE , LAPKE ERWLCT
MG, MRLAPESHERBMNBG  SEBEBERWLCTHEEMEMSIE,

MRLAPEFMBREFRIZHEEFH TEHRE , 451 debug capwap eventsenable Wi REEFFRUTHE -

*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Sending image data block of Tength 1324 and msglLen
*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Image Data Request sent to 172.16.17.201:46318

*spamApTask6: Jun 17 14:23:28.693: 00:62:ec:60:ea:20 Image data Response from 172.16.17.201:46318

RETHTHE , LAPKENRMBIETERE , REBRMAEEE,

debug pm pki enable

ERMABREN -T2 , WLCEBRBRRESELAPHRE ERMHHETH HBRE.

E APHS CAPWAP IMAEREEZE WLC B , ©EHHE X500 BEAMREI CAPWAPFAEH, APHEELERFKEETE CAPWAP I
AERPPEME T ERE ID. WLCIREICAPWAPINAFER%E , EFEFAAPLRERFEX S0ORENES  IREFERTHZIEENEE
T AE A,

CERRAPEEENEIENEKG B HFNEE , WX APNFEEEECHW A PANFEETLEE (Eit , BHSNETERELE
EEF BAMEE ) . MREXS00BRRCHE , AIWLCEELERBAESINZ S8, WLCISAESERIHAELMBREIZE | UENRER
REREAPRIEICAPWAPIEFIHE, BIE , EREEELUMXFEAN LAP EZEFIES 2 BH CAPWAP BE,

debug pm pki enable S B RIEIRFIZSHMAR R R ENRTRITIBRE. WRAPELWAPPEIREREI MW BEEZFE(SSC) , debug
pm pki enable T ESEMAERTHERAPHEE, WRAPESEHENZEEBEMIC), AIBETIMESE,



5t : 200646 A LR BUENFIBEAPEEAMIC,

LT 2% AMICHILAPHI A3 #1285 BFdebug pm pki enable S S AT H -



iARZEERE , RERKTEBEE =T,

<#root>

*spamApTask4: Mar 20 11:05:15.687: [SA] OpenSSL Get Issuer Handles: locking ca cert table

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: x509 subject_name /C=US/ST=Californ
CN=AP3G2-1005cae83a42/emailAddress=support@cisco.com
*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles:



i ssuer_nane / O=Ci sco

*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:

*spamApTask4:

Cert

*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:

*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:

Verify User Certificate:

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

Mar

Mar

i s issued by

Mar
Mar
Mar
Mar

Mar

Mar
Mar
Mar

Mar
Mar
Mar
Mar
Mar
Mar

Mar

20
20
20
20
20
20
20
20
20

20

20

Syst ens/ CN=Ci sco Manuf acturing

11:
11:
11:
11:
11:
11:
11:
11:
11:

11:

11:

Ci sco

20
20
20
20

20

20
20
20

20
20
20
20
20
20

20

11:
11:
11:
11:

11:

11:
11:
11:

11:
11:
11:
11:
11:
11:

11:

05:
05:
05:
05:
05:
05:
05:
05:
05:

05:

05:

15.
15.
15.
15.
15.
15.
15.
15.
15.

15.

15.

688:
688:
688:
688:
688:
688:
688:
688:
688:

688:

688:

Syst ens.

05:
05:
05:
05:

05:

05:
05:
05:

05:
05:
05:
05:
05:
05:

05:

15.
15.
15.
15.

15.

15.
15.
15.

15.
15.
15.
15.
15.
15.

15.

688:
688:
688:
688:

688:

688:
688:
688:

688:
688:
691:
691:
691:
691:

691:

[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]

[SA]

[SA]

[SA]
[SA]
[SA]
[SA]

[SA]

[SA]
[SA]
[SA]

[SA]
[SA]
[SA]
[SA]
[SA]
[SA]

[SA]

Get
Get

OpenSSL
OpenSSL
GetMac:
OpenSSL
OpenSSL
OpenSSL
GetMac:
OpenSSL
OpenSSL

Get
Get
Get

Get
Get

OpenSSL Get

OpenSSL Get

MAC:

MAC:

CN AP3G2-1005cae83a42
issuerCertCN Cisco Manufacturing CA

Issuer Handles:
Issuer Handles:
1005.cae8.3a42
Issuer Handles:
Issuer Handles:
Issuer Handles:
1005.cae8.3a42
Issuer Handles:
Issuer Handles:

openss1 Mac Address in subject 1is 1
CN AP3G2-1005cae83a42
issuerCertCN Cisco Manufacturing CA

openss1 Mac Address in subject 1is 1
Cert Name 1in subject is AP3G2-1005c

Issuer Handles: Extracted cert issuer from subject

Issuer Handles:

Retrieving x509 cert for CertName cscoDefaultMfgCaCert

sshpmGetCID:
sshpmGetCID:

called to evaluate <cscoDefaultMfgCaCert>
Found matching CA cert cscoDefaultMfgCaCert in row

Found CID 260e5e69 for certname cscoDefaultMfgCaCert

CACertTable:

Found matching CID cscoDefaultMfgCaCert in row 5 x

Retrieving x509 cert for CertName cscoDefaultNewRootCaCert

sshpmGetCID:
sshpmGetCID:

called to evaluate <cscoDefaultNewRootCaCert>
Found matching CA cert cscoDefaultNewRootCaCert in

Found CID 28d7044e for certname cscoDefaultNewRootCaCert

CACertTable:

Verify User
Verify User

sshpmGetCID:
sshpmGetCID:

Found matching CID cscoDefaultNewRootCaCert in row
Certificate: X509 Cert Verification return code: 1
Certificate: X509 Cert Verification result text: ok

called to evaluate <cscoDefaultMfgCaCert>

Found matching CA cert cscoDefaultMfgCaCert in row

OPENSSL X509 _Verify: AP Cert Verfied Using >cscoDefaul t MgCaCert<



*spamApTask4: Mar 20 11:05:15.691: [SA] OpenSSL Get Issuer Handles:

Check cert validity times (allow expired NO

*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: called to evaluate <cscoDefaultIdCert>
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: Found matching ID cert cscoDefaultIdCert in row 2
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmFreePublicKeyHandle: called with 0x1b0b9380

*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmFreePublicKeyHandle:

freeing public key

®’t APHETTESE

MRRHBFAFDKRERMABER , AT NEFREEGEHBESRAPARER. ZUUFERASEGSRBAPHEER , E4EE
FEAAER (FAROSACisco ) .

debug dhcp detail :# R DHCP#1E 43 E#l.

« debugip udp : BRAPERNERWNFIBUDPER S,

debug capwap client event B8R AP #) CAPWAP B4,

»  debug capwap client error: B8~ AP 9 CAPWAP $555,

+  debugdtisclient event: B8~ AP # DTLS =44,



+ debugdtiserror enable:f/~ AP H) DTLS $555,

undebug all:f=f AP LHI{E8E.

T E Rdebug capwapds T & R Gl LLERS B IR HAPTE 5| BB P EEWE R G BB MM AZFBRNERA,

<#froot>

AP can discover the WLC via one of these options :

*Jun
*Jun

*Jun

*Jun

AP di scovers the

28 08:43:05.839:
28 08:43:15.963:

capwap Di scovery

28 08:43:15.963:

Capwap Di scovery

28 08:43:15.963:

WL.C via option 43

%CAPWAP-5-DHCP_OPTION_43: Controller address 10.63.84.78 obtained through DHCP

%CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.78 with discovery type set

Request using the statically configured controller information.

%CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.32 with discovery type set

Request sent using subnet broadcast.

%CAPWAP-3-EVENTLOG: Discovery Request sent to 255.255.255.255 with discovery type



1--- capwap Join Request sent to AP-Manager interface on DHCP di scovered controller.

*Jun 28 08:40:29.031: %CAPWAP-5-SENDJOIN: sending Join Request to 10.63.84.78

LAPKRIIAIERHIZS , BEE?

BARETEAREHR

APFIWLCRER @A

3I_III
~

.

FEARAPEDHCPEEUE 1 ( 2 ZEDHCPREIARESFHAAAPKHIMACHEL ) o

TR 2R W APEAT pinglR 4F.

BEXRE TWSTPRERSSTER , WMEFTMEIEBRTVLANNERS.

WMRpingelZh , FREAPELE—EHE , ARBRED —EAWLCEHIEHtenet/sshB 12 HIZRLET AR

E APEMRAKE  CTHEWNBL WLCRRFIALEHASK AP, & APEHRBAREHREBEMA WLC,



TEELAPTMAWLCH —t5 BREE,

RIZBA : FEIBH- FN63942

RiEE  ABRREERHNERERERES 10 £, NRENAPEWLCHEAKRBIB10F , ABHNHZESERAPINARE, &
R EENMER , FSRNREEA : BB\ . FN639%42,

EEHNBETRE . RO

B REREREHREANER

SER AT S ERAS t BREE AT R PR HERR

«  TEAP_L 3% Hdebug dtls client error + debug dtls client event@i % :

<#root>

*Jun 28 09:21:25.011: DTLS_CLIENT_EVENT: dtls_process_Certificate: Processing...Peer certificate \

*Jun

28 09:21:25.031: DTLS_CLIENT_ERROR:

. ./capwap/base_capwap/capwap/base_capwap_wtp_dtls.c:509 (

*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_send_Alert: Sending FATAL :

Bad certificate Alert

*Jun
*Jun
*Jun
*Jun

28 09:21:25.031: DTLS_CLIENT_EVENT:
28 09:21:25.031: DTLS_CLIENT_EVENT:
28 09:21:25.031: DTLS_CLIENT_EVENT:
28 09:21:25.031: DTLS_CLIENT_EVENT:

dtls_client_process_record: Error processing Certificate.
dtls_disconnect: Disconnecting DTLS connection O0x8AE7FDO
dt1s_free_connection: Free Called... for Connection Ox8AE
dtls_send_Alert: Sending FATAL : Close notify Alert

HEAFB B REHRRETEAPHNEEERBRA. Rit , APEEEMEIEFR. APHRENBEEFRAERNEN
R, YRRERHREE , MEREAPEENFEETRERA.

o fRIEHIZZAICLIZSH showtime &S |
BRALBEERER ,

DERRZGR LN APNRERERSELENBRA. NREFRSEESNH
AR RREERRELERA.


https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html

AR NRESNSLNRBRERETER , BEEHSENGUIER TiZECommands > Set Time , EZEFIZFHICLIF
2% i config timedn = 2RE% E 2 525 R o

o TERLABARCLIMIAPL | FEHREAPKICLIA £ Fshow crypto ca certificates e ¥ B EH TR Fo

BT AFERBEAPHRENFEEEREMR. &EHNT :

AP00Oc1l.649a.be5c#show crypto ca cert



Certificate

Status: Available

Certificate Serial Number (hex): 7D1125A900000002A61A
Certificate Usage: General Purpose

Issuer:

cn=Cisco Manufacturing CA SHA2

o=Cisco

Subject:

Name: AP1G2-00c1649abe5c

e=support@cisco.com

cn=AP1G2-00c1649abe5c

o=Cisco Systems

1=San Jose

st=California

c=US

CRL Distribution Points:
http://www.cisco.com/security/pki/crl/cmca2.crl
Validity Date:

start date: 01:05:37 UTC Mar 24 2016

end date: 01:15:37 UTC Mar 24 2026

Associated Trustpoints: Cisco_IOS_M2_MIC_cert
Storage:

RIIHEE@EY K RATRFEFZELGTAHBEBRNEXER. EZEEREENEENEXER
: Cisco_|OS MIC_cert M B BMUHHEEAPE R, ERHEHSD  HEMAKEAName : C1200-001563e50cTe. EREE
EHERERENER.

. E2BEREHEID CSCugl9i4?

0


https://tools.cisco.com/bugsearch/bug/CSCuq19142
https://tools.cisco.com/bugsearch/bug/CSCuq19142

LAP/WLC MICESSCE X HARIHAEHDTLSHE : B

fIRE2 | EEE AR

# 7] LATE debug capwap eventsenable S S H R E B E A -

<#root>

*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 AP 00:cc:fc:13:e5:e0: Country code is not configure
*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 AP 00:cc:fc:13:e5:e0: Country code is not configure


https://tools.cisco.com/bugsearch/bug/CSCuq19142
https://tools.cisco.com/bugsearch/bug/CSCuq19142

*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:

Jun
Jun
Jun
Jun
Jun
Jun

28
28
28
28
28
28

11:
11:
11:
11:
11:
11:

56:
56:
56:
56:
56:
56:

49.
49.
49.
49.
49.
49.

177:
177:
177:
177:
177:
177:

WL.C nsgl og show these nessages :

00:
00:
00:
00:
00:
00:

ccC:
CccC:
CcC:
CC:
CC:
CC:

0 13:
1 13:
0 13:
0 13:
0 13:
0 13:

e5:
e5:
e5:
e5:
e5:
e5:

el
el
el
el
el
el

Setting MIU t 01485

AP 00:cc:fc:13:e5:e0: Country code is not configure
Regul atory Dormain M smatch: AP 00:cc:fc: 13:e5:e0 nc
Fi ndi ng DTLS connection to delete for AP (192: 168: ¢

Di sconnecti ng DTLS Capwap-Cirl session 0x1d4df 620 f
acDt | sPl unbControl Pl aneKeys: |rad: 192. 168. 47. 29( 60:

*spamApTask5: Jun 28 11:52:06.536: %CAPWAP-3-DTLS_CLOSED_ERR: capwap_ac_sm.c:7095 00:cc:fc:13:e5:e0: DT
closed forAP 192:168:47:28 (60389), Controller: 10:63:84:78 (5246) Regulatory Domain Mismatch

HEEERRALAPHIWLCH EEH AR, WLCXEZEESE , ELAXEESEEHE , APTRERZREMA, i, £
RERERERE-A (F) BAP-BEM. BEAPK  FRATHLAERNEEE., REEK , APTREEME

BEHIE-ABNWLC
WLC,



IR BREEAP, 802.1b/gF802.11aE R ELEER —EHIHF.

FIRE3 : FWLCERIA TAPEEEEE | LAPFEREBZEH

EREBRT , S5 #2425 E debug capwap events enablefr B HH R B RILE R

<#froot>

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received CAPWAP DISCOVERY REQUEST



from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to ff:ff:ff:ff:ff:ff on port '1’

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 Received CAPWAP JOIN REQUEST

from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 AP ap:51:5a:e0: txNonce 00:0B:85:33:52:80
rxNonce 00:0B:85:51:5A:EQ0

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 CAPWAP Join-Request MTU path from
AP 00:0b:85:51:5a:e0 is 1500, remote debug mode is 0

Wed Sep 12 17:42:50 2007:

spanRadi usProcessResponse: AP Aut horization failure

for 00:0b:85:51:5a:e0

MRFEABEERFEENLAP , 7£1858 Hdebug capwap client errori RS EFRLHEE

<#root>

AP001d.a245.a2fb#

*Mar 1 00:00:52.267: LWAPP_CLIENT_ERROR_DEBUG: spamHandleloinTimer: Did not receive the
Join response

*Mar 1 00:00:52.267: LWAPP_CLIENT_ERROR_DEBUG:

No nore AP nmanager | P addresses renmin.



ERRERMRALAPTRIZHIER LAPRBBREN —%2.

EA LA A S SR BAPRBBEENMRE

70N

<#froot>

(Cisco Controller) >

show aut h-1i st

enabled

Authorize APs against AAA . ... ... it
AlTow APs with Self-signed Certificate (SSC) .... disabled

ESLAPEIMBIAPREZFES |

’ %%ﬁ'@\

FRE4 : APLHEEHNBREE

HARE[ME , LAPKRMAEFIR,
BIETRCRENEEHZRIER.

wme. BE

2% Wi debug capwap errors enableFldebug pm pki enable


https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html

AR ARERRS , BIREATEBEE T,

<#root>
Tue Aug 12 17:36:09 2008: 00:0f:24:a29:52:e0

CAPWAP

Joi n Request does not include valid certificate in CERTIFI CATE_PAYLQAD
from AP 00: Of : 24: a9: 52: e0



Tue Aug 12 17:36:09 2008: 00:0f:24:29:52:e0
Deleting and removing AP 00:0f:24:a9:52:e0 from fast path
Tue Aug 12 17:36:09 2008: 00:0f:24:a9:52:e0 Unable to free public key for AP

FAERAL T RERE — KRR E :

+  MICAP-FERBRERE(RMA).

o LSCAP-EHFRELSCERE.

FIRES : REIBREHRNOVLANLZRIIAPREES (LS FIRRNESHA  BERFERE)

#:7] LUFE debug capwap events enableds S H R B R HE A -

<#root>

Recei ved a Discovery Request with subnet broadcast with wong AP I P address (A B.C. D)!

BEER SRR RGBSR B BRI PRI ( HRURIPA A ERHSR LEMEREFMEET ) WREER, EHRTEHBRERESTS
HYIEHIER

BEERAPT O EE P EE B RFERNAP, EHERREREEGR LREENVLANNEERRFER. EPREAFVLANER
BHERGIBEKEVLANE  BESREERRER.

ERNEE  BERA TSR

- NMREBHF[EHMTEL  LASEIRGIZRNIPHUTEEER AP, BRI, APKEARAES —ERR G RZPIRHIRR P
ito



t

BEBERERAFFREVLANTERZFIER L. REIPELLFFHOVLAN.

]

. 2

%l

FIRE6 : APESEIMAWLC , BFAEEET X ERIE

MRAESERRPEARNE | FEEH A LERAELERE | LAP 82N AN B2 HI2R B

BRERMRAUTERE

.

ACAPWAPRERM AL TUDPE :

B R} 5247

2 4#l- 5246

ABEBREMALTUDPE

16666 - 16666

16667 - 16667

ACAPWAPT B R UDP#E5246H15247



FARASNMPHITCP 16151162 ( ARERIEFIRHKIWCT] )

WIB R TLEN ( BURRIEMNER ) -

(il

FARTFTPEIUDP 69

TCP 80F1/5443 AAHT TP HTTPSAHRGUIZH

TCP 23M/5K22 A A Telnetsk SSH , A CLIFHR

FIRE7 - R EY P S

ERAPERMAWLCEHEENS —BE REE. BEAPERMAZFISRR , EUTUEI®BRHES.

<#froot>

No nore AP nmanager | P addresses remain

HERMESHENRERe—R , MB LAEEEN P EAPEERIPHIUITEH ., EEEERAT , LAPEREERFERBEB BEEMA
mEIE,

EI!.!I

AT , WLCIRAPEIWMLWAPPE AR , WSLWAPPRIREEERIIAP,



B , WLCTERAPEKLWAPPIIAGE R,

EfRILREE  FREAPEERVURE —IPFENER I Mping APEERR, A%, MEARPREL, MRKIIEEMW P , FMER
ERERIPHINKE K REFRRELHIPEL , FEEMEE D EEM—#IPbLL,

RE , APATLUINAWLC,

FIRES . EEMRBEIILAPE L INAWLC

Lightweight Access Point <[] WLC #E. RSB RULERRRAAS:

AAA Authentication Failure for UserName:5475xxx8bf9c User
Type: WLAN USER

R Lightweight Access Point ELfEREARBR R ABIEER | AR RIE R, MRTEW LAP EFHEMEE |, BIXER LAPH
BEAPRBEEE, B "2 >APRAL , RBEAPIIEE "REFBE, . A%, APXEAMA , REFFIBTEHREG , REE
BREEXTHMAWLC, BE K SX4EK APEEARKERN, LAPTEHME, EHME , WAKRERFME RS,

R3RE9 : Microsoft DHCPih it 555

ERMAWLCE | FEE LIRS H Pt | 58 7T LLE B Windows DHCPEI AR B3 HE & LI PAZ# BBAD_ADDRESS , T RIRFZER
DHCPith, BEIFMIEF , FoE BN E G4 SR EEEe RPN E FiRigiE—=,

A

« {EHCatalyst 9800KIAPHIABEE


https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0101000.html#dhcp-release-override-on-aps
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
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SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE
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