RAMSFRNES FEERLANZ ISR F
ShiAE ARG w5

Im
=

S (&
i
R
r;

Bl
%

S
B
5l
&

"

axX rE

8 5% Bl 3=

#ERE

1809 — 55085 BWLC EHIELE

$280 — 5508/5760F FIWLCHICatalyst 3850 % FIxX il MM ESEABRIEE
35 : IhEBCatalyst 3850 R FI M FL E

B

SR HE AR

msr

AERNBUNAEFRNTECIBREPRERRMEAE IR FHER5508/5760 R 5 EARLANE
#IES(WLC)F Catalyst 3850FR 5l #2885 , HA5508 R FIWLCHEEITEEEEL | Catalyst 3850FK ¥ 3
BEBMEHERIITEIL SRR |28, thHh |, Catalyst 3850 R FIRMBIBETEINRE , LUERER
E1TEN IR FIBSHI5760 R FIWLC , Catalyst 3850 R 533 #2s 2t HhEUS ZELEH(AP) 2,

DB R4

&R

BRIEBREHEERAMRE AT &
- 5 A EﬂéEAWGO%ﬂ3650%§UWLC$ﬂCatalyst 3850F% 5 33 L H) B RHOS® GUIECLI
- 5508 R FIWLCHYGUIFICLIZAE

- IRIEAEFR BIHS(SSID) &L B
- WebBa &

RATH



AN EFARRIFA T SR ANERIRA

. Cisco 57604%43.3.3 ( T —RE&LBINGWC] )
. Catalyst 38503 %l X #2185
. Cisco 5508 R 5IWLCHx7<7.6.120
. Cisco 3602R FIEEAP
. Cisco Catalyst 3560 R %3 #:85
AXHHEARRBREEREREANEEMEY., XHPEAZNFMEREBRREER (B R
) BAHAER BN E), MRENBREEER , FRACECERTMIESTRERNEZE,

ggll

E

B EADTEHTS(EREMREF)IENAHHERAN G THFMAET.

Ehat B

5508 R FIWLCIE(E#F12 BI85 , Catalyst 3850 R 5 AR BAEINEFRHIRR MITEIAIE ( RRATENIZHI
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Wireless LAN Controller

WLC 5508 acting as cuest anchor

1P address - 10.105.135.151
Laer 3 switch
Layer 3 switch Wireless LAN Controller
' wLC 5780 Acting as Mobility Conmtroller

IF aAddress - 10.105.135.244

B VW inebess LAN Controller

WLC Sswitch B30 acting as mobility agent ta 5760
acting as Forelgn wWos To anchor 5508
Ip Address - 10.10%.135,.226

client Traffic Flow /

0000

APZE0Z Terminating on 3850

g WLAM ¢ CLUWM


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

i EHEEEET , 5508 RFIWLCHA{EHFRHIRT , 5760 R FIWLCHER B2 HIR | Catalyst
3850 % IR FB BN IEMINEIWLC, EE(IRFERE , Catalyst 3850R 5l 33 25 HY § %6
2 HI2R R5760R FIWLCE5508 R FIWLC, METRERKRHET , HALHEETEER,

LG
ZEESE=@EHD
2185 — 55088 BWLC H R

284 — 5508/5760F FIWLCHICatalyst 3850R F MMl HNBSEABDER
$£33 9 — S\EBCatalyst 3850 R T ML B

#1849 — 5508 MWLC LAY

1. 7E5508 R FIWLC L , #5558 B REEWLAN > New LU ST #7HY EARLAN(WLAN),
afren]n
CISCO MONITOR  WLAMs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP
WLANS WLANSs = Edit "CLM/MN'
» WLANS '
G | =
e eneral | Security | QoS | Policy-Mapping | Advanced |
b Advanced Profile Name CLWN
Trpe WLAN
S5ID CUWN
Skatus [¥ Enabled
Securtty Policies WEB POLICY, Web-Auth

(Modifications done undar security tab will appear after applying the changes.)

Radio Palicy All -
Interface/Trterface lons -
Group(3)

Multicast Wlan Feature | Enabled
Broadeast SSID [# enabled
NAS-ID 5508

2. #%7B B R E7EWLAN > WLAN Edit > Security > Layer 3 enabled Web-authentication £ , LAE{
EEIBLRLM,



CI5CO

MONITOR  WLAN: COMNTROLLER  WIRELESS SECURITY MAMNAGEMENT COMMAMDS HELF FEEDES

WLANs

* WLANS
WLANS

b Advanced

WLANs = Edit "CUWN'

E' Security o5 Palicy-Ma : n

[ikaver2yl| tover3 [ Serversy]

Layer 3 Security L web Policy =
® authentication

) passthrough

2 Conditional Web Redirect

I Splash Page Web Redirect

1) Gn MAC Filter FailureZ®
Preauthentication ACL 1Pv4 Mone * IPve Hone =  ‘Webduth Flexfcl None -

Sleaping Client 7] Enable

Over-ride Global Config [7] Enable

3. ZEWLAN Mobility Anchor configurationt® & T % #i B f sitlocal , SAEAE5508 RIIWLCHTIE A

ﬁn\ o

MOMITOR LAk  CONTRCLLER

WIRELESS GECURITY MAMAGEWENT COMMANDE HELP FEEDEACK

Maokility Amchors

WLAMN 5510 fail ]

Switch [P Address (Anchar)
local

Ll Amrbor Crembs

Data Path Contrad Path

up w

4. #%58 B & {=7E Security > Webauth > Webauth page £ , \EERAREF x5 B BREN

WebauthEH,

EHEHIP | BIBWLCAZIWebauthE & :

s,

CISCO
Security

- AL
Genaral
» RADIUS
Authentication
Accounting
Fallback
DS
* TACACS+
LDAP
Local Het Usars
MAT Filtering
Disabled Clients
User Login Policies
AF Policies

MOWITOR  WLANs COMTROLLER  WIRELESS SECURITY  MANAGEMENT COMMAMDS HELP FEEDBACE
Web Login Page

Web Authentscation Type Internal (Cefault) -
Redirect URL after login

This page allows you to customize the content and appearance of the Login
page, Tha Login page is prasanted to web users tha first tirme they access the
WLAN if “Web Authentication® is turned on (under WLAN Secunty Folicies).

Cisea Laga @show (T Hide

Headline

Message

5. BMAMMIRERE. ERAERBEBHEEWebauthEH L HBRREHEHAEER,



CISCO MOMNITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT CO)
Security Local Net Users > Edit
v AAA User Narme suirbg
General
- RADIUS Password (Ll
Authentication Confirm Password s
fccounting
Fallback Creation Time Mon May 19 12:00:41 2014
DNS Remaining Time MR
» TACACS+ S
LDaR WLAN Profile Any WLAN -
Local Met Users Dezcription surbg
MALC Filtering

Fiir ablad & lanks

2889 — 5508/5760% FIWLCHICatalyst 38507 33l > MBS EARDEE

1. 7E5508 & FIWLC L |, #5760FR FIWLCHIE B1TEIY =%,

wliat]n.

CISCO MONITOR  WiAkk  CONTROLLER  WIRELESS ZECURITY  MANSIEMENT  COMMANDS
Confraller Static Mobility Group Memibers
General
InusHtary Local Mokilty Group  Mobie-1
Interfaces HAL Address 1P Addran Publs: [P Addross Group Same SuRicast 1P Status
Interface Groups CERT T rear) 18108 136 151 20.106,198.151 CrCTES 0.0 up
MielRicast
[ — 0Fa0:00: 03:A0: 00 18.106.135.178 E0LADG.§E.A7R parhg a0 up
O 0:0a: 0 Q000 LE105.135 244 BOLES . XS 34 warbp e0a.n up
* Redyndancy

® Intemal DHCP Server

= mpdility Managissat
Pabilty Canhgurstion
Makilty Grouga

2. E5760RFIWLC L , ERITEIZHIRE | 45508 RFIWLCHT B AITEI B F R

Ii e, T

Contralier Mokillity Pear
=5 Grbem [T T
_ lGerend I Bschchesss | Publc 1P Address | Group Hame Muktcast P | ‘ol Link Status Diaka Lirk Stabs
Mtk O 10.105.1% 244 - kg 00ag
* [ drteviaces O 10.105.13.151 10,108 135,151 a1 w e
» B wan O wa0s.1%17 10010813517 arig aong e ]
& 53 Irfternal CHCP Sever
* = Managemant
= (£ Mobity Maragemenit
Muidny okl Condg
Switch Pesd G

3. LLSBRIFFEEE | F£Mobility Management T~ B Switch Peer GroupE#E T , #Catalyst 3850%
SR MERST60RFIWLC LN BB R EHIE,



rﬂm Monitor | ¥ Configration | ¥ Administistion | v Helo ‘

Comirolier Swilch Peer Group > SURBG-SPG
Svtch Feer Group = SURBG-5SPG

* 5 System

Gered ] _

pkicast 1P Address Pubdc TP Address Combrol Link Status Dt Link Status
O waos13szm 10, 105 135,326 e ™

Pt R

v 0 Interfaces
» B v
* [ Infernal DHCP Server
* [ managament
=I5 Matiity Munagement
__ Mobiity Global Condg
__ Mobiity Peer

Switch Pesr Group

4. FECatalyst 3850 R 5l #ig5 L |, #5760 RFIWLCH B BITEIIRHIES. #ITILIRER | Catalyst
3850 R TR B EMITEN R HIBF5 760 BAPI A IRHE,

4t Home  Mornitor | v Configuration |+ Administratior

Controller Muobility Agent Configuration
* 5 System
~ General Mobility Role
E Muilticast Mability Controler [P Address [ 10.105.135.244 |
» 5 Interfaces Control Link Status Lp
» &3 VLAN Data Link Status up
» [ Internal DHCP Server Mobiity Protocal Port 16666
» 2 Management Mobility Switch Pesr Group Name SURBG-SPG
* 5 Mobiity Management DTLS Made Enabled
Moty Global Config | Mobility Domain 1D for 802117 One6a9
__ Mobiity Pesr Mobiity Kespalive Interval (1-30)sec 10

34D : S\EBCatalyst 3850 53T K Hl B

1. #48 B fF7£GUI > Configuration > Wireless > WLAN > New L , LL{E7ECatalyst 3850F 1R
Hark F Fl B 2R SSID/WLAN,



¥ Home  Maritor | v *  Admiristration | ¥ Halp

Wireless WLAN
WLAN > Edlt
5 wiLan Socunity O05 ANC Polcy Mappng Achvanced
s
'EFEEEISEPCI'I"S Profie Mame CLIWH
» B 802 idajnfc Type WLAN
* [ 8. 11bygfn 5O CLUWN
* 2 Madia Stoeam Stehe @ Ensied
I-Q:E
Security Polcies
(Modifications dore under security tab wil spoesr after applying the changes. )
Racko Polcy
Interface/Interface Group(G)
Broadcast S50
Multicast VLAN Feature O

2. #8 B ¥ {EEWLAN > WLAN Edit > Security > Layer 3 enabled Web-authentication £ , JA%¢
B3R LM,

4t Home  Moritor | v Configuration | Administration [+ Help

Wireless WLAN
WLAN = Edik
v wian Gererd NG Q05 AVC PoicyMappng  Advanced
P L2
» B Acoess ot ez SN
» O e02.11a)nac Weh Palicy )
» £ B0z 11bfgin Conditional Web Redirect O .
Webauth Authentication List ~ [Osabled |
* [ Media Stream
Wisbauth Parameter
» B oos e 2

Webauth Cre-mac-fiter Falre [
Preauthentication IPv4 ACL Unconfigured
Preauthentication IPv6 ACL

3. EWLANYT Ef$H BEERTE T #5508 R FIWLC IP{L 1k 5718 4 £ Bh

4% Home  Monttor v Configuration | v Administration | v

Wireless Maobility Anchors
WLAMN = Edit
B wian
_ Wiaks WLAN Profie CUWN
» [ Aroess Ponts
Switch [P Address| ]
» [ 802, 11ajnjac 0 )
+ £ 802 110/gin
* [ Media Stream |
1P Address
* Elqos

O 10.10%.135.151
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FAKAERAD , BRENEEREEREERE,
#&6E F F i E AR EIWLAN BRI S |R BB (CUWN), TERBHT :

1. BRI R IPHb it

2. B in RSB RS I 35 BBk

3. EAEREENE —EBTCPHESERWLCHE: , WLCEHE L Ei%XWebauthE H,
4. INERDNSEREIETE , FAEREEEWebauthEH,

5. FAE RS ARMERAERR/ BB ETRE.

6. KIWBFE , FAEREHEFERERREFEFRE.,

)

|=2) |2 hitps://1921682001 O ~ & C.B C X || @ Web Authentication

Welcome to the Cisco wireless network

Cisco is pleased to provide the Wireless LAM infrastructure for
yvour network. Please login and put your unified wireless
solution to work,

User Hame

Password

7. ERERREHRERERR  FRERSEERSE,



g' || @ http://www.google.com/ £~ C X || 2 Internet Explorer cannot dis...

| = Logout - Windows Internet Explorer | = || B |[pf3m
2 hitps//1921682001/1c € Cetti.. B| 3 77 ¢ Nebpage

e

Web Authentication

Login Successful !

¥ou can now use all regular network services
aver the wireless netwaork.

Please retain this small logout window in order
to logoff when done. Mote that you can always
use the following URL to retrieve this page:
https:/192 168.200.1/logaut.html

Logout

#100% -

RER: AR

HEHWARETRHGAR | FFHES508RFIWLCE ( REMFHI ) WANTELE

Debug Client

Debug web-auth redirect enable mac

AT 2 &4 -

Debug Client 00:17:7C:2F:B6:9A
Debug web-auth redirect enable mac 00:17:7C:2F:B6:9A

show debug
MAC Addr 1... ... .. e 00: 17: 7C. 2F: B6: 9A

Debug Fl ags Enabl ed:
dhcp packet enabl ed.
dot 11 nobil e enabl ed.
dot 11 state enabl ed
dot 1x events enabl ed.



dot 1x states enabl ed.

Fl exConnect ft enabl ed.
pem events enabl ed.

pem st at e enabl ed.

CCKM cl i ent debug enabl ed.
webaut h redirect enabl ed.

*mmMaListen: May 19 13:36:34.276: 00:17:7c:2f:b6:9a Adding mobile on Remote AP
00:00:00:00:00:00(0)

*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f: b6: 9a override for default ap group,
mar ki ng i ntgrp NULL

*mmrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a Applying Interface policy on
Mobi | e, role Unassociated. Ms NAC State 2 Quarantine Vlan 0 Access Vlan 0

*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a Re-appl ying i nterface policy
for client

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 START (0) Changing IPv4

ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2219)
*mrivaLi sten: May 19 13: 36: 34.277: 00: 17:7c: 2f: b6:9a 0.0.0.0 START (0) Changing | Pv6
ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2240)

*mrivaLli sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a apf Appl yW anPol i cy: Apply W.AN
Policy over PMPv6 Client Mbility Type

*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f: b6: 9a override fromintf group to an
intf for roamed client - renoving intf group from nmscb

*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a 0. 0.0. 0 AUTHCHECK (2) Change
state to L2AUTHCOWPLETE (4) | ast state AUTHCHECK (2)

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 L2AUTHCOMPLETE (4)
Change state to DHCP_REQD (7) last state L2AUTHCOMPLETE (4)

*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a Resetting web | Pv4 acl from
255 to 255

*mmrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a Resetting web | Pv4 Flex acl
from 65535 to 65535

*mmrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a St oppi ng del eti on of Mbile
Station: (callerld: 53)
*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) Adding
Fast Path rule type = Airespace AP - Learn IP address

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

IPv4 ACL ID = 255, |Pv
*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQ (7) Fast Path
rule (contd...) 802.1P = 0, DSCP = 0, TokenlD = 15206 Local Bridging VIan = 60,
Local Bridging intf id = 13
*mmrivaLi sten: May 19 13:36: 34.277: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Successful ly plunbed mobile rule (I Pv4 ACL I D 255, IPv6 ACL I D 255, L2 ACL | D 255)
*mmrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7) State
Update from Mobility-Inconplete to Mbility-Conplete, nmobility rol e=ExpAnchor,
client state=APF_MS_STATE_ASSOCI ATED
*mrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0. 0.0.0 DHCP_REQD (7)
Change state to DHCP_REQD (7) last state DHCP_REQD (7)

*mmrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0. 0.0.0 DHCP_REQD (7)
pemAdvanceSt at e2 5807, Adding TMP rul e
*mrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0. 0.0.0 DHCP_REQD (7)
Repl aci ng Fast Path rule

type = Airespace AP - Learn | P address

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

I Pv4 ACL ID = 255,
*mrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)



Fast Path rule (contd...) 802.1P = 0, DSCP = 0, Tokenl D = 15206 Local
Bridging Vlan = 60, Local Bridging intf id = 13
*mrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0. 0.0.0 DHCP_REQD (7)
Successful ly plunbed mobile rule (I Pv4 ACL I D 255, IPv6 ACL ID 255, L2 ACL | D 255)
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags Ox4
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6: 9a Sent an XID frame
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags Ox4
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17: 7c: 2f: b6: 9a Pushing I Pv6 VIan Intf
| D 13: fe80:0000: 0000: 0000: 6¢cla: b253:d711: 0c7f , and MAC:. 00:17: 7C. 2F: B6: 9A ,
Bi nding to Data Plane. SUCCESS !! dhcpv6bitmap O
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Calling nSendl pv6Addr Updat e
for addition of |Pv6: fe80:0000: 0000: 0000: 6¢cla: b253: d711: 0c7f , for MAC:
00:17: 7C: 2F: B6: 9A
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17: 7c: 2f: b6: 9a mmBSendl pv6Addr Updat e: 4800
Assigning an | Pv6 Addr fe80: 0000: 0000: 0000: 6¢cla: b253: d711: 0c7f to the client in
Anchor state update the foreign switch 10.105. 135. 226
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Link Local address fe80::
6cla: b253: d711: c7f updated to msch. Not Advanci ng pem state.Current state: nscb
in apfMsMrnitial nobility state and client state APF_MS_STATE_AS
*mrivaLi sten: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Repl aci ng Fast Path rule

type = Airespace AP - Learn | P address

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

I Pv4 ACL I D = 255,
*mmrivaLi sten: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Fast Path rule (contd...) 802.1P = 0, DSCP = 0, Tokenl D = 15206 Local Bridging
VIl an = 60, Local Bridging intf id = 13
*mmrivaLi sten: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Successful ly plunbed mobile rule (I Pv4 ACL I D 255, IPv6 ACL I D 255, L2 ACL | D 255)
*penRecei veTask: May 19 13:36:34.298: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel for
00:17: 7c: 2f: b6: 9a as in Export Anchor role
*penRecei veTask: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0.0.0. 0 Added NPU entry of
type 9, dtlFl ags 0x4
*dt| ArpTask: May 19 13: 36: 34.564: 00: 17: 7c: 2f: b6:9a Static IP client associated to
interface vl an60 which can support client subnet.
*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 DHCP_REQD (7)
Change state to WEBAUTH_REQD (8) last state DHCP_REQD (7)

*dtl ArpTask: May 19 13:36:34.564: 00:17: 7c: 2f: b6: 9a 60. 60. 60. 11 WEBAUTH _REQD ( 8)
pemAdvanceSt ate2 6717, Adding TMP rul e
*dtl ArpTask: May 19 13:36:34.564: 00:17: 7c: 2f: b6: 9a 60. 60. 60. 11 WEBAUTH _REQD ( 8)
Repl aci ng Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

| Pv4 ACL
*dtl ArpTask: May 19 13:36:34.564: 00:17: 7c: 2f: b6: 9a 60. 60. 60. 11 WEBAUTH _REQD ( 8)
Fast Path rule (contd...) 802.1P = O, DSCP = 0, TokenID = 15206 Local Bridging
Vlian = 60, Local Bridging intf id = 13

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*dt| ArpTask: May 19 13: 36: 34.564: 00: 17: 7c: 2f : b6: 9a Pl unbi ng web-auth redirect rule
due to user | ogout
*dt| ArpTask: May 19 13: 36: 34.564: 00: 17: 7c: 2f : b6: 9a apf Assi gnMschl pAddr: 1148
Assigning an | p Addr 60.60.60.11 to the client in Anchor state update the foreign
switch 10. 105. 135. 226
*dt| ArpTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f : b6: 9a Assi gni ng Address 60. 60. 60. 11
to nobile
*penRecei veTask: May 19 13: 36: 34.565: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel for



00:17: 7c: 2f: b6: 9a as in Export Anchor role

*penRecei veTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f: b6: 9a 60. 60. 60. 11 Added NPU entry
of type 2, dtlFlags Ox4

*penRecei veTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f : b6: 9a Pushi ng | Pv6:

f e80: 0000: 0000: 0000: 6¢cla: b253: d711: Oc7f , and MAC: 00: 17: 7C. 2F: B6:9A , Binding to
Data Pl ane. SUCCESS !!

*penRecei veTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f: b6: 9a Sent an XID frame

(5508-MC) >
(5508-MC) >
(5508- MC) >*DHCP Socket Task: May 19 13:36:44.259: 00:17: 7c: 2f: b6: 9a DHCP recei ved
op BOOTREQUEST (1) (len 314,vlan 0, port 1, encap Oxec07)
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c: 2f: b6: 9a DHCP (encap type 0Oxec07)
metype 3ff:ff:ff:ff:ff:ff
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c: 2f:b6: 9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGat eway: 0.0.0.0, dhcpRelay: 0.0.0.0 VLAN: O
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c: 2f:b6:9a DHCP selected relay 1 -
60. 60. 60. 251 (| ocal address 60.60.60.2, gateway 60.60.60.251, VLAN 60, port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP transmitti ng DHCP
REQUEST ( 3)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP  op: BOOTREQUEST,
htype: Ethernet, hlen: 6, hops: 1
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP  xid: Oxad0Oada3
(2902502819), secs: 3072, flags: O
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP  chaddr:
00: 17: 7c: 2f : b6: 9a
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP ciaddr: 0.0.0.0,
yiaddr: 0.0.0.0
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP siaddr: 0.0.0.0,
gi addr: 60. 60. 60. 2
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP requested ip:
60. 60. 60. 11
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP sendi ng REQUEST to
60. 60. 60. 251 (len 358, port 1, vlan 60)
*DHCP Socket Task: May 19 13: 36:44.260: 00:17:7c: 2f:b6:9a DHCP selecting relay 2 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGat eway: 0.0.0.0, dhcpRelay: 60.60.60.2 VLAN: 60
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP selected relay 2 -
NONE (server address 0.0.0.0,local address 0.0.0.0, gateway 60.60.60.251, VLAN 60,
port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP recei ved op BOOTREPLY
(2) (len 308,vlan 60, port 1, encap Oxec00)

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c: 2f:b6: 9a DHCP setting server from ACK

(server 60.60.60.251, yiaddr 60.60.60.11)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP transmitti ng DHCP
ACK (5)

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP  op: BOOTREPLY, htype:

Et hernet, hlen: 6, hops: O

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP  xid: Oxad0Oada3
(2902502819), secs: 0, flags: O

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP  chaddr:

00: 17: 7c: 2f : b6: 9a

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP ciaddr: 0.0.0.0,
yiaddr: 60.60.60.11

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP siaddr: 0.0.0.0,
giaddr: 0.0.0.0

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP server id:
192.168.200.1 rcvd server id: 60.60.60.251

*webauthRedirect: May 19 13:36:47.678: 0:17:7c:2f:b6:9a- received connection

*webauthRedirect: May 19 13:36:47.680: captive-bypass detection disabled, Not



checking for wispr in HTTP GET, client mac=0:17: 7c: 2f: b6: 9a

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6:9a- Preparing redirect

URL according to configured Wb-Auth type

*webaut hRedi rect: My 19 13:36:47.680: 0:17: 7c: 2f: b6: 9a- Checki ng cust om web
config for WAAN ID: 4

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- unable to get the hostName
for virtual IP, using virtual IP =192.168.200.1

*webaut hRedi rect: My 19 13:36:47.680: 0:17:7c: 2f:b6:9a- G obal status is enabl ed,
checki ng on web-auth type

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6: 9a- Web-auth type Internal,
no further redirecti on needed. Presenting defualt |ogin page to user

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f:b6:9a- http_response_nsg_bodyl

i s <HTML><HEAD><TI TLE> Web Aut henticati on Redirect</TlI TLE><META htt p-equi v=
"Cache-control " content="no-cache"><META htt p-equi v="Pragma" content="n

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f:b6:9a- http_response_nsg_body2
is "></HEAD></ HTM.>

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- parser host is
www . facebook.com

*webaut hRedi rect: My 19 13:36:47.680: 0:17:7c: 2f: b6:9a- parser path is /
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- added redirect=,
URL is now https://192.168.200.1/login.html?

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- strl is now
https://192.168.200.1/login.html?redirect=www.facebook.com/

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- clen string is
Cont ent - Lengt h: 312

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Message to be sent is
HTTP/1.1 200 OK

Location: https://192.168.200.1/login.html?redirect=www.facebook.com/
Content-Type: text/html

Content-Length: 312

<HTM_><HEAD

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6:9a- send data | engt h=448
*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6: 9a- Web-auth type External,
but unable to get URL

*webaut hRedi rect: May 19 13:36:47.681: 0:17:7c: 2f: b6: 9a- recei ved connection

*emAéb: May 19 13:36:48.731: SSL Connection created for MAC: 0: 17: 7c: 2f : b6: 9a
*webaut hRedi rect: May 19 13:36:51.795: 0:17: 7c: 2f: b6: 9a- recei ved connection

*webaut hRedi rect: My 19 13:36:51. 795: captive-bypass detection di sabl ed, Not
checking for wispr in HITP GET, client mac=0:17: 7c: 2f : b6: 9a

*webaut hRedi rect: May 19 13:36:51.795: 0:17: 7c: 2f: b6: 9a- Preparing redirect URL
according to configured Wb-Auth type

*webaut hRedi rect: My 19 13:36:51.796: 0: 17: 7c: 2f: b6: 9a- Checki ng cust om web
config for WAAN ID: 4

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6:9a- unable to get the host Nane
for virtual IP, using virtual |IP =192.168.200.1

*webaut hRedi rect: My 19 13:36:51.796: 0:17:7c: 2f: b6:9a- G obal status is enabl ed,
checki ng on web-auth type

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6: 9a- Web-auth type Internal,
no further redirecti on needed. Presenting defualt |ogin page to user

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6:9a- http_response_nsg_bodyl

i s <HTML><HEAD><TI TLE> Web Aut henticati on Redirect</TlI TLE><META htt p- equi v=
"Cache-control " content="no-cache"><META htt p-equi v="Pragm" content="n

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6: 9a- http_response_nsg_body2

i s "></HEAD></ HTM.>

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6:9a- parser host is
www. f acebook. com



*webaut hRedi rect: My 19 13:36:51.796: 0:17: 7c: 2f: b6:9a- parser path is
/favicon.ico

*webaut hRedi rect: My 19 13:36:51.796: 0:17:7c: 2f: b6:9a- added redirect=, URL is
now https://192.168. 200. 1/1 ogi n. ht m ?

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f:b6:9a- strl is now
https://192.168. 200. 1/1 ogi n. ht m ?r edi r ect =www. f acebook. coni f avi con. i co

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- clen string is

Cont ent - Lengt h: 323

*webaut hRedi rect: My 19 13:36:51.796: 0:17:7c: 2f: b6: 9a- Message to be sent is
HTTP/ 1.1 200 K

Location: https://192.168.200.1/1ogin. ht m ?redi rect =ww\. f acebook. conl f avi con. i co

Cont ent - Type: text/htm

Cont ent - Lengt h: 323

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6: 9a- send data | engt h=470
*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6: 9a- Web-auth type External,
but unable to get URL
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c: 2f: b6: 9a DHCP recei ved op
BOOTREQUEST (1) (len 308,vlan 0, port 1, encap Oxec07)
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c: 2f: b6: 9a DHCP (encap type 0Oxec07)
metype 3ff:ff:ff:ff:ff:ff
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c: 2f:b6:9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 60. 60. 60. 251, dhcpNet mask: 255.255. 255. 0,

dhcpGat eway: 60. 60. 60. 251, dhcpRel ay: 60.60.60.2 VLAN: 60

*emAéb: May 19 13:38:35.187:
ewaURLHook: Entering:url=/login.htm, virtlp = 192.168. 200.1, ssl_connection=1,
secur eweb=1

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:47.215:

ewaURLHook: Entering:url=/login.html, virtIp = 192.168.200.1, ssl_connection=1,
secureweb=1

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Username entry (surbg)
created for mobile, length = 5

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Username entry (surbg)
created in mscb for mobile, length = 5

*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f : b6: 9a 60. 60. 60. 11 WEBAUTH_REQD
(8) Change state to WEBAUTH _NOL3SEC (14) | ast state WEBAUTH REQD ( 8)

*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f: b6: 9a apf MsRunSt at el nc
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_ NOL3SEC
(14) Change state to RUN (20) last state WEBAUTH_NOL3SEC (14)

*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f: b6: 9a Session Tineout is O -
not starting session timer for the nobile
*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f : b6: 9a 60. 60. 60. 11 RUN ( 20)
Reached PLUMBFASTPATH. from|ine 6605
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 RUN (20)
Replacing Fast Path rule

type = Airespace AP Client

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

IPv4 ACL ID = 255, IPv6 ACL ID =



UTREFIRERTHE,
EFinESIPHbiL,

gmartlin_2f:b6:9a Broadcast ARF 42 who has 60.60.60.117 Tell 0.0.0.0
smartlin_zf:b&:9a eroadcast ARP 42 who has &0.60,60.2517 Tell 60,60.60.11
smartlin_2f:b6:9a Broadcast ARP 42 cratuitous aap for 60.60.60.11 (Request)
0.0.0.0 255.255.255.255 DHCP 348 DHCP Request - Transaction ID Oxd7ibédSh
162.1658.200.1 &0.60.60.11 CDHCP 346 DHCP ACK - Transaction ID ﬂxd?!huih
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{55 AR & i =2 B RSO 8 35 3 . A www.facebook.com.

e e e rwn wwr o - - P r mrmew Loty mmey o s smsn ot wmw = asd wewsms m mmet om

60.60. 60,11 50. 50. 50,251 oS ?E standard wlry OwiBbe A www. Tacebook. com
50.50. 50.251 &0, 60, 50,11 DS 92 standard guery response Ox18bc A 56.56.56. 56
a0, 60, 60,11 50,50, 50,251 (T 78 standard query O=ablb  Afss www, Facebook. com
60, 60, 60,11 50,50, 50,251 DMS 76 standard guery Oxablb  Asas www, Facebook.com
ﬁnl. Al A, 17 560 5. 50,251 nss TR osrandard moaery Dxallh asas wew. Facebank . cmm
L m

B Frame 508! 76 oytes on wire (608 bits), 76 bytes captured (&0 cs) on intertace O

+ Ethernet II, Src: Smartlin_Zf:bé:9a (00:17:7c:2fF:b8:%a), Dst: Clisco_foc:9%:aB (FO:fr:h5:Fc:06:a8)
& Internet Protocol vYersion 4, Src: 60.60.60,11 (60.60.60.11), Dst: 50,50, 50,251 (50. 50, 50,2510
[ User patagram Protocol, SFe POFt: 62672 (626720, Dst Port: domadin 530
= bomain Mame System (query)
Transaction I0: Owakblb
® Flags: Qw0100 Standard guery
guestions: 1
ARSwEr RES: O
suthority RRS: O
additional REs: O
B Gueries
B wew, Facebook. com: type A2lA, class IN

WLCERBERE RN EETCPHAE , WX HERIPAIF A WebauthE H,

56, 56. 56. 56 TcP WITp > 49720 [ack] Seqel Acks207 wWineG656 LEmsd
56, 56, 56, 56 50, 1) - 524 HTTR/L.1 200 OK CText/htmi)

ER ER SR SR e LT now Aavan levm &7 Tonegd ™1 Arbe?nT L T
1| m

[ Frama 550: 524 bDytes on wire (4192 bits), 524 byves caprured 4132 bits) on dnterfaca 0
& Ethernet II, Src; Cisco_fo:bérad (FO:f7:85:Fc:®8:a8), Dst: Smartlin_2f:bf:®a CO00:A7:7c:2Fibhrwal

& Intarnat Protoco]l Varsion 4, Src; 5456, 84 38 (5454, 548 180, Dst: 40,60, &0.11 (40 40,480,117
[ Transmizsion Contral Protocel, Sre Part: heep (BO), Dst Port: 45720 (497201, seq: 1, Ack: 207, Len: 470

- Hypertext Transfer Protocol T
v HTTRA.L 200 SRR _—
Location: hrrps: 192, LeE. 200, 1 Togin, hem Frecd rect swwe, Tacebook , cosFav i con. 1ooieyn
content-Type! texthrmlsryn
B Content-Length: 323%rwn
S
[HTTP response 1,1]
4 i | AN
BIETWeb S HERFR , TERNWEERID T,
B0, B, 6, 11 50, §0. 59251 DHE BE Standard query OeSdcd & 1eBeulion, 16, Al crasolt, om
B0 G, G, 11 103 166, 200.1 T 54 40724 » hrtps [AcK] Zagel Ack=l win=15680 Larm(
80, B, G0, 11 182,168, 200.1 TLEVL 180 C19ent Mello
1%z L&H. 2401 il &0 80_11 TR 54 hrtps > 40724 [ack] Segel Ack=137 win=&654 Lans=i
15214608, 200.1 A0, &0, 8011 TLEWL 182 Server Hello, Change Cipher Spec, Encrypied Handshaks Message
0. B0, 60, 11 102 165, 20,1 TLSWL 113 change clipher Spec, Encrypred Handshaks Message
80, 60, 80, 11 50, §0.50.251 DHE B3 standard query Owb8l4 & ctld]. windowsupdate. com

10z 158, 300.1 a0, &0, 5011 TCF 54 hoips > 49724 [ack] Zagel3® ack=105 win=E656 Len=d
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