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13. BB ERKFTIE I MIRFEHEHE.

© NN WN

BITEARENER
AT THER

1. Z#Windows Server 2003 SP2 Enterprise EditionE £ %8 3 #9 {7 iR 85 -
2. EAIPH#sE 10.0.10. 108 F B #HE 255.255.255.0BL E TCP/ IP1#% E -

1< 9 i 5 [ A 15470 5 BR
PITUTHER

1. ERBActive DirectoryZ B8 | F75:ZEME > E1T , A%RE Adcpromo.exe , ARIZR—TH
Eo

2. £ "EUDEAActive DirectoryZ £ BE , EELE , ZB—TTF—%,

3. 7 "Operating System Compatibility ( fE(RAEEM ) - EEL , 3 — TNext,

4. 7 "EHEGISREE) BEE  AFNEREREGESR  RARE-TT—-%,

5.1 TEVNHE, BEL  BEFAKPHE  REBEE "T-%, .

6. f TRELSEEDNS, EE L, BE 'H, , EELBELERESRBEDNS , REZ—-T 'F
_ﬁ.l o

7.7 "THEES®, BEL , # Ademo.local , REEZ—TF—%.

8. £ "NetBIOSHH & 1 H L , M AiFNetBIOSHE B Ademo , RER—T F—F.

9.7 "ERENAFERRKRNVE, BEF , EZHEEN "ERENMBFHERK, Bk , RAEKR—T



Active Directary Installation Wizard T |

Database and Log Folders 5,
Specihy the folkdes to conlan the Actee Dirackory datsbase and hog lies. &

Fer besd pedomance and iecoverabilly, store the dalabase and the log on teparate
hard disks.

Wihate do pou wanl to shoss the Active Dilectory database?

Database folder
CNWINDOWS\NTDS

Wihere do pou want b shose the Ackive Dieckony log?
Log folder.

Epowze
IE:"«“..#"IHDEM‘EM-IT 05 Bigwse... |

¢ Back Mt 3 Cancel I
-F _250

10. & "HARKS, B REAERERRVERSER , REE—TTF—F,

Active Directory Installation Wizard ' x|

Shared System Yolume
Speciy the lolder bo be shared &5 He sysiem volumes.

The SYSWVOL foldes stores the senser's copy of the domain's public fies. The contents
of The SYSVOL folder a1e replicated to all domain controlers in the domain.

The SYSYOL folder musst be localed on an HTFS volume.

Ente & bocation for the STSWIOL fokder,

Fobder location:
CAWINDOWSASTSVOL Biowse...

¢ Back Het » I Coancel |

1. 7% "HA#, EEL , BEEE 2R EEREWindows 20008t Windows Server 2003/ ¥ R ##%
HANEKTH L A&%E-—T "T—%.1 .,




Active Directory Installation Wizard & x|

Peimizzions P
Select dalauk pamizsions for user and group obiscts. %:!{

Some server progiams, such &5 Wndows NT Remote Access Sermce, iead riomeation
stosed on doman conlnollers,

™ Pamiztions compatiohs with pea\findows 000 sarver opeating spstams
Sedect thiz opbon if wou run terved program: on pra-Windows 2000 saivar operating

systems or on Windows 000 or Windows Serven 2003 operatng svslems thal ars
members of prevw/ndows 2000 doman:.

é‘ﬁ AnonimnodE: upers can read nlomnation o e domain

e L T L D

E‘I’Eﬂﬂﬁ?ﬂm __________________
Select thiz option if vou run serves pregrams only on Windows 2000 urw'rdm
Servay 03 opesaling systems: that ane memberz of Active Diecdon domaes. Dok
authenbcated users can read mfarmabon on this domain

<Back | New Cancel |

12. & "EHEH  REEXEERR, EE L BERBELEZ  RRE-TTF—F,
13. R "HE, EENEA , ARE-TT—%.

Active Dwectory Installation Wizard

S ummary
Fieview and corfiom the oplions pou melscied

Tou chose lo
Thea riew dom ain name 3 exampe,com. Thes i ako the name of the new foest ﬂ

The HetBIOS name of the doman i E-AMPLE
Datshaze folder: CAWANDONASAWMT DS

fib loider CNWINDOWS'\NTDS
SY'SWOL lolder: C:\WINDOWS\SYSYOL

The DNS serdce vl be nstalled and configued on this computer. This compudes
vl b= configuied o uee thiz DMS tenver as ite prefened DNS terver

The passwword of the nevs doman admnistrator vl be H'mmaahpmwdﬂl
1hve: admerstiator of tes compale.

To changa an option, cbck Back. To begin e oparabion, chek Met

« Back MNexl > Cancel

14. SERXActive DirectoryZ % , ¥ — T Finisho
15. ERXRRRTEFNMEBE[KE , & — TRestart Now,
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MAITUTEER

1. #EAdministrative Tools ( B3 T E ) ERI¥*( "HR. (Start)> "X, (Programs)> "EET
B, (Administrative Tools)> "Active Directoryi®f1f§4F. (Active Directory Domains and
Trusts) , FRActive DirectorylB MEEEEE T , ARE— T HHEIFHEHKCA.demo.local,

2. ¥ — T Raise Domain Functional Level , A 7£Raise Domain Functional Level 5 Li&1¥
Windows Server 2003,

Raise Domain Functional Level

Cramain name:

demo. local

Current domain functional lesel:

YWindows 2000 mixed

Select an avallable dormain functional lewel:

After you raise the domain functional level, it cannot be reversed. For more infarmation
or domain functional levels, click Help.

3.#%—T TRaises ,#—T "TOK., , REBEBXRE—T "OKJ »

REMEWDHCP

MAITUTLER

1. A TEHER POFERMEGRES X BHE:ME RIS EDHCP)EARBEERETH.

2. f€Administrative Tools3X 3% ( "F, > "B#xX, > "E¥EITE, > "DHCP. )FARDHCPEE
B, AREHPDHCP{BRESCA.demo.local,

3. #&— T Action , A% & — T Authorize L IR EDHCP IR %% o

4. EEFIERF | Z—TA#CA.demo.local , A% — T New Scope.

5. % "HEERE. BEMW "B, BEL Z-TF %,

6.7 "EHEXRE, AN "HE, WALPE A CorpNet,



Mew Scope Wizard

Scope NHame
You have bo provide an identifying scope name. You also have the option of

providing & descnphion.

Typie & name and descaption for this scope. This mformation helps pou quickly dentify
v the scope is to be used on your network,

Mame: CorpMed

Descriphon:

< Back Meut > Cancel

7. 32— TNextWIEE AT 5 : 1IPH - 10.0.20.145 RIP#b3it- 10.0.20.200R E — 24 F 8

Bis-
255.255.255.0



Mew Scope Wizard

IP Addrezs Range
You define the :cope sddress range by identiipng & s&t of consacutive |P
addresses.

Entes the range of addresses that the zcope distributes,

Stat IP address: | 10. 0 . 20 . 1

EndIF addess: | 10 . 0 . 20 . 200

A zubret mask defines how many bits of an IF address to use for the nebwark./subnet
|0z and how mary bats to uge for the host 1D, You can speciy the subnet mask by
length of a3 an [P address.

Length: T

Subnet mask: 255 256 .2%5. 0

< Back Meut » Cancel

8. #&— T Next , B A 10.0.20. EBRIRIPH#st | # A 10.0.20. 100/EAEHEBRIVAE RIPHtE, A&
BEET—F, EESRZEH10.0.20.1%/10.0.20.100E B A K IPH#: it , DHCPRIRE R 2 HEE
o2 B2 \PHb it



Mew Scope Wizard

Add Exclusions

e,
Exclusions are addresses or a range of addresses that are not distibuted by the @J
TEMVEL

Type the IP addres: range that you want to exclude. If pou want to exclude a zingle
address, type an addiess in Stat |P address only.

Start I[P address: End IP address:
0.0 .20.1 10 . 0 . 20 .10d Augd

Excluded addiess rangs:

< Back | Mest > | Cancel |

9. #£Lease DurationEHE £ , ¥ — T Next.
10. £ Configure DHCP OptionsE Et , i###Yes , | want to configure these options now , R#& K

ENext,



Mew Scope Wizard

Configure DHCP Options
Y'ou have to configure the most common DHCP ophions before chents can use the

SCOpE.

When chents obtain an address, they are given DHCP options such as the IP
addreszes of routers (default gatewaysz), DNS servers, and WINS settings for that
SCOPE.

The settings vou select here are for this scope and override seltings configured in the
Server Options folder for this server.

Do vou want to configure the DHCP options for this scope now?

" Mo, | wall configure these options later

< Back I Mext > Cancel |

11. 7£Router(Default Gateway)EH £ , #TIB A HEEFbHE 10.0.20.1 , R#E IR — T Next,

Mew Scope Wizard

Router [Default Gateway]) T
Y'ou can zpecify the routers, ar default gateways, to be distributed by thiz scope.

To add an IP addresz for a router used by clients, enter the addrezs below.

P address:

0.0 .20, 1 Add
Hemave
Up
(Yot

< Back M et Cancel




12. & "B NDNSHMRER EEM "R, ML Ademo.local , £ TIP#sit , WAL PEA
10.0.10.10 , A% KR — TAddIE & — T Next.

Mew Scope Wizard

Domain Hame and DH5 Servers g
The Domain Mame Spstem [DMS] maps and translates domain names used by
clients an your netwark.

Y'ou can zpecify the parent domain pou want the client computers on paur nebwork, b use for
DMS name resolution.

Parent domain:  |dema.local

To configure scope clients to use DMS zervers on your netwark, enter the |P addrezzes for those

SEMVENS.
Server name: P address:
| . . . Add
Fezaolve | 10.0.10.10 Bemaowve
Up
(Yot
¢ Back Mewxt » Cancel

13. # TWINSfAfRss, EL , &—TTF—%.
14. % "TROAERE. BL  8F TR, REVABALERS, , REE-T "F—F.1.



New Scope Wizard

Activate Scope
Clents can obtan address leazes only f & scope 15 actated

Do pou want to activate thiz scope now?

€ Hg,l will activate this scope later

< Back Mest> |  Cancel

15. BB "HEERSBE, B, E-TEMK.
REBEEY
BITUTIER
AE  EREBERB 2oL BLREIS | I BHFEHEEZEEnterprise Admin QUMY —

1.7 TEHER, P, FERFTERBERER | AR — T HE/MERWindows st 4.

2. £ "Windows t4EE8, B , & "EERK.  ARER-T "FT—%F.,

3.7 "CARR, BL , BELCEBCAYE—-TTF—F

4.1 "CAERENA L BN "HCAW L AR 1 EFE Ademoca, BB L A H b o #FFHE
Ao AREZ—TNext , #Z MCertificate Database Settings, EME LHFERE.

51 "Nexty (T—% ). REZKE , &— TFinish,

6. REEHZEISHESHER , B—TO0K,

REEENERERIT M
HITUTESR

1. 2EMKR>EETH > BRATEE,

2. % — T fAdemoca CA , A% 1% — T Properties.

3. "Z&, HEBL , &Z—T ", = "EAEREE, FEFHAdministrators,

4.1 "EEENFUE, BFEY K BRBELBRERLARERAlw EENEEREEECARRE
ENRHPEM—EREAS "HER, SREP |, AIAEEF TR E AAllow,



ca.demo.local Properties K I

General I Falicy Module I E it Module I Extenzions I Starage |
Certifizate Managers Restrictions I Auditing I Recovery Agents  Securty

Group or uger names:

Adrministrators [DEMOSAdrministrators)
ﬁ Authenticated Users
ﬁ Cromain Adrming [DEMOND omain Sdminz)
ﬁ Enterprize Adming [DEMONE nterprize Admins)

add... | Remove |
Permizzionz for Adminiztrators &l Deny
Head D O
lzzue and Manage Certificates W
t anage Ch, W
Request Certificates W

Q. Cancel Apply

5. ¥ — T OKR8FAdemoca CA Properties¥§55 5 # , #A7& E3RA Certification Authority,
716 9 B T 19 1 i

YITULT S8R
AR MREKCHEIES  FREVTREPIEERERE,

1. BRXActive DirectoryfE Fl E MGt EHEEE T,

2. R HIERF , BFdemo.local,

3. %—T 4% "Computers, , #&—T "New. , A#%¥Z—T "Computer, .

4. 7 "HEHR — B, HEARP £ "EREE MUPRBAEKEE K RABER-TT—
P, WRBIEAEKE Client,



New Object - Computer Ed

=] Creste e demo locslsers

Compiter nanme:

chen

Computer name [prewindows 2000}
CLIEMT

The following user or group can join this computer o & domain

User or group:

|Defaa.l: Dromain Sdrmirs Change. ., I
[ Agsign this computer account as a pre-Windows 2000 computer

[~ Azsign this computer account as a backup doman controler

Mext > Cancel

5. % "FtE. WREAHRFP , B—TF—F.
6. % "HEHR — S, HESRD , B-—TER.
7. EESRIECUEN HAMAERKIRS.

fo BT M B HE 1T SRARBH S
HITUT SRR

1. #£Active DirectoryfEf A ZE MBI FIEAEF , I — T ComputersERI % , RARIEZE—THBES
HOoREGHEFUENE, WEFBEREESE7DHIENcomputer ClientiExX, &—T
Properties , AR EZ|Dial-inE &,

2. £ "Remote Access Permission  # , i#&#ZAllow access , A% % — TOK.,



client Properties K I

Eenerall Operating S_I,Isteml Meml:-er[lfl Lu:u:atin::nl Maraged By Diakin I

—Remote Accezs Permizzion [Dialin or YPM)

" Deny access

{" Contral access through Femote Sceess Policy

I Werity CallerD:
— Callback Options

% Mo Callback
i Set by Caller [Routing and Bemate Access: Service anly)

i Always Callback to:

[T Azsign a Static [P Address

Apply Static Houtes

Define routes to enable for thiz Dial-in [T T |
cannection. -
QK. I Cancel | Apply
O35 A i F A &
HITUTTER -

1. 7£ "Active DirectoryE A EFM B, BFIERP , R—THRERAE L R—THE , ARR—
TEAE.

2.7 "HEYR —ERE HEARY  BABRRERAENEB. WREIEFirst name L
£ F & B wirelessuser , T£User logon namet@ i F £ F & B wirelessuser, #& "Nexty ( T—



Mew Object - User Ed I

g Create in;  demolocal/Users

Firzt narme: wirelessuser Iitialz: I

Laszt narne:

Full narme: wirelezsuser

Uzer logon name:
Iwirelessuserl I tBdemo.local - I

Izer logon name [pre-wWindows 2000];
IDEMEI'& Iwirelessuser

£ Back I Meut » Cancel

£,

3.1 THEHR —FAE) HEART , £ TBIE, N THRFE) MUTEARRENTS
o J&BR TUser must change password at next logon(fE & F AR ARSBAEXHE) ) B
R, RBE—TF "Next (T—% ) 1 o



Mew Object - User

g Create in.  demo.local/Uszers

Paszword: TTITIITL

Confirm pazsword: TTTYTYY

[ User must change password at nest logon
[ Uszer cannot change pazsword

[ Password never expires

[ Account iz dizabled

Cancel

4.7 "HERER —EAE HESRD , BE-TREK.
5. EEMSB2EAL BN HibEREIRF.

A A & TRARRLE
HITUTSER
1. #£Active Directoryf£ i & M EfEEFIERF |, IR—TUsersERIR , IR—TH#

wirelessuser , ¥ — T Properties , A% & Z|Dial-in & %,
2. £ "Remote Access Permissiony F , iZ#EAllow access , A% E—T 0K,



wirelessuser Properties [ 7] x| I

Remote control | Teminal Services Profle | COM+ |
Genersl | Address | Account | Profle | Telephones | Organization
Mermber Of Dialin l Enwionment | Sessions

— Remote Access Pemnission [Diakin or WPM) —

— Callback Ophons
% Mo Callback
" Set by Caller [Routing and Remote Access Service only)
" Alays Callback bo:

™ | Assign a Static P Addre

Define routes to enable for this Diakin S tatic Routes |
connechion. -

oK Cancel |  Apply

G135 o W AH
AT THER

1. #EActive DirectoryfEF A ZE M EL I HIBE P |, H— TG Users , IZF— TNew , REZR—T
Group.

2.7 "HEHR —#H, (New Object - Group) 555+ , 7£ "HHABH. (Group name) L
BAHNERE , RBIR—TRE, AEFEAESE wirelessusers.



New Object - Group Ed

& Create in:  demo.localfUsers

Group name:

wirelessusers|

Group name (pre-Windows 2000):
wirelessusers

T EROUR SCOME 1 [ Eroup bype
" Domain bocal {+ Security
* Global (" Distribution
f-.

% 465 ) 25 37 3 B AR AR 5 ) E 4R
HITUATIR

1. #£Active DirectoryE A E M E LM FMEA BT , =W T WirelessUsers.
2. 83 "TRE, B, ARER-TWH,

3.1 MEBEGAAL . TBMEAL . "B, I THAL HEARY  BAEHEIETHNERSE
WERE, tROIERBNMEAEER B wirelessuserfT B, #E—T TOKL, (FE ).

Select Users, Contacts, or Computers [ 2]
Select thiz object type:
ILIWTa of Dther obgects Object Types...
From thiz location:
demo.local Locations...
Enter the object names to select [examples]
wirelessuseq Check Mames
Advanced.. | ok | Cancel
A

4. 1 "HREZEEEL HESFRD , B—TRE. wirelessusersfif i & IR F S HEZ

wirelessusersf# .



wirelessusers Properties

General Members | Member Of | Managed By |

Members:
M ame | Active Directory Folder
ﬂ Adrnanistrator demo.local/lsers
ﬂ wirglesziser dermo.local/ ) serz

oK, | Cancel Apply

5. I — T OKLAfE E ¥ wirelessusersfE Y E ik,
6. EEILIBE K MBEREPHEBESFEAE,

1S /5 i B B 5 9 B SR AR 65 A E A
T T HER
1. ERAERY A8 68 F B 3748 B AR (65 A E 4R EF 0 P Y B BR1 M2,

2.7 MEEBERAE, . TBEAL B TEK UEFRS  SAETHEIAFHNERNERE, it
RBIER A I A B B clientt B FEFT I8 B4 &,




select Users, Contacts, or Computers

Select this object bppe:

ki B3

IUma o Other objects
From thiz location:

Object Types...

demo.local

Eniter the object names to select [examples)

Locatione...

clent

Advanced... |

OF,

Check Mames

| Cancel |

o

3. ¥ — T Object Types , ;EBRUsersB&RENF . , A% E+ Computers,

Obhject Types

Select the types of objects pou want 1o ind

Obgect types:

_E <3 Oither objects
[ =l Contacts
O € vsers

ok,

Cancel

4. H— T OKMIX. CLIENTZE SRS &% i8 Fwirelessusersffl i,




wirtlessusers Properties

General Members | Member OF | Managed By |

M iz
Hame | Actia Disctosy Foldar
€] fdwiretieatoe damo localU sees
ﬂ.-;h:n" e bocal/Compueds

ﬂ vlslessuser demo local/U e

0k |  Concel | apoby |

5. EERIBRE , ARMETHEESEN.
Cisco 1121Z£ACS 5.1
fEFCSACS- 1121 RFIE B TR

CSACS-1121&EFE TACS 5.1& . AHHR T ZRBEUARLZRACSZ AL EMITHES.

1. B CSACS- 1121 BRI MEERHIE, BFSRFEIE ERSEE |

2. FRACSACS-1121E BN EIR, F2EHE4E " BCSACS- 1121 RFNEEME | o

3. ECLIR R B Tsetupm W ABLBEACSRIREEM M IARE, BH2EETTERER,
REACSHEEE

AENMHECSACS-1121R 5K E LACSARFN ZRIBE,

- BIRERER

- RRBEE
BB L% Cisco Secure ACSTRIIREFHFFMEF , 72 BICisco Secure Access Control System 5.1#5
ZEIMARIEE,

Cisco WLC55083% #il 25 it &



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref26899
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref46120
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_ins.html#wp1077558
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_ins.html#wp1072222
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_postins.html
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1. BIE Ehttps://10.0.1.10 A = A 12 25
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CISCO

Wireless LAN

Controller

2. %—T TLogini
3. EHERME A Eadmin B/ BB admin® A
4. 7EControlleriZ2E T A VLANY B ST F AN H o
5. % —T TlInterfaces. o
6. % —T "New. »
7. ENEBBEAL , MmAEmployee, (WM ALUREBEBNEME, )
8. ZEVLAN IDHI A , B A 20, ( BLHENL 7] A 2 A% P EMVLAN, )
9.#%—T TApply. o
10. BB EFA , Wikinterfaces > EditfR B FT7R~ : ST HEIPH#bit- 10.0.20.248 5% # 15-
255.255.255.0#3F — 10.0.10.1=DHCP -
10.0.10.10



CISCO

MOMITOR
Controller

Genaral
Inventory
Imterlaces
Muiticast
Network Rowtes
F Internal DHCP Server
¥ Mobhility Management
Ports
NTPR
F COP
F Advanood

WLANS

CONTROLLER

Interfaces = Edit

General Information

Irtmrfncn Name

MAC Address

Configuration

Glest Lan
CuBraAnng

Cranraniing Visn 1d

Physical Information

Pt Piamber
Backup Port
ALtive Port

WIRELESS

Saye Canlgrurnlasn

SECURITY

MANAGEMENT

Brg | Logout Bedrm

COMMAMNDSL  HELP

empleyen
00 2497 6R Sdzal

r
r

—

i
T

Enable DyAbirs: AP Mansgement [

Interdace Address

VILAN [deredigr
[P sddress
Netmask

GalEwEY

DHCP Information
Frimary DHCP Seryer
Secondary DHCP Sercar

fcoess Control List

ACL Name

T

|'.I:l.l:l.Ll:l.ll:l

nOnE T

Nobe: Changing he [nferfase paramelsrs causes the WLANS fo Be
remparanily disabled and thus may result in lass of connectivity for

Fome Shianis.

11. E_-F rAppIYJ o
12. E__FWLANSEEO

13. i#1ECreate New , A% EZ— T Go,
14. & A Profile Name , AR EWLAN SSIDA# L+ & A Employee.

1I|l1lll1
CISCO MONITOR ‘WLANs CONTROLLER
WLANS WLANS = New
* WLANS -
WLANz ¥pe
F Advanced Profile Nome
SSID
10

Logout Rafre:

HELP

apply |

Saye Configuration  Ping
WIRELESS SECURITY MAMAGEMENT COMMAMNDS
<pBack |
WLAN -
IEmpIu-,.'i:e
IEmpIu‘pee

e

15. IBEWLANKID , A% — T Apply.
16. EHIRWLANs > EditiR B i |, BLELLWLANME R, EE : WPAV2RAEEEZEHNE2E N



BhHk. BEAFEETKIP-MICEFIRIWPAE L SSIDEIR |, BB A LLUEFWPAHE R
FMAKWPA2 TKIPEFIRIE , RALTZES802.11i AESHIZR 55 EH & F o

17. EFWLANs > Edit¥ & + |, #2— T General E &,

18. TE{RiZF Enabled#y StatusiE It i 12# & MInterface ( BT ) . kI , #{RiE+Broadcast
SSID#YEnabledZREL /5 1.,

11T

Saye Configuration Ping Logout Refre

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANs WLANSs > Edit < Back | Apply |
- WLAHE. General [ Security | QoS ] Advanced
¢ Advanced Profd
rofile -
Tt Employesa
Type WLAN
SSID Employes
Status ™ Enabled
Security
Folicies [WPAZ][Auth{8D02.1X)]
(Modifications done under secunty tab will appear after applying the
changes.)
Radio Policy Al |
Interface | employes -
EBroadcast
=10 W Enabled

19. 2 — T SecurityE %,
20. fELayer 2 ( 328 ) TiRET , iIBHWPA + WPA2LL¥EBLayer 2 Security ( F2BZ 2 ) -
&RWPA2INE |, FBAIEAES + TKIPLAASFTKIPE H & .

WLANs > Edit

Layer 2 Security £ | WPA+WPA2 =]
[T MAC Filtening

WPA+WPAZ Parameters

WPA Paolicy r

WFA2 Palicy 3

WPA2Z Encryption W AEs V¥ TIp
Auth Key Mgmt |802.1x |

21. B1E802.1x1EE B RBRE H %,

22. ki TEEIE, FIRE K RAESTRYLEN. sXERADIUSHIRE®R , BRIt ™
Authentication Thag&RFIBIFEE N FRE.

23. QoSHlAdvancedEE I AR B ATERE , RIEFEEMIFHKREE.

24. & — T Security;# B LU #7 #RADIUS I B 25 -



25. £ "RADIUS FiZET , 32— TAuthentication, A% , % — TNew.,
26. ¥TIERADIUS AR&FIPib1t(10.0.10.20) , Zb it = 2 B EACSE ARES .
27. MR H A€M EACSHARSETEENAAAZ FintHl, HRZFHNetwork UseriE , AREiR—

TApply.
M SO CORpreton” Ty Ttegelk "R
CISCOD MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Security RADIUS Authentication Servers > New < Back | Apply |
* AAA Server Index =l
(Franty) L.
- [ Server 1P 10 B 3
N addrass |10.0.10.20
Shared Secret Ty
Formiat e
¥ Shared Secret I-lr-l
:-:nh”“ Iil‘il
5 Shared Secret
way virap - (Dasigned for FIPS customears and requires & key wrap compliant
RADIUS sarver
Part Numbear I'_E,'..E
b Local EAP Server Status Enabled =
1] i " for
Priority Order ?-n_{n:-"t_' o m
b (Eﬂil‘ic_ate RFC 3576
Server Temeout |.‘: sEsands
b Access Control Lists
Network Lger W Enable
Wireless Protection
Policies Management M Enable
b Web Auth IF5ac [T Enable
b Advanced

28. EABER BT , LA LFRHRAFEPEAP,

PEAPS B

MS-CHAPRR A2 PEAPE ZACSAfRZR LWEE  EEREFFR LFAEE, ACSARFMNERKRE
EEEEMITARELEE.

EERBECARABRBUASEKNFERAERSIREE DM , FEXTHTPNBIE,

R : MicrosoftfE£Windows 2003 Enterprise CAEE#i#&2 ¥t T Web Servert&ty , L@ T HEH
, WEZBEEREET. SEHMOBFEEREARGARBSORIFVESRE — LM , LB A
R THRERNSBEBRATEDL , RSN EET —EHTIHIRENFTER,

¥ ®E : Windows 2000 A5 FE H €88 |, I REAEAWindows 2000 , BIEEBFEEL L,

REBRHAKREERT
YITUTHR :

1. B2 > T , mAmme , RBR—TRE.

2.1 "R, BEL BT THM/MEBREERET,  REBER-THE,

3.7 "EEEx, T, &M FCertificate Templates , 3 — T~ Close , A% % —TOK,

4. EIRFIERF | 2 — T Certificate Templates., FIEESERALERE "HEERAL BHKF

o



5. EBZEIBLER2E4 | B Acerttmpl.msc , LABIRR TREEIR, EEE T,

Tﬁ MyConsole - [Console Root Certificate Templates]
‘P Ele Action View Favortes Window Hel =8 x|
= AR EFR ®E
[ Console Root Tesmplate Display Name 7 | Minimum Supported Cas = |
(g Certificate Templates @Extham& Signakure Onby Windows 2000
Lﬁ}Exthange Lser Wiridows 2000
dpsec Windows 2000
Gl ipsec (Offline request) Windows 2000
Rev Recovery Agent Windows Server 2003, En
[ERAS and 1AS Server Windows Server 2003, En
[ﬂﬁ‘.nut Certification Authority Windows 2000
@router (Offine request) Windows 2000
@l smartcard Logon Windows 2000
Eﬁﬁnar’tcarﬂ Liser Windows 2000
Lﬁ!&h:-rdhate Certification Authority Windaws 2000
ol Trust List Signing wWindows 2000
Gl user Windows 2000
Windows 2000
Windows 2000
| EAEHEALT AL windows Server 2003, En w|
| All Tasks ' U [l
Lising this template as a base, creates a termplabe that support: Properties

RACS Web{Al iR £R 28 V7 38 M1 AR
HITUATSER :

1. % "TREENR. EEERN "HAEFL BT, —TWeb ServerfZiR,
2.7 T#RMEL BE L R THERMEIR.



Properties of Mew Template EHE I

|ssuance Requiements | Superseded Templates | Extensions | Secusty |
Genesdd | RequestHanding | Subject Name

Minarram Supposted Cas Windows Server 20003, Enterprize Edibon
BAled poas apply changes Io this bab, wou can mo longer changs the bemplata
FIafTe,

Templals nams:
{Copy cf Web Serves

Waldity peniod: Renewal penod
| 2 fpems =] | 6 |wesk: =]

[T Publish ceriicate in Active Dirsctory

Ok e T

3. % "HEMREREE) M, WMAACS,

Properties o New Template K]
Issuance Requiementz | Suparseded Templstes | Extensions | Security
Gererd | FRequestHanding | Sublect Mame
Templabe disploy name:

[ocs

Mirsmum Supposted CAx ‘Windows Senves 2003, Erfenpree Ediion

After pou spply changes bo this Lab, wou can no knger change the template
riame.

T emplabe nanms:
jacs

Wabdity penod: Benevwal peniod

[ 2o = [ tfwee

[T Publsh certificate in Active Dieclory
I-' ; 1

4 BEEFRBEEE , WiBHAllow private key to be exported. L5 |

AATERAE TRE, THLE



BriEE TE|MAme, .

Properties of New Template

lssuance Flequirements | 'Sl.pﬁw:lﬁl'mplalﬂ] Esd:ms-'n:rrﬂ Securily
General RequestHanding | Subject Name

Puspose: ]Si}'mll."andm_l,ﬁiun j
[T Aschive subject's encrypltion private key
[T Inchide symmetic algoithms allowed by the subject

I_ Velete revobed onexpired certificates [do not archne

Miramum key size: |1[|E4 'I

¥ Allow private key to be exported

Do the: following when the subject is enmolled and when the private key
axsociabed wilh this cesbficate iz used:
&% Ernall shnecy wethout

L TeE e e
L LI IG arry L5

ol = o 1ok e ser drmig S ol

rn - | O -;.-' LHe pieer dormig e climent ard egure e :'|;_.'_|' TR L
CiTy ALE Ky 5 LSad

Ta choose which cipptographic senace providers CSPs

[CSPs] should be used, chick CSPs.

0k |[ Camcdl |  soob

5. BRIZEMR S A ML T CSP2z —1itiE F Microsoft Base Cryptographic Provider v1.0, B
REAERHPHICSP , A& —TOK,




CSP Selection

Choose whach crpptographic service providers [CSPs) can be used in
requests;

" Requests can use any CSP available on the subject's computer

f* Requests must use one of the following CSPs:

CSPs:
[IGemphis BemSAFE Card CSP 1.0
[infineon SICRYPT Base Smart Card CSP

e

EMicrosolt Base Liyptographes Provider +1.0

[Microsolt Baze DSS and Diffie-Hellman Creptographic Prowvides
[IMicrozcft DH SChannel Croptographec Prowider

[IMicrozolt Enhanced Cryplographic Provider +1.0 )
[IMicrozoft Enhanced DSS and Diffe-Hellman Cryptographic Prov

[ Microgoft Enhanced RSA and AES Cryptographic Provides
[kernani B S8 SChannel Condoaranbin Prosedes ll

oK Cancel |  Appby

6. EE|Subject NameE & , EFERPEZESupply , RERE—TOK,



Properties of Mew Template 7| x|

Issuance Requrements | Superseded Templstes | Extensions | Secury |
General ] Requast Handling Subject Hame

not have access ba the domain of which the subject iz & membes.
Autoensoliment i ot allowed if pou choose this opbion.

" Build from this Active Directory infoimation
Select thiz oplion to enforce consiztency among subject names and to
simplfy certificate administration.

r -

Inchade thes information in alternate subgect name:

=L =k =N =1

ok |[ cancel | e

7. B F|Security 2 & , i+ Domain Admins Group , M F#E{RZEF T Allowed T HYEnrolli#EIE, FX
: MRGRBE MBI Active DirectoryEFAERE |, FEREEAEETMEBE(UPN) , WEUHEH
Include email name in subject name and E-mail name , & &>k 1EActive Directory(E A& FE
MEEETHRBEREAERFWASTFHBHER. WRTEAEWMEREE , BBEMEES
FERAEFEM4 , EXEREBFEMER.

8 MRFE  EAURNHEMZLERERELFEEHH L, AEiIssuance RequirementsEH
THRIEEM. TERTSE—SIRILRBE,



Properties of New Template K E

Genersl | Request Handing | Subject Name |
Issuance Requiements | Superseded Templates | Extensions | Security |

Requare the follovang for ennclimeant:
™ CA certificate manager spproval
[ Thee number of authorized signatues: |
IF yous rescquare mone than one signature, autoensoliment is not allowed.

Require the followang for resniollment:

(= vt fmg o

g [ e

ok || Cancel Apply

9. B—TOKUfEFHER , AR "REMBHE, FEETBRMLER,

FAFTHACS Web{rl i 28 58 M8 4R

YITULT S8R
1. A EEERMBEEE T, MITAACS WebAIfRsREVYREERIMPTPHNLRIES , EE

Certificate Authorityi®18 , i##£Local Computer , A% % — TFinish,
2.7 THREMERME, BEEEP , EMca.demo.local , A% % — T G #Certificate

Templates.
3. AT ENew > Certificate Template to Issue.




{24 Certification Authority

File  Action Mew Help

= L@ [ R 2 HE

@ iertification Authority (Local) | Mame
=1 ca.dema.local e Directory Email Replication
[ Revoked Certificates G momain Contraller Authentication
----- 1 Issued Certificates EAEFS Recovery Agent
- ] Pending Requests A Basic EFS
""" (] Failed Reguests B oomain Controller

i_ertificate Templasas Server

hiiFer

tdinake Certification Authariky
Miskrakor

P k

Refresh
Expork Lisk. ..

Help

4. ¥ — T ACS Certificate Template,

Il Enable Certificate Templates K E3 l

Select one or more Certificate Templates to enable an this Cetification Autharib

Marme | Interded Purpose _ -
F Server Authentication

.-'-‘-.utherﬂjcated SEESI0n Client Authentication

@ CA Exchange Frivate Key archival

@ CEP Ernciyption Certificate Request Agent

Code Signing Code Sgning —
@ Cross Cedification Authority <Al

[ﬂ E rircllment Agent Certificate Request Agent

E nroliment Agent [Computer] Certificate Fequest fgent

E E xchange Enrallment Agent [Difine request] Cerificate Request Agent

E E uchangs Signature Ol Secune Email

[FA Fvrhanne | lear S ariire Fmail j

0K Cancel |

5. % —TOK , A% B EtActive Directoryf# Fl E B EEE T,
6. fERFIERB & | LW T Active Directory Users and Computers , 32— T A #demo.local , &%



ﬁ Active Directory Users and Computers

&5 Active Directory Users and Computers [4 SRR RRERGTRCE
(] Saved Queries

Find... o]
Connect bo Dormain. .. Controllers

Connect bo Domain Controler. .. pecurityPrincipals
Raise Domain Functional Level. ..
Operations Mashers. ..

Mo L
All Tasks L
Vi b
Mew Window from Here

Refresh
Esport List. ..

: Help
1% — T Properties.
7. £Group PolicyB % L , & — T Default Domain Policy , A% %2 — TEdit. 155 BUHE KBS ¥




demo.local Properties

General | Managed By Group Policy |

To improve Group Policy management, upgrade to the Group Policy
Management Console [GPMC)

= Current Group Policy Object Links for demo

= 1

Diefauk Domain Fobicy

Group Policy Objects hagher in the izt have the highest proity.

Thiz kst obtaired fiom: AD 2003 demo.local
Hew Add... Edit Up
gptions._| [ Delte. | Propeties

[ Block Policy inheritance

Ekﬁﬂ SR E I -"-.'_.' |

RimEREEET,
8. R H|Ef&+ , BRI Computer Configuration > Windows Settings > Security Settings > Public
Key Policies , #A7%i®1EAutomatic Certificate Request Settings,



Eile

‘i Group Policy Object Editor

S

ST

= B User Configuration

& Defaul Domain Policy [AD2003. deme.ocal] Policy
= {8 Computer Configuration

-] Software Settings
=[] Windows Settings
i) Scripts (Startup;Shubdown)
= g Security Settings
[+ 2 Account Policies

- 28] Local Policies
[# - #¢] Event Log

- _8 Restricted Groups

# (& System Services

[+ @ Registry

[+ _& File Syshem

[t Wireless Network (TEEE 802,11} Policies

=[] Public Key Policies
(] Encrypting File System
b | ustomatic Certificate R Settings
[ Trusted Root Certification Authorities
[C] Ertterprise Trust

[+ ] Software Restriction Policies

Automatic Certificate Request _/

There are no items b show |

Aubomatic Certificate Request

* ._i_, IP Security Policies on Ackive Directory (der  Refresh

5[] Administrative Templates Export List. .

&[] Software Settings Help

=[] windows Settings
-] Administrative Templates

9. # — T A #Automatic Certificate Request Settings , #A#%1#ZNew > Automatic Certificate
Request.

10. £ "EOOEAEBRERRJEEBE, ERL , B—TTF—%,

11. 7 "Certificate Template, EHE L , #&— T Computer , A% & — T Next,



Automatic Certificate Request Setup Wizard

Certificate Template
The nest time & computer kags on, a cerificate based on the template vou salect iz
provaded,

A cedtificate template i 5 5ot of predefined propeies for cermficates gsued o
computers. Select a template from the following kst

Certificate lemplates:
N e | Intended Purposes
Cornpibes Chent Authentication, Server Adhentic stior
Dromain Contralle: Chenit Authentication, Server Authentic ation
Ercliment Agent [Computer) Certificate Request Agent
IPSec IF secunty [KE intemediste

1| | i1

< Back Neat > Cancel |

12. 2% "TEBREFRREBE, BR , B—TRER. ERESENREERNEARKERR
ERERETHNFEEAERD,



i Group Policy Object Editor
| Eile Action View Help

e | A0 XFR 2@

5 Defaul Domain Policy [AD2003.dema.local] Policy
=g Computer Configuration
#-|] Software Settings
=[] Windows Settings
=) seripts (Startup/Shutdown)
=1 Security Settings
+ (2 Account Policies
- ag) Local Policies
- ag) Event Log
+-_4) Restricted Groups
) ) System Services
=+ ) Registry
=+ _&) File System
# Y Wireless Network (IEEE 802.11) Policies
=] ) Pubdic Key Policies
|_] Encrypting File System
‘A Automatic Certificate Request Settings
[ Trusted Root Certification Authorities
[ Enterprise Trust
%] Software Restriction Policies

[ Administrative Templates
= ¢ff User Configuration

[#-|_] Software Settings

-] Windows Settings

[+ ] Administrakive Templates

[+ g,, IP Security Policies on Active Directory {demo.local)

Automatic Certificate Rﬁ /

13. E#HIERH , R FUser Configuration > Windows Settings > Security Settings > Public

Key Policies,
14. EFMEFAB KT , LW FAuto-enroliment Settings.



‘i Group Policy Object Editor

File Action Wew Help
& = | BHR ®

ml

_‘:—j Defaulk Domain Policy [A02003, dema, lacal] Policy
Zomputer Configuration
=83 User Zonfiguration
[:l Software Settings
I__—_I[:I Windows Settings
-l Remate Installation Services
~[5] Scripts {Logon/Logaff)
=] Er Security Settings
=143 Public Key Policies

|:| Software Restrickion Policies
[#-|_7] Falder Redirection

Eﬂ--‘ﬁl Internet Explorer Maintenance
-] Administrative Templates

Object Type

I:IEnterprise Trusk
Eﬁéﬁuta

-..|_7] Enterprise Trust

15. i#1ZEnroll certificates automatically , #2#%1Z 1 Renew expired certificates , update pending
certificates and remove revoked certificates #1Update certificate that using certificate

Autoenrollment Settings Properties

Genetal ]

s
[

E-‘ | Ereoll user and computer certificabes automatically

" Do not envcll cedtificates automatically

[V Renew expired certificates, update pending cerificates, and remove
revoked cerhficates

[v LUpdate cedtificates that use certficate templates

templates.

OF. Cancel

entollment Settings

K E3

16. HE_-F rOKJ ( EEE ) o

ACS 5.1 BB E

AACSHL B 7] fE 1 B %

o

XE : ACSHREESERDEBCARRIZERARIEES , TEHWLAN PEAPEFIRETE 1 ER




AR BRISEEREZEREBERT AR , BAESERRNEFA HRBE,

1. ERARFEESH TEZE ASIACSHAMRSR.
2. Hi{XSystem Administration > Configuration > Local Server Certificates. #&—T "Add. .

= B~
issued By alld Fram Valid To (Ex
04:20 20092010  04:20 20,0

Liocal Cemficaten

|
naa | | ToweE | [Ewe Y = R

3. BIEMRI[IFERE LS LMK , F5&E Generate Certificate Signing Request, % "Nexts (T
_i ) o



[ r| Ia Il n Cisco - scesdman scE [Primary)
CISC0  NFR{Days el 26

- | Swtem Adeinigtration » Confiunstion » Lecal Server Corihcates » Locs Cenifosies » Crosbs

Salect server carificate crealion mathod

Step 1 - Select server certificate creation method

© impon Server Certificate

Lksg this cplion if pou hive 3 Server Cernificate Ble and comesponding private key #le (and
password, B e private ey She i3 enconypled).

 Genetate 3o Signed Cemificale
Usa this cpBion i haw the ACS senes generale a Seif-Signed Certilicate

& Generate Cerficate Signing Request

ie@ this opbon 1o heve the ACS served genarale 3 carificabe skgning raguasi b prasent o
your ocal Cetifcate Authority, Onoe you ki penerated Me signing request, go b e
“Outstanding Signing Requests™ list, sebed the signing requesl, and sxpon a cogy of the
signing request (Save 2 ooy on your client syslem ). Dnce you recehg 3 certificale from your
A, you Wil kR The TBind CA Signed Certifcate™ opion Debiay I install it

 Bind CA Signed Certificate

Afler using T privicus option 1o generale a cersficale Signing request Tis cpbon is uted o
bindénstall the cerdficabe recenmd from your CA ACS walll auiomatically madch the cedificate
wilh e appropriabe outstanding Signing requesl

Local Certibcaes

4. WABETENSBREEATH , A% IZ— TFinish:7 & £ &E- CN=acs.demo.local& & &
B
1024



dfalne Cisco P
CISCO  NFR{Days kel 296)

» & My Workspace

» (50 Hetwork Resources

» @3 Users and identity Stores

+ G Policy Elements

» [ Acobss Polices

k) Medniliding and Reports

s A mdrTun Bea8 [Primary) Liog Dut

System ddemistraton » Configuraton » Locsl Server Cortrficales » Loca Certficetes = Creale

« Seled gerr certificale geation memod  Genarate Cermficale Sipning Reguest

Step 2 -Generate Certificate Signing Request

Certificate Subject |[Ch=acs demo local

keyLengne  [REED:]

Digrest o Sigr with: SHA1

5. ACSHETREAEMBERRFER, H—T "OKL (H#E),

Windows Internet Explorer

!E A server certificate signing request has been genersted snd can be viswed in the "Outskanding Signing Requests" .

[ ]

6.% "RMEE. T, BENE > T AREEE > RERNESFER. X KPRNER
RWindows 2003F AF AT EHNEH , Y ALEERBZHEIMACSHEEMBEFER,



s [Frimary]

stfuaa]us EiEGﬂW acvadmn

CISCO  NERITOS en 706

1038 22.09.2)

[ I
| i ool | (oo Ll pa 7ot L]
7. iE#ZCertificate Signing Requestf& B , A% — T Export.




b My OEEpacE Sywlem Admrairaton * Configerston » Local Sarver Carticates » Ouislanding Signng Reguansts
;.H‘Imm ..................... e ’ - . &

! =] Coeficale Signing Request 1 Ol=acs dema local 1024

Do posa wrand 1o opon oo pave Bhip fle?

Meme: Certfcabe Sioreg Reguestl.pem
Toper pom_mto fie
Fooe 100000020

oem | S |[ coxm |

il et Froem thay Irtserot can b utsbul, corm ez can gotentially
e m-ﬂ-!.ll- M g e e s B aoarcoe, G0 ok e o4

Oratstanading Siandns Regquesis

%mmmm p— ﬂmxlﬁ El"
« G Policy Elemients
+ [ AccessPoboes. JLF | e = CemmcaleSubject  NeyLength Timestamp

10038 22092

8. SACSHEE pemERFEIIRE,

S [[F Deshrcp o B s Sl

File nasves: facs_cd
Savesiype | pem Docurment

el 14l
§

EACS 5.1 P RERH
HTUTSE -

1. BIRUBIE 35 3 E 4R B CAfA AR 23 URL http://10.0.10.10/certsrvo

| _ ] |
Detste | | Export | L] ragel Ter o] LI




» | retp:icaosrta IR

Qcomars. || a-

] Under Construction

The Site you aré trying to wiéw does not currently have a
default page. It may be in the precess of being upgraded and
canfigured.

Please try this site agaim later. If you still expenience the
problem, try contacting the \Web site administrabor.

iIf you are the Web site administrator and feal vou have
recenyed this message in emmor, please see "Enabling and
Disabbng Cynamec Content™ in [15 ‘s

Conmeck bo ca.demodocsl
e
To access 115 Help F-?‘::i
. R
1. Click Start, and then click Re
2. Inthe Open text box, type i

Appears. Ciannecting to ca.demo, local.
3. From the Help menu, chek H
4, Click Internet Information ! (jer name: 0 admnistrator j
Bassword: | ————
I Bemember my password

2. B "Microsoft Certificate Services ( Microsoft ¥ ERIE ) 4 8 E, ZIZWHRBE.

Microsofi Cedficate Sersces 3, Sl e al

Welcome

Use this Web site to request a certificate for your Web b
you can verify your identity to people you communicate w
depending upon the type of certificate you request, perfol

You can also use this Web site to download a cerificate
revocation list (CRL), or to view the status of a pending rg

For more information about Cenificate Senices, see Ceg|

Select a task:




Microsoft Certiicate Seraces - ca.demo local

Request a Certificate

Select the certificate type:
[ ifi

Or, submit an advanced cerificate request.

. BR—TURRSHKBEBER.
4. EEMEERSF , & — T Submit a certificate request using a base-64-

Microsoft Cediicale Senaces Homme

Advanced Certificate Request

The policy of the CA determines the types of certificates you can
request, Click one of the following options to;

Hote: You must have an enroliment agent certificate to submit a request on
behalf of another user

encoded...
5. #£Saved Requestilfz® , MR BIBERL L AFF , BIBERUBHACSEEFRERLFEA,




Microsalf Cerficale Seraces — ca demo local

Submit a Certificate Request or Renewal Request

To submat a saved request (o the CA, pasie a base-6d-encoded CMC or FKCS
#10 certificate request or PRCS #7 renewal request generated by an extemal
source (such as a Web server) in the Saved Request box

Saved Request:

=
Base-Bd-encoded
certificate request
{CMC oe

PRCS #10 or

PKCS #7) -
4 r‘l

Birgecen for o f5o [0 ngoo

Cortificate Tomplate: _
||ﬂ.|;|rn|r|1:i.!|r.'-_rhur 'I

Additional Attribaudes:

Airibut s L %!
"t o

6. BERNRERETEFAN SR LHERE, NRE  BER—TOKRTFB L,
8 x|

! Your web browser security settings prohibit this page from accessing your disk.
. Either paste the data into this page manually, or add this page to your browser's kst of trusted sites.

[

7. PELARTHYACSE H PR FIACS *pemiBR. EAXFRERABER (HIWRER ),




Cpen Wikh E'. Mokepad

Send To » @ Internet Explorer
Lk Zhoose Program...
_opy

Zreake Shaorkcouk
Delete
Rename

Properties

8. RHBTNERNER/AZR , REE—TCopy,

E' ACS_csr - Notepad

File Edit Format MWiew Help
————— = S EST—————0OMIIBV]CCA

9. JR[E E|MicrosoftE EFERIRE. BEMHWARE LE TESREEHER WD,

Microsoft Cenificate Serdces -- ca.demo. local

Submit a Certificate Request or Rene

To submit a saved request to the CA, pa!
renewal request generated by an externa

S5aved Request:

Base-bd-encoded (P
certificate request o
(CMC or ot

PKCS #10 or Copy
PKLCS #7)

Cernificate Template:

[.ﬂu:lm inistrator




10. BIEACSHEAE ERR , AE L — T Submit,

Saved Request:

YIZIAYD4QgERBAGDAY ZH.“A?E:SQGSIBJ?-WIEEG"JM
Base-bd-encoded |DXoicRAScc44TwlT T+uhkEcrnZ26oaEhef G/ ZR1SK
ceificate request [OHZQ5xnz 2 3y EAiv S FC I dme RIFEOq G aSMvPELZL

(CMC or SHMgEe 3HIplephgiVEC Iuld

PKCS 210 or =====EHD CERTIFICATE REQUEST---—-

PECS &T) -
4] | »

Brovese for & fle 1o mgen

Cernificate Template:
JACE s R

Additional Attributes:

=
Attributies -
i ¥

1. BRE%E% , #iEBase 64 encoded , A% 1% — TDownload certificate,

Microsclr Corvbcale Sermces — cadema local

Certiflcate lssued

The cerificate you requestad was issued 0 you

 DER encoded or & Base 54 encoded

ey Dowrdnad camdicate
Ej&mmmmmﬂ;ﬂe_ﬁzam

File Drovwrdaad - Security Wanming

Do g wesd bo open o Bawve Hhis lile?

Mawvey  DRrrese D67
T Seourity Certfuste, | BNE

Feom ca

Open | Swe  |[ Cacel |

T opmn or s i softman

Trerrm yoan Commpuber, I poor do nod rust e sowce, do ol
\hat's the gk

12. #&—T "Save., ¥ BEMEIRE L,



Files riames: pars_ced =l

[
Saveslpe  |Secuiy Cetificale | Carend !E

13. BI{EACS > System Administration > Configuration > Local Server Certificates. #1¥Bind
CA Signed Certificate , #A% % — T Next.

el My WokkEpace Syvi Admingirstion > Conligursion > Locl Save Ciicing > Locd) Crttoatts » Grasle

St | el SR LITCR CTOBRON Al

Step 1 - Select server certificate creation method

© lempeoit Server Certilcaln

s s oplicn  poad have @ Sercer Corbficate Sle and comesg-onding privals key Sle (and
PRSI, i Evp DRl iy Bl i anonTind)

 Gerrabe Sef Sipgnad Ceilicaly
Ligp Bis oo 19 hored Tl ACT Sarvar peraraie & So-Simad Carmllcale

¢ Generaby CermScale Signing Ressst

Usp Bin 0Boa 10 haeh b AT SErar DN 3 Corteate SENING requestia peesant b your
o Dy Autnoely CHIGH you Fuiol QNI T Bpnasg Ddaal (0 I B “Dotilingety
Sagrang Requests” bl eiec T NG Meguiil 30d eepor 3 opy of T LGNIRG nequadl
[ 3 copy on your e Systiem). Onok you receke 3 ceriicats Fom rour G4, pouwill wia he | |
“Eind CA Sigreed Corifecabn™ oplion bedow 2 inglall it i

¥ Bind CA Signed Cerilicale

At using Bhe prous opbon 1o generals & cerbficale signing request, fis opion is used
bringiadl B CorBCab piDitid om pRur G4 ALS well autcimaboadly malch e cereiCala
L ol ST CRh Wil B SO0 Sulilandiey SAININY NEgUEIL
Loizal Toertelcales

14. #&—T "Browse. , AEKIIRFEFEHNER.



v Seled sener certificate creation method  Bind CA Signed Certificate

Step 2 -Bind CA Signed Certificate

o Certificate File: |
Protocol

™ EAP: Used for EAP protocols that use SSUTLS tunneling

I Browse..

™ Management interface: Used to authenticate the web server (GLUI)

Override Policy

& certificate being impored may be determined to already exist in A3 when it has either the same
Subject or Isswer and senal number a5 an exisling carificale. In such a case, seledlion of the

“Replace Cerficate” oplion will allow the certiicale contents to be replaced while retaining the
existing protocod selechions for the cerificate.

I Replace Cerificate

15. IRIBCARIRESMBMACSEE , AR —TOpen.

Chenoisie il

)
Y
My Hehwor,
Flaces

16. LEAL | iZEPREAPRIProtocolE , A% % — TFinish,




Syslem Adminisiration = Configuration > Local Server Centificales » Local Cerlificates » Creabs

~ Seled server cerificale creation method  Bind CA Signed Certificate

Step 2 -Bind CA Signed Certificate

Certificate File: |C:\Documents and Settings\administratorDeskiop!  Browse... I
Protocol

I EAP: Used for EAP protocols that use SSUTLS unneling
™ Management Interface: Used to authenticale the web server (GLI)

Overmride Policy

A cafificate being impored may be determined to already axistin ACS when il has aither the ama
Subject or Issuer and serial number as an exsling cerificate. In such a case, selection of the
"Replaca Cerfificata”™ oplion will allow the cerificale cantenis 1o be raplaced while retaining the
existing protocol selections for the camificate.

[ Replace Cerificate

17. CABEEERIACSRE S B REACSA M FEF .,

System Administration > Configuration = Local Server Certificates » Local Certificates
Local Certificates Showing 1-20f2 |50 x| |
Filter: | =] Maten it =] G| ¥
[T Friendly Name < IssuedTo Issued By Valid From
[ acs acs acs 04:29 20.09.2010
T acs.demolocal acs.demo.local ca.demo.local 10:39 22.09.2010
A Active Directoryfit iRACS & 13 15
ATUTHR

1. BIREIACSHEAEER/IRFE A



Identity Store Sequences

» G Policy Elements
» [o Access Policies
» .| Moniloring and Reports
» ¥ System Administration

2. BEFRAENSHBE > S\ 54 E > Active Directory.
3. & A Active Directoryididemo.local , B A fARERMNHEE , ABRZE—TAHER. #—T T

Uidrs nd idestly Shenid = Exnirnsl icinitfy Slored = Actol Doty
General | Directory Groups | Direclory Atiribules
Conmection Details
o Active Directory Domain  [Goma tocal
Hamag

Please spedfy the oedenials usad 80 join this maching to the Adew Daedory Domain
O Usermname |adminastrator

0 Padswsed III-III-IIIII-II-

Yiou may use e Test Connaction Bufion 0 ensure credentials ang comadt and Adtiee Directony Domain is
reachable

Tesl Connecion

Click on “Save Changes” 1o conned (o the Actiwe Direchory Domain and save H‘ua.mnl'imman Oificd v
havm succassRlly connadad ko the Dlomain, L Wendoeses. Internet Explores
1o B avadable bar use in policy nules

End User Authentication Settings
' Enatie password change

I Enable machine authentication
™ Enabie Maching Access Restridions

& Aging time (hours): o

OKJ J’j\ﬁ&go
4. #—T "Save Changes. -




.ﬂ. TRabra are unsawsd changes on s page. Do pou wish lo conlinue™®

| Sawcranges cormrne | Disard changes and sentinue || canem |

XX : BBIACS 5xE S8
BHNFMES , F3BACS 5xREBMA : BEMicrosoft Active DirectoryZE & Fii i& R

2GR ERAAAT FIRFTREIACS
BITUTHER

1. B EIACS , REEZINetwork Resources > Network Devices and AAA Clients, #&#—T T

Duptcate. | [Eai] [

Create o


//www.cisco.com/en/US/products/ps9911/products_configuration_example09186a0080bc6506.shtml

2. ALUT L : EF — wiclP - 10.0.1.10RADIUSERE 5 — S8 L AT —

Metwork Resources » Bistwori Devices and A5068 Cients » Cresbe

g Mama: [wtc
Description: |
Hetwork Desvice Groups

|Locasion jall Locations Select |
[Sobec |

[Dwace Tyoe [l Dirice Types

IF Akdress Autheniication Options
= Single P ~ IPRange » Talats [T
Address (=)

-1 i‘l':l.[l' 1.10

Shared Secret |
™ zinghe Connedt Device
& Legacy TACACS+ Single Connect Support

£ TACACS+ Draft Compliant Single Connecd
Suppont

= RADILE W

& Shared Secret |osco]
- Trast3ec [T

F Use Devdoe 1D Tor TrusiSec identification
Dwice D |

Password |

b TrustSec Advantbd Safings
o = Required fields

cisco
3. T EIE — T Submit, ZEHIFFASERAACSHEEEEFTEPRHKE,

MetworkDewices  Showing-folt |
Filtarr [ ;] _| ol
' Meme ~ IP/Mask NDG-Location NDGDevice Type
» @ Users and Identty Stores r wic 10.0.1.1032  All Locations All Device Types

» G Policy Elements
» [ Access Palicies
» .l Monitoring and Reports

B B AR ACSE P SR e
PITUATSR -

1. EACSH , B Z Access Policies > Access Services.



b 4 My Workspace

v 5 Network Resources

» @8 Users and Identity Stores
» % Policy Elements

|
| Semnvice Selection Rules

¥ Default Device Admin

¥ Default Metwork Access
* TrustSec Access Control

e Egress Policy
F Metwork Device Access

2. £ Access ServicestRE+ , ¥ — T Create,

Access Polcies » AcCcess Servces
Access Services Showing 1-2 of 2 jnvl perg
Filter: | | watcn it | = B8~
| T Hame =  Sapdce Type included Policies Description
| Telitulity
| [T Default Device Admin Device Administraion L'L‘ Default Devi
| Autharization
l IEE h!l:
i Cratanlt Mebwvork ACCEss  Network ACCass ] ’ Crasfault Mata
Ayharization
4] |
[‘create | oupiicate | Est| Detete | ] ] Page] 1 0l1

3. BN SRR , XA BT (HlaWirelessAD ) . iZ#ZBased on service template , A% % —



dccess Policies » Access Services = Create

General  Allowed Prot

Step 1 - General

: General
; Name: WirelessAD

Description:
Access Service Policy Structure

" Based on senvice template Select
" Based on existing senice | Select
" User Selected Senvice Type | Metwork Access =l

|
TSelect, L

4. EREEHFESRF |, #ENetwork Access - Simple, #—T "OKy (H#E ) .

g Cisco Secure ACS - Webpage Dialog
|_ ..........................................................................................................
Filter: I "FI Match it :J col -
Name =  Senice Type Description
" Device Admin - Command Auth Device Administration
= Device Admin - Simple Device Administration
= Network Access - MAC Authentication Bypass  Metwork Access

5. EMBEHEE RS | iEBZENetwork Access - Simple, & —T TOK, (EE ) . BEERE
’ E_-F-F_ﬁo

Step 1 - General

General

Mame: WirelessaD

Description:
Access Service Policy Structure

(* Based on service lemplate  |Network Access - Simple Select |
(" Based on existing service Select |

" User Selected Service Type | Metwork Access =]

6. #£Allowed Protocols T , EH Allow MS-CHAPv2#Allow PEAPERE S $2. #£—T "Finish,



Access Polices » Access Services » Creabs

+ General  Allowed Protocols

Step 2 - Allowed Protocols

F Process Host Lookup
Authentication Protocols

» [ Alow PARIASCI

¥ [ Allow CHAP

P [T Alow MS-CHAPVI
b Allow MS-CHAPVZ
b [T Alow EAP-MDS
P [ Alow EAP-TLS

» I AlowLEAP

-

W Allow FEAP

b W Allow EAP-FAST

(#H®R),
7. EACSIERIER A IRFEEF , & —TYes,

o

gk Access Senice created successfully, Would vou like to modify the Senvice Selection policy to activate
this sendce?

ves | no |

8. EMIREM/RANFHERES  RREILEESHM. HRFHR , £ TBE,



j Lo Secure ALS Wrh Ay Dialog

Fiter. | =] matenit. | = G~

© CHUsemame Predefined Cerificate Authentication Profile
DenyAccess

©  intemnal Hosts
(-
c

Internal Users
MAC Profiler Default Entry for NAC Profiler

10. R HBIRAAD1 , R#% IR — T Save Changes.

B 31 ACSEA [ S R 7 BR 25 352 Rl

HAITUTHER

1. B F Access Policies > Service Selection Rules.



» 4 My Workspace

» =01 Network Resources

» S8 Users and identity Stores

Access Pobties > Access Senices = Senvics Selaction Rukes

" Single result selection ™ Rule based result selecti

Service Selection Policy

Filter: |5t31u5 vl Match it EE':IJEIIE d |

» B Policy Elements

™  Status MName Cone
FE] Senvice Selection Rule: Pratocol
» @ Default Device Admin 1 [T ©®  Rule1 match Radius
* ¢ Default Network Access a8 I ] Rule-? match Tacacs
* 7 WirelessAD
|dentity
Authorization

2. 7EService Selection PolicyfR & F1#& — T Create. £#71# A5 E — 8% B(Hl a0 WirelessRule).
12 f Protocol 2A It Radius #Y B2 BY 75 $2

g Cisco Secure ACS -- Webpage Dialog

General

Name: [WirelessRule

o

Status: | Enabled

ELC

The Customize button in the lower right area of the policy rules scres
conditions and results are available here for use in policy rules.

‘_E_t_:fnclﬁnns
' Protocol: | match = Select |
Results

3 Cisco Secure ACS -- Webpage Di

Enum Definition

Enum Mame 1D
C  Radius 0

C  Tacacs 1

3.1##F "Radius) , AREBE—T "OK. »
4. 78 THR, T, iBEWirelessAD for Service (fEE—5HEII ),




Conditions

W Protocol: [ match ~||Radius Select |

Results
Service TTTEE RN ~ |
5. BNV HHNESRAZ  BEY EBHBRRA | EM& R HActive Directorys® Bl fE#Rradius & 1752
Senvice Sebection Policy
Fillses E‘.:;I.i'lll'!. :i Maket i |F|1u:|!r. ﬂ | j
Condilions
™ stts  Name Prodpcad
L R R T E AT TOR e e
T 2] Ruyle-1 match Badius
a1 ] Rylg-2 malch Tacacs

: \

N T T If ris pule s daned of no enabled nile

B E—EFRA, Create_. | » | Duplicate_| = | Ean| Deiete | ™| mowern | v |

£ AWindows B M PEAPE F in il B

ERMMRHBIF , CLIENTRIE{TWindows XP Professional with SPHEM , ZEEEEFin , @
IBERAPE S HIntranetERVEEE. TRAGTHHTER |, #CLIENTEEABRE Fin.

PTEXRENT N
PTUATHR

1. ERERBERSRN C AEEESCLIENTELE R Intranetif@ ER .

2. FECLIENT L , #$Windows XP Professional with SP2%& 8t A demo.localifi & BCLIENTHI K &
EK.

3. Z#Windows XP Professional with SP2, #BREZTTHTEEEBPEAPRE, ¥
: Windows XP Professional SP2# & H EjBARXWindowsPh A&, 57 REEARS A A&,



R & MR HF

HAITUTHER

. BERAEFRmEK,

. fEIntranet@ R BT Fin E i,

. EFMECLIENTE K AREAFMEERSRFEA,

REBEHEENEF. B F7AEENEFLRREEMNEEERR, £ "Add Hardware
Wizard ( $TiEEREE ) | ZEESFARTEFEDHEN, A, EHBRRETRE , BREARE
BRANCDHR IS EHBHERNVEE , LLARWindows XP Professional with SP2,

B B RIR M EREAR
BITUT SR :

A OWODN -

1. 5¥85 , A% F Hdemo.localifF iy WirelessUsertR E & A .
2. 1#Z#Start > Control Panel , 32 T~ Network Connections , A% % — T & #Wireless Network
Connection,

3. #&— T Properties , EF|Wireless Networks 5 % , szﬁEﬁE',lE':F'Use Windows to configure my

L wireless Network Connection Properties x|

General  Winshess Metworks Emm]

W Uz Windows o configure my witeless nehwatk, setings

Avalable retvecks:

To cormect o, deconnect from, o fnd out moee rdormation
about vareless networdks inrange, click the Button below,

View Wireiess Netwosks |
Prefered rastworks:
Apibernatiealy sornec! bo aealabls pebeoiks in e aider Eztad
bbowsr
Learn about seiting up varskess network
i O Bdvanced

ok | coxce |

wireless network settings.
4. #%—T TAdd. o
5. £ Association B I Network name(SSID)# F i A Employee.
6. BHAE B HRFBBREWPA , YERERMBZREATKIP,



Wireless network properties 3 i

Association | Authentcaon | Connectin |

Metvwork name (S50} |m
:MFMEH‘" — ———————eee- — e

| This retwork rsquives a key for the folowing

Netwark Authentication [wra =|
| it |

| Cotmomnot e, |

E e R i il |1 5_

E F' T - e o

[ This i & computer-to-computer [ad hoo] netwark.: winsless
SCoess ports sie ot wsed

Im: ['.u'h:al|

7. # — T AuthenticationE &,
8. RBEAPR B R AR ELEAZHRMNEAP(PEAP), IRRE , AR ThNRE P BIEREE

0. MREBHFLEEBAZHRIER (EAFEAZRAETHBRARKERE ) , FEH
Authenticate as computer when computer information available.



Wireless network properties

Properties

¥ Authenticate a5 computes when computes information is
available

[ Authenticate sz guest when user of computer information i
umnavailable

oK Cancel

10. #&—T "Properties. -

11. BRPEAPS K& Fin ¥ A RN S 5 , FFHEREF Validate server certificate. Lt
, FEE{RfE Trusted Root Certification Authorities ( SEFHNRF SHEBME ) BETHRESE
% TACSRREMCA,

12. f£Authentication Method T~ i###Secure password(EAP-MSCHAP v2) , B At AR AZ & 17



When connecking:

Protected EAP Properties 7l x]

[ Connect to thase sarvers:

Trusked Rook Certification Authorities:

Ocar
[#] ca.dema bocal

[ Coww HCT Secureiet CA Root il

[0 Certiposte Classe A Personne
O certiposte Serveur
[ certisign - Autoridade Certificadora - AC2

B,

[ Certisign - Autoridade Certificadora - &C4 -
4| | |
™ Do ot prompt wser bo authorize new servers or trusted
cartification autharities,
Select Authentication Method:
|secured password (EAP-MSCHAP v2) »| Configure...

QK Cancel

13. #E{RiZFEnable Fast Reconnect&El 5 #, A% , IH—TFTOK=X,
14. & — T G #systray P Y BIRFEIKERE T , AE L — T View Available Wireless Networks.
15. EE TETIEEFEHMEE , A%IEZ—TConnect, MRBLEKI , £ jvi@ﬁi#‘ﬁﬂ%%a'@onnectedo

'Wireless Network Connection

Metwork Tasks

& Refresh network list

o Set up a wireless network
for & home or small office

Choose a wireless network

Chck an item in the kst balow to connect to & vireless network in range or to get more
information.

16. SREKINE K FRARKERBRERENEFNTCP/IPEE., #DHCPEED A
CorpNetESZE FiR 2V WEES , Rt EEEE%10.0.20.100-10.0.20.200,
17. EERIFEThAE |, FHHRURIE 2532 B http://10.0.10.10 ( CARIARBS I IPAIL ) o

{E FAACSHEBRSRAR & 47 B8 58 1R B

PAITUTHER

1. BZEACS > Monitoring and Reports , A # & — TLaunch Monitoring & Report Viewer,




» [0 Network Resources

» S Users and ldentity Stores

» S Policy Elements
b [ Access Policies

Launch Monitoring & Report Viewer

» & Systern Administration

2. S SHRREBWACSHE., &— TDashboard.

+ | * Monitoring and Reports

E Alarms

----- Thresholds
----- Schedules
=l Reports

+ Catalog
= Troubleshooting
. Connectivity Tests
----- ACS Support Bundle
S Expert Troubleshooter

3 lfﬂ, Monitoring Configuration

3. £ "My Favorite Reports ( ZUE KL ) o ZB4 , & — T Authentications - RADIUS -
Today,

My Favonte Reports

Favorite Hame +« ReporttMame
ACS - Configuration Audit - Today — ACS Instance=ACS_Configuration_Audit

ACE
Instance=ACS_System_Diagnostics

Authentications - RADIUS - Today  AAA Protocol=RADIUS_Authentication

ACS - Systemn Errors - Today




4. BFBBRFIERADIUSH M EBRER BB AN, ERHEMNHRE PR , R—T TFHERA
(Details)SI W KB R

Date

,‘T_-i-_.l

o -

Logped /& Status  Faslure Detais Vsemame
p 22 10 5:51:17 B4

AAR Protocel > RADIUS Authentication

Aathentication Status . Pass or Fail

Septernber 22, 2010 | Lasi 30 Mnutes | Last Hour | Last 12 Hours | Teday | Yesterday | Last 7 Davs | Last 20 Davs )

Generated on September 22, 2010 55134 PM PDT

BACAR Authantication

RADIUS MAS
Addresy  /'oEee Genice Mathod

5. RADIUS Authentication Detail iRt F Z BB HERNEA,

Date :

Method:

AAA Protocol > RADIUS Authentication Detail
ACS session ID : acs/T4551189/31

Generated on September 22, 2010 5:52:16 PM PDT

Authentication Summary

Logged At: September 22,2010 5:51:17.843 PM
RADIUS Status: Awuthentication succeeded

MAS Failure:

Usemame: wirelessuser

MAC/IP Address: 00-21-5¢-69-9a-39

Metwork Device: wic : 10.0.1.10 :

Access Senice: WirelessAD

Identity Store: AD1

Authonzation Profiles: Permit Access
CTS Secunty Group:
Authentication

September 22, 2010

PEAP(EAP-MSCHAPV2)

6. ACSHRIS 7

STE T RAEACSHEV VAR ARV ERANBLR, HEACS > Access

Policies > Access Services , A% 1% — T Service Selection Rules.

Service

WirelessAD 33
Default Network Access 0

Results
Hit Count

ACS{RERPEAP & BT £ 8K

43 PM + A 00-2150-69-95-19 WirelessAD  PEAP (EAP-MSCHAPQ



BN EFin ReEBIBACSHRFMIPEAP S (P RRB R , FMEACSHERENEDZETHIRWEAKX
ROBE PR BB EasTiRE R

MREZEFImER L% T Microsoft Windows XP SP2 , I HWindows XP SP2¥tMicrosoft IASA]
REBUNNE=FRRIFETEORE , EUESWBILERER, 4552 , Cisco RADIUSARES
(ACS)E2Windows XPERM A ZETRE , FATRN A EZRFENEZRBEAGEER - RE : B
¥ (EAP-TLV)ID. MicrosoftE#§ Lt B BXP SP25ER /5 1Y — B #RFE

BB HRER , FBEMicrosoftBiig , WS FELRESE = 5 RADIUSTIARER FFPEAP & 14 B 78 T B 21 X
E ., BEABEER , BFFi% , FAWindowsEREX K , PEAPTERREAR TMREEHMER, 1B1E
o BR , FEFER T ERREFIHACS)BALIEIE, ERILERE , FEUHERACSHREE LM
Fast ReconnectiZIE ( f£Global System Options T ) » & , BEAUEFFix LA TMREEH
AR BIEUREE,

BITUTESR , BLEERAWindowsE AENETWindows XPRIE F i £ BUA PR EHELR

1. EEMR > FRE > BHER.

2. ¥ # T Network ConnectionsE1Z,

3. % — T A8 Wireless Network ConnectionBl’~ , % &2 — T Properties.

4. 32— T Wireless Networks B &,

5. i#1EUse Windows to configure my wireless network settingsi®18 , LA & BUAWindows A HL &
EFWmNEF.

6. MREEBESSID , FHEEFESSIDI L — T Properties, 21REZE , AliZ— T Newl i — @&
WLAN,

7. 7£Association ( E3E# ) EER T8 ASSID, HRBEK H 757 A0pen , ERINERE HWEP,

8. #&—T TAuthentication, o

9. i##FEnable |IEEE 802.1x authentication for this networki#1&,

10. JZBIZEPEAPEAEAPEL R | A% ¥R — T Properties.

11. 212 B HIKZPAYEnable Fast Reconnecti®I&,

HEER

- RAACS 4.0f1Windows 20039 % — &R 8% TR PEAP

. HARWebBE T CiscofEARLANIE$I 88 (WLC)FCisco ACS 5.x(TACACS+)48 KE i i
- BRI HRKS A RENARIER

. i BB H - Cisco Systems



http://support.microsoft.com/kb/885453
http://support.microsoft.com/kb/885453
//www.cisco.com/en/US/products/ps6366/products_configuration_example09186a00807917aa.shtml?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-14908?referring_site=bodynav
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/acs5_1_install_guide.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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