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BB , FRATAUTER
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. CAPWAP1# & E 7% &8

. BEfR N{f B SN EBRADIUSIBRES |, Sl ERHSE

- BB FEAPAEZE A ThEE A58

. Z2WHE ( BIMS-CHAPV2FIEAP-GTC ) RYE 2 H158 LA K B 3% 2 /5%
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AXHNERARRIBAT B ANERRA
- Cisco 5520F& FIWLC ( #11TEIE8/RZ<8.8.111.0 ) Cisco 4800& F|APAnyconnect NAM, B&l%
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ANHHNEARBBEEEREREANNKREMEY., XPEAZNMEREBREER ( FHR
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KW BFAEHEFNEEHUEENS02.1X EAPEBINEF,
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o EAP-FASTRREEZRVENFEHEBENEKE, ELESBMAPAC , ISEffA R AISEFTAMNE
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SRR EAEIRHEEBPACHEAP-FASTRIRFERAEEFiK, MRRERAERESIHIR
HPACREBHRBHH—BN, XX : SHERETEN , RAPACHIUFHARGE iR , M
FREASHKE, BEFMEN , F2EAENPACHAEERX IS .
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MS-CHAP{#E B A ZBEAP S %, EAP-FASTARXIEHMEAPE R,

BEFMERN , FESBEAP-FASTH THERE,
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PACRMEAWHAEI®  FISEFMEAP-FASTRIGFEREEFImACHEEHEITEHNRE K WEY
TLSE3&E FAAEAP-FASTFEER2, ISEBBERAELEBMNEREBBLERKPAC,


https://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
/content/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/99791-eapfast-wlc-rad-config.html#PAC
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.html#anc4
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. PAC-Key — BEFEFix (NMEFREE ) NARSBEIZNHLALE,
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RADIUS

10.48.59.128

Accesd switch
WS-C3560CK

AIR-AP4800 551D:eap_fast

ik
B EWLCHTEAP-FAST S (3R

AT T ZRUEBWLCHETEAP-FASTS 3583

1. EREWLCLLEIB S\ ZBRADIUS A AR 88 1 1TRADIUS B 7%
2. BEAP-FAST B B BB EWLAN



EWLCELEIR 7\ SBRADIUS {7 FR 88 ¥ {TRADIUS B 2

FEREWLC , T e A ERREE I NERADIUSHARER. A& , FMFRADIUSIARZREA
EAP-FASTRREFEAERE , YRHHERE PRI,

TR TSR

R EINERADIUSA AR BZKYWLC:

1. R FIZFGUIHiE ZE Security HIRADIUS Authentication , LA# R "RADIUS Authentication
Servers) HMH, #ETR , #&— TNewlA\EZRADIUSARES-

2. Z£RADIUS Authentication Servers > NewE [H £ E&RADIUSIRZF 5| &, EL5IHIFE
: RADIUS{R AR 28 IP{ it 3 F € 3% 4R 42 5% 15 ] AR 2R AR RE AN SUAE 52 A 1P 31k 43 10.48.39.128 1)

ISEf] AR 2R

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security

v AAA
General
* RADIUS
Authentication
Accounting

Auth Cached Users

Fallback
DNS
Downloaded AVP
P TACACS+
LDAP
Local Met Users
MAC Filtering
w Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

Advanced EAP
¥ Priority Order
b Certificate

» Access Control Lists

Wireless Protection

RADIUS Authentication Servers > New

Server Index (Priority])

Server IP Address{Ipv4d/Ipva)
Shared Secret Format

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings
Apply Cisco ACA Default settings
Key Wrap

Port Number

Server Status

Support for Cod

Server Timeout

Metwork User

Management

Management Retransmit Timeout

Tunnel Proxy

Policies PAC Provisioning

» Web Auth IPSec

b TrustSec Cisco ACA
Local Policies

¥ Umbrella

b Advanced

3.#%—T KA.
REAP-FASTS 3 BB EBEWLAN

2 %

10.48.39.128 I

~| (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
1812
Enabled %
Enabled
5 seconds

Enable

Enable

5  seconds
| Enable

| Enable

Enable

| Enable

BETR, GBEEFmAREEIEGMARUEITEAP-FASTE BRFEHWLAN |, SigH 5B A BRE
N H. FEIREIFEENWLANE T Beap fast, LLEFIASLEWLANIS RIGEE T Ho

SERIA T B LAk Eeap fast WLANK E BB S| & -

1. fe R HIBRMIGUIR R —T "WLANSs

WLAN,

2. 2 — T New B 2 I —EETHWLAN,

, VR "WLANs, B, WEESI LRGSR EFEN



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs
¥ WLANs Current Filter: None [Change Filter] [Clear Filter] Create New : Go
WLANs
» Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN test test Enabled [WPA2][Auth(802.1X)) [~ ]
2 WLAN AndroidAP AndroidAP Enabled [WPA2][Auth(PSK)] ~]

3. £WLANs > NewE @ L i Eeap_fast WLAN SSIDE ., BEEEZBHMWLAN ID, R , &

— T "Apply. o
|I|l|III- Saye Configuration ~ Ping  Logout Refresh
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

WLANs WLANSs > New < Back

* WLANs

WLANS ygs
b ATenced Profile Name eap,_fast
sSID eap_fast
n E

4. BN FHIWLANE , RFESETRHWLANKNWLAN > EditE @, THER L, S lESE L
WLANK S ESESIB, EBRFEHREE. RADIUSIRES. ZLKEEFS02.1x5| 8,
5. )i#General Policies3& 5| £ & T #¥Admin StatusZREL 5 AR WLAN, R EHLEAPEH
E1EE R E#ESSID , FEHBroadcast SSIDERE 5 .
WLANSs > Edit 'eap_fast'

General ‘ Security | QoS | Policy-Mapping ‘ Advanced

Profile Name eap_fast

Type WLAN

SSID eap_fast

Status #| Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy | All ::
Interface/Interface Group(G)
Multicast Vlan Feature | Enabled
Broadcast SSID | | Enabled |
NAS-ID none

6. £ "1 TWLAN >Rl — > £ — >H2F" EHZEWPA/WPA25| 8 , W ABAKMIEE
dOt1Xo
L &I & Lk WLANSE FAWPA2/AES + dotIx{fEAE2BZ €. HE sl B URBEBWLANRREHN
ERETER



WLANSs > Edit ‘eap_fast'

 General | Security ‘ QoS I Policy-Mapping l Advanced

Layer 2 | Layer 3 l AAA Servers

Layer 2 Security & | WPA+WPA2 N
MAC Filtering? [ |

Fast Transition

Fast Transition Disable +

Protected Management Frame

PMF Disabled # |

WPA+WPA2 Parameters

WPA Policy

WPA2 Palicy v

WPA2 Encryption v AES TKIP |/ CCMP256 GCMP128 |/ GCMP256
OSEN Policy

Authentication Key Management 12

802.1X ¥ Enable

CCKM Enable

PSK Enable

CT oNnn 1w = Il

7. £ TWLAN -> Edit -> Security -> AAA Serversy Ef T , ##RADIUS Servers T FALEE
B8 B ARADIUS Al BE 8%



WLANSs > Edit 'eap_fast'

|.General Security QoS | Policy-Mapping Advanced

| Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface Enabled

Apply Cisco ISE Default Settings Enabled
Authentication Servers Accounting Servers EAP Paramet
¥ Enabled ¥ Enabled

Enable
Server 1 1P:10.48.39.128, Port:1812 ¥ | None

:
Server 2 | None s || None =
Server 3 | None 7| None s
Server 4 | None s | None v
Server 5 | None 7| None :
Server 6 | None * || None v

Authorization ACA Server Accounting ACA Server

Enabled Enabled
Server None ¥ None ¥

8.3 —T TApplys . X : EREERELFIR[ L AEAPE B RFBEIEHME —EAPRE, EAP-
FASTHFIEHEMtE B EEERADIUSHARENEZESMRIFNE P LK.

AREAP-FASTS R BB ERADIUS A IR 8%

HITUT SRR LR ERADIUSE RS EITEAP-FAST B 988 5% -
1. BV FEAEEREURBEAP-FASTE Fif
2. BWLCYEAAAARE A & i #7318 BIRADIUS A Bk 25

3. FHERENPACHAE ERADIUSHEARRS L Hl BEAP-FAST S 958 3%
4. EAKB S PRFENEAPACHE ERADIUSHIIRES LB BEAP-FAST & 17 B 35

BUGHERHELURRBEAP-FASTE Pk
W ROIFEEAP-FASTE Finty A& BB ZRIE D BB & A<eap_fast-F<EAP-fast1>,

1. EISE WebEEEUIH , £ THE, —> THHEE, —> "ERE, TER A RBE THE
| /j__\o



ot
‘i Identity Services Engine Home  » ConextVishilty  » Operstions  » Policy D WorkCenters
» System - |dentity Management » Network Resources v Device Portal Management  pxGrid Services ¥ Feed Service v Threat Centric NAC

vIdentities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
——

Network Access Users
Users

Latest Manual Network Scan Results )
3 change Status | @aImport @ Export v | Delete  [{3Duplicate

a | Description First Name Last Name Email Address User Identity Groups Admin

No data available

2 IEEERNFEAEMENRE — "Name, # "Login passwordy , ARER TRIBEHIEE
MUser group. ;[Mi& , B LUEEFEAERFHNEMER]
# "Sumbit

s
sl Identity Services Engine Home b ConlextVisbilty  » Operations  » Policy [RICL Ml ' Work Centers
» System = |dentity Management » Meiwork Resources v Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

- Identities  Groups  Extemal ldentity Scurces  Identity Source Sequences b Settings
—

MNetwork Access Users List > New Network Access User

* Network Access User

Users

Latest Manual Network Scan Results

1
I‘ MName | eap_fast I
Status Enabled =
Email |

~ Passwords

Password Type: Internal Users [l
Password Re-Enter Password
I * Login Password | sessssses | [anneeenes | I [ Generate Password i
Enable Password | | | | |_ Generate Password i

¥ User Information

First Name | Test user |

Last Name | Test user |

+ Account Options

Description | ]

Change password on next lagin O

« Account Disable Policy

[ Disatle account if date exceeds | 2019-04-23 (yyyy-mm-dd)

w User Groups

| [Employee 0| |

€3 | carcel |

3. EEUFEAE,

» System = - ldentity Management | » Metwork Resources  + Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~|denfities  Groups  Extemal |dentity Scurces  Identity Source Sequences  » Settings
——

Network Access Users
Users

Latest Manual Metwork Scan Results — r
J Edt opedd | Ecnangestatus v | @almoort @ Export w | 3¢ Delete v [{3Duplicate

Status Mame | Description First Name Last Name Email Address User Identity Groups Admin

Test user Test user Employee

I [0 meEnabled ¢ eap fast

HEWLCAE RAAASE F & i #7 8 BIRADIUS I B 8%
SERUATSR , KEsBEERACSRRE LWAAEAH R



1. FEISE WebBEEBUIH , £ THE, —> M@ER, —> TRRER, TER , AEE THN
d 7.1__\0

44l Identity Services Engine Home b ContextVisibilty b Operations  » Policy [Tt ettl + Work Centers

» System b Identity - Network + Device Portal Management  pxGnid Services  » Feed Service  » Threat Centric NAC

~Network Devices  Network Device Groups  Network Device Profies  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM ¥ Location Services
——
-]
Network Devices Network Devices

Default Device

’E J— —— . "
Device Security Setings J Edf opAdd  [yDuplicate | @almport @ Export ©Generate PAC | 3 Delete

Name . | IP/Mask Profile Name Location Type Description

Mo data available

2. EEEWMENWEBENFIERE — "Name, . "IP) XYEREMENHLASBEZE (WKRMEN
HWESFHPHEWLCLEEEN —4 ) , /£ "Shared Secrety, REFR[EAILLEBEERENHE
B, g, 8%,

# " Sumbit

‘il Identity Services Engine Home  » ContextVisibilty  » Operations  » Policy ~ Administration + Work Centers
» System ¢ |dentity Management | -Meiwork Resources | » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~Metwork Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  * Location Services
——

o
Network Devices Metwork Devices List > New Network Device
Network Devices
Default Device
* Name | WLC5520

Device Security Settings

Description |

[1paddress =] FIP: [10.4871.20 N E

© IPv6 is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selected

* Device Profile ;% Cisco |

* Network Device Group

Locaon [(ag @ | [ SetToDefault
IPSEC [1s 1PSEC Device || et To Default

Device Type [wiClab | Set To Defauit

« RADIUS Authentication Setiings

RADIUS UDP Settings

Protocol  RADIUS

CoAPort | 1700 | Set To Default

RADIUS DTLS Settings |
DTLS Required [ i
Shared Secret  radius/dils i
CoAPort [ 2083 | [ set To Defautt
Issuer CA of ISE Ceriificates for CoA | Select if reguired (optional bl [

ois b

3. RECHEIISEMRBHEEKERE. (NAD)




‘& Identity Services Engine Home b ContextVisiiity  » Operations  » Policy [ESGETRTIISNN | Work Centers
b System b Identity Management - Neswork Resourcss | » Devics Portal Management  pxGrid Services  » Fesd Service b Threat Gentric NAG

~ Network Devices Network Device Groups Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM » Location Services
——
(]
Network Devices Network Devices

Default Device

# Edit 1 [ . - = T
Do Se iy Selie J Edit opadd  [FyDuplicate | @aImport @y Export » | @ Generate PAC | )€ Delete »

Name - [P/Mask Profile Name Location Type Description
O wLcsszo 10.48.71.20/32 4% Cisco © LAB WLC-lab

{5 A ES % APACRBI ZERADIUSfR R ES LBl MEAP-FAST & {7 ER 8
BE  MEBBHREPKIERRE , AFEFERALESZ,
EHSRBFTISEMRSE 28 , 7 EEITE S BFDiffie-Hellmans i 1% E 1% E(ADHP)RZE H .

EXENRSGE , BMFERISEN "HMEREAFTWIHEL (Authentication Allowed Protocols) T
H TAllow Anonymous In-band PAC Provisioning. :

.w!;. Identity Services Engine Home + Context Visibility + Operations

Policy Sets  Profiling Posture  Client Provisicning -~ Policy Elements

Dictionaries  + Conditions  ~ Results
I

s - Alow EAP-FAST

* Authentication

EAP-FAST Inner Methods
Allowed Protocols
Allow EAP-MS-CHAPYZ

b Authorization
Allow Password Change Rmrics (Valid Range O to 3)

» Profiling Mlow EAP-GTC

» Posture Allow Password Change Rc:trics (Valid Range O to 3}

Allow EAR-TLS
+ Client Provisioning

O AMllow Authentication of expired cerfificates to allow certificate renewal in Authorization Policy

@) usePACs (O Don't Use PACS

Tunnel PAC Time To Live an Days .

Proactive PAC update will occur after | 90 % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning
Server Returns Access Accept After Authenticated Provisioning
O MAccept Client Certificate Fer Provisioning

Allow Machine Authentication

Machine PAC Time To Live i Weeks -

Enable Stateless Session Resume
Authorization PAC Time To Live | § Hours w |

O Enable EAP Ghaining

XX BRALCEAFZREBHANEGNEE , WAREAP-FASTRE 5 EMNEAP-MS-CHAPV2 |, B4
BAEHESSAFALRR , RAELXERAEARE,

& AR 5 17 B R HY B APACRABLEERADIUS {7 Bk 28 L AL IREAP-FAST & (7 A &



—~ faii
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ZEMEBNEE, TLSREERBABERTRENARFZZSHE TR IRESHISERE
)

o

g
1|
ZBEEREF FinMAKSREAPKIEREE | 5T WARERN A REFHE MR BE,
HEISEL , EFMERR S REFAREANEINER

1. TServer Returns Access Accept After Authenticated Provisioning. - B% , EPACHREL &
, FEEIXAccess-Reject , MEIFERFERAPACEFN ETEMERR. B2 , ARPACKRERE
BBERFBITLSERE P TR , Btk BRI o LA B A Access-AcceptifE T EE | LIGK/MLE
EHRERE. (EEEBRAT A #HRAEFHNGARBFHEZIEEES).

2. TAccept Client Certificate For Provisionings — MR FE@EF Pk REHPKIERRE
, WHEAFISELEEZEARE , MIBARKEE , R EAFKEBMARRERE SR RRE

'Eln'ﬂ!;' Identity Services Engine Home + Context Visibility

Policy Sets  Profiling Posture  Client Pro ing | =Policy Elements
Dictionarizs ~ * Conditions v Results
—
o

- Allow EAP-FAST
~ Authentication
EAP-FAST Inner Methods

Allowed Protocols
Allow EAP-MS-CHAPv2

+ Authorization

Allow Password Change Retries {Valid Range O to 3}

i Allow EAP-GTG

» Posture Allow Password Change  Retries (Valid Range D to 3}
Allow EAR-TLS

# Client Provisioning
O Allow Authentication of expired ceriificates o allow certificate renewal in Authorization Policy

® usePacs (O Don't Use PACs
Tunnel PAC Time To Live an Days -
Proactive PAC update will o fter % of PAC Time To Live has expired
Allow Anonymous In-Band PAC Provisioning
Allow Authenticated In-Band PAC Provisionin ]

M server Retums Access Accept After Authenticated Provisianing

Accept Client Gertificate For Provisiening

Allow Machine Authentication

Machine PAC Time To Live 1 Weeks
Enable Stateless Session Resume
Authorization PAC Time Ta Live | 1 Hours v i

[ Enable EAP Chaining

HISEL , BMEAERERAECREESORIRBE , LT ROIEARERBMUEUR S 4
BENEARELIY  CEZELEN S ARBTSRBNDEAZEREETRE,

B wiroless_s02.1x
AND & DEVICE Dovice Trpe EQUALS All Devics Types#WLC-ab

©  DEVICE Location EQUALS Al LocationsLAB

B

LHEAKEREERENEBAPACHTERENPREFINEE B(NAM)BERRELR & BHWLCHEE

o

NAME EEREE
EfEAnyconnect NAMEL ERE RUAMFEFAEAP-FASTHISERRBERE S , EEMTUTIER :



1. BB E R ERRGERNTYHEAEEEER,
2. Eﬁﬁéﬁ FRFNRIBM= ., TEH "EAP-FAST.

I';,'I.

File Help

| Metwork Access Manager
{g} Client Palicy
Authentication Policy
Networks

-4 Network Groups

[

| Authentication Policy

Profile: Untitled

Allow Assodiation Modes

Select All (Personal)
Open (no encryption)
Open (Static WEP)
Shared (WEF)

WPA Personal TKIP
WPA Personal AES
WPA2 Personal TKIP

WPAZ Personal AES

Select All (Enterprise)

Open (Dynamic (802, 1X) WEP)

WPA Enterprise TKIP
WPA Enterprise AES
WPA2 Enterprise TKIP
WPA2 Enterprise AES
CCKM Enterprise TKIP

CCKM Enterprise AES

Allowed Authentication Modes
Select All Outer

EAP-FAST
EAP-GTC
EAP-MSCHAPv2
EAP-TLS

EAP-TLS

EAP-TTLS
] EAP-MDS
PAP (legacy)
[CIMSCHAP (legacy)
[ MsCHAPY2 (egacy)
LEAP

PEAP
EAP-GTC
EAP-MSCHAPv2
EAP-TLS

Allowed Wired Security
Select all

Open (no encryption)
802, 1x only

802, 1x with MacSec

O Help

3. "Add"—{E#T B R EAE

EAP-MSCHAPY2
[ cHAF (legacy)




File Help

[l AnyConnect Profile Editor - Network Access Manager - O *

| Metwork Access Manager
-{8% Client Policy

-&¢€ Authentication Policy
- Networks

et '_’34?_: Metwork Groups

4
L

Networks
Profile: Untitled

Network

MName Media Type Group™®
wired |Wired |Global

Add...

Edit...

Delete

* A network in group 'Global' is @ member of afgroups.

O Hep

4. £ "Mediatype) BEZD TEREERER "Name. , wirelesstEREHFERBFERER , Aig

ESSIDE R,



5.1 "ZeBA) BEEEET , BE TRIMAK. | WHEEABRERIEEAWPA2R¥(AES)

E‘ﬁ AnyConnect Profile Editor - Network Access Manager O *
File Help
| Metwork Access Manager : Networks
Client Poli e o .
AT B g
i i Profile: ...ility Client\Network Access Managerisystemiconfiguration.xml
Authentication Policy
Metworks Media Typ ™
...... ?\%’ NMetwork Groups Narme: I eap_fast I Security Ley
Group Membership
(@) In group: Local networks ~
(23 In all groups (Global)
Choose Your Network Media
(") wired (802, 3) Network
Select a wired netwaork if the endstations will be connecting to the network
with a traditional ethernet cable.
I (®) Wi-Fi (wireless) Network I
Select a WiFi network if the endstations will be connecting to the network
via a wireless radio connection to an Access Point.
551D {max 32 chars): I eap_fast I
[ Hidden Metwork
[ corporate Network
Association Timeout 5 seconds
Common Settings
Script or application on each user's machine to run when connected.
Browse Local Machine
Connection Timeout 40 seconds
Mext Cancel
v
£ >
O Hep




E‘ﬁ AnyConnect Profile Editor - Metwork Access Manager - O x

File Help
| Network Access Manager : MNetworks
£ Cient Poicy Profile: ...ility Client\Network Access Managerisystem\configuration.xml

Authentication Palicy
MNetworks Security Level Media Type *
% Network Groups () Open Network Security Lew

Open networks have no security, and are open to anybody within range. This is Connection Ty
the least secure type of network.
() Shared Key Network
Shared Key Networks use a shared key to encrypt data between end stations and
network access points. This medium security level is suitable for
small/home offices.

(@) Authenticating MNetwork
Authenticating networks provide the highest level of security and are perfect for

enterprise level networks. Authentication networks require radius servers, and
other network infrastructure.

802, 1¥ Settings
authPeriod {sec.) 30 startPeriod (sec.) 30

heldPeriod (sec.) &80 maxStart 3

Assodation Mode

Mext Cancel

O Heb

6. EABFIF , RPFEHERAERE S MR , Bt , FF—EEE "Connection types TiEE

User Connection




’:ﬁ AnyConnect Profile Editor - Network Access Manager

- o x
File Help
J g}m AccessManager | Networks
Chent Policy .
utherrbcation Profile: ...ility Client\Network Access Manager\system\configuration.xml| |
Networks Network Connection Type Media Type ~
¥t hetwork Groups O Machine ¢ Hon Security Leve
Connection Ty
This should be used if the end station should log onto the network before the User Auth
user logs in. This is typically used for connecting to domains, to get GPO's and Credentials

other updates from the network before the user has access.

The user connection should be used when a machine connection is not needed.

A user connection will make the network avaidable after the user has logged on.
(O Machine and User Connection

This type of connection will be made automatically when the machine boots.

It will then be brought down, and back up again with different credentials

when the user logs in.

Next Cancel

0 Hep

7.7 "User Auth, EET , SEAP-FASTEEAANENRES X , YERARSFESRE
, RRERTES , RARBEAZGEENRES.




E‘ﬁ AnyConnect Profile Editor - Metwork Access Manager
File Help

| Network Access Manager : MNetworks

{9:} Client Policy oL . . .
£ Authentication Policy Profile: ...ility Client\INetwork Access Manager\system\configuration.xml
Networks EAP Methods Media Type ~

w45 Network Groups () EAPTLS () PEAP Security Leve
Connection Ty

() EAP-TTLS (@) EAP-FAST User Auth
Credentials
(CJLEAP

[ Extend user connection beyond log off

EAP-FAST Settings

Enable Fast Reconnect

[] Disable when using a Smart Card

Inner Methods based on Credentials Source

(®) Authenticate using a Passwaord
EAP-MSCHAPY2 EAP-GTC
[ 1f using PACs, allow unauthenticated PAC provisioning
(7) Authenticate using a Certificate
When requested send the dient certificate in the dear
Only send dient certificates inside the tunnel
Send dient certificate using EAP-TLS in the tunnel
() Authenticate using a Token and EAP-GTC

Use PACS

Mext Cancel

O Heb

AR EERLEEREY  FRAEISELZEZFEEREALENAMRE A RRSFRER
%iglﬁo

Kt : EBHBELE¥APACHER , 3 2FEE "HREHPAC , AFABE (HRELY
PAC%EJ J‘E‘go

ERFEAERRE  MRLCESEHERARZEANMEEER , ILERARSSO ; MREFLEMEH
EEERIMBRHFRRMBE  BHEE "ETOARR,  IEERXHAERNFREE
o EARRAIFR , RFRFEREEERERIEREEARRE,



|"_-‘1. AnyConnect Profile Editor - Network Access Manager

File Help

. Network Access Manager : Networks

248 Authentication Policy
iy Networks
41 Network Groups

: Client Pali e - .
£88 Client Policy Profile: ...ility Client\Network Access Managerisystem\configuration.xml
User Identi Media Type ~
Unprotected Identity Pattern: anonymous Security Leve
Connection Ty
Protected Identity Pattern: [username] Tz
Credentials
User Credentials
(C) Use Single Sign On Credentials
() Remember Forever
(@) Remember while User iz Logged On
() Never Remember
() Use Static Credentials
Password:
Done Cancel
v
>

9. KRENRERRMATIE HONAMERIRF,
&£ MEAP-FAST & 13 A & RIFASESSIDAYEAR.

1. #Anyconnect# &%

O Help
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¥ Lisco AnylLonnect ecure Mobility Lhient - A

Network:
Authenticating

2. WA B MBREMENERERBNRE
3. EZAMRANE (BFR)

Cisco AnyConnect >

The server certificate for the network 'office_hg' has
failed validation. Do you want to trust it?

Certificate Name: rmanchur-se. wlaaan.com@
Issued To: rmanchur-ise. wlaaan.com
Issued By: rmanchur-ise. wlaaan. com
Expiration Date: 2020-02-13 15:03:40 UTC

Trust Do Mot Trust




fﬁs‘ Cisco AnyConnect Secure Mobility Client — 4

o VPR

Metwork error. Unable to lookup host names.

Limited Access - DMNS Failure

Hetwork:
Connected (192.168.77.34)

eap_fast

ISES 3B AR

FTREAP-FASTHMPACFAEL RV ISE & 178 % HE W] £ " Operations -> RADIUS -> Live Logs T#
B, AAEA "Zoomy ETRMRESFHEENA

1. EFRCRE SHEHE , MISERZBISEAP-TLSEAS BT SE , BEEFIRIEEWIIRET
EAP-FAST , EREFImMISERIEMN £,



Steps

11001 Received RADIUS Access-Request
11017 RADIUS created a new session
15048 Ewvaluating Policy Group

15008 Ewvaluating Service Selection Policy
11507 Exiracted EAP-Responsel/ldentity
11006 Returmed RADIUS Access-Challenge
11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12100 Prepared EAP-Request proposing EAP-FAST with challenge
11006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request

D18 RADIUS is re-using an existing session

2102 ’ challenge-response and

accepling EAP-FAST as negnuated
2. EFIREARET 2 BB TTLSIEF , APACRIBEM T ZRBEMNIRE , URITRK.

it



I1EE-EIII] Exiracted first TLS record; TLS handshake started I
a igntHello message

128068 Prepared TLS ServerHello message

12B07 Prepared TLS Cerificate message

12808 Prepared TLS ServerkKeyExchange message

12B10 Prepared TLS ServerDone message

12811 Exiracted TLS Cerifificate message containing client certificate
12105 Prepared EAP-Request with another EAP-FAST challenge

1006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12104 Exiracied EAP-Response containing EAP-FAST challenge-response
12105 Prepared EAP-Request with ancther EAP-FAST challenge

11006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request (E Step latency=13317 ms)

11018 RADIUS is re-using an existing session

12104 Exiracied EAP-Response containing EAP-FAST challenge-response
12812 Exiracted TLS ClientkeyExchange message

12813 Exiracied TLS CerlificateVerify message

12804 Exiracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succesded

3. AMBMBREBCHE , FAERBREFEAMS-CHAPV (ERERESB/ZIRNFHRE ) B
ISE R 2 B 7%
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