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B
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s
FEBRAMAREWLE , SUBBAPHIMACY 1t EAIFIE(AP).
A E A

BR

BRESREEAELIT EE -
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- BRI — BT RS RAE

BRA T
X PN ETRBIRA T RN ERARA

- #1TAireOS 8.8.111.0EX B HYWLCWave1 AP:1700/2700/3700F13500 ( 1600/2600/36001/73% 3
& , BAiIreOSXXE1£8.5. XM &R ) Wave2 AP:1800/2800/3800/4800. 1540711560 ISEhRZ
2.3.0.298



ANHFHNEFRRBREEREREANEEREL. XPEAINMEREERREHER (AR
) AEREREE . MREHEEREFT , FEARECEAEAESTRERNTE,

BRAPEE

HEAPEMBRESF , APHMIWLCERX.509F EHEETH 5T, Ciscot TREX.50978 & k2
APHMIWLC LKy ZREREEEEE F .

HEAPLE  HBZENBEBRARELENBTEWMIC), FIEE2005F7 188 2R EEN ERIAPHR
BAEMIC,

BRTEEMBEFRENEEMESDBMEI , WLCE A URIRAPHIMAC s 1t BR &1 ) H 5 i #Y
AP,

FERAAP MACH it iFER DN BT 2E K EE , AAREHISSEEBRADIUSHRESREAP Z HI
, EFERAMICHRERFEAP, MICHEREHATEAN T HEE.

APREREIBMES XA :

- FEAWLC LRI ZEEE
- FEAAAE RS £ FAMACH 1t & Bl E

APRITRAREANEEME

- BBSSCHAP - WLCEMRARIBERFE , TEMFHRER SIS LEAPHIRADIUSH R
- EAMICHIAP - WLCAI AEAWLC EE B R ASFRMEE , 56 ARADIUSHRRRRIZEAP

AR A S S B RIAAA IR ST AP,
RTE
EAWLC Ly A AR B RE

EWLCLE , FAAPREBERBEMACH LR HIAP, APRIEBENA security > AP Policies FEWLC
GUIA,

1t 7R 45 57 BE anal 5718 E A MACHE3IE BIAP 4¢:77:6d:9¢:61:62.

1. EWLCHHIZBSGUIL |, #—"T security > AP Policies M B /RAPZRBE B H .
2. % — T add ER A AR IR,



rIII.lIIu Saye Configuration Ping  Logout Refresh

CISCO MONITOR WLANS WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEC A Home
Securi AP Policies
i Apply I Add !
* AAA
General =
- RADIUS Palicy Configuration
Authentication )
Accounting Accept Self Signed Certificate (S5C)
Auth Cached Users
Fallback Accept Manufactured Installed Certificate {MIC) it
DNS o o
G loaded Ave Accept Local Significant Certificate (LSC)
P TACACS+ Authorize MIC APs against auth-list or A8&
LDAR
Local Net Users Authorize LSC APs against auth-list
MAC Filtering
= Disabled Clients

% : Entries 1 -50f 5
golicies AP Authorization List

AP Paolicies

Password Policies

» Local EAP

Search by MAC Search

e o MAC address [ Serial Number Certificate Type SHA1 Key Hash

. ¥E Add AP to Authorization List , sa I A AP MAC HtB3lt ( FRAPESZE Emactbilt ) , A% | BEE
ERR , REBE—T add ZHEHID , BT —BAEEMICRENAP, MEE . HRESR
SSCHIAP , 551242 ssc f£Certificate Type R,

il |lu 1 I I Save Configuration  Ping  Logout Refresh
CISCO MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security AP Policies
Apply
- AAA
General x : -
= RADIUS Policy Configuration
Authentication
BTG Accept Self Signed Certificate (SSC)
Auth Cached Users

Fallback Accept Manufactured Installed Certificate (MIC)

DNS =
Downloaded AVP Accept Local Significant Certificate (LSC)

2 ]
¥ TACACS+ I Authorize MIC APs against auth-list or AAA ’ '

LDAP
Local Net Users Authonze LSC APs against auth-list
MAC Filtering
w Disabled Clients
e 20l iCiES Add AP to Authorization List

MAC Address 4ei77i6d:98:61:62

b Local EAP Certificate Type MIC v

Advanced EAP —
b Priority Order
b Certificate AP Authorization List Entries 0.-0.0k0
b Access Control Lists

Search by MAC Search I

» Wireless Protection

Eolides MAC address / Certificate
» Web Auth Serial Number Type SHA1 Key Hash
b TrustSec

Local Policies
¥ Umbrella
b Advanced

ZAPFTIBEIAPRBEFE D , W5H|7E AP Authorization List.
. #EPolicy Configuration ( REEELE ) T , B Authorize MIC APs against auth-list or AAA.IEE L 5| £
B, WCEARERUEEFE., WRAP MACKEHE , EEMERADIUSHRSS.



Save Configuration  Ping = Logout Refresh

cisco MONITOR  WLANS CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security AP Policies
Apply | Add
v AAA
General s "
» RADIUS Policy Configuration
Authentication
Accounting Accept Self Signed Certificate (55C)
¢ Accept Manufactured Installed Certificate (MIC) v
DNS
Downloaded AVP Accept Local Significant Certificate (LSC)
* TACACS ¥ Authorize MIC APs against auth-list or AAA v I
LDAP
Local Net Users Authonze LSC APs against auth-list
Entries 1 - 5 of 5
AP Authorization List AR i
Search by MAC Search
b Local EAP
Advanced EAP MAC address [ Serial Number Certificate Type SHA1 Key Hash
b Priority Ord 4c:77:6d:9e:61:62 MIC 2
riori rder
Ly 70:d3:79:26:39:68 MIC a
b Certificate 88:70:31: 7e:e0:38 MIC =
b Access Control Lists f4:db:e6:43:c4:b2 MIC 8
, Wireless Protection fc:Shi3g:a7:2b150 i —
Policies
b Web Auth
» TrustSec

R

ATERBHEE  SFEEAMACHUELRAP 4c:77:6d:9e:61:62 EIHEE MM Raz, £

debug capwap events/errors enable *ﬂ debug aaa all enable ﬁ%o

W HEER T EAP MACHE It R EAPR RS EFRMFAR -

e HAZERERS , HTNELETERBIE =T

(Cisco Controller) >debug capwap events enable
(Cisco Controller) >debug capwap errors enable
(Cisco Controller) >debug aaa all enable

*spamApTask4: Feb 27 10:15:25.592: 70:69:5a:51:4e:c0 Join Request from 192.168.79.151:5256
*spamApTask4: Feb 27 10:15:25.592: 70:69: 5a:51:4e:c0 Unable to get Ap node in Join request

*spamApTask4: Feb 27 10:15:25.592: 70:69: 5a:51:4e:c0 Allocate database entry for AP
192. 168. 79. 151: 5256, already all ocated index 277

*spamApTask4: Feb 27 10:15:25.592: 70:69: 5a:51:4e:c0 AP Allocate request at index 277 (reserved)
*spamApTask4: Feb 27 10:15:25.593: 24:7e:12:19:41:ef Deleting AP entry 192.168. 79. 151: 5256 from
tenporary dat abase.

*spamApTask4: Feb 27 10:15:25.593: 70:69: 5a: 51: 4e: cO AP group received default-group is found in
ap group configured in wec.

*spamApTask4: Feb 27 10:15:25.593: 70:69: 5a: 51: 4e: cO Droppi ng request or response packet to AP
:192.168. 79. 151 (5256) by Controller: 10.48.71.20 (5246), nessage Capwap_w p_event _response,
state Capwap_no_state

*spamApTask4: Feb 27 10:15:25.593: 70:69:5a:51:4e:c0 In AAA state 'Idle' for AP
70:69:5a:51:4e:c0
*spamApTask4: Feb 27 10:15:25.593: 70:69: 5a: 51: 4e: cO0 Join Request fail ed!



*spamApTask4: Feb 27
nmsg type = 3 state =

10: 15: 25.593: 70:69: 5a: 51: 4e: c0 State machi ne handl er:

Fail ed to process

0 from 192.168. 79. 151: 5256

*aaaQueueReader: Feb 27 10: 15: 25.593: Unable to find requested user entry for 4c776d49e6162
*aaaQueueReader: Feb 27 10: 15:25.593: 70:69: 5a: 51: 4e: cO Normal Response code for AAA

Aut hentication : -9

*aaaQueueReader: Feb 27 10: 15: 25.593: ReProcessAut hentication previous proto 8, next proto
40000001

*aaaQueueReader: Feb 27 10: 15:25.593: Authenti cati onRequest: 0x7f01b4083638

*aaaQueueReader: Feb 27 10:15:25.593: Callback.......... ... . . . . . .. Oxd6cef 02166
*aaaQueueReader: Feb 27 10: 15:25.593: protocol Type. .. ... ... . .. 0x40000001
*aaaQueueReader: Feb 27 10: 15: 25.593:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 10: 15: 25.593: Packet contains 9 AVPs:

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[01] User-

Name. . ... .. 4c776d9e6162 (12 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[02] Called-Station-Id........................ 70- 69- 5a-
51-4e-c0 (17 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[03] Calling-Station-1d....................... 4c- 77- 6d-
9e-61-62 (17 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[04] Nas-

Port. ... ... . . . 0x00000001 (1) (4 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[05] Nas-I p-

Address. . ... .. 0x0a304714 (170936084) (4 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[06] NAS-Identifier......... ... ... ... ... ..... Ox6e6f
(28271) (2 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[07] User-Password............... ... ......... [...]
*aaaQueueReader: Feb 27 10: 15:25.593: AVP[08] Service-

TYPe. o o 0x0000000a (10) (4 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[09] Message-Authenticator.................... DATA (16
byt es)

*aaaQueueReader: Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: c0 Error Response code for AAA

Aut hentication : -7

*aaaQueueReader: Feb 27 10: 15:25.593: 70:69: 5a: 51: 4e: cO0 Returning AAA Error 'No Server' (-7) for
nobi | e 70: 69: 5a: 51: 4e: cO serverldx O

*aaaQueueReader: Feb 27 10: 15:25.593: Authorizati onResponse: 0x7f017adf 5770

*aaaQueueReader: Feb 27 10: 15:25.593: Radi usl ndexSet (0), |ndex(0)

*aaaQueueReader: Feb 27 10:15:25.593: resultCode........ ... ..., -7
*aaaQueueReader: Feb 27 10:15:25.593: protocolUsed....... ... ... .. ... .. .. . ... ... Oxffffffff
*aaaQueueReader: Feb 27 10: 15: 25.593:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 10: 15: 25.593: Packet contains 0 AVPs:

*aaaQueueReader: Feb 27 10: 15:25.593: 70:69:5a:51:4e:c0 User entry not found in the Local FileDB

for the client.



*spamApTaskO:
*spamApTaskO:
*spamApTaskO:

*spamApTaskO:
*spamApTaskO:

79

*spamApTaskO:

*spamApTaskO:

Connect i on.

*spamApTaskO:

Oxd6f 0724f d8

*spamApTaskO:

*spamApTaskO:

| rad: 192. 168

*spamApTaskO:

successful ly

*spamApTask4:
(10.48.71. 20/ 5246) client
*spamApTask4:
*spamApTaskO:
*spamApTask4:
*spamApTask4:
*spamApTask4:

192.168.79.1

Feb 27

Feb 27
Feb
Feb
Feb

27
27
27

Feb 27

Feb 27

10: 15: 25.

10: 15: 25.
10:
10:

10:

15:
15:
15:

25.
25.
25.

10: 15: 25.

10: 15: 25.

593:

593:

593:

593:

593:

593:

593:

70

00

00

00
70

1 69: 5a: 51: 4e:

: 00: 00: 00: 00:

: 00: 00: 00: 00:

: 00: 00: 00: 00:
1 69: 5a: 51: 4e:

cO

00

00

00
cO

70:69:5a:51:4e:c0

70: 69: 5a: 51: 4e: c0

.79.151(5256) nwar: 10. 48. 71. 20( 5246)

for

Feb 27
Feb 27
Feb 27
Feb 27
Feb 27
51:5256

Feb 27 10: 15: 25. 593:
(192. 168.
593:
593:
593:
593:
593:

10:
10:
10:
10:
10:

15: 25.
15: 25.
15: 25.
15: 25.
15: 25.

70
79
70
70
70

Feb 27 10:15:25.593: 70:69: 5a:51: 4e:
AP 192.168. 79. 151

1 69: 5a: 51: 4e:

. 151/ 5256)

1 69: 5a: 51: 4e:
1 69: 5a: 51: 4e:
1 69: 5a: 51: 4e:

Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: c0 Di sconnecti ng DTLS Capwap-Ctrl
for AP (192:168:79:151/5256).
Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: cO CAPWAP St at e:

Feb 27 10:15:25.593: 70:69:5a:51: 4e: c0

cO

cO

cO
cO
cO

70:69:5a:51:4e:c0
70:69:5a:51:4e:c0

Join Version: = 134770432

54 apMbdel : Al R- AP4800- E- K

apType =
apType: Ox36 bundl eApl mageVer: 8.8.111.0

version: 8 release: 8 maint: 111 build: 0

Join resp: CAPWAP Maxi num Msg el enent len =

Join Failure Response sent to 0.0.0.0:5256
Radi us Authentication failed. Cosing dtls

session

Noti fy(true)

Dtls tear down

acDt | sPl unbCont r ol Pl aneKeys:

DTLS keys for Control Plane del eted

DTLS connection cl osed event receivedserver
Entry exists for AP (192.168.79. 151/ 5256)
AP Del ete request

AP Del ete request

Unable to find AP 70:69:5a:51:4e:c0

No AP entry exist in temporary database for

e ¥ R 7 ASLAP MACH: 31 #718 BIAPR BB B R AYFAE

BaE - HRZEERS , MHPNELETERDIE =T

(Cisco Controller) >debug capwap events enable

(Cisco Controller) >debug capwap errors enable

(Cisco Controller) >debug aaa all enable

*spamApTask4

*spamApTask4
*spamApTask4

*spamApTask4
192.168.79.1

*spamApTask4
*spamApTask4

. Feb 27

. Feb 27
. Feb 27

. Feb 27
51: 5256,

. Feb 27
. Feb 27

tenmporary dat abase.

*spamApTask4

ap group configured i

*spamApTask4: Feb 27 09:50

. Feb 27

09: 50: 25. 393:

09: 50: 25. 393:
09: 50: 25. 393:

09: 50: 25. 393:

70:69:5a:51:4e:c0

70: 69: 5a: 51: 4e:
70: 69: 5a: 51: 4e:

70

1 69: 5a: 51: 4e:

al ready all ocated index 274

09: 50: 25. 393: 70: 69: 5a: 51: 4e:
09: 50: 25. 393: 24:7e:12:19:41:

09: 50: 25. 393: 70: 69: 5a: 51: 4e:

n wec.

:192.168. 79. 151 (5256) by Controller:

state Capwap_no_state

1 25.393: 70:69: 5a:51: 4e:

10.48.71. 20

cO
cO

cO

cO

ef

cO

cO

(5246),

Join Request from 192.168.79.151:5256

using al ready all oced index 274
Unabl e to get Ap nbde in Join request

Al'l ocat e database entry for AP

AP Al l ocate request at index 274 (reserved)
Del eting AP entry 192.168. 79. 151: 5256 from

AP group received default-group is found in

Dr oppi ng request or response packet to AP
message Capwap_wt p_event _response,

*spamApTask4: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Message type Capwap_wt p_event _response is

not

allowed to send in state Capwap_no_state for AP 192.168.79. 151



*spamApTask4: Feb 27 09:50: 25.394: 70:69:5a:51:4e:¢c0 In AAA state 'Idle" for AP

70: 69: 5a: 51: 4e: cO

*spamApTask4: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Join Request failed
*aaaQueueReader: Feb 27 09:50: 25. 394: User 4c77649e6162 authenticated

*aaaQueueReader: Feb 27 09:50: 25. 394: 70: 69: 5a: 51: 4e: cO Normal Response code for AAA
Aut hentication : 0

*aaaQueueReader: Feb 27 09:50:25.394: 70:69:5a:51:4e:c0 Returning AAA Success for mobile
70:69:5a:51:4e:c0

*aaaQueueReader: Feb 27 09:50: 25. 394: Aut hori zati onResponse: 0x7f0288a66408
*aaaQueueReader: Feb 27 09:50:25.394: structureSize....... ..., 194
*aaaQueueReader: Feb 27 09:50:25.394: resultCode........ ... ..., 0
*aaaQueueReader: Feb 27 09:50: 25. 394:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 09:50: 25.394: Packet contains 2 AVPs:

*aaaQueueReader: Feb 27 09:50: 25. 394: AVP[01] Service-

TYPe. o o 0x00000065 (101) (4 bytes)

*aaaQueueReader: Feb 27 09:50: 25. 394: AVP[02] Airespace / WAN

ldentifier..............

*aaaQueueReader: Feb
on WAN ID :0
*spamApTaskO: Feb 27

*spamApTaskO: Feb 27
*spamApTaskO: Feb 27
*spamApTaskO: Feb 27
*spamApTaskO: Feb 27
79

*spamApTaskO: Feb 27
*spamApTaskO: Feb 27
*spamApTaskO: Feb 27
0 ===> 4
*spamApTaskO: Feb 27

capwap_ac_platformc

*apf Recei veTask: Feb

70:69: 5a:51:4e:c0 slot O

SFAAA R BREREOAPE A

09:

09:

09:

09:

09:

09:

09:

09:

09:

0x00000000 (0) (4 bytes)

09: 50: 25. 394:

50:

50:

50:

50:

50:

50:

50:

50:

50:

2136

27

09:

25.

25.

25.

25.

25.

25.

25.

25.

25.

50:

394:

394:

394:

394:

394:

394:

394:

394:

394:

25.

394:

70:

00:

00:

00:

70:

70:

70:

70:

70:

70: 69: 5a: 51: 4e: c0 User authentication Success with File DB
69: 5a: 51: 4e: c0 Join Version: = 134770432

00: 00: 00: 00: 00 apType = 54 aphbdel : Al R- AP4800- E- K

00: 00: 00: 00: 00 apType: Ox36 bundl eApl nrageVer: 8.8.111.0
00: 00: 00: 00: 00 version: 8 release: 8 maint: 111 build: 0

69: 5a: 51: 4e: c0 Join resp: CAPWAP Maxi mum Msg el enent len =
69: 5a: 51: 4e: cO0 Joi n Response sent to 0.0.0.0: 5256

69: 5a: 51: 4e: cO CAPWAP State: Join

69: 5a: 51: 4e: cO0 capwap_ac_platformc: 2095 - Operation State

69: 5a: 51: 4e: cO Capwap State Change Event (Reg) from

70: 69: 5a: 51: 4e: cO0 Regi ster LWAPP event for AP

BRI LUSWLCEL & A& £ ARADIUS R BR B3 R £ AAMICEVAP,, #4E A X BIRADIUS R BR 23 BF
, WLCEEHAP MACHItEAFEREZBMZG, Hlin , MMRAPHIMACHEHE R 4c:77:6d:9¢:61:627
 BEIBEAREEAPHERERBNZEHRFERAEENEERNmacitit,

1t 7 51 352 BA tn 4T i EWLC BAfE i Cisco ISER AP,



1. EWLCHHIZBZGUIL |, #—"F security > AP Policies. R i G 8 RAP PoliciesE H.
2. 7£Policy Configuration ( ZRESELE ) T , FH Authorize MIC APs against auth-list or AAA. IR FE L 5| &
B, WCEAREAKIRERE, MRAP MACTEE , EERERADIUSH RS

' | Save Configuration  Ping  Logout Refresh
LN L L
Cisco MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security AP Policies
Apply | Add
~ AAA
General . : 3
» RADIUS Policy Configuration
Authentication
Accounting Accept Self Signed Certificate (55C)
Auth Cached Users
Faliback Accept Manufactured Installed Certificate (MIC) b
NS
goznlaaded AP Accept Local Significant Certificate (LSC)
¥ TACACS+ Authorize MIC APs against auth-list or AAA v I
LDAP
Local Net Users Authonze LSC APs against auth-list
MAC Filtering

= Disabled Clients

L Entries 1 -5 of 5
golicies AP Authorization List

Policies

Search by MAC Search

b Local EAP

Advanced EAP MAC address [ Serial Number Certificate Type SHA1 Key Hash
e 4¢:77:6d:9e:61:62 MIC 2

riori er
t 70:d3:75:26:39:68 MIC -]

b Certificate 88:70:31:7e:e0:38 MIC ]
b Access Control Lists f4:dbief:43:c4:b2 MIC [~
: Wikalece Pratection fe:5b:39:€7:2b:30 MIC B

Policies
b Web Auth
F TrustSec

3. gﬂﬁg Security > RADIUS Authentication 1= H|23GUIFE R RADIUS Authentication Servers BHH, =it
HEY , ZUUEREMACH R, WLCEEUSAP Macfuit , Y ERALLEERN D BRGHE
*EFRadiusfifRER. EREE , RAFEAE BB ERadiusAREBFFRENHAR. ELRHE
A, No Delimiter FIPA {5 & 2 78 4c776d9e6162.

'I | '|1 Saye Configuration  Ping  Logout Refresh
. . ]
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security RADIUS Authentication Servers Apply New...
Auth Called Statian ID Type AP MAC Address:SSID v
(ecb=horvin (Designed for FIPS customirs and requires 3 key wrap compliant RADIUS server)
-‘-\;:h C-.ecr ed Users MAC Delimiter Mo Delimiter ¥
Fallback
ONS T =g oo
Downloaded AVP
» TACACS+ Network Tunnd H¥ehen
LD&P User Management Proxy . Server Address(Ipv4/Ipvs) Port IPSec Admin Status
- - Single Hyphen |
Focul et Liens v 3E WERER L g.30.100 1812 Disabled Enabled -]
MAC Filtering
= Dizabled Clients L o 0.48.39.128 1812 Disabled Enabled u
Usér Login Policies
AP Policies
Password Policies
b Local EAP
Advanced EAP
» Priority Order
b Certificate
» Access Control Lists
) Wireless Protection
Policies
b Web Auth
b TrustSec

Local Policies

4. R%E , B—T New MEEZRRADIUSAIBRER,



‘Saye Configuration  Fing  Logout Refresh

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK # Home
Security RADIUS Authentication Servers > New < Back Apply |
& A'_“A Server Index (Priority) 3 T
Genera
Server IP Address(Ipv4/lpvé) 10.48.39.128
Shared Secret Format ASCIL ¥

Shared Secret
Confirm Shared Secret
Apply Cisco ISE Default sextings Ld

Apply Cisco ACA Default settings

Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Port Number 1812
Server Status Enabled ¥
b Local EAP Support for CoA Enabled ¥
Advanced EAP Server Timeout 5 seconds
» Priority Order Network User ¥ Enable
} Certificate Management ¥ Enable
» Access Control Lists Managemen t Retransmit Timeout 5 seconds
, Wireless Protection T P Enpie
Policies PAC Provisioning Enable
b Web Auth 1PSec Enable
b TrustSec Cisco ACA Enable

Local Policies

5. T:T:J:E%RAD|USE|HE%§§|%( RADIUS Authentication Servers > New B [Ho =265 3IE
RADIUS server IP AddressH , Shared Secretd , Port Number, il Server Status.FTE & , I— T
Apply. St R4 A Cisco ISE{E&IP#biit £ 10.48.39.1289RADIUS A AR 25 -

B ECisco ISELABERAP
ERMABNISERRAP  BRERRUTHR

1. BWLCEL & ACisco ISE LHAAAR F i
2. AP MACHEHEFT8 EI B RHSE LW ERIE,

B8R , BALUEAP MACH HH S 18 Bk ( RESE ) REAE ( EBEHEMACHH )  BEE
REFBEBRLERBEER

HRWLCREIENAS-Port-Type B 14 (B 1 2 ISE L Macit it 5 17 B 5 (MAB) TE RN ER
), Rt EEWHBITRE,

EEMABFEENASEHEAF MENFTEEREER

B E Administration > Network device profile fn‘zi%i%ﬁﬁ’]%z EREZR, BMARADIUSY A EMABTR
R E A FEEservice-type=Call-check , MEIFT R, # TH%%%Eﬂﬁﬂﬁﬁﬁ*ﬁ%Ef& SE , B3]
I EERTEE "Nas-port-type . Eﬁmgiﬂﬁ%ﬁMABI'ﬂEum



Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

* Name  Ciscotemp

Description

aluilis : R
Icon gl:| Change |con_..l O

Vendor Cisco

Supported Protocols
RADIUS
TACACS+ O

TrustSec g
RADIUS Dictionaries

Templates

Expand All / Collapse All
v Authentication/Authorization

v Flow Type Conditions

Wired MAB detected if the following condition(s) are met

*  Radius:Service-Type v °  Call Check
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1. B Z| Administration > Network Resources > Network Devices > Add. % &k A% %8 ~New Network Device B [H

2. B EELE , EFEWLC Name , B2 1P Address H Radius Authentications Settings =
+EI AAP MACHHHERKRIG , FRAFEACIKENEEREERERE

Shared Secret. i1 R IRE

R, MARFERAICiscofi ERER |



bl Identity Services Engine

Home » Context Visibility + Orperations » Policy « Adminisiration
» System  » ldentity Managemen? = ~Metwork Resources | » Device Portal Management  pxGrid Services  » Feed Service  » Threat Cantric NAC
- Metwork Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MOM  » Location Services
@ Network Devices
Network Devices * Mame [ WLCS520
Default Device Description [~

Device Security Settings

| 1P Address v| "IP: | 10.48.71.20 |72z

@ IPvi is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selectad

* Device Profile | % Cisco| »

* Metwork Device Group

Location [jap Set 7o Default
IPSEC [yg Set To Default
Device Type [WLCdab © Set To Default

@ = RADIUS Authentication Settings

RADIUS UDP Settings
Protocol  RADIUS
"shared Secrel [ | [ Show
CoA Part | 1700 | [ Set To Default

RADIUS DTLS Settings i
DTLS Required [J

Shared Secrel |radius/dis

3. #&—"T submit.
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B E Administration > Identity Management > Identities N AFMAC b 31E 718 B iR i E R E,

AP MACH: 1t i 8 BI ERHSE LW EREIE ( iR )
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1. gﬂﬁfz Administration > ldentity Management.’f:T:E@ ) ﬁfq%ﬁu%gfﬁﬁgﬁ:%%%ﬁ%ﬂ%ﬁﬁﬁ %% ﬁﬁﬁ'ﬂz
2, WARELAAFEAmacitbitFx , MABEEFRRBNFT. BfE

Settings > User Authentication Settings > Password Policy:




Home + Context Visibiity = Administration » Work License Waming 4k

¥ System | ~lidentity Management  » Metwork Resources  » Device Portal Management  pxxGrid Services  » Feed Service  » Threat Centric NAC

b Idantities Groups Extarnal Identily Sources  |danlity Source Sequences | - Settings

o
User Cuslom Atlribules Account Disable Policy
Us nticalion Settings Password Policy
Endgoint Purge *  Minimum Length: '4 "] cnaracters (Valid Range 4 o 127)
Endpoint Custom Altibutes Password must not contain:

User name or its characters in reverse order

“cisco” or its characters in reverse order

] This word or its characters in reverse order: |

[ Repeated characters four or more times consecutively
] Dictionary words, their characters in reverse order or their letters replaced with other characters i

= Default Dictionary i

Custom Dictionary i N file chosen

The newly added custom dictionary file will replace the existing custom dictionary file.

I Password must contain at least one character of each of the selected types: I
L] Lewercase aiphabetic characters

] Uppercase alphabetic characters
[ Numeric characters

[0 Mon-alphanumeric characters
Password Historvy

2. RBERZ Identities > Users SARIE— T add.BR "ERAERE, EEHE , ERBAPHERER
BHNZE , AR,

Eﬂ_‘ . {Eﬁﬁ Description Jﬁﬁéiﬁi)&%@ﬁ%ﬂ’ﬂﬁﬂﬁ , LXEUJ&%%T@@E%E"JE%%‘(‘I’@o
FIFHAERAP MACHEHE, TEABIF | ac776d9e6162.

Home » Context Visibility ons . + Administration
» System - |dentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Cenfric NAC
Groups  External Identity Sources  Identity Source Sequences  » Settings

o Metwork Access Users List > New Network Access User

* Network Access User

Latest Manual Network Scan Resulls

Status B Enavled «

Email |

¥ Passwords

Fassword Type: | internal Users ¥
Password Re-Entar Password
l * Login Password | [E——— l i

Generate Password |

Enable Password | | _|

 User Information

First Name | |

Last Name | |

¥ Account Options

Description [ pass=4c776d9e5162 4

Change password on next kegin O

¥ Account Disable Policy

O Disable account if date exceeds | 2019-04-28 {yyyy-mm-dd)

¥ User Groups

: [aps ]

Cancel 5

3. & —"F submit.
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AP_Auth; .

o Identily Services Engine Home ¥ Context ity » Operations + Administration + Work Cenlers License Waming 4
Policy Sets ~ Profiling  Posture  Client Provisioning
Dictionarias + Results
o
Library Editor
Sman Conditions Sesinl- b Naine
Time and Dale Radius- Service-Type
Profing PBH0weodEFERECLOET
Equals Call Check - m

+ Posture

AP_Auth

o @ I
- AND ¥ =

= Network Conditions

Endstation Network Conditions

=
=

Device Network Conditions. New AND OR

Device Port Network Conditions

Catalyst_Switch_Local_Web_Authe Set to'Is not' Duplicate
ntication

2. —"F save.
3. %?ﬁ%ﬁ}i Allowed Protocols Service ﬁ]ﬁéAP%ﬁ%ﬁ%o %ﬁﬁﬁf@\ﬁﬁ}g Allow PAP/ASCII.

Services Engine Home » Context Visbiity » Ope o + Waork Center: License Waming 4k

Policy Sets  Profiling  Posture  Client Provisioning | ~ Policy Elements

Dictionaries  » Conditions = Rasults

<]
= Allowed Protocols Services List > AP_authentication

~ Authentication

Allowed Protocols
Allowed Protocots Name [ Ap_authentication

» Authorization Description

* Profiling 4
* Allowed Protocols

» Posture

Authentication Bypass
+ Client Provisioning o
Process Host Lookup (i

O Atiow chap
O

Allow MS-CHAPw1

]

Allgw MS-CHAPv2

Allow EAP-MD5

Allow EAP-TLS

Allow LEAP

o R

Al PEAP

4. 7 Allowed Protocols/Server Sequence.EFaﬁ view Fl Authentication Policy > Use > Internal Users LAMEISETE

REPE R EHIESAPH EHE B B/BR.

» Administration » Work

Policy $ets | Profiling  Posture  Chent Provisioning  » Policy Elements

Policy Sets

+ Status  Policy Set Name Description Conditions Allowed Prolocols [ Server Sequence Hits Actions  View

(@  PolicydhPsauth B  ar_aun | AP_aulhentication x v | I 19 & @
24 >

£ @  oetautt Default policy set Default Network Access » v S 501




it dentity Services Engine Home  » ContextVisibiity  » Operations » Administration  » Work Cenlers

Policy Sets Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets = Policy4APsAuth [ Reset J save ]

Status  Policy Set Name Descripticn Conditions Allowed Protocols £ Server Seguence Hits

@ T, a AP_Auth | AP_authentication xw | 1

W Authentication Policy (1)

+ Status  Rule Name Conditions Use Hits Actions
| intemal Usars XY I
ra ®  Default 19 o
¥ Options

¥ Authorization Policy - Local Exceptions
2 Authorization Folicy - Global Exceptions

? Authorization Policy (1)

Reset Save I

5. —F save.
BE

ATERIFNHEE  SFEBMACH I A4c:77:6d:9e:61:62MAPEMR IR MELRSE. £A

debug capwap events/errors enable *ﬂ debug aaa all enable ﬁi'%o

MRAFAPTEL , WLCHSAP MACHE 1 EEZIRADIUSAIARE510.48.39.128 |, I H @RS 2 A ThER
EHAP, AREAPEIIEEIZSETM,

B ARZERS , BHPFHELETEBEIE T,

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Join Request from 192.168.79.151:5248

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51: 4e:c0 using already alloced index 437
*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51: 4e:c0 Unable to get Ap node in Join request

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Allocate database entry for AP
192. 168. 79. 151: 5248, already all ocated index 437

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 AP Allocate request at index 437 (reserved)
*spamApTask4: Feb 27 14:58:07.566: 24:7e:12:19:41:ef Deleting AP entry 192.168.79. 151: 5248 from
tenporary dat abase.

*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51:4e:c0 AP group received default-group is found in
ap group configured in wec.

*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: c0 Droppi ng request or response packet to AP
:192.168. 79. 151 (5248) by Controller: 10.48.71.20 (5246), nessage Capwap_wt p_event _response,

state Capwap_no_state

*spamApTask4: Feb 27 14:58:07.566: 70: 69: 5a: 51: 4e: cO Message type Capwap_w p_event_response is
not allowed to send in state Capwap_no_state for AP 192.168.79. 151

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 In AAA state 'Idle' for AP



70:69:5a:51:4e:c0

*spamApTask4: Feb 27

*spamApTask4: Feb 27
nmsg type = 3 state =

*spamApTask4: Feb 27
192. 168. 79. 151: 5248

14:

14:

58: 07.566: 70:69: 5a:51: 4e: c0 Join Request fail ed!

58: 07.566: 70:69:5a:51:4e:c0 State nachi ne handl er:

0 from 192. 168. 79. 151: 5248

Fail ed to process

14:58: 07.566: 24:7e:12:19:41:ef Failed to parse CAPWAP packet from

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Normal Response code for AAA
Authentication : -9

*aaaQueueReader: Feb 27 14:58:07.566: ReProcessAuthentication previous proto 8, next proto
40000001

*aaaQueueReader: Feb 27 14:58:07.566: Authenticati onRequest: O0x7f01b404f 0f 8

*aaaQueueReader: Feb 27 14:58:07.566: Callback........... ... .. . . . . .. Oxd6cef 02166
*aaaQueueReader: Feb 27 14:58:07.566: protocol Type. ... ... ... . .. ... 0x40000001
*aaaQueueReader: Feb 27 14:58:07.566:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 14:58:07.566: Packet contains 9 AVPs:

*aaaQueueReader: Feb 27 14:58:07.566: AVP[02] Call ed-Station-

Id. ..o 70: 69: 5a: 51: 4e: c0 (17 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[03] Calling-Station-

Id. ..o 4c: 77:6d:9e: 61: 62 (17 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[04] Nas-

Port. ... ... . . . 0x00000001 (1) (4 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[05] Nas-Ip-

Address. . ... .. 0x0a304714 (170936084) (4 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[06] NAS-Identifier............ .. .. ... ... ..... Ox6e6f
(28271) (2 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[08] Service-

TYPe. o o 0x0000000a (10) (4 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[09] Message-Authenticator.................... DATA (16
byt es)

*aaaQueueReader: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: c0 radi usServer Fal | backPassi veSt at eUpdat e:
RADIUS server is ready 10.48.39.128 port 1812 index 1 active 1

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51: 4e:c0 NAl -Real m not enabled on Wan, radius
servers will be selected as usual

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51: 4e:c0 Found the radi us server 10. 48. 39. 128
fromthe gl obal server I|ist

*aaaQueueReader: Feb 27 14:58:07.566: 70:69: 5a:51:4e:c0 Send Radi us Auth Request with pktld: 185
into qid: 0 of server at index:1

*aaaQueueReader: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: c0 Sendi ng the packet to v4 host

10. 48. 39. 128: 1812 of length 130

*aaaQueueReader: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: cO Successful transmission of

Authentication Packet (pktId 185) to 10.48.39.128:1812 from server

70: 69: 5a: 51: 4e: c0-00: 00

*aaaQueueReader :

*aaaQueueReader :

K8....4c776d9e61

*aaaQueueReader :

Feb 27 14:58: 07. 566:

Feb 27 14:58: 07. 566:

Feb 27 14:58: 07. 566:

queue 0, proxy state
00000000: 01 b9 00 82 d9 c2 ef 27 f1 bb e4 9f a8 88 5a 6d
00000010: 4b 38 l1la a6 01 Oe 34 63 37 37 36 64 39 65 36 31

00000020: 36 32 1le 13 37 30 3a 36 39 3a 35 61 3a 35 31 3a



62..70: 69: 5a: 51:

*aaaQueueReader: Feb 27 14:58:07.566: 00000030: 34 65 3a 63 30 1f 13 34 63 3a 37 37 3a 36 64 3a
4e: c0..4c: 77: 6d:

*aaaQueueReader: Feb 27 14:58:07.566: 00000040: 39 65 3a 36 31 3a 36 32 05 06 00 00 00 01 04 06
9e:61:62........

*aaaQueueReader: Feb 27 14:58:07.566: 00000050: Oa 30 47 14 20 04 6e 6f 02 12 54 46 96 61 2a 38
.0G ..no..TF. a*8

*aaaQueueReader: Feb 27 14:58:07.566: 00000060: 5a 57 22 5b 41 c8 13 61 97 6¢c 06 06 00 00 00 Oa
ZW[A .a.l......

*aaaQueueReader: Feb 27 14:58:07.566: 00000080: 15 f9 ..

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 User entry not found in the Local FileDB
for the client.

*radi usTransport Thread: Feb 27 14:58:07.587: Vendor Specif Radius Attribute(code=26, avp_l en=28
vl d=9)

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51:4e:c0 *** Counted VSA 150994944 AVP of
length 28, code 1 atrlen 22)

*radi usTransport Thread: Feb 27 14:58:07.588: Vendor Specif Radius Attribute(code=26, avp_l en=28
vl d=9)

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: c0 AVP: Vendorld: 9, vendorType: 1,
vendor Len: 22

*radi usTransport Thread: Feb 27 14:58:07.588: 00000000: 70 72 6f 66 69 6¢c 65 2d 6e 61 6d 65 3d 55
6e 6b profil e-nane=Unk

*radi usTransport Thread: Feb 27 14:58:07.588: 00000010: 6e 6f 77 6e nown

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51:4e:c0 Processed VSA 9, type 1, raw
bytes 22, copied 0 bytes

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69:5a:51:4e:c0 Access-Accept received from

RADIUS server 10.48.39.128 (qid:0) with
*radi usTransport Thread: Feb 27 14:58:07.
*radi usTransport Thread: Feb 27 14:58:07.

*radi usTransport Thr ead:
protocol Used. . ...... ... .. . .

*radi usTransport Thr ead:
proxyState. .. ...
1 07.

*radi usTransport Thr ead: 588:

*radi usTransport Thr ead: :58: 07.588:

1812, pktld: 185
Radi usl ndexSet (1), |ndex(1)
structureSize. . ... . e

0x00000001

70: 69: 5A: 51: 4E: C0- 00: 00
Packet contains 4 AVPs:

AVP[01l] User-

Nafe..oooeeeeesescscasescscasoscacas 4c776d49e6162 (12 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[02]

State. ... Reaut hSessi on: 0a302780bNEx79SKI FosJ2i oAm YNO Re2i DSY3dr
cFsHuYpChs (65 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[03]

ClassS. .o DATA (83 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[04] Message-

Authenticator.................... DATA (16 bytes)

*spamApTaskO: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: c0 Join Version: = 134770432

*spamApTaskO: Feb 27 14:58:07.588: 00: 00: 00: 00: 00: 00 apType = 54 apModel : Al R- AP4800- E- K
*spamApTaskO: Feb 27 14:58:07.588: 00:00: 00: 00: 00: 00 apType: Ox36 bundl eApl mageVer: 8.8.111.0
*spamApTaskO: Feb 27 14:58:07.588: 00:00: 00: 00: 00: 00 version: 8 release: 8 maint: 111 build: 0
*spamApTaskO: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: c0 Join resp: CAPWAP Maxi mum Msg el enent len =
79

*spamApTaskO: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: cO Join Response sent to 0.0.0.0: 5248
*spamApTask0: Feb 27 14:58:07.588: 70:69:5a:51:4e:c0 CAPWAP State: Join
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- debug capwap events enable — ¢ B LWAPPE4 M

- debug capwap packet enable — Bt ELWAPPE ¥ IR Ht £y 3854

- debug capwap errors enable — Bt iELWAPPE #2852 5

- debug aaa all enable — Bt EFTEAAATH B A

MR RADIUSENEE R Y ISESR & E AL ISERBAPK R FEAEEE TINVALID, |, EERESHER
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