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User Setup

User: Userd {MNew Usear)

= | M Accouni Disabled
% |Mu
| Supplementary User Inl'lu

[user 1 :|

FI.HI MName

Dascrplr

| Usor Batup ;|
Pasgward huthentication:
|ACE Intesrisl Dstabase =]
CiscoSecurs PAP (Also used for CHARMS-
_CraRyarEP, F the Separate Neld & nol TRECHed.])
i Password  [swsas

e
Password L
T Separate (CHAP/ME-CHARARAR)
Password |

Condirm I

Password

When a taken server iz used for avthenticaison,
supplying a separate CHAP passward for a token
card user allows CHAP authentication. This is

especialy useful when taken caching is enabled.
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User Setup

User: Userd {(Mew User)

[N account Disabled

Hupplementary User Info

— —_—— .
al b [userz R
Descriptian |
| Usnr Satup bl

Passward authentication:
| ACE Intesrisl Dstabase =)

CisgoBecure PAP (hlso ysed for CHAR/ME-
AR aFER T the Separate hild g nol chEcesd.)

:‘“-_ Paszword  [swsas

F‘ass-wm'.; 1_
I Separate (CHADRIS-CHARSARAR)
Fassword |
Confirm I
Password

Whan a taken server iz used for avthenticatson,
supplying a separate CHAP passward for a token
card user allows CHAP authentication. This is

especially useful when taken caching is enabled.
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Enter Wiraless Metwork Password

BEAPHIWLCH A &R HEER S ZBRADIUSFIBR 25 (Cisco Secure ACS)LABRE IR o
RADIUSTAREBI S EREFHBEERERITLLER , WERNRER , B FERAERENACLSE
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" Cisco Aironet Desktop Utility - Current Profile: Office-TSWEB
Action | Options  Help
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\ Docunents and Settings\Adni ni strator>ping 172.16.1. 100
Pinging 172.16.1.100 with 32 bytes of data:

Reply from 172.16.1.100: bytes=32 tine=3ms TTL=255
Reply from 172.16.1.100: bytes=32 tine=1lnms TTL=255
Reply from 172.16.1.100: bytes=32 tine=1lnms TTL=255
Reply from 172.16.1.100: bytes=32 tine=1lnms TTL=255

Ping statistics for 172.16. 1. 100:

Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),
Approximate round trip times in nmilli-seconds:

M ni mum = 1nms, Maxi mum = 3ms, Average = 1lns

D:\ Docunents and Settings\ Adnini strator>ping 172.16.1.50

Pinging 172.16.1.50 with 32 bytes of data:

Request tined out.
Request tined out.
Request tined out.
Request tined out.

Ping statistics for 172.16.1.50:
Packets: Sent = 4, Received = 0, Lost = 4 (100% 1 oss),

Bl | EUser2ERFZEIWLANE , RADIUS{E RS S £ I B B B ASACL User2EIWLC,

Enter Wiraless Metwork Password




LEAP Authentication Status

Card Name:  Cizco Arronet 802,11 a/b/g Wireless Adapter
Frofile Name:  Office-TSWEB

Steps Status
1. Starting LEAP Authentication Success
2. Checking Link Statiz Success
3. Renewing IP addrezz Success
4. Detecting 1P Frame Type Success
5. Finding Domain Contraller Skipped because the domain name was not configured
[ Show minimized next time [ Cancel !

,mﬁviLAN}"“%U%Eﬂ%JH:ACLEFH;zélJUser2o It ping#a i B R User2{E REFENfAI AR5 172.16.1.50 , FBETF
EE A H g

D:\ Docunents and Settings\Adm nistrator>ping 172.16.1.50
Pinging 172.16.1.50 with 32 bytes of data:
Reply from 172. 16. 1. 50: bytes=32 tine=3ns TTL=255
Reply from 172.16. 1. 50: bytes=32 tine=18ns TTL=255
Reply from 172.16. 1. 50: bytes=32 tine=1lns TTL=255
Reply from 172.16. 1. 50: bytes=32 tine=1lns TTL=255
Ping statistics for 172.16.1.50:
Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),
Approximate round trip tines in mlli-seconds:
M ni mrum = 1ns, Maxi num = 18nms, Average = 5ns
D:\ Docunents and Settings\Adm ni strator>ping 172.16.1. 100
Pinging 172.16.1.100 with 32 bytes of data:
Request tined out.
Request tined out.
Request tined out.
Request tined out.

Ping statistics for 172.16.1.100:
Packets: Sent = 4, Received = 0, Lost = 4 (100% 1 oss),

a2 3790
ARG T A A R 1T SRR
FERARLANSRHIZS | | 258 T BB FIE R debug i S TR HEIRAAA S BRB A9 # P8

. debug aaa all enable — Bt EFTEAAAE SR FAF




- debug dot1x packet enable — B{ F P & dot1x & £ S AR

- debug client <MAC Address> — R ERE Finaaa
LA R Rdebug aaa all enablels K i/
B RERRS  BHFNWRETEBEE =,
Thu Aug 16 14:42:54 2007: AuthenticationRequest: 0xblabl04
Thu Aug 16 14:42:54 2007: Callback................ 0x85ed228
Thu Aug 16 14:42:54 2007: protocol Type. ........... 0x00140001
Thu Aug 16 14:42:54 2007: proxyState.............. 00: 40: 96: AF: 3E: 93-03: 01
Thu Aug 16 14:42:54 2007: Packet contains 16 AVPs (not shown)
Thu Aug 16 14:42:54 2007: 00:40: 96: af : 3e: 93
Successful transmission of Authentication Packet

(id 1) to 10.77.244.196: 1812, proxy state 00: 40:
Thu Aug 16 14:42:54 2007: 00000000: 01 01 00 dO 2d

-4, (. _5.

Thu Aug 16 14:42:54
...... user 1. .00-
Thu Aug 16 14:42:54
40- 96- AF- 3E-93. .
Thu Aug 16 14:42:54
00- OB- 85-5B-FB-D
Thu Aug 16 14:42:54
0: O fi ce- TSVEB. .
Aug 16 14:42:54
....... M...wc.
Aug 16 14:42:54

Thu
Thu
Thu Aug 16 14:42:54
= @ .

Aug 16 14:42:54
AL Q 200 .
Aug 16 14:42:54
. % 9.
Aug 16 14:42:54
#....U | Q\u
Aug 16 14:42:54
serl..SVC=0.1;P.
Thu Aug 16 14:42:54
L Bh L M el >-
Thu Aug 16 14:42:54
...6.1j." 1.
Thu Aug 16 14:42:54
R © SVC=
Thu Aug 16 14:42:54
0.L;P.1...H ....
Thu Aug 16
Thu Aug 16
Thu Aug 16
Thu Aug 16
Access-Challenge
10.77.244.196

Thu

Thu
Thu

Thu

154

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

received from RADIUS server
for mobile 00:40:96:af:3e:93 receiveId

00000010: 8f a9

00000020: 34 30

00000030: 30 30

00000040: 30 3a

00000050: 00 00

00000060: Oc 00

00000070: 02 Oc

00000080: 00 00

00000090: 01 00

000000a0: 2e 82

000000b0: 73 65

000000c0: 1la d5

00000000: Ob 01

00000010: 60 1c

00000020: 30 2e
00000030:
****Ent er
****Ent er

00: 40: 96: af : 3e: 9

3b 64

34 5

00 dd 01 07 75

2d 39 36 2d 41

2d 30 42 2d 38

4f 66 66 69 63

00 01 04 06 Oa

00 37 63 01 06

06 00 00 05 14

0d 41 06 00 00

25 11 01 00 18

eb 17 c6 23 b7

72 31 18 Oa 53

3b 35 5e 93 11

00 36 8c 31 6a

c2 16 4f 06 03

31 3b 50 12 6¢

93 10 fe 09

3

99

73

46

35

65

4d

00

3d

00

1d

96

56

cO

b4

01

fb

pr ocessl nconmi ngMessages:
pr ocessRadi usResponse:

3

96: af : 3e: 93-00: 00

b4 19 27

65 72 31

2d

2d

2d

f4

00

06

06

87

dc

43

c6

27

00

90

; d.

33

35

54

d2

00

00

51

9d

c3

3d

2f

eb

04

ec

45

42

53

20

01

00

04

0b

55

30

5e

d4

18

48

28

1f

2d

2d

57

05

06

00

32

fo

ff

2e

f5

Oe

Oa

eb

13

39

46

45

77

06

13

30

dd

7c

31

65

1b

53

5f

30

33

42

42

6¢C

00

40

4f

eb

51

3b

e9

8e

56

9b fb d7

response code=11

Thu Aug 16 14:42:54 2007: Authorizati onResponse: 0x9c27800

Thu Aug 16 14:42:54 2007: structureSize............ 104

Thu Aug 16 14:42:54 2007: resultCode............... 255

Thu Aug 16 14:42:54 2007: protocol Used. ........... 0x00000001
Thu Aug 16 14:42:54 2007: proxyState...............

response code=11

35

30

le

2d

05

63

00

06

27

39

4e

50

3e

5d

43

ce

9c

2d

20

44

06

la

00

00

02

od

75

12

2d

19

3d

ca

00: 40: 96: AF: 3E: 93-03: 01
Thu Aug 16 14:42:54 2007: Packet contains 3 AVPs (not shown)
Thu Aug 16 14:42:54 2007: AuthenticationRequest: Oxblabl104
Thu Aug 16 14:42:54 2007: Callback................ 0x85ed228



Thu Aug 16 14:42:54 2007:

Thu Aug 16 14:42:54 2007:
00: 40: 96: AF: 3E: 93-03: 02

Thu Aug 16 14:42:54 2007: Packet contains 16 AVPs (not shown)

Thu Aug 16 14:42:54 2007: 00:40: 96: af : 3e: 93

Successful transmission of Authentication Packet (id 2) to 10.77.244.196:1812,

proxy state 00:40: 96: af : 3e: 93- 00: 00

protocol Type............ 0x00140001
proxyState.......... .. .. .. . ...

Thu Aug 16 14:42:54
....8....[..d..a
Thu Aug 16 14:42:54
... K .Userl..00-
Thu Aug 16 14:42:54
40- 96- AF- 3E-93. .
Thu Aug 16 14:42:54
00- OB- 85-5B-FB-D
Thu Aug 16 14:42:54
0: O fice..
Thu Aug 16 14:42:54
....... M...wc.
Thu Aug 16 14:42:54

Thu Aug 16 14:42:54
....... =....0.
Thu Aug 16 14:42:54
AL Q 200..
Thu Aug 16 14:42:54
.......... e.(a.u
Thu Aug 16 14:42:54
serl..SVC=0.1; P
Thu Aug 16 14:42:54
ke 9..<.
Thu Aug 16 14:42:54
..... =l X
Thu Aug 16 14:42:54
3m!...... g...%
Thu Aug 16 14:42:54
...... 1.3.N... %
Thu Aug 16 14:42:54
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Thu Aug 16 14:42:54 2007: 000000cO: 09 99 7d 74 89 ad af e5 ¢8 bl 71 94 97 d1
NS S g. ..

Thu Aug 16 14:42:54 2007: ****Enter processlnconi ngMessages: response code=2

Thu Aug 16 14:42:54 2007: ****Enter processRadi usResponse: response code=2

Thu Aug 16 14:42:54 2007: 00:40: 96: af : 3e: 93

Access-Accept received from RADIUS server
10.77.244.196 for mobile 00:40:96:af:3e:93 receiveId = 3

Thu Aug 16 14:42:54 2007: Authorizati onResponse: 0x9c27800

Thu Aug 16 14:42:54 2007: structureSize............ 236



Thu Aug 16 14:42:54 2007:
Thu Aug 16 14:42:54 2007:
0000001

re
pr

Thu Aug 16 14:42:54 2007: pr

40: 96: AF: 3E: 93-03: 02

Thu Aug 16 14:42:54 2007: Packet

Thu Aug 16 14:42:54 2007: AVP[01]
(4 bytes)

Thu Aug 16 14:42:54 2007: AVP[02]

Thu Aug 16 14:42:54 2007: AVP[ 03]

Thu Aug 16 14:42:54 2007: AVP[04]

Thu Aug 16 14:42:54 2007: AVP[05]
(18 bytes)

Thu Aug 16 14:42:54 2007: AVP[ 06]

Thu Aug 16 14:42:54 2007: 00:40: 96:

for station 00:40:96: af : 3e: 93

Thu Aug 16 14:42:54 2007: 00:40: 96:

for station 00:40:96: af : 3e: 93

sultCode............... 0
otocolUsed............. 0x0
oxyState............... 00:
contains 6 AVPs:
Franmed-| P-Address. ......... Oxffffffff (-1)
EAP- Message. .. ............. DATA (37 bytes)
Cisco / LEAP-Session-Key...DATA (16 bytes)
Airespace / ACL-Name....... Userl (5 bytes)
dass......... ... CACS: 0/ 9/ a4df 4d2/ 1

Message- Aut hent i cat or DATA (16 bytes)
af : 3e: 93 Appl yi ng new AAA override

af: 3e: 93 Overri de val ues

source: 4, valid bits: 0x400
gosLevel : -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTineout: -1
dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1
vl anl f Nane: '',
acl Nare: User 1
Thu Aug 16 14:42:54 2007: 00:40: 96: af : 3e: 93

Inserting new RADI US override i

R

/Ch

A LAfE Fshow wian summaryia

LA %2 #ishow client summary@s &
Eﬁ% ;1 oo

o ’U\L
zu\ﬂﬁ D%

R

AN

, LA R R EEMACHL I ( & iR
= 1] LUtk IE BACisco Secure ACSE BB E R L MM ER B 5535

£ iR % P im Rl ACLEC B

nto chain for station 00:40:96: af : 3e: 93

R

HY4H & 35 B R EWLANSE FARADIUS Rl fR B ER 3% . REBET
) £RADIUS WLAN_E B 3hi&Ei

, AHERE EFEEEACL, MREEEETE,

ACL#BE EHIACL , jﬁ%ﬁ%ﬁﬂﬁACLEE&% S EEAEIESERRN T H,
B O] LA{E A LA T showdn 5 RER R IEMIERE ¢

- show acl summary — ZE2# R#ZHI88 LR ERACL ,

AT 2 &4 -

#51F Fshow acl summary® ¥,

(Cisco Controller) >show acl summary

ACL Nane Appl i ed
User 1 Yes
User 2 Yes

. show acl detailed <ACL_Name> — B EBCEEEACLHNFMEN. AT 2E 6

(B AR

detail ed Userl

Destination

| P Addr ess/ Net mask

ZRERE , WMHPHRETEBEE 1T
Cisco Control ler) >show acl
Sour ce
Sour ce Port Dest Port
I Dir | P Addr ess/ Net nask
Pr ot Range Range

Action



1 In 172.16. 0.0/ 255. 255. 0.0 172.16. 1. 100/ 255. 255. 255. 255

Any 0-65535 0- 65535 Any Per mi t
2 Qut 172.16. 1. 100/ 255. 255. 255. 255 172.16. 0.0/ 255. 255.0.0
Any 0-65535 0- 65535 Any Per mi t

(Cisco Controller) >show acl detailed User2

Sour ce Destination
Sour ce Port Dest Port
I Dr | P Addr ess/ Net mask | P Addr ess/ Net mask
Pr ot Range Range DSCP Acti on
1 In 172.16. 0. 0/ 255. 255.0.0 172. 16. 1. 50/ 255. 255. 255. 255
Any 0- 65535 0- 65535 Any Permt
2 Qut 172. 16. 1. 50/ 255. 255. 255. 255 172.16. 0. 0/ 255. 255.0.0
Any 0- 65535 0- 65535 Any Permt
. show client detail <MAC Address of the client> — BB R ERESE T F N FAET.

REMEDE AR RN
fEF LA TR R TR B AE -

- EEHEE EBRERADIUSARBREEENEEARE , MTAEFHIEAH,

CEESIEEE | MEEEHRWLAN(SSID) FHLZEZZERADIUSH IRES.

- MERADIUSHIIRFAR BRI L BFRABREAERVBEER,

- MMBEACSAIRES L HPassed Authentications and Failed Attempts#¥R &5 A TR L IR1E, EL|E
AJFEACSHIBREEH "SREFER . TRE,

RS

- SRARLANI 588 F AYACL: 3R B, BR &I F R4

- $EARL ANIRBIES I BWACLAR G R B

. {8 A EARLANIZ &85 (WLC)BIMACIHE I8 25 45 AE 5 51
. BRRRLANSE GBS A R85 B 18 RA5.21K

. F i Z I H - Cisco Systems
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