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Active Directory Installation Wizard

D atabase and Log Folders
Speciy the folders: to contain the Active Directory databaze and log files

For best perbormance and recoverability, stare the database and the log on separate

hard disk s.
Where do pou weant to stare the Active Directony databaze?

Datsbaze folder

LN NDOWSAHT DS Browze... |

Wikere do pau want b store the Active Directary log7?

Laog folder;

I NDD W SYHT DS Browse... |

< Back Mext s

Cancel

10. £ "HARRS., BH , BRRARENRNVERSER , ARE-TF—%.




Active Directory Installation Wizard

Shared Syztem Yolume
Specify the folder ta be shared as the system volume.

The S¥S%W0OL folder stares the server's copy of the domain's public filez. The contents
of the SY"SWOL folder are replicated to all domain controllers inthe domain.

The SYSYOL folder nust be located onan MTFS valume.
Enter & location for the 5S40 L Falder.

Eolder lacation:

LS MDD WS S5 0L E TOWEE ..

¢ Back M et Cancel

1.7 THT#, EEL , BEEFCBBERWindows 200088 Windows Server 2003/E ¥ R #t
HENSTH  REE-T "T—%.1,




Active Directory Installation Wizard

Permizsions
Select default permizsions for wzer and group objects,

Some server programs, such as Windows MT Hemote Access Service, read mformation
stored on domain controllers.

™ Permizzions compatible with prewWindows 2000 zerver aperating syshems

Selzct thiz aphor F you run serser program: on pre-YWindows: 2000 zerver aperating
swatems or on \Wirdaows 2000 or YWindows Server 2003 aperating systems that ars
members of pre-windows 2000 domains.

& Snoryraus users can nead information an thiz domsain,

(v EF’ernﬂlssmrﬁs -:-:mpahl:-le iy with Windawes 2000 o Windaws S erver EEIEIE
‘operating systems

Select thiz option f you run server programs |:|r‘||_l,l an "-.-'-.-"Ir‘IIjI:II.-'I.IS EEIEIEI ar Wlnduws
=server 2003 operating systems that are memberz: of Active Directory domaing. Ol
authenticated users can read information on this domain,

¢ Back Mest s Cancel

12. % "SR REEXEERR, AEL A BBRHESZ , RRE-TTF—F,
13. 18 "HE, EENEFA  RRE-TTF—F,



Active Directory Installation Wizard

S ummary
Feview and confirm the aptions vou selected.

Tou chogze ko
The new domain name iz example.com. This iz alzo the name of the new forest. :l

The HetBl05 name of the domamn i Ex<aPLE

Databaze folder CAWINDOWSWHT DS
Log hle folder, C:wINDOWSAMTDS
S5 5%0L folder: C:AWAMDOWSASY'SYW0 L

The DMS service will be nstalled and conhguwed on thiz computer. This compter
will be configured ta use thizs DNS server az its prefered DNS zemver.

The paszword of the new doman admimstrator will be the zame as the passyword of
the admiriztrator of iz computer. El

To change an aption, click Back. Ta beqin the aperation, click Hext,

¢ Back Memt > Cancel I

14. SERXActive Directory® %% , & — T Finish,
15. ERMBREF B EMEE , 2 — TRestart Now,

S B3R A8 ThgEAR Bl
BEERUTSER :

1. #¢Administrative Tools & %} 3 (Bt >2 X\ >E ¥ T B> Active Directoryi@ FIfE4E) B R Active
DirectorylSMIEEEEE T , RARIR— T HREHEFEDC_CA.wiressdemo.local,
2. B—TRABMIHEERE , AERE TRASIIAERE L EE LiEEWindows Server 2003,
Dntrarn sanivd
g iy S
Cumomnit ciosmiaim fsec il e
Wimdmye ZO00 rayiive

Sz ym peslstles dorsi e oo st
| i Serees 203 =

St o e e e domesn [umotonsl vl i cannok be ieveried. For more fosmsiom
o derran Bmcieny ek, slek el

g |




3.#%—T TRaise, ,#%—TF "OK, , REBXE—T "TOKJ »

F4Y : RENEEDHCP

AT T HER

1. /A "EEER, PROFESSIMRER | X BHETHME R G EDHCP)/EAREERKE T

2. ##Administrative Tools & ¥} 3k ( B> X>EE T E> DHCP ) HHBDHCPERE T , A%
iEH DHCP{A R 2sDC_CA.wirelessdemo.local.

3. # — T Action , A% 1% — T Authorize A IR #EDHCPR#% .

4. EEFIEHEF | F— T HAEDC_CA.wirelessdemo.local , 2% 1% — TNew Scope.

5.7 "#EERE, B8N "B, BEL BE-TTF—F,

6.7 "EEXWE, AN "HBL WP E A CorpNet.,

New Scope Wizard

Scope Name

You have to provide an identifiying ecope name. v ou also hawve the option of @
providing a descnphion.

Type aname and descriphon for this scope. This InFormation helps vou quickly idzntify
how the scope 15 to be used on your network.

Mame:

Descrption:

Copfet

<Back || Hest> J  Cancel

7. — TNextUEE AT 5|8 : £iRIPH#it— 172.16.100.1%E R IPitbit— 172.16.100.254 K £

(Length)- 24 T {8 E—
255.255.255.0




New Scope Wizard

IP Address Hange

Y ou define the 2cope addrezs range by identifying a 2at of conzecutive [P ﬁ}j
addiezses.

Enter the range of addiesses that the scope distnbutes.

Start IP addiess: | 172, 16 100, 1

EndIP addrezz: | 172 . 16 100 . 254

A zubnet mazk defines how many bitz of an IF addrezs ta uze far the nebworl f2ubret
[0z and how mane itz to uee for the host 10, You can zpecib the subhet mazk by
length or az an IF address.

24 _|:;|

Subhet mazk: 2hh 255 255 0

Length:

£ Back I Meut = I Canecel I

8. #— T Next , # A172.16.100.11/E AR 15IPH# 1t , # A 172.16.100.100/E A EHBR I E RIPHb
it, A% — TNext, iEASRE172.16.100.1%]172.16.100. 100 E A Y 1Pt , iELEIREF
IPh 31t R EHDHCP{a] BR 28 2 B o



Mewr Scope Wizard

Add Exclusions S
E 2clugions are addrezzes or a range of addieszes that are not distributed by the
FEvEL,

Tupe the [P address range that pou want b elclude. |F pou wank ko asclude 3 single
address, type an addiess in Start [P addiess only.

Start IP address: EndIP addiess:
172 .16 100 . 1 172 . 1k .'||:||:|.'l|:l[1 Add

Excluded address range:

Hemaowe

< Back I Mext = I Cancel

9. #£Lease DurationEHE £ , ¥ — T Next.
10. £ Configure DHCP OptionsE £ |, i&##Yes , | want to configure these options now , A% &
_-FNexto



New Scope Wizard

Conhgure DHCP Ophons
You have to configure the most common DHCP ophion: befare clients can uze the
SCOPE.

When chents obtain an address, they are given DHCP ophions such as the IP
addresses of routers [default gateways), DMS servers, and 'WINS settings for that

SCOpE.

The settings pou sebect here ane for this scope and ovemde settings conhigured in the
Server Dphons folder bor this server.

Do pow want bo confioure the DHCP optons for this scope now?

™ Mo, | will configure these options later

< Back Mext » Carcel |

11. #£Router(Default Gateway) B H £ #Ti8 FE %8 HEg#h16172.16.100.1 , RREETFT —F,

Mew Scope Wizard

Houter [Default Gateway] g
o can specify the roukers, or default gatewayps, to be distributed by thiz scope.

To add an IP address for arouter used by clents, enter the address below,

IE addiess:
. fadd
172161001 Hemaove
Up
[y

< Back Mext = Cancel




12. £ "B FIDNSERES . BEEHA "R, B & Awirelessdemo.local , £ "IP#udt , 1
RE8 A172.16.100.26 , A& — TAddIE 3% — T Next.
Mew Scope Wizard

Domain Hame and DMS Semvers

The Domain Mame Sypztem [OM 5] maps and tranzlates domain names uzed by @
clisnt: of your netwark,

Tou can gpecify the parent domain pou want the client computers on pour nebworl o use for
DMNS name resolution,

Farert domair:  [wirelessdemo. local

To conbigurs 2cope clients bo uze DMS 2ereer: on paur nebwork, enter the P addresses for thoze

SErers.
Server name: IF addrezs:
| . . Aidd
Hesalve I 17218100, 26 Hemeve
Up
[
< Back Mest = LCancel

13. £ TWINSfAfRss, EL , &—TTF—%.
14. % TROAERAE. BL  BF TR, REBVABAKERR, , REE-T "F—F.1.



New Scope Wizard 3

Activate Scope —
Clients can obtain address leazes onlp if 2 scope is actvabed.

Do pou want to achivate this scopes now?

™ Ma, | will activate this scope |ater

< Back Mext > Carcel

15. BB "THEERABBE, B H—-TxK.
255 : REERE®
AR TSR
XE  EREBERB AL BZEIS | I B FHEEZEEnterprise Admin OUY —EB 4

1.7 TEEHERL P, FERAEERBBRER | AR — T /M ERWindows Tt 4
2. 7 "WindowstE8 , B , BEREBRYE K ARE-TTFT-—-F,



Yindows Components Wizard

Window: Components
Y'ou can add or remowve components of Windos.

To add or remove a component, chck the checkbos A shaded bos means that onls
park of the component will be installed. To see what's included in a component, click

Dietails.

LComponents;

I @ﬂ.cceﬁmi-ﬁ and Utilities 19ME >
..... tﬁﬂ.ppllnahnn Server 13 4 1B

m £ Cettficate Services 1.4 MB

i ;_.!IE-rn.all Services 11 ME
.i'-! 6 F A Serviras 7 QIR j

Dezchption:  Inztalls a certification authonky [CA] ko izzue certificates for uze with
public key secunty programs.

Tatal disk space required: 2.4 MB Beral |
Space avalable on disk; 124E.9 MEB -

£ Baclk I Mewt » LCancel I Help |

3.1 "CARRI, B  BELHEBCA, REEZ—-TTF—%.



Windows Components Wizard

CA Type
Select the type of CA, you want bo ek up.

{* Enterpnise root Ck

™ Entegprize subordinate CA
(™ Stand-slone raot CA

" Stand-alone subordinate CA

Dezcnphon of Cé bppe

The most busted CA in an enterprize. S hould be installed before any other CA.

[T Usze custom seting: to genesate the key pair and CA certific ate

< Back

Cancel Help

4.7 "TCAEERENR L BN "HhCAW AR L EEPE Awirelessdemoca, &= 1] LAk A H b o] i#
B, ABRE-TTF—% 6 #% "HELERERTE, EALWHERE,




Windows Components Wizard

Certificate D atabase Settings
Enter locations for the ceificate database, database log, and configuration

imformation.

Certificate database:
LMD W Shepstem 220 atlog Browse...

Certificate database log:
CAWINDDW Shspstem 32 letlog Browise. .

Shared folder-
| Erowse

< Back blest > Cancel Help

i’ii "Nexty (F—%F ). ZEZEKE , #&— TFinish,
BEBRTZEISHELSHEHER , #—TO0K,

ey REBERNEESFF M
RATEARA T B8R

1. EEZAE-EE T A>EREARMNN.

2. & — T H#wirelessdemoca CA , A% % — T Properties.

3. "Re, HE L , R—THIAMEREEBESE I Administrators.

4.7 TEFRIREL = ”’E“IEEJ BEF K BECGLEREROREAAFBERNEEIEEECARS
RBEWNREPEM—BRES "EE) HARBF |, AIAEFF IR E BAlow,



wirele csdemoc a Properties g2

Leneral | Folicy M adule I Exit Module | Extenzions I = larage
Certificate Managers Beztiction: I Auditing | Fecowverpdqent:  Securty

Group or user names:

Adminiztrators [4A1RELE SSDEM O\ Administrators)
ﬁ Suthenticated Users
ﬁ Diamain Admin: PWIRELESS DEMOAD amain &dminz]
ﬁ Enterprize Admik: [WIRELESS DEMOMEnterprize Adrinz)

Add .. I Eemove ‘

Permizzions for &dmiristrators Ll D e
Fead ] M|
lzzue and M anage Certibicate: ]
Manage L& |

]

Heaquest Cethhicates

Ok ll Cancel l Apply l

5. ¥ — T OKE3EAwireless.democa CA Properties¥§3& 582 , $A7#% B8 Certification Authorityo
B7Y - R E D
AU TER
AR MRBEEHMEIEF , FRENTOEDIECRAERE.

1. BB "Active DirectoryfE &I B EEE T,

2. EEHIERE T+ | EFwirelessdemo.local,

3. #H—TH#Users , I — TNew , A% & — T Computer.

4. 75 THEER — B, YWEARD , £ TEREE BUPRBAZKER  RBRE-TT—
P, LtRFIEAERAClient,



Mew Object - Computer

= | J Createin  wireleszdemno local/Uzers

Computer name:
|Ehnﬂ

Computer name [pre-s/indows 2000)
|EUENT

The following uzer or growp can o this computer bo a domain.

Ll=zer ar group:

|D efault; D'oman A dmins Change...

| Assign this computer account as a prewindows 2000 computer

| Azsign thiz computer account a2 a backup domain contrallz:

et 2 Cancel

5. % TRtEL WREARF , B—TF—F
6. # "#EHWR — B, WEARD , B—TxHK
7. EESBRIECUBM HMERIRS,

B8y . AFTHEEEITRRINE
AT T HER

1. #Active Directoryf£ & ME G FIER P | #H— T ComputersERI R , RER—TERER
HOmMERHEFUENEK, LEFEREESR7PHIBH Computer ClientlExX. #—T
"Properties , A& #EDial-in%& 5| R %K.,

2. & Allow access , A% IZ—TOK,

BoY : EEPHIMERE
FAATEARA T HER

1. £ "Active DirectoryF A EMERK , EFHEED  F—THREERE , B—THE A, REE—
TERAE.

2. EHER — ERHEYHFEARP  BABREAENER, WROIEFirst name@ P EAB
#WirelessUser , £User logon name# i # £ F & #WirelessUser, & "Nexty ( T—%
) o



Mewr Object - User

g Create in:  wirelezsderno. local/U zers

First name: wirelessllser Initials: I

Last name:;

Full narme: Wwirelessllzer

Uzer logon name:
IWIFEIESEU s | @yrelessdemo.ocal j

Uszer logon name [pre-vindoves 2000];
IWIHELEESDEMDH IWireIEﬁUEE:r

< Back I Mest = I Cancel

. THEHR —FRHE, HEARD , £ TR N THEIEFE MUPRALEENES
o JBBKR TUser must change password at next logon(fE & F A B ARLAENRR) BN
TR, RBE—TF "Next (T—% ) 1 o




Mew Object - User

E Createin.  wirelezsdemo. local/ll zers

Pazzword: TTYY

Confirm password: sseesl

™ User must change password at rext lagon

[~ User cannot change passwaord
[~ Password never expires

™ Account iz disabled

¢ Back I Mest = I Cancel

4.7 "THEBR — £RE WELRD , B—TxRK.
5. ERPB2EAL B HMEREIRS,

TR0 ATHERAEETEENB
RERUATEER
1. #Active Directory Users and ComputersiZ |2 , & — TUsers& ¥k , IH— TG #
WirelessUser , % — T Properties , AZREE M@ A, B,
2. i&#ZAllow access , A% & —TOK,

2 B11: (A1 R AR

U TEER

1. 7 TActive Directory Users and Computers. #Z#/@#&HF |, #— T H#Users , IH—T
New , A#& & — T Group.

2.7 "HEHR —H, HEART £ THEER MUTPRBAENER  ARE-THRE., K
X HE {5 Al #E & #BWirelessUsers.



Mew Dbject - Group

@ Createin: wirelessdemo.localUsers

GO Mamne!

Wireless User s

Group name (pre-Yindows Z000):

Wirelesssers

—GFOUp SCOpeE —Group type
" Domain local + Securiby
i* clobal i~ Distribution
" Uniwersal

ik I Cancel

5 B812:48 (8 F 3& 37 18 B WirelessUsers#l

AT T HER

1. #£Active DirectoryE A E M E LM FMEA B & F , =W T #HWirelessUsers,

2. 83 "TRE, B, ARER—TWH,

. EEEFEAE. BA, ERIEHFEIRY  BAENEIETNERAENER, LRHEIER
B tn{A] 7% 5 A B wirelessuser#Ti8 2|4, & —T TOK., (#E ).



Select Users, Contackts, Computers, or Groups

Select this obect type:

Uzers, Groupz, or Other objecks Dbject Types..,

From thig location:

wireleszdend. local Locations. ..

Enter the obpect names to select [examplas)

wirelessusel Check Mames I

Adwanced... I | K, | Cancel I

4

4. 7% "RIEZERTE, BEARSD , B—THRE. WirelessUserfif i &tk S #§ #7182

WirelessUsers#f .



YWirelessUsers Properties E

General Members | b ember I:Ifl tanaged Ei_l..ll

Fembers;
Mame Active Directony Folder
£ Admiristraton wirelessdemo. locald/l sers

£ wirelessllser wirelessdemo. locald/l sers

R emove |

Ik | Cancel I Lpply |_

5. 3 — T OKLA 7 ¥ WirelessUsers#H Y E X o
6. EEILIBE K MBEETHEBESFEAE,

S B13:48 % 5 Ui B I 57 18 Bl WirelessUsers#f

AL TS8R

1. EEARER A E & 18 B WirelessUsers#E 28 1Y 5 BB 1512
2. EREFRE. MEBARSKEFEARF  SAEHEINENERNER, ROIFREE M
B AClienttV EEFTEEIA H,




Select Users, Conkacts, Computers, or Groups

Select thiz object ype:

Wzerz, Groupsz, or Other objects

Fram this location:

Obect Types,,,

wirelezsdermo | acal

Erter the object names to select [examples):

Locations, .,

clien

LCheck Mames I

Adwvanced... I

k.

Cancel I

b

3. # — T Object Types , EK¥UsersEREL S 2 , A% 1&F Computers.

Object Types

Select the types of objects vou want ba find.

Object types:

2

‘ Other objects
M| Contacts

@ Computers
| zers

LUK

I Cancel

4. B—TOKMIR, & FifmE KR 5 AS #5738 2 WirelessUsersfi A,
5. ERZBRE , NREPHEESEK,

LA Cisco Secure ACS 4.0B9Windows Standard 2003 Z £

Cisco Secure ACSE1EfTWindows Server 2003 SP1EERRMNE RS , Hit4IS8EHRADIUS B %8
BN E, TREHHNSEE |, SACSE B BRADIUSHIFRES :

EXREME N

AATARA TS8R



1. #Ewirelessdemo.localiZiF , #Windows Server 2003 SP1Z¥ & 8 AACSH R BIRT58,
EE  ACSHIREI BB EHERE B P R Bcisco_ w2003, EHHEBRIREFERACSH,
cisco_w2003,

2. AR HIELRR | FHIP#1E172.16.100.26. F#3#15255.255.255.0FDNS{a a5 P it ik
127.0.0.1ECETCP/IPH E -
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All Tasks
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Mew window from Here

Refresh
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Help
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&
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T

Liroup Folicy Obect Links Mo Dwemde | Dizabled
Default Domain Policy
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Thiz list obtained krom: cizco_ w2003 wireless demo. local

Mew Add.. | Edit

Optiaes. .. Deleke. . I Praperties [

[ Block Policy inhentance

| 0k, I Cancel Aoplp

8. FEEFIE&+ , B BComputer Configuration > Windows Settings > Security Settings > Public
Key Policies , #A7%i&1EAutomatic Certificate Request Settings.




‘11 Group Policy Object Editor
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E@ Computer Configuration
[:l Software Settings
EII:I wWindows Settings
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Event Log

#-8 Restricted Groups

@ Sy sktem Services
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EI@ User Configuration
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9. # — T A #Automatic Certificate Request Settings , #A#%i##ZNew > Automatic Certificate

Request.

10. & "BUEAEBREFRREBE, EEAL , B—TTF—F,
11. 7 TCertificate Template, EHE L , #&— T Computer , A% & — T Next,



Automatic Certificate Request Setup Wizard

Cerhhcate Template
The st time a computet logs on, & certificste based on the template pou select is
provided,

A certificate template is a zet of predefined properties for cerificates izsued to
computers, Select a template from the following hist,

Certificate termplates:

Name ] Intended Punposes

Computer Client Authentication, 5ervser Suthentication
Domain Contraller Client Authentication, § erver Authenticatior
E nrollment Agent [Cormpuater] Cerificate Hequest Agent

IFPSec IF secunty IEE intermediate

* 2

¢ Back Mest =

Cancel |
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13. EERHIER T EF‘aﬁUser Configuration > Windows Settings > Security Settings > Public
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14. EFHEFAEHF , =W T Autoenroliment Settings.
15. ##ZEEnroll certificates automatically , %1% Renew expired certificates , update pending
certificates and remove revoked certificates#Update certificate that use certificate



templates.
Autoenrollment Settings Properties ¥ : ll ﬁl

General I

Erwcll user and computer certificates automatically

(" Do not endoll certificates automatically
(+ Enroll cerbicates automaticalls

Iv Renew expied certificales, update pending cerdificates, and remove
revoked cerlificales

¥ Update certificates that use cartificats templates
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4. iB#2Request a Certificate , A% & —TNext.
8 Microsoft Certificate Services - Microsoft Internet Explorer
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15. FEACSTRIBRES ( A< Bcisco_w2003 ) £ , #&MicrosoftFE EE R EEMRRET LN BIESRE
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2. & TEEMEK, BEEPEE TTHCARE. BEM#IICRL, .

3. 1#1ZBase 64ERERIT 5L , A% L — T Download CA Certificate.
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4. 3R "File Download Security Warning ( R TH#HZ£¥% ) 1 B, & —T Save. .

File Download - Security Warning

Do you want to open or save this fle?

Mame: certmew.cer
Tupe:  Security Certificate, 1,65 KE
From: 172.16.100.24

*‘.e-.-\.ﬁu.

Open I Save

While files From the [ntemet can be useful, this Fle bype can
o potenbialy harm vour computer. [F wou do naot trask the zource. do not

oper o sawe this software. What's the gk
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6. RREBEPEINRBARESXNFHHRACSEESE,
7. #—T "System Configuration. -



’3 CiscoSecure ACS - Microsoft Internet Explorer

File Edit Wiew Favortes Tools  Help
(DBack » ) v (%] 2] | search ' Favarites £ - B

ﬁddressIiﬁjfttpﬂflE?.D.DJJSED?!

Cisco Srsrems

System Configuration
] b=,

- % cService Control
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E Setup % Logagin

Date Format Control

%} Shared Profile
Components

Metwoark
Configuration

Local Password Management
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ACS Backup

HCS Restare

Interface :
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ACS Certificate Setup
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Control

d__-l External User
ﬁt_:g Databazes
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System Configuration

ACS Certificate Setup

=] Install ACS Certificate

[ aCs certification Authority Setup
|=A Edit_Certificate Trust List

|3&] Certificate Revocation Lists

] Generate Certificate Signing Request
3] Generate Self-Signed Certificate

Cancel

0. i~ TREACSEHR.
System Configuration

Edit

Install ACS Certificate

Install new certificate ":'f

" Read certificate from file

Certificate file [

@& Use certificate from storage

Certificate CN |

Private key file [

Private key password |

10. iZ#2Use certificate from storage , RAE B AT RENITE
cisco_w2003.wirelessdemo.local(Z1 R EFAACSEA B R , BIEA

ACS.wirelessdemo.local).



System Configuration

Install ACS Certificate

Install new certificate ﬂ

" Pead certificate from file

Certificat e file I

= Use certificate from storage

Certificate CN ll:iE:D_WEDDS.wirEIESEdE

Private key file I

Private key password |

11. #&—"T "Submit. .
System Configuration

Edit
Install ACS Certificate
Installed Certificate Information ?
Issued to: cisco_w20032, wirglessdemo.local
Issued by: wirelessdamoca
Valid from:; March 17 2006 at 08;323;2C
Valid to: March 16 2008 at 08:33:25
Yalidity: oK

The current configuration has been changed.
Restart ACS in "System Configuration:Service

Control” to adopt the new settings for EAP-TLS or
PEAP support only.

12. #&—TF "System Configuration. .
13. ¥ — T Service Control , A% — T Restart,



System Configuration

ciscosSecure ACS on cisco_w2003 ¥ |

Is Currently Running

Services Log File Configuration jﬂ

Level of detail
" Naone
& Lowy
Full

Generate Maw File
* Every day
" Every weaek
" Every month

" When size is greater than IED‘PB KB

I Manage Directory

" keep only the last |'-" files
* Celete fies older than I'-" day s

? Back to Help |

14. #&—T "System Configuration. .
15. ¥ — T Global Authentication Setup.
16. A Allow EAP-MSCHAPV2#1Allow EAP-GTC.



System Configuration
Global Authentication Setup

EAP Configuration ?

PEAF

M allow EAP-MSCHAPY 2
¥ allow EAP-GTC

™ allow Posture v alidation

Cizco client nitial message:

PEAP session timeout {minutes: 120
Enable Fast Reconnect: ¥
EAP-FAST

E&AP-FAST Configuration

Select one or more of the following options:
W rertificate SaAN comparison
W Certificate CHM comparisaon

W rcertificate Binary comparison

EAP-TLS session timeout {minutes): 120

17. ¥ —TF "Submit + Restart -

18. #&—T "System Configuration. .

19. #& — T ACS Certification Authority Setup.

20. £ TACSRE /B MMBELTE 1 (ACS Certification Authority Setup)iRE S , A ZBIE I
*CerlEEMBBMUEB, EATRAIG , BIUM*.cerfEERZACS.cer , VAR B &&c:\F,

21. 7£CA certificate file#f{iL P # A c:\acs.cer , A% % — T Submit,




System Configuration
Edit

ACS Certification Authority Setup

o

CA Operations

Add new C& certificate to local certificate storage

CA certificate file |c::\an::5.n::er

Lo

System Configuration

ACS Certification Autherity Setup

Maw GA cartifcote s seborssully addad mto tha gobal systam comiicats
storadge.

W
4 operations 4 G certiicale Coreman name wirglass democa

Add riaw C& cartificata to local certificata storage
Ca cortificate file o wacs.car

The current configuration has been changed.
Restart ALCS in "System Configuration:Service
Cantrol” to adopt the new settings for EAP-TLS or
PEAF suppart only,
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BN , LARWindows XP Professional with SP2,
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1. 51488 , AREFEAwirelessdemo.localigF HyWirelessUsertk F & A,
2 ZZEFB>EEER , BW TRRER , RRIE—THEREMARER.

. ¥ — T Properties , EZ| "Wireless Networks ( fE#R#EEE ) - BE , WHEREFUse Windows
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=+ Wireless Network Connection Properties E|E|
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DCr=fered nehwoks:
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add..
Learn about zettng Jp wireless nebwcrk | S |
cofiguraion =

[ ok H Carcel |

4. #%—T TAdd. o

5. f£Association B & #YNetwork name(SSID)# {1 # £ A Employee.
6. MK B RFIREWPA , IRRERMZRZEBTKIP,



Wireless nebwork properties

Azzociation I Authentication | Ennnectiuné

Hetwark, name [S510): gEmpIn:l_uee

Wireless network ey

Thig rietwork, requires - a ke for the following:

Wetworl, Authertication: WP, v
Data encryption; TP v/
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BRI R .’Q‘."_'.'.
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...................
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l: Ok l[ Cancel J

7. B Z|Authentication B,

8. RBEAPRFIREEREAEAZRMNEAP(PEAP), METRE , R THREFEET,
0. MREBHLEEBAZHRIBER (EAFEAZAETHRARKHRE ) , FEH
Authenticate as computer when computer information available.
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Azzociaban Authentication | Lcnnechion |
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EAF tupe: I-"n:ntEI::tEe:I EAH FEaH
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unavailable
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1. HRPEAP) R BB Fin¥i A RB[ETHHRE L FHRASED "RIMRSF[IEL . A
, FRRREZEENRIEAREERETRE T HBACSEEMCA,

12. £ Authentication Method T~ 1% ##Secure password(EAP-MSCHAP v2) , B A ARRZH & 7



Protected EAP Properties

When cornecting:
validate server cestifizate

| ornect to these servers:

Trusked Root Certification suthorities:

[ WeriSign Trust Metwork ~
[ WeriSian Trust Metwork

[ weriSign Trust MNetwork:

[ wreless

[ wreless

[ wielesaremara

[ woertEZ by 25T -
¢ | =

|:| Do nok prompt uszr ko adthorizs new servers or trusked
cethfication autharitzs,

Select Authenticaticn Metkod:

|5¢curi:d pazsword (CAP-MSC AR +2) - | | Cortigura, .

[+ Enable Fzst Reconnect

| i | Cancel

B,
13. FB{RIZH Enable Fast ReconnectBREl A, A% , IB—TOK=X,
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