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. B18% Hdebug pm pki enableds i |
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(Cisco Controller) >debug pm pki enable

Thu Jan 26
Thu Jan 26
Thu Jan 26
Thu Jan 26
California,
Thu Jan 26
California,
Thu Jan 26
00: XX: XX: XX: XX

Thu Jan 26 20:22:
Thu Jan 26 20:22:

bailing...

20: 22:
20: 22:
20: 22:
20: 22:

C=US,
20: 22:

C=US,
20: 22:

50 2006:
50 2006:
50 2006:
50 2006:
O=Ci sco
50 2006:
O=Ci sco
50 2006:

50 2006:
50 2006:

sshpmGet | ssuer Handl es:
sshpmGet | ssuer Handl es:
sshpmGet | ssuer Handl es: cal | i ng x509_decode()

sshpmGet | ssuer Handl es: <subj ect> L=San Jose, ST=
Systems, MAI LTO=support @i sco. com CN=C1130-00146alb3744
sshpmGet | ssuer Handl es: <i ssuer> L=San Jose, ST=
Systems, MAI LTO=support @i sco. com CN=C1130-00146alb3744
sshpmGet | ssuer Handl es: Mac Address in subject is

| ocking ca cert table
calling x509_alloc() for user cert

sshpmGet | ssuer Handl es:
sshpmGet | ssuer Handl es:

Cert is issued by Cisco Systems.
SSC is not allowed by config;



Thu Jan 26 20:22:50 2006: sshpn¥reePublicKeyHandle: called with (nil)
Thu Jan 26 20:22:50 2006: sshpnfreePublicKeyHandl e: NULL argument.

. ‘B &% Hdebug Iwapp events enableis Tk , BEEFE :
(Cisco Controller) >debug lwapp errors enable

Thu Jan 26 20:23:27 2006: Received LWAPP DI SCOVERY REQUEST from AP
00: 13:5f:f8:¢c3:70 to ff:ff:ff:ff:ff:ff on port '1'

Thu Jan 26 20:23:27 2006: Successful transm ssion of LWAPP Di scovery- Response to

AP 00: 13:5f:f8:¢3:70 on Port 1

Thu Jan 26 20:23:27 2006: Received LWAPP JO N REQUEST from AP 00: 13: 5f:f9:dc: b0 to

06: Oa: 10: 10: 00: 00 on port '1'
Thu Jan 26 20: 23:27 2006: sshpnmCet|ssuerHandl es: |ocking ca cert table

Thu Jan 26 20:23:27 2006: sshpnCetlssuerHandl es: calling x509_alloc() for user cert

Thu Jan 26 20:23:27 2006: sshpnmCet|ssuerHandl es: calling x509_decode()
Thu Jan 26 20:23:27 2006: sshpmCet|ssuerHandl es: <subject> L=San Jose, ST=

California, C=US, O=Ci sco Systens, MAILTO=support @i sco.com CN=C1130-00146alb321a

Thu Jan 26 20:23:27 2006: sshpmCet|ssuerHandl es: <issuer> L=San Jose, ST=

California, C=US, O=Ci sco Systens, MAILTO=support @i sco.com CN=Cl1130-00146alb321a

Thu Jan 26 20:23:27 2006: sshpnmCet|ssuerHandl es: Mac Address in subject is
00: 14: 6a: 1b: 32: 1a

Thu Jan 26 20:23:27 2006: sshpmGetIssuerHandles: Cert is issued by Cisco Systems.

Thu Jan 26 20:23:27 2006: sshpmGetIssuerHandles: SSC is not allowed by config;
bailing...

Thu Jan 26 20:23:27 2006: LWAPP Join-Request does not include valid certificate

in CERTIFICATE_PAYLOAD from AP 00:13:5f:£f9:dc:b0.

Thu Jan 26 20:23:27 2006: sshpmFreePublicKeyHandle: called with (nil)

Thu Jan 26 20:23:27 2006: sshpmFreePublicKeyHandle: NULL argument.

Thu Jan 26 20:23:27 2006: Unable to free public key for AP 00:13:5F:F9:DC:B0
Thu Jan 26 20:23:27 2006: spamDeleteLCB: stats timer not initialized for AP
00:13:5f£:£9:dc:b0

Thu Jan 26 20:23:27 2006: spamProcessJoinRequest : spamDecodeJoinReq failed
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1. ERAEET—EAARERAES  ZEAEAES—FAESEARELEIPHIUREZARREE
R ARER,

2. ZERARERNEAPE Y Telnet&5E , W ERMAERPEEL—KFICisco IOSHERT , LUERE
APETHR, ELHSEBIEANEILUSSCHTT, I, ZERAEXNEEHEWLCEY
Telnet& 5 , AEUREBHETENERET , UAHEHSESSC APETRE,

3. A& , B AR Cisco IOSEBEIRA12.3(7)JXEAZIAP , SLEAPTA BLIIAWLC,

4. APIIAWLC# , APERWLCTHEEEMCisco IOSEBEMRA, AMBEARERNER—Eia L
R ZRERRGETUEADEFZERA(WCS) EEBHEHNWAPEENMBEMNSSCEIBME
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5. REBEWCST LA I E A EE T MR EEAWLC,

APHIIAWLC#E , nBXE | A LUSAPEH 2 B4 £ E{TWLC,

RBISHA1 S MFE

MRFTAPEBNWER TR , I URENARIEEHEPN . csVEREBRNRLMERE L
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1. FIRRAPIL A% HE AR 24 8% o
2. EWLCEH AN E(CL) LM AR, F =Edebug pm pki enable,

(Cisco Controller) >debug pm pki enable

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: getting (old) aes ID cert handle...
Mon May 22 06: 34: 10 2006: sshpmCetCID: called to eval uate <bsnd dDef aul t1dCert >
Mon May 22 06: 34: 10 2006: sshpmetCID: conparing to row 0, CA cert

>bsnd dDef aul t CaCert <

Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row 1, CA cert

>bsnDef aul t Root CaCert <

Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row 2, CA cert

>bsnDef aul t CaCert <

Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row 3, CA cert

>bsnDef aul t Bui | dCert <


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Mon May 22 06:34:10 2006:
>cscobDef aul t NewRoot CaCert <
Mon May 22 06:34:10 2006:
>cscoDef aul t M gCaCert <

Mon May 22 06:34:10 2006:
>bsnQ dDef aul t 1 dCert <

Mon May 22 06: 34: 10 2006: sshpnCet| ssuerHandl es: Cal cul ate SHA1 hash on Public Key
Dat a

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 30820122 300d0609
2a864886 f70d0101

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data 01050003 82010f 00
3082010a 02820101

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 00c805cd 7d406ea0
cad8df 69 b366f d4c

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 82fc0df0 39f2bff7
ad425f a7 face8f 15

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data f356a6b3 9b876251
43b95a34 49292e11l

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 03818leb 058c782e
56f 0ad91 2d61a389

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data f81fa6ce cdilf 400b
b5cf 7cef 06ba4375

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data dde0648e c4d63259
774ce74e 9e2fdel9

Mon May 22 06: 34: 10 2006: sshpnCet| ssuerHandl es: Key Data 0f463f9e c77b79ea
65d8639b d63aale3

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 7dd485db 251e2e07
9c¢d31041 b0734a55

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data 463fbacc 1a61502d
c54e75f 2 6d28f c6b

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 82315490 881le3e3l
02d37140 7c9c865a

Mon May 22 06: 34: 14 2006: sshpmCet | ssuerHandl es: Key Data 9ef3311b d514795f
7a9bac00 d13ff 85f

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 97ela693 f9f 6¢c5cb
88053e8b 7f ae6d67

Mon May 22 06: 34: 14 2006: sshpnCet | ssuerHandl es: Key Data ca364f6f 76cf78bc
bclaccl3 0d334aab

Mon May 22 06: 34: 14 2006: sshpnCet | ssuerHandl es: Key Data 031fb2a3 b5e572df
2c83le7e f765b7e5

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data fe64641f de2a6fe3
23311756 8302b8h8

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 1bfaela8 eb076940
280cbedl 49b2d50f

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data f 7020301 0001

Mon May 22 06:34:14 2006: sshpntGet|ssuerHandl es: SsSC Key Hash is

9e4ddd8dfcdd8458ba7b273fc3

sshpnGet CI D: conparing to row 4, CA cert

sshpnGet CI D: conparing to row 5, CA cert

sshpnGet CI D: conparing to row O,

7284b31a384eb9

ID cert

Mon May 22 06: 34: 14 2006: LWAPP Joi n- Request MIU path from AP 00: Oe: 84: 32: 04:f0
is 1500, renote debug node is O

Mon May 22 06: 34: 14 2006: spanRadi usProcessResponse: AP Authorization failure for
00:0e:84:32:04:£f0
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1. 1832 Security > AP Policies , A1 % — T Accept Self-Signed Certificate 35 % I Enabled.

Save Corhguratsn g Lopagh  Refresh

P

Seourity AP Prolicies
ARA
3 Policy Configuration
': pe Buthorze APs sgendst AAR T Enabisd
Aocmpt Sel Sagrad Certihcate F Erakled
iz Apply
Receds Comtrod Lists hdd AP te Autherization List
web hoth Certificate MAE Addrags [

Wireleis Protection
Podiches Cartfacats Trpe HEC -I

et -

s[ETTEE Itemis 1 b 1 of 1
n F - AP Authorizabren List

HAL Address Cortificate SHAL Eey Hash
Ty e

2. #¥Certificate Type T HiEE FiEESSC,

TEVE Confgurstsss Pifg Logout Eafrais

SeLrity AR Pobc s
LT ]
Palicy Configuration
5 _ = Aathomee AFE agasist AR ™ Enables
Aecape Salf Sighed Cerihcats F Enabled
Apply

Kreans Contred Lists Bdd AP to Authorizatien List
Web Auth Certiticate MAC Rddrass o v Bk 32 100 1
Wirekess Protection —
Pallches Cartrhoghe Taipe ES-'S--.. 'I'l

Trusted &P F ] |emtdddiFeddne S iba Fhl F ¥ P284b 11 0 3B4ald]

THAL ey Hash
Aer anly

' : ar 1.._.:... A I
AP juthorization List

Certif
MAL Address I::""_"'""* SHAL Koy Hash

3. B AAPHIMACH 1 M #EE | A%KIE—TAdd,

CLIfENE
HRCLIZER AT SHER -

1. EWLC LR AEZ B # B FE., W5 2config auth-list ap-policy ssc enable.

(Cisco Controller) >config auth-list ap-policy ssc enable

2. #AP MACHE 1t FI 3 E S FTIB R IREBE ., T Zconfig auth-list add ssc AP_MAC
AP_key.
(Cisco Controller) >config auth-list add ssc 00:0e:84:32:04:£f0

9e4ddd8dfcdd8458ba7b273£fc37284b31a384eb9
!--- This command should be on one line.
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MONITOR  WiLANs  CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Wirehess Al APs
Aoress Poinks Search by Ethermer AL iﬂ
02,118 Redod
= [+ | I
- pHEralenrna

Hridging AP N ETE AF I Ethermel MAC Ml SEatEs Status Port
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802114 Mel
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Timers

CLI B&gE

BHERSRTE(EHCEMEFEMA)OIMZER Lshowin o £AOITHRIRshowsn T & Y 5 47

o

- show auth-list — B TRAPREBE,
. show ap summary — BRI EERNAPHREE,
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