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Wired-Side Tracing Techniques

Comparison

How it Works What It Detacts Accuracy
1. AP hears rogue over air *Open APs ‘Moderate
2. Detecting AP advises of nearby *Secured APs

switches *NAT APs

- 3. Trace starts on nearby switches
Switchpon :
Tracin 4. Results reported in order of
a o
probability

3. Administrator may disable port

1. AP hears rogue over air *Open APs =100%
2. Detecting AP connects as clientte  =NAT APs

rogue AP
RLDP 3. Detecting AP sends ELDP packet

4. If RLDP packet seen at WLC, then
on wire

1. Place detector AP on trunk "Open APs *High

Rogue 2. Detector receives all rogue MACs  =Secured APs
3. Detector AP matches rogue MACs
from wired-side ARPs
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Open
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Secured
Foreign SSID

Weak RSSI
No clients

Strong RSSI
Attracts clients
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General
= RADIUS
Authenbication
Accounting
Fallhack
DNS
Dowrloaded AVP
B TACACS+
LDaR
Local Met Users
MaC Filtenng
= Desabled Clients
User Login Pohces
AP Policies
Paszwerd Pohcies

Local EAP
Advanced EAP
Priority Order
Certificate

Access Control Lists

Wirsless Protection

Policies
» Rogue Pohoes
General
Risgise Rules
Frognadly Rogus
Stardard Signatusres
Customn Signatures
Signature Events
Sumamaary

Client Excluson Pokoes

AP Authenbicsbion
Management Frame
Pratedtion

ECLIL :

<tfroot>

MONITOR

WiLANs CONTROLLER  WIRELESS

Rogue Policies

Rogue Detection Security Level

Rague Lecstedn Ditovery Pratods!

Expiration Timeout for Rogue AP and Rogue Clent antnes
Validate rogue chents against A5

wabidate rogue AP against A8

Polling Interval

Vahdate rogue chents against MSE

Detect Brid report Ad-Hoe Metworks

Rogue Detection Repert Imterva! (10 ke 300 Sec)

Rague Detection Minimum RSST (70 1 -128)

Rogue Detection Transient Interval (0, 120 to 1300 Sec)
Rogue Client Threshold [0 to disable, 1 to 256)

Rogue containment automatic rate selection

Aute Contaln

Ayute Contanment Level

Aute Containment only for Moniter mede APs
Auto Containment on FlexConmect Standalone
Rogue on Wire

Lising sur SSID

Wald cloent on Rogue AP

AdHne Aonue AP

(Cisco Controller) >

config rogue ap tineout ?

<seconds>

(Cisco Controller) >

config rogue adhoc enabl e/ di sabl e

SECURITY  MANAGEMENT

COMMANDS

High
Allips v
&0 Fecends
Emabled
Emabled
] Seconds
Enabled
" Enabled
ig
128
s00

Enabled

ke ¥

_/Emabled
Enabled
Enabled
Enabled
Emabied

Frnbled

Saye Configuration

HELP

EEEDBACK

Critical

The number of seconds<240 - 3600> before rogue entries are flushed

Fmng

Logout  Refresh

A Home
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s, Saye Configuration  Bing  Logout Befresh

CISCO MONITOR.  WLANs CONTROLLER WIRELESS SECURITY  MAMAGEMENT COMMANDS HELP FEEDBACK f Home

Wireless ~ £02.11a > RRM > General _ Apply |

= Acfess Points
Al A Pe

! Profile Threshold For Traps
= Radios
s b4 Iriterference (0 to 100%) 10
B02.11b'g/n
Crual-Band Radios Clignts {1 to 200) 12
Glebal Confegur
b ) Moige (127 to 0 dBen) 70
b Advanced .
Utilization (0t 100% ) L
Mesh
b ATF Moise/Interference/Rogue/CleanAir§Monitoring Channels
RF Profiles Chamnel List l:;u_r.r'p' E;a-n-n-zl!'s_;'l
: All Ch ]
FlexConnect . ShMIREE
Groups HMonitor Intervals (60 to 2600 secs) DA Channels
FlexConmect ACLs o
FlexConnect VLAN Charmnel Scan Interval 180
Templates
Meighbar Packet Frequency 180
OEAP ALLS
B Meighbor Timeout Factor (S to 60) 20
Network Lists
= B02.11a/nfac Factory Default
Metwork
= RAM Set all Aute RF 502,118 parameters to Factony Default,
RF Growping
TRC Set ta Factory Default |
Dl

- Foot Notes
Coverage

ECLIL :

<#root>

(Cisco Controller) >

config advanced 802. 11a nonitor channel -list ?

all Monitor all channels

country Monitor channels used in configured country code

dca Monitor channels used by automatic channel assignment

REEEEREIE

FBHKFEAPT

EREEAPYEARY. BEDKRDE , FFEMEMonitor > Rogue > Unclassified AP , #A1% Bhi#
BENEZAPEE, RTHNFERIRIERE , M TEMT.
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CISCO MONITOR  WLAN: CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS  HELP FEEDBRACK f Home
Monitor Rogue AP Detail < Back __ Apply |
Summary
b Access Points MAC Address 00:06:91:43:50 2
¥ Cisco CheanAir Typd AP
b Statistics
b COP 1s Rogue On Wired Network? Ne
* Rogues First Time Reported On Thu May 30 16:21:30 2019
Friendly &P
Mahciows APs
Clastom AP Last Time Reported On Fri May 31 13:07:11 2019
Undsssifed 4Ps
Rogue Chents ]
w Adhoc Rogues — b Aoy ll;lr?:ir:;;ln‘d
Friendly #dhoec
Malicious & :h?; Stata Unclassified
Customn Adhos Cuitsm
el ersimiiad Manually Containad Ne
Clignts Update Status - - Choose New Status - - 7

Sleeping Clients
Multicast

¢ Applications
APs that detected this Rogue

F Lync
: Channel Securily
Local Profiling Base Radic MAC AP Name S51D Channel Width (Mhz]  Radie Type Palicy Pre-4

bdrde:31:08:30:c0 AP2BO5-1 Cisco- 17090F4C 13 0 BI2.11n2.AG Qipen Long
g 0tk i AP

FECLIE:

<#root>

(Cisco Controller) >

config rogue ap ?

classify Configures rogue access points classification.

friendly Configures friendly AP devices.

rldp Configures Rogue Location Discovery Protocol.

ssid Configures policy for rogue APs advertsing our SSID.

timeout Configures the expiration time for rogue entries, in seconds.

valid-client Configures policy for valid clients which use rogue APs.

EZEFHNREGEFEFBREKEEKEB , 55EE EMonitor > Rogue > Unclassified AP , R&E & —T
Remove , 10~ EIFfRo
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Local Net Users
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AP Policies
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Local EAP
Advanced EAP
Priority Order
Certificate

Access Control Lists

« Wireless Protection

Policies
w Regus Polices

Crxgheen Sagnatures
Signature Evenis
Suminary

Chent Excluson Polices

Be B BRFE R RIZRAP

EFEIBGUISAPE B A FEMAIEE | FERZEWireless > All APs, ZIEAPEZ B ERAPER |, W
TEMT=.



Saye Configuration  Ping  Logout Refresh

MONITOR  WLANS €O ILLE 55 SECURITY  MANAGEMENT COMMANDS HELF FEEDBACK

All APs > Details for APb4de 318b.feed <Back | Apply |

General | Credentiols | Interfaces | High Availability | Inventory | Advanced |

General Versions
i AP Hame tingaaAPch. 31850, feed Primary Saftwane Version 8.8.120.0
Dwal-fand Rados
Globa! Configuration Lacatinn default lrgateon Backup Seftware Version 0.0.0.0
¥ Advanced AP MAC Address bd:de:31:Sbofe:eD Predownload Status Hore
Mesh Base Radic MAC bdzde:3l:aded: 30 Predownloaded Version None
b ATE &dmin Status Enable T Predownload Next Retry Time  Ha
AP Hode local i Predownload Rebry Count HA
RF Profiles Tocal
AP Sub Mode FlexConn [Baot Version 15.2.4.0
FlexConnect Groups exConnet
Operational Statug | Mgnilor [0S Versicn 15.3{3)0145
¥ FlexConnect ACLS
Part Number i‘r fFer Mani 105 Version §.3.102.0
FlexConnect VLAN rage. .
Templates HenOe W Flex=Bridge 1p-Contln
SE-
Metwork Lists Mende Tyee SEnE::"“‘ CAPWAP Preferred Mode Tovd (Global Confg)
Add New Venua
¥ 802.11a/nfac DMCP Ipvd Address 192.168.100.39
Venue
b BAT 11hiain Lanauage Name Sxatic 1P {IpvdiTpvé)

ECLIL:

<#root>
(Cisco Controller) >

config ap node rogue AP_Managed

Changing the AP's mode cause the AP to reboot.
Are you sure you want to continue? (y/n) y

RAEFFRBIZRAPE & e

interface GigabitEthernetl/0/5
description Rogue Detector
switchport trunk native vlan 100
switchport mode trunk

N HEERABVIANS EAIPEEEWLCHVLAN,

BELERLDP

EXEZHBRGUIREERLDP , FEMEL2>BRREFRBE>HEFERE>ER,



|I|Io||l| Saye Configuration  Fing  Logout

Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Rogue Detection Security Level

| Rogue Location Discovery Protoco l | Dizabile T

Critical * Custom

Mondcrkodeans
Exguration Timesut for Rogue AF and Rogue Client entres
A Disable
Valdate rague chents agamnst Ads | e
Walidate rogue AF against AR Enabled
Palling Interval 0 Seconds
Local Het Users
MAL Filtering Vahdate rogue clients agsinst MSE Enabled
= Disabled Clients
User Login Poliies Detect and report Ad-Hoc Networks # Enabled
AP Policies
Password Pohcies Rogue Detecton Repodt Interval (10 to 300 Sec) i
¥ Local EAP Rogue Detection Minimwm RESI (-70 to -128) -50
Advanced EAP Rague Detecton Trangent Interval (0, 120 t0 1500 Sec) L)
¥ Prionity Order Rogue Client Threshodd [0 to dissble, 1 to 256) L
» Certificate Rogue containment automatic rate selection Enabled

¥ Access Control Lists

. . Auto Contain
- Wireless Probection

Paliciex Buto Containment Level 1 v

- Bgglas Poboss
futo Contanment only for Monitar mode APs Ensbled
Auto Containment on FlexConnect Standalone Enabled
Rogue on Wire Enpbled
Usang our SSID Enabled
‘Vaiid client on Rogue AF Enabled
AdHos Rogue AP Ensbled

EniEXAP — EAFEAEREXNAPZERLDP,
FTEAP — Z#h/Flex-Connect/Es 128 AP 2 ERLDPH#TE,

Disabled — T2 B & #%RLDP, {E2 , FHETWBEIBCLIAISEMACH it F B #HRLDP,

~ EE  MREEE AP A #h/Flex-Connect AP#ER R8I 2 4% £ Bi 5E 8 1B-85dbm RSSI , BIE

2 iE AP E e A A #b/Flex-Connect APLAEL{TRLDP,

FECLIE:

<#root>
(Cisco Controller) >

config rogue ap rldp enable

?
alarm-only Enables RLDP and alarm if rogue is detected
auto-contain Enables RLDP, alarm and auto-contain if rogue is detected.

(Cisco Controller) >config rogue ap rldp enable alarm-only ?

monitor-ap-only Perform RLDP only on monitor AP

ReeBBaTRAEERLDPREXRNFDBEER. FBHMBRLDP:

f Home

» Rogue Policies Apply

oo



<#root>
(Cisco Controller) >
config rogue ap rldp initiate

?

<MAC addr> Enter the MAC address of the rogue AP (e.g. 01:01:01:01:01:01).

BERIRLDPHYBER -

<#root>
(Cisco Controller) >

config rogue ap rldp schedule ?

add Enter the days when RLDP scheduling to be done.

delete Enter the days when RLDP scheduling needs to be deleted.
enable Configure to enable RLDP scheduling.

disable Configure to disable RLDP scheduling.

(Cisco Controller) >

config rogue ap rldp schedule add ?

fri Configure Friday for RLDP scheduling.
sat Configure Saturday for RLDP scheduling.
sun Configure Sunday for RLDP scheduling.
mon Configure Monday for RLDP scheduling.
tue Configure Tuesday for RLDP scheduling.
wed Configure Wednesday for RLDP scheduling.
thu Configure Thursday for RLDP scheduling.

AILAMEAU T E ERLDPERXE :

<#root>
(Cisco Controller) >

config rogue ap rldp retries ?

<count> Enter the no.of times(1l - 5) RLDP to be tried per Rogue AP.



EEFHIEFIIEEAP , FHEE EMonitor > Rogues > Unclassified , 21T BIFf=Ro

Saye Configuration.  Ping  Logout | Hefrech

WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
Monitor Rogue AP Detail <Back | apply |
Summary
¥ Access Points MAC Address COQEIRE3: 3020
¢ Cisco CleanAir "
Type AP
b Statistics
» COP Is Rogue On Wired Network? Ha
* Rogues First Time Reported On Tue Jun 4 13:01:56 2015
Freendly APs
Last Time Reported On Tue Jun 4 13:03:55 2019
Class Type Unclassified *
State Alert
HManuvally Contained Ma
Rogue AP ignore-fst
Clients Epdate Status Contain . ]
Sleaping Clients
Multicast Haximum number of APS to contain the rogue | - - Choose Mumber of &Ps - - ¥ |
b Applications a;_,['ﬂ“““ Mumbiee ol a2
APs that detected this Rogue 1
F Lync -
T poicy
Local Profiling Base Radio MAC AP Hame SS1D : (Mhz)  Radic Type Palicy Pre-Amble RSSI
b Cloud Services 00:27:e3: 3:4d: a0 tiagodPch, 081, 30EC T 2 802119 Encrypted Long 128
g o i bhig. B az

FECLIE:

<#root>
(Cisco Controller) >

config rogue client

?

aaa Configures to validate if a rogue client is a valid client which uses AAA/Tocal databas
alert Configure the rogue client to the alarm state.

contain Start to contain a rogue client.

delete Delete rogue Client

mse Configures to validate if a rogue client is a valid client which uses MSE.

(Cisco Controller) >
config rogue client contain 11:22:33: 44:55: 66

?

<num of APs> Enter the maximum number of Cisco APs to actively contain the rogue client [1-4].

N o BERHETUES1-4EAP, ARERT | BHEEH—EAPKISESE, NEME
APLESTR ISR REE | BIERFAPER A B ARSRSSINAPSE QS RS,

EEapEE



EREADES , FEIRE>ERFRERK>-BEERRRB>ER , AR APBRBAFMBERAN

EIH,

MRIEBHECisco W.CEHTSHEMEEHRE | 3

, BNFEER{E.

BRELE, BR , BEIMARRFREFMRE

il

A B RAEEIIBTNEA—ER  RASETUTHEE  TERALDEEEEEEER.

=RERE? .

T, BEMER(ISM)BERTH2.4M5 GHZERK N REM , BEFF AR

AfEM. it , BHE-SHEE ENRETREELEEZEZRR,

LTREBESSIH

B8

A

EE ¥

THRE | SR UERERRI B4R BRZRFFE BB FIRE

EBBEMEBEHRBERFRERDIRISRER , BHRSITLLEEN
BRARBEEHIAP,

EBwLLEEAu ( BB ) UBESHEEARBBHZEMAPEE, Cisco
WLCARIERSSHEEFIENAPEIE LB REH,

HEEISHRAIBHIRSSHENT !
+ 1—0%l-55dBm
« 2—75ZF-55dBm
+ 3—85F-75dBm

« 4 — //MR-85dBm

EHEREKAPEH
Bas

BRI RAMAEEEXAPLUETABSEE . AREREAZAMRE,

Sl

FlexConnect¥& 3 hix
tHEBaEE

B ERE S R AT E B M E N T BUBFlexConnect AP LR BB & & ThEE,

R TEAZAMEE, EFlexConnect APERB I E K | "JR%‘EE&FH{EFE'&
189 SSIDHAdHOCERFEAP B B3B8 FI5R B, . B APEAREICisco WLCHE , @&
=1k,

BHREKGE

ERZBNAR , TEBEZSAREE LRATNERER. ARRESER
MREE,

fEAEPIRYSSID

BFZENAR , JEBHISBEMESSIDRLEEERR, MRKEE




5|8, Cisco WLCEEMR B ERFFRERBER. ARRESEARE,

BHRLEENAHR  TEHESRHZIEEEFHMHEBHANGEFEARS, NRKRE
EIt5I8 , Cisco WLCEERBI Bt BEGERE R EBR, BRREAZANRE

o

HEFFAP LV BN E
F i

EHUS 5T B 82 & M Cisco WLCH B ZIfad-hocillg . MNRKIEZ IS E

o=
AdHOCRREFAP ' Gisco WLCEERMB IR B £ KBS, ARREARARE.

192160, Wy

EEEDBACK

MONITOR  WLANs CONTROLL

Security - Reaegue Policies

= AAA
Gener Rogue Detection Security Leve ritical * Custom
Rogue Location Discowery Protocs

Experatoon Timegut for Rogue AP 4 Cancel

Wahdste rogue cherls sgamst A48

Validate rogue AP agamst Add o Enabled
Palling Irterval Q Seconds
Validate rogue chents against M3E Enabled
Dietect and report Ad-Hoc Hetworks o Enabled
Regee Detechon Repart [nterval {10 8 300 Sec) 10
¥ Local EAP Rogue Detection Hinimum RSS1 (-70 to -128) -an
Advanced EAP Regue Detechion Transsent Interval {0, 120 to 1800 Sec) 0
b Priority Order Regwe Cliert Thresheld (0 to dsable, 1 te 256) ]
b Certificate Fogise comtainment automatic rate sslection Enabled
¥ Access Control Lists ” "\
Wireless Probection e
.p::'"des e auto Containment Level Auto ¥
Auto Containment anly for Manitor mode APs + Enabled
fute Contanment on FlexConnedt Standslons o Enabled
Rogue on Wire o Enabled
Usng our S50 o Enabled
Wahd chient on Rogue 4P # Enabled
" AdHoc Roegue AP & Enabled y

B — T Apply A EREXFICisco WLC , BEFRSEERF/RIFRZER ; ELoIHETRBELES
KHERAMA,

ECLIL:

<#root>
(Cisco Controller) >

config rogue adhoc ?

alert Stop Auto-Containment, generate a trap upon detection of the
adhoc rogue.



auto-contain  Automatically contain adhoc rogue.

contain Start to contain adhoc rogue.

disable Disable detection and reporting of Ad-Hoc rogues.
enable Enable detection and reporting of Ad-Hoc rogues.
external Acknowledge presence of a adhoc rogue.

(Cisco Controller) >

config rogue adhoc auto-contain ?
(Cisco Controller) >

config rogue adhoc auto-contain

Warning! Use of this feature has legal consequences
Do you want to continue(y/n) :y

& FAPrime Infrastructure

Cisco Prime Infrastructure A AR E M 515 — Bk Z AR HIgF AKX BEBERVAP, Cisco PIBEEER
HEITABRRERNIZFNITE, EEREFEHERSEHHEMCisco PIF | RFINSEHRERS
i, IEEEAY. EEEANEFIR, §EIDRFID)ERNE , WASELMERMEFEECisco PIER
EF,

Cisco Prime Infrastructure X B ERR AN D E , WERTEEFNLEREN D ERA, BEUTEH
%, BHFEEEBEXFICisco Prime Infrastructure:

« MBRABABEREAN "R, R, AMEEETERFNRES "EBR, &, 25R5F20
Cisco PrimeE i 5% #e 5% Ba B o Dﬂiﬁ’ﬁ’@*ﬂkﬁ"%lnternalexternal , Ale TSR,

- MRTEREEISRE R HIZR BBRarogueentry , %852 [ Cisco Prime Infrastructure Forroguefz
I EIAAMN K ELTFRMEIBAERE (BR. BB ) IARTE (BT) . EHETSMER
BBUTHENME : Contained, Contained Pending, Internal®lExternals,

EEEBRNENEHIESEPSRRFEFMER | FEE E=Monitor > Rogues , M1 K EIFf R
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Cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
Monitor nclassified Rogue APs Entries 1 - 10 of 10
Summiary Current Filter Weva [Changs Fiiter] [Claar Filtar]

¥ Acoess Points
b Cisco Cleandir
b Statistics

* COP Move to Alert

* Rogues
Fria T & Detecting Mumber of
MAC Address S50 Chanmel Radios Clients Status
D0:a2:fe:db:0) a0 blizzard 13 1 o Abert =]
Rogue Chents Suadidsdei0lial Unknown 13 L o Abert (= |
2 "‘c';‘: R"f‘“ poiaifeidbioliad unkrown 13 1 0 atert o
riendly
Maliciou DozadigedbaDl bl Unknown 4g 2 o alert (|
S D0:a:8e:dbe0l b2 Unkrgwn ag 2 o atert -]
Rog a . 59:2605002,0d: 20 Buterfiy 1n 1 o Alert B
(:iiqnh SuoR2Gel g7 HED-E1D2TH Unknowry o o - B
x ST iee]dx Ty MEO-WiFi 6 1 o abert B
Sleeping Clients — o
Boi2Zi05ieai 126 HOWO-A2121 I 1 o albert -
Multicast
R I F N2 H R MEC-SOEIEC ] 1 o alert a

EUHEEY , THEREETTERNDE
- REFAP — EEEBRBARHFNAP,
« BEAP — BEiBRLDPHHFFAIBRAPRBI A EZMAP,
- BERAP — BHHGERABESBERNAP,
- ROEHAP —FERBRT , SEAPERHIBRTERARDERE
« Rogue Clients — E#£FIRogue APHI & F i
+ Adhoc Rogues — BIfE HFER F i

- BEAPZHBE — EiBPIFIH,

N B MBEWLCHEBAPHE —PIEE  BIWLCERHE TESBAPZK . EEHE B 5| it
AP, WLCH 4 2 E ftb 48 AEED T BB L Th B8

B—THERHKRE UEEZAFFNFEEF. AT 2 RREEPERZIRFFAEH



|||l1I|I| Saye Configuration  Fing  Logout  Refresh

CIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Monitor Rogue AP Detail <dack | _ apply |
Summary

Access Points MAC Address 50:2f:08:02:00:60

Cizoo CleanAir Type ap

coP Ils Rogue On Wired Network? ez I

[
b
b Statistics
¥
-

First Time Reported On Men Jun 3 14:12:54 2019
Last Time Reported On Tise Jun 4 12:15:25 20109
Class Type Halioous ¥
Classification Change By Auto
State Thres

Clients State Change By Ao

Sleeping Clients

Multicast Manually Contained Ha

b Applications

Update Status - - Choose Hew Status - - 7

b Lynt
Local Profiling

b Cloud Services
APs that detected this Rogue

Channel Sacurity

Base Radic MAC AP Mame SSID Channel Width [Mhz) Radia Type Palicy Pre-Amble RSSI
Q02T 33604400 BagoAPch 9SEL ZDEC Butarfly ] an B2.11m2. 4G WIRAZIFT Lang =83
Elihy eaecitad 1 U Ragiuk A7

#ECLIL:

<#root>

(Cisco Controller) >

show rogue ap sunmary

Rogue Detection Security Level................... custom

Rogue Pending Time........ccuiiiiiiiniinnnnnnnn. 180 secs

Rogue on wire Auto-Contain............ciuuuunnnn. Disabled

Rogue uses our SSID Auto-Contain................ Disabled

Valid client on rogue AP Auto-Contain............ Disabled

Rogue AP timeout.........viiiiiiiinnnriinnnnnnnns 1200

Rogue Detection Report Interval.................. 10

Rogue Detection Min RSSi.........ccoiiiiinnnnnnnn. -90

Rogue Detection Transient Interval............... 0

Rogue Detection Client Num Threshold............. 0

Validate rogue AP against AAA.................... Enabled

Rogue AP AAA validation interval................. 0 secs

Total Rogues(AP+Ad-hoc) supported................ 600

Total Rogues classified........ccviiiiiiiinn., 12

MAC Address Class State #Det #Rogue #Highest RSSI #RSSI  #Channel

Aps C(Clients det-Ap
00:a3:8e:db:01:a0 Unclassified Alert 1 0
00:a3:8e:db:01:al Unclassified Alert 1 0
00:a3:8e:db:01:a2 Unclassified Alert 1 0
00:a3:8e:db:01:b0 Malicious Threat 2 1 00:27:e3:36:4d:a0 -27 40
00:a3:8e:db:01:bl Unclassified Alert 2 0
00:a3:8e:db:01:b2 Unclassified Alert 2 0
50:2f:a8:a2:0a:60 Malicious Threat 1 2



50:2f:a8:a2:0d:40 Unclassified Alert
9c:97:26:61:d2:79 Unclassified Alert
ac:22:05:ea:21:26 Unclassified Alert
Cc4:e9:84:c1:c8:90 Unclassified Alert
d4:28:d5:da:e0:d4 Unclassified Alert

(Cisco Controller) >

show rogue ap detail ed 50: 2f: a8: a2: 0a: 60

Rogue BSSID. ..ttt ittt s
Is Rogue on Wired Network.........c.o.viiuunannn..
Classification........ ..ttt i it i e ennnn
Classification change by......... .. ... it
Manual Contained...........iiiiiiiinnnnnnnnnnnnn
1= <
State change by...... ..o e
First Time Rogue was Reported....................
Last Time Rogue was Reported...............ccvun..
Reported By
AP 1
MAC AdAressS. ...vvviiiii i i et e eeeaeeennnnn
Name. . o e e
2 o B o TN 577 o
SSID . it e et e
Channel....... ..ttt i e e e e e eens
RSST . ettt et e e
SNR . i i e e e e
Security Policy..ouuiiiiiiiiiii i
ShortPreamble. . ... ..o
Last reported by this AP.................

¢ 2 D AR
MRABUBIREERE

REAP L REERAKF A, EGUIL :

1 0 00:27:e3:36:4d:
1 0 00:27:e3:36:4d:
1 0 00:27:e3:36:4d:
1 0 00:27:e3:36:4d:
1 0 00:27:e3:36:4d:

50:2f:a8:a2:0a:60
Yes

MaTlicious

Auto

Auto
Tue Jun
Wed Jun

4 13:06:55 2019
5 08:25:57 2019

00:27:e3:36:4d:a0
tiagoAPcb.98E1.3DEC
802.11n2.4G
buterfly

29 dB
WPA2/FT
Disabled

Wed Jun 5 08:25:57 2019

a0 -65
a0 -89
a0 -89
a0 -89
a0 -85

11

1,5
(6,2)
13
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MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
Wireless All APs > Details for tiagoAP.69F4.6458 < Back Apply |
¥ Access Points  General | Credentials | Interfaces | High Availability | Inventory|| advanced
Reguiatory Domains 802.11bg:-E 802.11a:-E Power Over Ethernet Settings
80z.11b/g/n Country Code BE {Belgium) v PoE Status Full Power
Dual-Band Radios .
Cisco Discovery Protoce| o
Global Configuration : : 2 Pre-standard 802.3af
e AP Group Name default-group ¥ switches
vance r .
Statistics Timer 30 Power Injector State
Mash
Data Encryption AP Core Dump
¥ ATF
. I Rogue Detection L2 I AP Core Dump Enabled
RF Profiles
2 Telnet Global Config * AP Retransmit Config Parameters
FlexConnect Groups 7
2 i v
S e S5t Giobal Canfig AP Retransmit Count s
exConne 5 ;
i 2 : z 1250 .
TCP Adjust MS5 (1Pv4: 536 - 1363, 1Pv6: 1220 - 1331) AP Retransmit Interval 3
FlexConnect VLAN TCP MSS is Globally Enabled
VLAN Taggi
R esnpiates LED State Ensble ¥ LAN [aooi)
TR LED Fiash State o (1-3600)seconds VLAN Tegging Enabled
¥ 802.11a/n/fac Thdefinite mDNS Configuration
b 802.11bfg/n * Disable mDNS Snooping Enabled
b Media Stream USB Module 10 USB Module VLAN List
Application Visibility Override
" and control Lties
USE Module Status L T
Lync Server i TrustSec Config
Country USB Module Operational State Not Detected e

ECLIs ;

<#root>

(Cisco Controller) >show ap config general tiagoAPcb.98E1l.3DEC

Cisco AP Identifier.......coovuiiiiiininnnnnnnns 13

CisCO AP Name. .. i i ittt i ittt et ettt e et eeeee e tiagoAPcb.98E1.3DEC
[...]

Administrative State ........ .o ADMIN_ENABLED
Operation State .........iiiiiiiinnnnnnnnnnnnnnns REGISTERED
Mirroring Mode ..........cciiiiiiiiinnnnnnnnnnnns Disabled

AP Mode .ot e Local

PubTic Safety ..iiiiiii i i i i i i e Disabled

AP SubMode .. ... e e, Not Configured
Rogue Detection ........ ... . ... ... Enabl ed

Remote AP DebuUg ... viiiiiii i i i e e enas Disabled
Logging trap severity level .............cvvvunn. informational
KPI not configured ..........iiiiiiiiiiinnnnnnnn

Logging syslog facility .....vvviiiininnnnnnnnnn. kern

YA I V=Y 3 oY 8.8.120.0

BOOt Version ........iiiiiiiiiniiaiieinnnnnneeens 1.1.2.4

[...]

Power Type/Mode. .. ...ttt PoE/Full Power
Number Of STOotS..... v v i e i eaeeeens 3

AP ModeT . . e e e AIR-AP3802I-I-K9
A S 11 F- Vo = AP3G3-K9W8-M
CisCO T0S VerSioN. v v i i e et i et eaee e e aaanneeennnn 8.8.120.0
ReSEt BULTON. ..ottt ie it e iaee e nanaaeeens Enabled

AP Serial Number........couiiiiiii i iinaaneenns FGL2114A4SU

[...]

AT TAUEAPLRAZERA



<#root>
(Cisco Controller) >
config rogue detection enable ?

all Applies the configuration to all connected APs.
<Cisco AP> Enter the name of the Cisco AP.

A EXAPERHE R/ [REE/DCABEBLBURNEE, NMREGFREMRNEMHEMEES , &0
R FRAERENAP | 2R EERBIXMFERE, Bt T |, UBRE

<#root>
(Cisco Controller) >

show advanced 802.1l1a nonitor

Default 802.1la AP monitoring

802.11a Monitor Mode........cvvivinrnennnnnnnns enable
802.11a Monitor Mode for Mesh AP Backhaul...... disable
802.11a Monitor Channels....................... Country channel s

802.11a RRM Neighbor Discover Type............. Transparent
802.11a RRM Neighbor RSSI Normalization........ Enabled
802.11a AP Coverage Interval............cuuuon. 90 seconds
802.11a AP Load Interval........ccuivvinnnnnnnns 60 seconds
802.11a AP Monitor Measurement Interval........ 180 seconds
802.11a AP Neighbor Timeout Factor............. 20

802.11a AP Report Measurement Interval......... 180 seconds

« BMFEAPTEEREZISSID,
- BRKGESAP MACHIFTIBR R FEEE RRSETHBBPI AT,

- BERIEREBSAPERIRAZIBERNAPIER. B W LUEIRERZITAPKR A2 KEEMER
SRHEERORERE.

s RiEXAPRZSIREZTEO D EREAES ( 3EMFBER180x3 ) -
- BERIAPEEENAHLTSBEE4.9 Ghz)FHEE EMAIRET A,
o BRIAPEERIBIEFHSS ( Bb3EIESE ) E TENRFEEE

BRANAR

<tfroot>

(Cisco Controller) >



debug client

(If rogue mac is known)
(Cisco Controller) >

debug client 50:2f:a8:a2:0a: 60

(Cisco Controller) >*apfRogueTask_2: Jun 05 08:46:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:

*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:

*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:

*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:

<#root>
(Cisco Controller) >

debug dot 11 rogue enable

(Cisco Controller) >*emWeb: Jun 05 08:39:46.828:
Debugging session started on Jun 05 08:39:46.828

*jappSocketTask: Jun 05 08:39:57.104: 00:27:e3:36:

*apfRogueTask_2: Jun 05 08:39:57.104: 00:27:e3:36:
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:
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111: 50:2f:a8:a2:0a:60 Found Rogue AP: 50:2f:a8:a2

60
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60
60
60
60
60
60
60
60

60
60

60

60

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
Rogue SSID timestmap set to 1559724417. Detecti
SYNC for Channel (new/old : 1/0) or channel wi
rg changed rssi prev -64, new -55
Updated AP report 00:27:e3:36:4d:a0 rssi -55,
Rogue detected by AP: 00:27:e3:36:4d:a0
RadioType: 3 TradInfo->containSlotId = 2 Receiv
Rogue before Rule Classification : Class malici
Rogue doesnt qualify for rule classification :
Manual Contained Flag = 0, trustlevel = 7
ssidLen = 8 min = 8 50:2f:a8:a2:0a:60
This rogue does not use my ssid. Rogue ssid=but

Rogue AP: 50:2f:a8:a2:0a:60 autocontain = 2 Mo

Checking Impersonation source 50:2f:a8:a2:0a:60
Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Rogue Client ssid: buterfly

Rogue Client ssid: buterfly

for WLC AIR-CT3504-K9 Version :8.8.120.0 SN :FCWw22

4d:

4d:
4d:
4d:
4d:
4d:
01:
4d:

a0

a0
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a0
a0
a0
b2
a0

Posting Rogue AP Iapp Report from AP for proces

fakeAp check: slot=0, entryIndex=0, (Radio_upTi
entries 5 slotId 0 bssid b0:72:bf:93:e0:d7 src
entries 5 slotId 0 bssid 50:2f:a8:a2:0a:60 src
entries 5 slotId 0 bssid 00:a3:8e:db:01:al src
entries 5 slotId 0 bssid 00:a3:8e:db:01:b0 src
New RSSI report from AP 00:27:e3:36:4d:a0 rssi
entries 5 slotId 0 bssid 00:a3:8e:db:01:b2 src
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Found Rogue AP: 00:a3:8e:db:01:al on slot O

Rogue SSID timestmap expired. last update at O
fakeAp check: knownApCount=0, totalNumOfRogueE
New RSSI report from AP 00:27:e3:36:4d:a0 rssi
fakeAp check: avgNumOfRogues[0]/10=4, rogueAla
SYNC for Channel (new/old : 40/0) or channel w
Rogue SSID timestmap expired. last update at O
rg changed rssi prev -28, new -28

SYNC for Channel (new/old : 13/0) or channel w
Updated AP report 00:27:e3:36:4d:a0 rssi -28,
Updated AP report 00:27:e3:36:4d:a0 rssi -16,
RadioType: 3 TradInfo->containSlotId = 1 Receiv

Rogue before Rule Classification : Class unclas
Created rogue client table for Rogue AP at Oxff
Rogue 1is Rule candidate for : Class Change by
Added Rogue AP: b0:72:bf:93:e0:d7

Applying Rogue rule to this MAC

Looking for Rogue b0:72:bf:93:e0:d7 in known AP
Rogue AP b0:72:bf:93:e0:d7 is not found either
Rogue After Rule Classification : Class unclass

Manual Contained Flag = 0, trustlevel = 2

Scheduled pending Time 184 and expiry time 1200
ssidLen = 0 min = 0 00:a3:8e:db:01:b2

Change state from 0 to 1 for rogue AP b0:72:bf:
This rogue does not use my ssid. Rogue ssid=

rg change state Rogue AP: b0:72:bf:93:e0:d7
Rogue AP: 00:a3:8e:db:01:b2 autocontain = 2 Mo
Rogue detected by AP: 00:27:e3:36:4d:a0

Checking Impersonation source 00:a3:8e:db:01:b2

RadioType: 3 TradInfo->containSlotId = 2 Receiv

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
Rogue 1is Rule candidate for : Class Change by

Send Rogue Info Notificaiton for AP report 00:
Applying Rogue rule to this MAC

Rogue SSID timestmap set to 1559723997. Detecti
rg send new rssi -59

Rogue After Rule Classification : Class unclass

Updated AP report 00:27:e3:36:4d:a0 rssi -59,
Manual Contained Flag = 0, trustlevel = 2

Rogue detected by AP: 00:27:e3:36:4d:a0
ssidLen = 0 min = 0 00:a3:8e:db:01:al

RadioType: 3 TradInfo->containSTotId = 2 Receiv
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This rogue does not use my ssid. Rogue ssid=

Rogue before Rule Classification : Class unconf
Rogue AP: 00:a3:8e:db:01:al autocontain = 2 Mo
Rogue state 1is pending or 1rad, cannot apply ro

Rogue doesnt qualify for rule classification :

Checking Impersonation source 00:a3:8e:db:01:al
Manual Contained Flag = 0, trustlevel =1

Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Checking Impersonation source b0:72:bf:93:e0:d7
Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Found Rogue AP: 00:a3:8e:db:01:b0 on slot O

rg new Rogue AP: b0:72:bf:93:e0:d7

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
Rogue SSID timestmap set to 1559723997. Detecti
New RSSI report from AP 00:27:e3:36:4d:a0 rssi
SYNC for Channel (new/old : 40/0) or channel w
Rogue SSID timestmap set to 1559723997. Detecti
rg changed rssi prev -28, new -26

SYNC for Channel (new/old : 1/0) or channel wi
Updated AP report 00:27:e3:36:4d:a0 rssi -26,
rg changed rssi prev -65, new -63

Rogue detected by AP: 00:27:e3:36:4d:a0

Updated AP report 00:27:e3:36:4d:a0 rssi -63,
RadioType: 3 TradInfo->containSlotId = 1 Receiv

Rogue detected by AP: 00:27:e3:36:4d:a0
RadioType: 3 TradInfo->containSlotId = 2 Receiv

Manual Contained Flag = 0, trustlevel =7
Rogue before Rule Classification : Class malici
ssidLen = 8 min = 8 00:a3:8e:db:01:b0
Manual Contained Flag = 0, trustlevel =7
This rogue does not use my ssid. Rogue ssid=bli
ssidLen = 8 min = 8 50:2f:a8:a2:0a:60
Rogue AP: 00:a3:8e:db:01:b0 autocontain = 2 Mo
This rogue does not use my ssid. Rogue ssid=but
Rogue AP: 50:2f:a8:a2:0a:60 autocontain = 2 Mo

Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Checking Impersonation source 50:2f:a8:a2:0a:60
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d7z
d7z
d7z
d7z
d7z
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d7z

Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

APF processing Rogue Client: on slot O

Rogue Client IPv6 addr: Not known

APF processing Rogue Client: on slot O

Rogue Client ssid: blizzard

Rogue Client IPv6 addr: Not known

Rogue Client ssid: buterfly

New AP report 00:27:e3:36:4d:a0
rgc change from -38 RSSI -37
rgc change from -39 RSSI -39
Updated AP report 00:27:e3:36:4d:a0 rssi -37, s
Updated AP report 00:27:e3:36:4d:a0 rssi -39, s
APF processing Rogue Client: on slot 0O

rssi -37, snr

Rogue Client IPv6 addr: Not known

Rogue Client ssid: buterfly

New AP report 00:27:e3:36:4d:a0
rgc change from -61 RSSI -62
Updated AP report 00:27:e3:36:4d:a0 rssi -62, s
Looking for Rogue b0:72:bf:93:e0:d7 in known AP
Rogue AP b0:72:bf:93:e0:d7 is not found either
Change state from 1 to 2 for rogue AP b0:72:bf:
rg change state Rogue AP: b0:72:bf:93:e0:d7

rssi -62, snr

rg change state Rogue AP: b0:72:bf:93:e0:d7
Deleting Rogue AP: b0:72:bf:93:e0:d7
Freed rogue client table for Rogue AP at Oxfff0

rg delete for Rogue AP: b0:72:bf:93:e0:d7

AE1T

RIEERERFEBERMER

201956 A5H
1H=09:01:57

HEER Fin : bd:c0:f5:2b:4f:9041 APHHIZ| B ER P i
Bssid:a6:b1:€9:f0:e8:41 , #REE : B , LIXHBIAP :00:27:€3:36:4d:a0 X &
ﬁ#‘ﬁ%ﬁﬁmac 00:00:00:02:02:02:02,

2019%6H5H
18 =09:00:39

—

EEIEAP:9c:97:26:61:d2:79 REANEIFEMACHIER : 00:27:3:36:4d:a04TH
%ﬁaﬁ 0(802.11n(2.4 GHz))

20196 H5H
1A =08:53:39

|EEAP:7¢:b7:33:c0:51:14 R EAEFEMACH B : 00:27:¢3:36:4d:a01 A
W5 : 0(802.11n(2.4 GHz))

201956 A5H
18 =08:52:27

w

HFFE P : fo:3f:7c:5fb1: 1b# 1 EAPER B HEEE F ik

Bssid:50:2f:a8:a2:0a:60 , ARAE : B#;x , LIREBEIAP:00:27:€3:36:4d:a0 KFE & F




ﬁﬁ”ﬁﬁ@ﬁmac 00:26:44:73:¢5:1d,

4201956 A5 R EERAP:d4:28:d5:da:e0:d4 fEEAIRBMACHE R : 00:27:€3:36:4d:200 H
B=08:52:17 %Ji'm*é : 0(802.11n(2.4 GHz))
178
1. MR RERB PO FERFFITA , FHRERHEERAFMERE
2. EEMAUBAPHEBENVETRERBEE —IEHREMEMTE , EREBUARBRERNMH

B. BREXYBEBELE —EHFERRUFAP, ARBERABAPEENEIEEENAE
F2EMRERE , At ERURRERNBEMNR.

WMRFRERE D EE
BREROIEREE 7 HKFFERR,

BRANAER

<#root>
(Cisco Controller) >

debug dot 11 rogue rul e enable

(Cisco Controller) >*emWeb:

(Cisco Controller) >
*apfRogueTask_1: Jun
*apfRogueTask_3: Jun

05
05

09:12:57.
09:12:57.
*apfRogueTask_1: Jun 05 09:12:57.
05
05

05

09:13:27.
09:13:27.
09:13:27.

Jun
Jun
Jun

*apfRogueTask_1:
*apfRogueTask_3:
*apfRogueTask_3:

Rogue C assification: malicious,

*apfRogueTask_3: Jun 05
05

05

Jun
Jun

*apfRogueTask_1:
*apfRogueTask_3:

*apfRogueTask_3: Jun 05

178

MREBEEHNEEMRE | FRENEE

135:
135:

135:
135:

135:
135:

09:13:27.136:

09:13:57.136:
09:13:57.136:

09:13:57.136:

00:
00:

ac:
ac:

50:
50:

Rul eNane:

00:

00:
50:

00:

a3:
a3:

22:
22:

2f
2f:

Test Rul e,

a3:8e:

a3:8e:
2f:a8:

a3:8e:

8e:
8e:

05:
05:

:a8:
as8:

Jun 05 09:12:27.095:
Debugging session started on Jun 05 09:12:27.095 for

db

db:

ea:

ea:

a2

az:

db:

db:
az:

db:

WLC AIR-CT3504-K9 Version :8.8.120.0 SN :FCW2245MO0
:01:a0 Rogue Rule Classify Params: rssi=-16, maxRssilLr
01l:al Rogue Rule Classify Params: rssi=-15, maxRssilLr
21:26 Rogue Rule Classify Params: rssi=-89, maxRssilr
21:26 Rogue Rule Classify Params: rssi=-89, maxRssilr
:0d:40 Rogue Rule Classify Params: rssi=-62, maxRssilLr
0d:40

Rogue St at e: Cont ai nnent Pendi ng
01l:al Rogue Rule Classify Params: rssi=-15, maxRssilLr
01:a0 Rogue Rule Classify Params: rssi=-16, maxRssilLr

0d:40 Rogue Classification:malicious, RuleName:TestRu

01l:al Rogue Rule Classify Params: rssi=-15, maxRssilLr

, REAAAARARE | WHERSORE, &



EAREIRAAA)EREFFEEHNEFiRfRE .

RLDPEAFEERER

RLDP,

BRANAER

<#root>
(Cisco Controller) >

debug dot 11 rldp enabl e

MR KFEEDFSEEF , AIRLDPFEER,

RLDP{Z7E EEWLANEKE A B RAR 88 EDHCP R A EF#E/E R
MRAMERXAPADFSEEFTHNEFIHIEMRE , AIETSERLDPERE,
APE!%£1800i, 1810 OEAP, 1810W, 1815, 1830, 1850, 2800F#13800& SIAPT % &

I--- RLDP not available when AP used to contain only has invalid channel for the AP country code

*apfRLDP: Jun 05 12:24:
*apfRLDP: Jun 05 12:24:
*apfRLDP: Jun 05 12:24:
*apfRLDP: Jun 05 12:24:

Invalid channel 1 for t

*apfRLDP: Jun 05 12:24:
*apfRLDP: Jun 05 12:24:
*apfRLDP: Jun 05 12:24:

l--- ROGUE detected on

*apfRLDP: Jun 05 12:43:
*apfRLDP: Jun 05 12:43:
*apfRLDP: Jun 05 12:43:
*apfRLDP: Jun 05 12:43:

41.291: 50:2f:a8:a2:0a:61 Received request to detect Rogue
41.291: 50:2f:a8:a2:0a:61 Entering apfFindClosestLrad
41.292: Rogue detected sTot :0 Rogue contains SlotId :2
41.292: 50:2f:a8:a2:0a:61

he country IL for AP 00:27:e3: 36: 4d: a0

41.292: 50:2f:a8:a2:0a:61 Cannot find any AP to perform RLDP operation
41.292: 50:2f:a8:a2:0a:61 Exiting apfFindClosestLrad
41.292: Waiting for ARLDP request

DFS channel

16.659: 50:2f:a8:a2:0d:4e Received request to detect Rogue
16.659: 50:2f:a8:a2:0d:4e Entering apfFindClosestLrad
16.660: Rogue detected slot :1 Rogue contains SlotId :1
16.660: 50:2f:a8:a2:0d:4e

Qur AP 00: 27: e3: 36: 4d: a0 detected this rogue on a DFS Channel 100

*apfRLDP: Jun 05 12:43:
*apfRLDP: Jun 05 12:43:
*apfRLDP: Jun 05 12:43:

16.660: 50:2f:a8:a2:0d:4e Cannot find any AP to perform RLDP operation
16.660: 50:2f:a8:a2:0d:4e Exiting apfFindClosestLrad
16.660: Waiting for ARLDP request

I--- RLDP 1is not supported on AP model 1800i, 1810 OEAP, 1810w, 1815, 1830, 1850, 2800, and 3800 Series

*apfRLDP: Jun 05 12:52:
*apfRLDP: Jun 05 12:52:
*apfRLDP: Jun 05 12:52:

Ski ppi ng RLDP on AP 94:

*apfRLDP: Jun 05 12:52:
*apfRLDP: Jun 05 12:52:

41.980: 9e:97:26:a2:al:1a Received request to detect Rogue
41.980: 9e:97:26:a2:al:1a Entering apfFindClosestLrad
41.980: 9e:97:26:a2:al:1a

d4:69:f5:f7:e0 AP Mdel: Al R AP1852]| - E- K9

41.980: 9e:97:26:a2:al:1a Cannot find any AP to perform RLDP operation
41.980: 9e:97:26:a2:al:1a Exiting apfFindClosestLrad



*apfRLDP: Jun 05

12:

l--- Association TO

*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:

Moni t or Mode AP found b4: de: 31

*apfRLDP:

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:

Jun
Jun
Jun
Jun
Jun

Jun

Jun
Jun

Jun
Jun

Jun
Jun

05
05
05
05
05

05

05
05

05
05

05
05

15:
15:
15:
15:
15:

15:

15:
15:

15:
15:

15:
15:

52

141,

ROGUE

02
02
02
02
02

02:

02:
02:

02:
02:

02:
02:

149,
149,
149,
149,
149,

49.

49.
49.

50.
50.

50.
50.

rldp started association,

*apfRLDP:

*apfRLDP:
*apfRLDP:

*apfRLDP:

Jun 05 15:02:55.

Jun 05 15:02
Jun 05 15:03

Jun 05 15:03
*apfOpenDt1Socket: Jun
*apfOpenDt1Socket: Jun

:55.
:00.

:00.
05
05

980:

AP

602:
602:
602:
602:
602:

602:

602:
602:

102:
102:

102:
302:

Waiting for

50:2f:a8:a2
50:2f:a8:a2
50:2f:a8:a2

ARLDP request

:0a:61 Received request to detect Rogue
:0a:61 Entering apfFindClosestLrad

:0a:61 Skipping RLDP on AP 94:d4:69:f5:f7:e0 AP Model: AIR-AP

Rogue detected slot :0 Rogue contains SlotId :0

50:2f:a8:a2

:0a: 61

a4:e0:30 with RSSI -61

50:2f:a8:a2:

50:2f:a8:a2:
50:2f:a8:a2:

50:2f:a8:a2:
50:2f:a8:a2:

b4:de:31:a4:
50:2f:a8:a2:

attenpt 1

346:

346:
390:

390:

50:2f:a8:a2:

50:2f:a8:a2:
50:2f:a8:a2:

50:2f:a8:a2:
15:03:00.608:

15:03:00.808:

0a:61 Exiting apfFindClosestLrad
0a:61 Found RAD: Oxffd682b5b8, slotId = 0, Type=1

0a:61 WARNING!!!!! mscb already exists!

Oa:61

0a:61 RLDP could not finish the association in time.

0a:61 rldp started association, attempt 2
0a:61 RLDP could not finish the association in time.

0a:61 rldp started association, attempt 3

apfRoguePreamble = 0 mobile b4:de:31:a4:e0:31.

50: 2f: a8: a2: 0a: 61 RLDP state RLDP_ASSOC DONE

(3.

*apfRLDP: Jun 05 15:03:00.870: 50:2f:a8:a2:0a:61

Successful ly associated wi th rogue:

1--- Attempt to get ip from ROGUE

*apfRLDP: Jun 05 15:03:

Starting dhcp

*apfRLDP: Jun 05 15:03:
Initializing RLDP DHCP

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:
*apfRLDP:

*apfRLDP:

Jun
Jun

Jun

Jun

Jun

Jun

05
05

05

05

05

05

15:
15:

15:

15:

15:

15:

03:
03:

03:

03:

03:

03:

00.870:

00.870:

50:2f:a8:a2

50:2f:a8:a2

50: 2F: A8: A2: 0A: 61

:0a: 61

:0a: 61

for rogue 50: 2f: a8:a2: 0a: 61

00.
00.

00.

00.

00.

00.

870:
870:

870:

870:

870:

870:

50:2f:a8:a2
b4:de:31:a4

b4:de:31:a4

b4:de:31:a4

b4:de:31:a4

b4:de:31:a4

:0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61
:e0:31 BOOTP[rl1dp] op: REQUEST

:e0:31 htype: Ethernet

:e0:31 hlen: 6

:e0:31 hops: 1

:e0:31 xid: 0x3dalfl3

0a:61 found closest monitor AP b4:de:31:a4:e0:30 slot = 0, c

0a:61 AP b4:de:31:a4:e0:30 Client b4:de:31:a4:e0:31 Slot

e0:31 In rldpSendAddMobile:724 setting Central switched to T



*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:

*apfRLDP:

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

877:

877:

877:

877:

877:

877:

877:

877:

877:

877:

877:

877:

878:

878:

878:

878:

878:

878:

878:

b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
DHCP option:

[0000]
b4:de:31:a4:
50:2f:a8:a2:
50:2f:a8:a2:
50:2f:a8:a2:
50:2f:a8:a2:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
DHCP option:

[0000]

b4:de:31:a4:

e0:31 secs: 0
e0:31 flags: 0x0
e0:31 hw_addr: B4:DE:31:A4:E0:31
e0:31 client IP: 0.0.0.0
e0:31 my IP: 0.0.0.0
e0:31 server IP: 0.0.0.0
e0:31 gateway IP: 0.0.0.0
e0:31 options:
e0:31 DHCP message: 1 DISCOVER
39/57.2: (2)
02 40
e0:31 host name: RLDP
0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
0a:61 RLDP DHCP SELECTING for rogue 50:2f:a8:a2:0a:61
0a:61 Initializing RLDP DHCP for rogue 50:2f:a8:a2:0a:61
0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61
e0:31 BOOTP[r1dp] op: REQUEST
e0:31 htype: Ethernet
e0:31 hlen: 6
e0:31 hops: 1
e0:31 xid: 0x3dalfl3
e0:31 secs: 0
e0:31 flags: 0xO0
e0:31 hw_addr: B4:DE:31:A4:E0:31
e0:31 client IP: 0.0.0.0
e0:31 my IP: 0.0.0.0
e0:31 server IP: 0.0.0.0
e0:31 gateway IP: 0.0.0.0
e0:31 options:
e0:31 DHCP message: 1 DISCOVER
39/57.2: (2)
02 40
e0:31 host name: RLDP



*apfRLDP: Jun 05 15:03:10.878: 50:2f:a8:a2:0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:10.878: 50:2f:a8:a2:0a:61 RLDP DHCP SELECTING for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 Initializing RLDP DHCP for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 BOOTP[r1dp] op: REQUEST

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 htype: Ethernet
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hlen: 6
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hops: 1
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 xid: 0x3dalfl3
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 secs: 0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 flags: 0x0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hw_addr: B4:DE:31:A4:E0:31
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 client IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 my IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 server IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 gateway IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 options:

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 DHCP message: 1 DISCOVER

*apfRLDP: Jun 05 15:03:20.885: DHCP option: 39/57.2: (2)

*apfRLDP: Jun 05 15:03:20.885: [0000] 02 40

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 host name: RLDP

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
I-—- RLDP DHCP fails as there is no DHCP server providing IP address

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 RLDP DHCP FAILED state for rogue 50:2f:a8:a2:0a:61

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 DHCP failed
*apfRLDP: Jun 05 15:03:20.885: Waiting for ARLDP request

T8
1. HAI SR AV IREER B FEIR(EIRLDP,
2. EHIRBERLDP,

3. RLDPAI S PBEA R EEERAP L, RAZHOUEBEENIE , BT HBRYEEFIRREHN
FAEE EETEEEEERAPLIIPERLDP, B2 , WEBEE R ILRIBEGnE R
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ERMRIZRAP

HAPEZFIEHERA L e & W BB HMEERABRFOKERE . BRERKEE &

o

<#root>
tiagoAP.6d09.effO#
show capwap rm rogue detecto

r
LWAPP Rogue Detector Mode
Current Rogue Table:
Rogue hindex = 0: MAC 502f.a8a2.0a6l,

flag =0

, unusedCount = 1
Rogue hindex = 0: MAC 502f.a8a2.0a60,

flag =0

, unusedCount = 1
Rogue hindex = 7: MAC 502f.a8a2.0d41,

flag =0

, unusedCount = 1
Rogue hindex = 7: MAC 502f.a8a2.0d40,

flag =0
, unusedCount = 1

I--- once rogue is detected on wire, the flag is set to 1

APEHIBHPNEAARD S

<#root>
Rogue_Detector#

debug capwap rm rogue detector

*Jun 05 08:37:59.747: ROGUE_DET: Received a rogue table update of length 170

*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0024.1431.
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0024.148a.
*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.148a.
*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.148a.

lac4
lac5s
laca
lacb
lacc
lacd
lacf
e9ef
cazb
ca2d
ca2f

s

%

BEILARR

711

E

R

/i

(S8



*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
38:
38:
39:
39:

EREH

s

E"E"

Eﬁ

<#root>

*apfRogueTask_
*apfRogueTask_
*apfRogueTask_
*apfRogueTask_

*apfRogueTask_
*apfRogueTask_

*apfRogueTask_

59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
19.
19.
19.
19.

3:
3:
3:
3:

3:
3:

3:

Cl ass nmmlici ous,

*apfRogueTask_
*apfRogueTask_

*apfRogueTask_

Rogue AP: 00: a3

*apfRogueTask_

*apfRogueTask_
*apfRogueTask_
*apfRogueTask_
*apfRogueTask_
*apfRogueTask_
*apfRogueTask_

3:

3:

3:

3:

3:
3:
3:
3:
3:
3:

748:
748:
748:
748:
749:
749:
749:
749:
749:
774:
774:
774:
774:
775:
325:
325:
323:
324:

ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:

Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got

wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired

mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac

0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0040.
0040.

14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
96b9.
96b9.

3570
3574
357b
357c
357d
357f
3dcd
3ff0
3ff2
4aec
4b77

Flushing rogue entry 0040.96b9.4794
Flushing rogue entry 0022.0c97.af80
Flushing rogue entry 0024.9789.5710
Got ARP src 001ld.alcc.0e9e

Got wired mac 001ld.alcc.0e9e

Got ARP src 001d.alcc.0e9e

Got wired mac 001ld.alcc.0e9e

06
06
06
06

Jun
Jun
Jun
Jun

06
06

Jun
Jun

Jun 06

Change

Jun 06

Jun 06

13:
13:
13:
13:

13:
13:

13:

by

13:

13:

25:
25:
25:
25:

11.
11.
11.
11.

840:
840:
840:
840:

25:
25:

11.
11.

840:
840:

25:11.840:

Auto State

25:11.840:

25:11.840:

Jun 06 13:25:11.840:

Jun 06
06
06
06
06
06
06

Jun
Jun
Jun
Jun
Jun
Jun

13:

13:
13:
13:
13:
13:
13:

25:11.840:
25:
25:
25:
25:
25:

25:

11.
11.
11.
11.
11.
11.

840:
840:
840:
840:
840:
840:

00:
00:
00:
00:

a3
a3
a3
a3

00:
00:

a3
a3

00:a3

Cont a

00:a3

00:a3

00:a3

:8e:db: 01: bO autocontain =1

00:

00:
00:
00:
00:
00:
00:

a3:

a3:
a3:
a3:
a3:
a3:
a3:

:8e:
:8e:
:8e:
:8e:

:8e:
:8e:

:8e:

db:
db:
db:
db:

db:
db:

db:

01:
01:
01:
01:

01:
01:

01:

b0
b0
b0
b0

b0
b0

b0

:8e:db:01:b0

:8e:db:01:

:8e:db:01:

Mode = 6

8e:

8e:
8e:
8e:
8e:
8e:
8e:

db:

db:
db:
db:
db:
db:
db:

01:

01:
01:
01:
01:
01:
01:

b0

b0

b0

b0
b0
b0
b0
b0
b0

Updated AP report b4:de:31:a4:e0:30 rssi -33, s
Looking for Rogue 00:a3:8e:db:01:b0 in known AP
Rogue AP 00:a3:8e:db:01:b0 is not found either

Rogue in same state as before : 6 ContainmentLe

Rogue detected by AP: b4:de:31:a4:e0:30
RadioType: 2 TradInfo->containSlotId = 1 Receiv

Rogue before Rule Classification :

ned Change by Auto

Rogue doesnt qualify for rule classification :

Manual Contained Flag = 0, trustlevel = 6

apfRogueMode : 6 apfRogueContainmentLevel : 4 1
Trying Containment on 1 band for rogue

Skipping xor radio for 1 band and cont slotid 1
Found 0 channels to try containment for rogue
Trying Containment on 2 band for rogue

Rogue detected on detected slot 0 contains slot

Found 1 channels to try containment for rogue



*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 RSSI SORTED AP MAC 00:27:e3:36:4d:a0 RSSI = -28
*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 RSSI SORTED AP MAC 00:27:e3:36:4d:a0 RSSI = -31
*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 RSSI SORTED AP MAC b4:de:31:a4:e0:30 RSSI = -33
*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 Detecting AP MAC 00:27:e3:36:4d:a0 RSSI = -28 t
*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 Detecting AP MAC 00:27:e3:36:4d:a0 RSSI
*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 Detecting AP MAC b4:de:31:a4:e0:30 RSSI = -33 t
*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 Rogue already contained by AP 00:27:e3:36:4d:a0
*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 Rogue already contained by AP 00:27:e3:36:4d:a0
*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 Rogue already contained by AP b4:de:31:a4:e0:30
*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0

Il

I
w
=
+

Contains rogue with 3 container AP(s).Requested containnent level : 4

*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 Checking Impersonation source 00:a3:8e:db:01:b0
*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 Known AP 0 mfp global O AP Auth Global 0 mfp Im
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/content/en/us/td/docs/wireless/controller/8-8/config-guide/b_cg88/wireless_intrusion_detection_system.html?bookSearch=true#d144944e1748a1635
/content/en/us/td/docs/wireless/controller/technotes/8-6/b_Cisco_Wireless_LAN_Controller_Configuration_Best_Practices.html#concept_92EE5D2C194D46298103E7F5F258882B
/content/en/us/td/docs/wireless/controller/technotes/8-6/b_Cisco_Wireless_LAN_Controller_Configuration_Best_Practices.html#concept_92EE5D2C194D46298103E7F5F258882B
/content/en/us/td/docs/wireless/controller/technotes/8-6/b_Cisco_Wireless_LAN_Controller_Configuration_Best_Practices.html#concept_92EE5D2C194D46298103E7F5F258882B
/content/en/us/td/docs/wireless/controller/technotes/8-6/b_Cisco_Wireless_LAN_Controller_Configuration_Best_Practices.html#concept_92EE5D2C194D46298103E7F5F258882B
/content/en/us/td/docs/wireless/controller/technotes/8-6/b_Cisco_Wireless_LAN_Controller_Configuration_Best_Practices.html#concept_92EE5D2C194D46298103E7F5F258882B
/content/en/us/td/docs/wireless/controller/technotes/8-5/b_WLC_3504_Release_8_5_Deployment_Guide.html
/content/en/us/td/docs/wireless/controller/technotes/8-5/b_WLC_3504_Release_8_5_Deployment_Guide.html
/content/en/us/td/docs/wireless/controller/technotes/8-1/5520-WLC-DG/b_Cisco-5520-WLC-deployment-guide.html#topic_0BBAC24D2EBA4FCCA33FF8E1F91DE468
/content/en/us/td/docs/wireless/controller/technotes/8-1/5520-WLC-DG/b_Cisco-5520-WLC-deployment-guide.html#topic_0BBAC24D2EBA4FCCA33FF8E1F91DE468
/content/en/us/td/docs/wireless/controller/technotes/8-1/5520-WLC-DG/b_Cisco-5520-WLC-deployment-guide.html#topic_0BBAC24D2EBA4FCCA33FF8E1F91DE468
/content/en/us/td/docs/wireless/controller/technotes/8-1/5520-WLC-DG/b_Cisco-5520-WLC-deployment-guide.html#topic_0BBAC24D2EBA4FCCA33FF8E1F91DE468
/content/en/us/td/docs/wireless/controller/release/notes/crn88mr2.html#not_supported_key_AP_features
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