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@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErver.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

k¥ Continue to this website (not recommended).

® More information

B—TYes BB FEEM MR , Continue to this website ( FHM ) ( Hl0 , EAFirefox BB
))&, Eﬁ%ﬁuiﬁﬁ%ﬁ#ﬁﬂ’ﬂ)‘%ﬂf%ﬁ‘#ﬁ%ﬁﬁ%#ﬁ , WebBBRRREREAFREFNEQIEZAR
H, MTNEMR:

Login

Welcome to the Cisco wireless network

iZisco is pleased to provide the Wireless LAN infrastructure for your
network. Please login and put your unified wireless solution to waork,

User Name

Password I

BREAEASE BN QENERSELA, EULRERWbRERRBE R TR 4 :
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- ERRNAREARR

- S EBWeb A fRER LRRER HET R ARM

- THERHBENEEARR
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ImERE ( ABIF BLDAP ) BIRIIBREETRE. AR, WebBBREE R —EKINEARR
, W% C R R A EmEREEEFERINURL,

Web Authentication

Login Successfull
You can.noi Use all regular network services over the wireless netwiark:

Fleasze retain thiz small logout window in order to logoffwhen done. Bote
that you can always use the following LEL tooretrievethis page:
hitpsdit A A ogout. bl

Logout

FERRIEAEEE SO EREMAR It URLAIEZ:hitps://1.1.1.1/logout.html, BIZRFH[EEBEN T
RENIPAERAERAEEMNEFRER L,

AERNTBWMAERAWLC LAY ATBEEEITWebERE, LRI ALDAPRRRESWeb & 17 B 7E
MRHERERRREAERBEINERAEETHORE.
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/content/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-3.gif
https://1.1.1.1/logout.html.
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do
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Microsoft 2012
LDAP server

5508 WLC

=

Wireless Client

LU
SERA T SRR BRI RRE -
. BLELDAPfIARE.

- BLDAPRIBREREEWLC,
- BWebBRFEERTFEWLAN,

BECELDAP{RI AR 2%

E—FEREELDAPHIREE , XARFAERFEREFHENEAZEREBNRHERE, EATH
7, Microsoft Windows 2012 Essentials{a B 88 F YfELDAP @l AR 85 -

LDAPfRRZRELEM 5E — L BRELDAPIMRZR L2 M EHEERE , UEWLCRIUAEH L E R E LR
HERE

ERRGHRLEVERE

HE#E I (OU) B = ZEEPersonProfile 5| BEA KB HE. BATURSEENKE, FIAHR
BNBMERHALDAPRETERE. SEEANISBRECHESMEARSIA ).

EHREIF | 2B —@EEHHOU LDAP-USERS |, ¥ KOU TR FHEUserl, BB FEHEE


http://www.cisco.com/c/zh_tw/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html#C1
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{TLDAPES /R , WLCH LA ELLLDAPE B EEITEAE SO BE.

AR5 5 A Y33 2 CISCOSYSTEMS.local.

HOUTRMERERE N

RENBUAERRV P E U FAIOULFE R OU LB HERAE

1. BARWindows PowerShell it # A servermanager.exe

2. £ "fARESEE ST (Server Manager)iR B+ , I —TFAD DS, AR&E—THE

& , LLZZActive Directory (& M B
H1EB (FE A R ACISCOSYSTEMS.local) , R&EKE LT UREEFHEINew >
Organizational UnitsAZ2 I T HI0U,

3. B—TH&&

S Rl R B8

File Action View Help

C Y IEEEEER RS R 2R

Active Directory Users and Computers

BE |

..

B

ata

-

Type Description
builtinDomain
Container Default container for up...
Container Default container for sec...
Container Default container for ma...
Container Default location for stor...
Container Builtin system settings
Container Default container for up...
infrastructurell..,

wlostAndFound Default container for or...
Computer fications co...
Contact
Group tainer for do...
InetOrgPerson

mslmaging-P5Ps
MSMQ Queue Alias

Organizational Unit

] Active Directory Users and Computers [WIN-AD\ | Name
I [ Saved Queries | Builtin
4|33 CISCOSYSTEMS.local reanutars
I+ || Builtin Delegate Control...
b [ Compute Find...
:.' DDI’T‘!EIH( Change Domain...
| Foreign5s
51 TPRS Change Demain Controller...
i [ LostAndR Raise domain functional level...
b [ Managed Operations Masters...
| Program
b - J New »
I | System
b ] Users All Tasks 3
[ ] NTDSQu i »
B ] TPM Dev
Refresh
Export List...
Properties
Help
< m >

Printer
User
Shared Folder

Create a new ohject...

4. BHOUS B BBAE—TOK , MBI :



ﬂ | Createin: CISCOSYSTEMS local/

Mame:
LOAP-USERS

[w] Protect container from accidental deletion

REELDAPfIBRRR LE I 7 #TAYOU LDAP-USERS , T—$ REMOUTEUEAEUserl, AT
ERLER , AT HER

1. B—TAHABEINFHOU, RERN LT REEMRZF|ILDAP-USERS> New > User , LA #1
FERE K MTEMR:



File Actien View Help

es @ 0/ XT oz Emtaaria

= Active Directory Users and Com|| Mame: Descripticn
B [ Saved Queries ) =
4 F3 CISCOSYSTEMS.local There are no items to show in this view,
b (] Builtin
b [ Computers
b 2] Demain Controllers
b ] Fore ityPrincip
b (7] Managed Service Accour
B e
=1 LDAP-USFRS.
Delegate Control..
Move...
Find...
New * Computer
Al Tasks » Contact
View Group
o InetOrgPerson
kit mslmaging-PSPs
Rename MSMQ Queue iliss
Organizational Unit
Export List... [ Prmes
User
Properties e
Help
<| >
(Create a new object...
il e ] | WG

2. % "EREREL B

ET | AEFEM , MABIFFR. tRBITEUser logon nameli{a

EUserl, ERZELDAPEREFRIBUHEFIHETSHRENEAERBE, LRHIEFist
nameFFull Namet@{LFFEHUser1, & "Nexts ( FT—&F ),

& Create in: CISCOSYSTEMS local/LDAP-USERS

First name:

Last name:

Full name:

serl

Initials:

User logon name:

Uker1

@CISCOSYSTEMS local

User logon name (pre-Windows 2000):

CISCOSYSTEMS

3. MARBIEIRZRNE, #EPassword never expiresiZd , A% & — T Next,




% Createin: CISCOS5YSTEMS local/LDAP-USERS

Password: I

Confirm password: sesnsnee

[ ] User must change password at next logon
[ ] User cannot change password

|| Password never expires
[ ] Account is disabled

4. ¥%—T TFinish, (#® ). 7£OU LDAP-USERSTE M HHEHAEUser1, U TREAER
B FRAESBE User %5 . MITRER123



MNew Object - User -

J_h Createin:  CISCOSYSTEMS local /LDAP-USERS

When you click Finish, the following object will be created:

Full name: User1
User logon name: User1@CISCOSYSTEMS local

The password never expires.

..................................

< Back i Finish i Cancel

BRERE

AEREOUTEIYN , T—FTREEFERELETLDAPHA,
fid B £ A & WLDAPEAE

& 7] LLiE $# Anonymous = Authenticated 2R 15 T LDAP{r] AR 85 HY A= itk & 17 B 58 BB & 5 £
Anonymous k& A FFE B S BILDAPE RS, Authenticated 72 ERE A & BB ZIBERRE
. FEE%X{EAAnonymous,

RENBUMEEER FENERRES %o
ERRie

AR FTESBFEAEREE., LDAPLDAP

TR DN SR , ALDAPHREEBEERFERE,
fEWindows 2012 Essentials Server L Bt EE& R&Thie

HNEZLDAP LFFREWindows 2012 ADMEAE=1FEARERX ( EXFlFAWLC ) , X EE
Windows 2012 LA EE R B TheE. TAERERT , EWindows 20121513 #l88 E T AFER
LDAPIRE, BITU TS BRUMAER BT .



1. £Windows PowerShell# & A ADSIEdit.msc , FXEADSI EditT &, 1t T B EWindows

202X BT EN—ED,

. EADS| EditfRE+ , BFRRE (EE

[WIN-AOV2BUBSLRY.CISCOSYSTEMS.local] ) » Efi

Z|CN=Services > CN=Windows NT > CN=Directory Service. % — T £ #CN=Directory
Service® g5 , REM LT XEEHEEProperties , 11 FEIFTR :

Ll ADS! Edit | = | o
File Action View Help
e 2m XD ez BT
2 ADSIEdit Name Class Distinguished Name [ Actions
§ Domain [WIN-AOV2BUEELRY.CISCOSYSTEMS local) | CN=Directory Service nTDSService  CN=Directory Service. CN=Windows MT.CN=Services,CM=Configuration, DC=CIS... | CN=Windows NT -
4 3 Configuration [WIN-ADV2BUBELRI.CISCOSYSTEMS.local] =
More Actions ’

CM=Cenfiguration, DC= CISCOSYSTEMS, DC=local
CM=DisplaySpecifiers
ChzEtended-Rights
| CN=ForestUpdates
] €N:LosthndFoundCanti
| CN=NTDS Quotas
| CN=Partitiens
| CM=Physical Locations
4 (7] CM=Senices
| CN=Claims Cenfiguration
CN=Group Key Distribution Service
7 CN=Microsaft SPP
CN=MsmgSeniees
] CN=NetSenvices
CN=Public Key Services
1 CN=RRAS
4 7] CN=Windows NT
CN=Dirgetnns Camicn
CN=Sites Meve
] CN=Wellknown  New Connection from Here

MNew »
Delete

Rensme

Refresh

Propeties

Help

|Opens the properties dialog box for the current selection,

Nl e ] ¥ ]

107PM
< WS s

. #ECN=Directory Service Propertiest? & iJAttributes T~ , & — T Attribute ¥z T #Y

dsHeuristics B , A& #EZFEdit, FUHEMN 'FREBUEFESR RED , WAE
0000002 ; % — T ApplyFOK , I FEFff~. Windows 2012ﬂﬂﬁ%§tEﬁFﬁTE%§%*IjJﬁm
H: B2 (%t) BZxARAEHEBERLDAPREN AR, 0( T ) REFLtEEZARREE
FﬁlE-’i‘-.?LDAPér 1’!50 ﬁﬂ%ﬂ%%tﬂ?—fcﬁﬁ;’ikZ AlgMAERBEINEE,

Astibrute Editor | 5.5.:u1|_u]

¥ Shows mandaslon stinboksc
¥ Shos cotional attrbutes
[ Showe only atfibubes that herve walues

2 x|

ARrbutes
Allibuts | Sprtan | ahe =]
canonicalhl ame Uricode Shing It varedess "'.-.i.'ll'l|r:|JI.H1I1I'| Strimg Attribute Editor e 3ot =]
cn Uricode Shing  Duecto Semvice TR
crasle] e tamp UTC Codsd T S, 2008 1.2 53105 FM dribate; dSHeuistics
dasenplion Urseosds Slimg  <Mol Sel
diecifepoil: Diglinguizhad . <Nol Sei Wil e
chzpdag] ame Uricods Shing <Moot S [ﬁ
chsplayh ameFrindable 455 ring Mot Sets

dishingushediame Distinguished

CHaDirechony 5esvice CH

Llear i [ ------- I-:I;'_“-_I Cancel

d3ASignabuee Dcket Sinng Mot Set»

dSCoreFiopagatianD UTC Cosded Ti Mol Sets

o5 Hewns: Urecoda Shimg DO000CE

exaleraionb ame Uricode Shing <Moot Sef
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Edi
i3 | Cancel | Bpk |



/content/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-12.gif

[ A & & FANONYMOUSE A BL IR AT

T—HREEAEUser1 i FANONYMOUS LOGONFS RFF Al #E, SEALA T BRED AT S A BA T #R 46

1. BARXActive Directory{# fi & MBS

2. fE1R1E  View Advanced Features.

3. EMEIEMEUsert , RRE—TARXEAE. RETXREFZERYE. LEAEERS

FUser11&:%.

Active Directory Users and Computers
File Action View Help

- m 4O XE G Bt aaTdh
o Users and Computers [WIN-AOV2BUESLRI.CISCOSYSTEMS.loc|| Mam.

mmmmm

[ ForeignSecurityPrincipals Reset Password..
=] LDAP-USERS M
b ] Managed Sevice Accounts
Users

......

election,

5

"
(Opens the praperties dialog bo
| 2

for the current s
T sns —
[Elal e a

< B oo

4. 3 — T Security=5|1Z% , M NEFIR :



Published Cerificates | Member Of | Password Replication | Dialin | Object
Remote Deslktop Services Profile COM+ Attribute Editor
General | Address | Account Prafile Telephones | Organization
Security Environment Sessions Remote control

GI’DIJD ar User Names:

% RAS and |AS Servers [CISCOSYSTEMS\RAS and |AS Servers)
%Administmtnrs (CISCOSYSTEMS \Administrators)

%Pccnurrt Operators (C1SCO5YSTEMS \Account Operators)

% Pre-Windows 2000 Compatible Access (CISCOSYSTEMS \Pre-Wi...
%H’lﬁnduws Authorzation Access Group (CISCOSYSTEMS Window...
%Tenﬂinal Server License Servers ([CISCOSYSTEMS\Teminal Serv...
% ENTERPRISE DOMAIN CONTROLLERS

Pemissions for ANONYMOLUS LOGON

Full control

Read

Write

Create all child objects
Delete all child objects
Allowed to autherticate

[ |

BE

£

]DDDDED%

g]DDDDDDg

For special pemissions or advanced settings, click
Advanced.

Leam about access contral and pemissions

oK Cancel

5. HERKRE FE—TAdd.

6. £ " Enter the object names to select. #& T & AANONYMOUS LOGONIt #EEREIFE A3 , 1
TEmFR :



Select this object type:

Users, Groups, or Builtin securty principals

Fram this location:
CISCOSYSTEMS local

Enter the object names to select (examples):
[ANONYMOUS LOGON]

7. EACLH , 55 EEANONYMOUS LOGONE I BFEAEN —LBMHE, & —T "OK) (#
E). CRFUEAEEZEAFBHFIE , M TEMT :



Fublished Cerificates | Member Of | Password Replication | Dialin | Object
Remote Desktop Services Profile COM+ Attribute Editor
General | Address | Account Prafile Telephones | Organization
Security Environment Sessions Remote control

GI’DIJD or User Names:

ER ANONYMOUS LOGON

% Evenyone

82 SELF

52, Autherticated Users

52 5YSTEM

% Domain Admins (C1SCOSYSTEMS \Domain Admins)
52 Cert Publishers (CISCOSYSTEMS \Cart Publishers)

?§

Pemissions for ANONYMOUS LOGON

Full control

Read

Write

Create all child objects
Delete all child objects
Allowed to autherticate

[ |

BE

£

]DDDD@D%

g]DDDDDDg

For special pemissions or advanced settings, click
Advanced.

Leam about access control and pemissions

OK Cancel

HOURFREAAITTHM

T—S$RFELEEAERRENOULHANONYMOUS LOGONE FList ContentsEF Al #E, £ A< R4
1, User1{ZfAOU LDAP-USERS Et, TR UTHRENA TR A Ti8E -

1. #£Active Directory Users and Computers¥ , #Z— T H#0U LDAP-USERS , A& IEE
Properties , Z1 NEIFI :



Active Directory Users and Computers
G Hm YaavTYia

MName Type Description
& usert User

(Opens the properties dialog box for the current select

2. #%—T T"Security.

3. 8—TF TAdd, . HEBIREHEES RS | H AANONYMOUS LOGONI IS5 12 . 1T H

TR :

Select Users, Computers, Service Accounts, or Groups |L-

Select this object type:
Users, Groups, or Built-in securty principals Object Types...
From this location:
CISCOSYSTEMS local Locations...
Erter the object names to select (examples):
ANONYMOUS LOGON]| Check Names
Advanced... QK Cancel
ERENRE

MATABHH SRR EHLDAPR R ET A S RIFNEAE.

1. FABAWindows PowerShell it & A\ servermanager.exe

2. & "ARBREEES, (Server Managen)REH , #&Z— TAD DS, AR#EIZ—THRBRENFRES

FLLEE Active Directoryfif i & MR K.



3. H—THA#Users, EEKN ETIEREFEMRZFINew > User , LB FHFEAE,

] Active Directory Users and Computers |;|i-

File Action View Help

o 2@ 0/ XEG B 2aETa%

] Active Directory Users and Computers [WIN-ADY | Mame Type = Description ~
] Saved Queries ‘_"r’JAllowed RO.. Security Group.. Membersin this group c...
4 g CISCOSYSTEMS.local B, Cert Publish... Security Group.. Members of this group ...
2 - Builtin ‘_’PJDEniEd ROD.. Security Group.. Membersin this group c...
I - Comp.uters 2, DnsAdmins  Security Group... DNS Administrators Gro...
b Dom.am Cont.rolle.rs . 52, RAS and IAS ... Security Group... Servers in this group can...
b - E;::';QZS;EET:S”WP””UFEIS :’;{WinRMRem.‘. Security Group.. Members of this group ...
- i 82, Cloneable D... Security Group... Members of this group t...
- || LostAndFound N . .
- . 52, DnsUpdateP... Security Group... DMS clients who are per... _
I | Managed Service Accounts y R i . L =
p 7 Program Data %2, Domain Ad... Security Group... Designated administrato...
b = System ‘_"%Dumain Co..  Security Group..  All workstations and ser...
= T i’lﬂJDnmain Con... Security Group...  All domain controllers i...
b : NTD Delegate Control... ‘_"ﬁJDomain Gue.. Security Group... All domain guests
b 07 TPM Find... :’E{Domain Users  Security Group...  All domain users
S nt " p.. Membersinthis group c...
New 4 Computer
P
All Tasks 3 Contact .
= v Group P
Refrech InetOrgPerson E
Export List.. mslmaging-P5Ps
- MSMQ Queue Alias P
Properties i P
Printer p
Help User B
Shared Fold i
< i . E"—E older i _ p.. Members of this group .. v

Create a new object...

4. 15 "HEHEREL HEY , EEMESN , ARG R, LEH|7EUser logon namet@ {1 &
BEWLC-admin, iERARYLDAPRIREET AL S MHRENEAEEZE, & "Nexts ( T—
F),

5. i AR B R H G, 1#EPassword never expiresi®Ig , A% & — T Next.

6. #%—F "Finishy (%X ). EUsers®s FEUFHWFEAZEWLC-admin, AT 2ERERIR
: fE A& & #:WLC-adminZ & : Admin123

[EWLC-admin T EZE R TH

BYFXAHSHREEAER  BATERTHEESHITE, THRUATSRENAIER TRE
1. BARXActive Directory{#f i & N B
2. #E{R1#E "+ View Advanced Features.

3. EfEIEAEWLC-admin , ARZ-—TARAERE., RLTXNREFZEME , W TEH”
o MEAEMERAE FWLC-adminE1TR,.



File Action View Help

= #E & 8| X

iz HE 3aETER

3 Active Directory Users and Computers [WIN-AO\| Name
B ] Saved Queries %Domam Gue..
4 33 CISCOSYSTEMS.local 2 Domain Users
14 g (B:“”ti"m %Group Polic...
I omputers
I =] Domain Controllers gx_ﬁ::xgz
I (] ForeignSecurityPrincipals %RA_AIIwDa...
(=] LDAP-USERS ﬂRA_AIIUwHo...
b [ LostAndFound %RA_AIIWMe
5 Managed Service Accounts -
p -] Program Data 58,RA AllowNe..
b [ System 82, RA_AllowRe...
o Users 52, RA_AllowsSh...
b (] NTDS Quotas S RA_AllowVp..
b ] TPM Devices 42 Read-only D...
aWSSUsers
ﬂ Enterprise A...
% Enterprise R...
82 Schema Ad...
& aalfares
s_;_‘Administrator
& CiscoTAC
3_5_‘ Guest
2, kibtgt
& stduser
(<] 1] [ [>]

Type Description
Security Group...  All domain guests
Security Group...  All demain users
Security Group..  Members in this group c...
Security Group...
. Security Group...
Security Group...
Security Gro Copy...
Security Gro
. Add to a group...
Security Gro i
Security Gro Mame Mappings...
Security Gro Disable Account
Security Gro Reset Password...
Security Gro Move...
Security Gro Open Home Page
S G
eeurity Grot s end Mail
Security Gro
Security Gro All Tasks 4
User Cut
User Delete
User
Rename
User
User | Properties
User | Help

Opens the properties dialog box for the current selection.

4. B —T "Member Of; E5|ZH , W TEFMT® :




Security Environment Sessions Remote control
Remote Deslktop Services Profile COM+ Attribute Editor
General | Address | Accourt | Profle | Telephones | Organization
Published Cerificates | Member Of | Password Replication | Dialin | Object

Member of:

Mame Active Directory Domain Services Folder
Domain Users CISCOSYSTEMS local/Users

Primary group: Domain Users

, There iz no need to change Primary group unless
Set Primary Group you have Macintosh clients or POSX-compliant
applications.

5. #%—T TAdd . TEBIREETE S b , ¥ AAdministrators , A& —TOK , M1 FEFT :



Select Groups _
Select this object type:
Groups or Built-in security principals Object Types...
From this location:
CISCOSYSTEMS local Locations...
Enter the object names to select (examples):
Administrators Check Mames
Advanced... oK Cancel
£ FLDPHRRfE A & M1

HGUITER—ELDAPE Fim , fAFFEMA &S HHETELDAPAEZER B # ( WActive Directory ) #
TIRE , mER, B, B8, B8R HEAMER. LDPARRIRFEFEEACctve Directory P V¥ R

RHERFRER  NRLHEHRFNERRRER,

REMCDZ#EWindows Server 2003 E T B , €3#ELDP GUITE, AEHNBUAFERALDPE
AR EREFERAEUser1 BN EBM, HbhEEBEMHAREZWLC EWLDAPHERSEE S| &

Pl TEREBNE, BRIN TEREHR, BE.

1. £ Windows 2012fA fR25 £ ( BNE7ER —{ELDAPRIBRES £ ) , BABXWindows PowerShell 3t &

ALDPLAF5ELDP2IE 5.

2. ELDPEREF , EX ALDAPEARSSHYIP# 1L BF | Efin BlConnection > Connecti E 4R E

LDAPfIBReR , BT~ EFf R

Ldp

_I:I-

Connect to specified server




3. EHRFILDAPIRESE , REBEHEEView , ARIEZ—TTree , ITTEFMT :

Idap://WIN-AOV2BUGBLRS.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local

Connection Browse View Options Utilities Help

defaulthamingContext: DC=CISCOSYSTEMS,DC=local, ~

dnsHostName: WIN-AQWZBUGELRS.CISCOSYSTEMS. local,

domainContrellerFunctionality: 5;

domainFunctionality: 5;

dsServiceName: CN=NTDS Settings, CN=WIN-ADV2BUE8LRY, CN=Servers CN=Defauli-First-Site-Name, CN=Sites, CN=Configuration, DC=CISCOSYSTEMS DC=local;

forestFunctionality: 5;

highestCommittedUSN: 16580;

isGlobalCatalogReady: TRUE;

i8Synchronized: TRUE;

IdapServiceName: CISCOSYSTEMS local win-alv2buB8IrSS@CISCOSY STEMS.LOCAL,

namingContexts (5): DC=CISCOSYSTEMS,DC=local, CN=Configuration DC=CISCOSYSTEMS, DC=local, CN=Schema, CN=Configuration, DC=CISCOSYSTEMS DC=local;
DC=DomainDnsZenes, DC=CISCOSY STEMS,DC=local; DC=ForestDnsZones,DC=CISCOSY STEMS, DC=local;

rootDomainNamingContext: DC=CISCOSYSTEMS,DC=local;

schemaNamingContext: CN=Schema,CN=Cenfiguration, DC=CISCOSYSTEMS, DC=local;

serverlame: CN=VWIN-AOVZBUSSLRY CN=Servers,CN=Default-First-Site-Name,CN=5Sites, CN=Configuration DC=CISCOSYSTEMS,DC=local;

subschemaSubentry: CN=Aggregate, CN=Schema, CN=Configuration, DC=CISCOSYSTEMS DC=local;

supportedCapabilties (6): 1.2.840.113556.1.4.800 = ( ACTME_DIRECTORY ); 1.2.840.113556.1.4.1670 = { ACTWE_DIRECTORY_VS1 J; 1.2.840.113556.1.4.1791 = (
ACTIVE_DIRECTORY_LDAP_INTEG ), 1.2.840.113556.1.4.1935 = ( ACTWVE_DIRECTORY_V&1 ); 1.2.840.1135586.1.4.2080 = { ACTWWE_DIRECTORY_W81_R2 );
1.2.840.113556.1.4.2237 = { ACTWE_DIRECTORY_W& );

supportedControl (35). 1.2.840.113556.1.4.319 = ( PAGED_RESULT ), 1.2.840.113556.1.4.801 = ( SD_FLAGS ), 1.2.840.113556.1.4.473 = ( SORT }; 1.2.840.113556.1.4.528 =
NOTIFICATION }; 1.2.840.113556.1.4.417 = { SHOW_DELETED }); 1.2.840.113586.1.4.619 = ( LAZY_COMMIT }; 1.2.840.113556.1.4.841 = { DIRSYNC };
1.2.840.113556.1.4.529 = { EXTENDED_DN }; 1.2.840 1135561 4 805 = { TREE_DELETE ); 1.2.840.11 1.4.521 = { CROSSDOM_MOVE_TARGET };
1.2.840.113558.1 4970 = { GET_STATS ); 1.2.840.1135558.1.4.1338 = ( VERIFY_NAME ); 1.2 840 113558 1.4 474 = ( RESP_SORT ); 1.2.840.113558 1.4 1338 = (
DOMAIN_SCOPE }; 1.2.840.113558 1.4 1340 = { SEARCH_OPTIONS }; 1.2.840.113558 1.4 1413 = { PERMISSWE_MODIFY ); 2.16.840.1.113730.3.49 = { VLWREQUEST };
2.16.840.1.113730.3.4.10 = ( VLVRESPONSE ); 1.2.840.113556.1.4.1504 = ( ASQ ); 1.2.840.113556.1.4.1852 = { QUOTA_CONTROL }; 1.2.840.113556.1.4.802 =
RANGE_OPTION ), 1.2.840.113556.1.4.1807 = ( SHUTDOWN_NOTIFY ); 1.2.840.113556.1.4.1948 = ( RANGE_RETREEVAL_NOERR ); 1.2.840.113556.1.4.1974 = (
FORCE_UPDATE ); 1.2.840.113556.1.4.1341 = ( RODC_DCPROMO ); 1.2.840.113556.1.4.2026 = ( DN_INPUT ), 1.2.840.113556.1.4.2064 = ( SHOW_RECYCLED ),
1.2.840.113556.1.4.2065 = { SHOW_DEACTWATED_LINK }; 1.2.840.113556.1.4.2086 = { POLICY_HINTS_DEPRECATED }; 1.2.840.113556.1.4.2080 = ( DRSYNC_EX ),

4.2205 = [ UPDATE_STATS ), 1.2.840.113556.1.4.2204 = ( TREE_DELETE_EX }; 1.2.840.113558.1.4 2206 = ( SEARCH_HINTS ); 1.2.240.113558.1.4.2211
= ( EXPECTED_ENTRY_COUNT }; 1.2.840.113556.1.4 2238 = | POLICY_HINTS };

supportedL DAPPolicies (15): MaxPoolThreads; MaxDatagramRecv; MaxReceiveBuffer; hitRecyTimeout; MaxConnections; MaxConnldleTime; MaxPageSize;
MaxBatchReturnMessages; MaxQueryDuration; MaxTempTableSize; MaxR €; MinR: ; MaxR Conn; ationPerConn; MaxValRange;

supportedLDAPVersion (2): 3; 2;

supportedSASLMechanisms (4): GSSAPI, GSS-SPNEGQ; EXTERNAL; DIGEST-MDS;

Ready

4. ERK THRGEL RET , WAERAENBaseDN. EATRHF , User LR
CISCOSYSTEMS.local F#JOU "LDAP-USERS" T, #—T TOK) , I T BT :

Idap://WIN-AOV2BUGELRO.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local

Connection Browse View Options Utilities Help

defaultNamingContext: DC=CISCOSYSTEMS,DC=local, ~
dnsHostName: WIN-AQWZBUEELRS.CISCOSYSTEMS. local,

domainControllerFunctionality: 5;

domainFunctionality: 5;
dsServiceName: CN=NTDS Settings, CN=WIN-A0V2BUBBLRS, CN=Servers, CN=Defaul-First-Site-Mame, CN=Sites CN=Configuration DC=CISCOSY'STEMS DC=local;
forestFunctionality: 5;

highestCommittedUSN: 18585;

isGlobalCatalogReady: TRUE;

isSynchronized: TRUE;

ldapServiceName: CISCOSYSTEMS local win-a0v2busgIrgS@CISCOSYSTEMS.LOCAL;

namingContexts (5): DC=CISCOSYSTEMS,DC=lecal, CN=Configuratien DC=CISCOSYSTEMS, DC=local, CN=Schema,CN=Configuration DC=CISCOSYSTEMS, DC=local;

DC=DomainDnsZones,DC=CISCOSYSTEMS, DC=local, DC=ForesiDnsZones DC=CISCOSYSTEMS, DC=local,

reotDomainNamingContext: DC=CISCOSYSTEMS,DC=local,

schemaMa -

serverllan] Tree View on, DC=CISCOSYSTEMS,DC=local;

subschem:

supported ( ACTIVE_DIRECTORY_V51 ); 1.2.840.113556.1.4.1791 = (
ACTV|  BaseDN: [OU=LDAP-USERS,DC=CISCOSYSTEMS,DC=ocal v‘ 840 113556 1.4 2080 = { ACTIVE_DIRECTORY _VE1_R2 ;
1.2.84

supported GS ); 1.2.840.113556.1.4.473 = (SORT ); 1.2.840.113556.1.4.528 =
NOTIFY OMMIT ); 1.2.840.113556.1.4.841 = ( DIRSYNC );
1.2.84 3556.1.4.521 = ( CROSSDOM_MOVE_TARGET ); =
1.2.840.T13556. 1.4 970 = [ GET_STAIS J, 1.2.840.113556.1.4.1330 = | VERIF¥_TANE J; 1.2.680.113556.1.4.474 = ( RESP_SORT J; 1.2.840.113556.1.4.1339 =

DOMAIN_SCOPE J; 1.2.840.113556.1.4.1340 = ( SEARCH_OPTIONS ); 1.2.840.113586.1.4.1413 = { PERMISS\VE_MODIFY ), 2.16.840.1.113730.3.4.9 = ( VLVREQUEST ),
2.16.840.1.113730.3.4.10 = ( VLVRESPONSE ); 1.2.840.113556.1.4.1504 = { ASQ ), 1.2.840.113556.1 41852 = ( QUOTA_CONTROL }; 1.2.840.113556.1.4.802 =
RANGE_OPTION }; 1.2.840.113556.1.4.1907 = ( SHUTDOWN_NOTIFY ), 1.2.840.113556.1.4.1848 = { RANGE_RETREVAL_NOERR ); 1.2.840.113556.1.4.1574 =
FORCE_UPDATE }; 1.2.640.113556.1.4.1341 = (RODC_DCPROMO ); 1.2.840.113556.1.4.2026 = ( DN_INPUT }; 1.2.840.113556.1.4.2064 = ( SHOW_RECYCLED ),
1.2.840.113556 1.4 2085 = ( SHOW_DEACTIVATED_LINK ); 1.2.840.113556.1.4 2065 = ( POLICY_HINTS_DEPRECATED }; 1.2.840.113556.1 4 2080 = { DIRSYNC_EX };
1.2.840.113556 1.4 2205 = ( UPDATE_STATS ); 1.2 840 113556 1.4 2204 = ( TREE_DELETE_EX ); 1.2.840.113556.1.4 2206 = ( SEARCH_HINTS }; 1.2.840.113556.1.4 2211
= { EXPECTED_ENTRY_COUNT }; 1.2.840 113556 1.4 2239 = { POLICY_HINTS };

supportedLDAPPolicies (15): MaxPoolThreads; MaxDatagramRecy; MaxReceiveBuffer, IntRecvTimeout; MaxConnections; MaxConnidieTime; MaxPageSize;
MaxBatchReturnMessages; MaxQueryDuration; MaxTempTableSize, MaxR : MinR » MaxR rConn; ificationPerConn; MaxValRange;

supportedLDAPVersion (2): 3; 2;

supportedSASLMechanisms (4): GSSAPI, GS5-SPNEGO; EXTERNAL, DIGEST-MDS;

Ready

5. LDPRIE 8 £ Al R HIRTEIE EBaseDN(OU=LDAP-USERS , dc=CISCOSYSTEMS ,
dc=local) TR @, BREBUKRIEIEREUserl, WEABETNUFERARRZERAEZIBEN
CNEETER, EAXHl4 , ©RCN=Userl, &M FCN=User1, ELDPRIEZRN A BB+
, LDPEEREEUser BB PR BB , W TNEFTT :




= Idap://WIN-A0V2BUGSLRO.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local == -
Connection Browse View Options Utilities Help
=I- OU=LDAP-USERS, DC=CISCOSYSTEMS,DC=local -
28 CN=Userl, 0U=LDAP-USERS,DC=CISCOSY gxiandlglg bta.se "CN=User1 0U=LDAP-USERS DC=CISCOSYSTEMS,DC=local.
" - etting 1 entries:
- Na children Dn: CN=User1,0U=LDAP-USERS,DC=CISCOSYSTEMS,DC=local
accountExpires: $223372036854775807 (never);
badPasswordTime: 0 (never);
badPwdCount: 0;
cn: User1;
codePage: 0;
countryCode: 0;
displayName: User1;
distinguishedName: Ch=User1,0U=LDAP-USERS,DC=CISCOSY STEMS, DC=local,
dSCorePropagationData (3). 12/24/2015 1:34:53 PM E. Europe Standard Time; 12/24/2015 1:20:39 PM E. Europe Standard Time; 0x0=( ), 0x0=( };
givenMame: User1,;
instanceType: Ox4 = { WRITE );
lastLogoff: 0 (newver);
lastLogen: 0 (never);
legonCount: 0;
name: Usert;
objectCategory: CN=Person,CN=Schema,CN=Configuration, DC=CISCOSYSTEMS DC=local;
objectClass (4): top; person; organizationalPerson; user;
objectGUID: ca45a8d8-9ba3-41d7-9dal1-5ab6efe2cfech;
objectSid: 5-1-5-21-986598191-3042038731-3456728873-1120;
primaryGrouplD: 513 = ( GROUP_RID_USERS );
pwdLastSet: 12/24/2015 1:19:16 PM E. Europe Standard Time;
sAMAccountName: User;
sAMAccouniType: 805306368 = ( NORMAL_USER_ACCOUNT ), _
userAccountControl: 0x10200 = ( NORMAL_ACCOUNT | DONT_EXPIRE_PASSWD ), S
userPrincipalName: User1@CISCOSYSTEMS. local,
uSNChanged: 16576;
uSNCreated: 16570;
whenChanged: 12/24/2015 1:20:39 PM E. Europe Standard Time;
whenCreated: 12/24/2015 1:19:15 PM E. Europe Standard Time;
< m > T ~
Ready

6. BLDAP{ARESELEWLCEE |, 1£ User Attributelf /|, TEEFHAEZBNERERERE@A
BHENERE, RILLDP@ AP |, BALLE ZIsAMAccountName 2B EFEHAEEH "User1y B9
—EBM , FHtsEm ABEWLC LR MUser Attribute s 181 ¥ FERYsAMAccountName B 14,

7. BLDAPRIBRESE BWLCHF |, £ User Object Typet@ i ¥ A A5 50 424258 A A EHILDAP
objectType BB, BE , FHEREEE TobjectTypeBHE , PR LEEHNERAER
M—H K MELEINEEGEKBEBAA, ELDP#E T , CN=Person2i§CHERBERE

ME , FtFFKPersonfEERAWLC LR "HERAEHRES, BE. T—FRA/LDAPMRRE
BEWLC,

ALDAP{A ARz E BWLC

BECEELDAPERES , T—F R EALDAPERSMNFMEAEEWLC, EWLC GUILEERIA
7

2 AERBRWLICEREAERRE , HELAPEEMBIWLC, RERHMERE , FER
EWLCUHLAPHITE AR 352 B [ M4 ANIR 4 S2(WLC) B METE AP(LAP),

1. EWLCHISecurity HE P , feZ AERE & HZIZAAA > LDAP , LIER|LDAPR ARZRECE B H

o
Save Configurati Pi ogout | Refrech
ul|lul|lu Save Configuration  Ping  Logout | Refresl
CISCO MONITOR WILANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK A Home
Security LDAP Servers New... |
v AAA
General Server Secure Mode(via
- RADIUS Index Server Address{Ipvd/Ipv6) Port Server State TLS) Bind
] 1 172,16 16,200 389 Ensbled Disabled huthenticated -]
Accounting
Fallback

Password Policies

¥ Local EAP

Advanced EAP
¥ Priority Order

b Certificate

EHFEBLDAPRIRET , 751K — TNew, R#iiGHE RLDAP Servers > NewE H,
2. £ TLDAPfRRZMmEE . B , ISELDAPRIARESHFEMERR |, HIILDAPERESAVIPHEHE, 1B



http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00806c9e51.shtml

. BXRAREFIRAES, ®Server Index(Priority) FHIAE FIiRIZE —E8F , LIS E I @RS
HREMNEHMEEENLDAPRRSENEXIEFIER, RZTUEE17ARAKRS. WREH S
FLERIE—BRREE A FRERFEPHNE_EMRSS , ItEH, EServer IP
Address## i i ALDAPE AR 25 M9 IPH#tt . #£Port Numberif i 85 A LDAPE AR 25 MY TCP&
. BNEEB1ZE65535 , FBEREA389, HRSimpleBiE , I A AuthenticatedE & B 4L
FREAR K AEAEEBRWLCEEEFAE ANSBELDAPRREE R LR HHI L EEUser
Base DN#ifz# , A B EFTEE R B BEENLDAPRRES T FRIN A9 BB W(DN), 5l

, ou=#E#E V. .ou=next organizational unitflo=corporation.com, MR BTEFEHEHNRE R
E DN , 558 Ao=corporation.com=dc=corporation , dc=com. FEARHIF |, FEHEMRA
Organizational Unit(OU)LDAP-USERST , m## 5 ;'LDAP-USERS X £ & lab.wirelessiZ Y
— oL, FRAEERDNAAEOFERAEEN (RIZEAP-FASTE O REF ZNFERAER
B ) MENTERE, 28R+ , £AENCNEZRDN OU=LDAP-USERS ,
DC=CISCOSYSTEMS , DC=local . & "HEAEBM. WU+T K BATSEAEEBHE
RERETHEBLERT, E£User Object TypetBfumd |, M AMSRREER B FERAEHLDAP
objectType B EH, BE , fAAEKHKESE TobjectTypeBME , EFELEHREAE I
—B , MELEREE ¥ R B FIH A E LUEAEAWindows 2012 BT E—IHH
LDAPRBIEREAREN# A A RFEIEMEMLAE, LtMicrosoft LDAPRIERTERA
LDP, #BILtTE K S LBRFBLBEEAEN "FHEEBRDN, . "FAEEBM. M TFE
AEHRER, WL. ERUMAFEALDPEFELFEAEREBMENFAEN , FSRAAXE
W & FHLDP:E FI{E & B e85 . EServer Timeoutiud , MAEFER ZEANYE., AX
EEA2ZI30% |, FERESB2®, #FEnable Server StatusERE 5 3 LA L LDAP{a] AR 25

, REVHEFUZRAE, BRECER, B—TApplyRREHR, UTREFEAUTERRE
iy &a 51

Saye Configuration | Bing  Logout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY —MANAGEMENT COMMANDS HELP EEEDBACK fi Home
Security LDAP Servers > Edit < Back apply |
Server Index x

Server Address(lpwd/lpvo) 172.16.16.200

Port Number

3. AEEEWLC LEERBLDAPRIRSRNFEER , T—HREEMARWebH I EBRER
WLAN.

AWebB 5 EWLAN
F—FLRAEHEEIWLAN, FTHRUTTSE :
1. EZ4IB8GUIEER —T "WLANs. BUESWLAN, HIEWLANSHEE., RES Hie438 L35

EHWLAN,
2. #E—TNewB R EFHHIWLAN, EARZEHIF , WLANG & &Web-Auth,



[of LY of ] MOMNITOR  WLAMS CONTROLLER.  WIRELESS SECURITY MANAGEMENT  COMMANDS HELP FEEDBACK
WLANSs WLANSs > Mew
AL Type WLAN -
i LANS

Profile Mame LDAP-TEST

b Advanced
323 (] LDAP-TEST
1D 11 -

3.%&—T "Apply. o
4. EWLAN > EditiRBEF , EZHFERWLANK 5 E,

nl'l.lll. Save Configuration | Ping | Logout  Refresh

cisco MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

WLANS WLANs > Edit ‘LDAP-TEST' < Back Apply | =
- WLAN: General | Security | Qos | Policy-Mapping | Advanced
WLAN: | :
b Mdvance d Profile Name LDAR-TEST
Type WLAN
SSID LDAP-TEST
Status V| Enabled
Security Policies [wraz][Auth{BD2.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All -
Interface/Interface

Group(G) management v
Multicast Wlan Feature | | Enabled
Broadeast SSID ] Enabled

NAS-ID

E i Status B EU S BB FAWLAN, ¥RWLAN |, #Interface NametB{z P BIBEEN N HE.
I B 451 4% 3 FEE AR BWLAN Web-AuthfY B H

5. #— T SecurityH&, EHE3IBLTEWMLF , EHWeb Policy BRI R , REZEE
Authenticationi® 18,

MONITOR WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT

Sawe Configuration  Ping  Logout | Refresh

COMMANDS HELP  EEEDBRACK A Home

WLANSs WLANs > Edit 'LDAP-TEST' == Bal:u _A_nl'iJ ,‘
* WLANs | General | security | Qos | Policy-Mapping | Advanced |

WLANS
» Advance d | Layer2 | Layer3 | AAA Servers |

Layer 3 Security £ Web Policy

9 puthentication

i

- Passthrough
Conditional Web Redirect
: Splash Page Web Redirect

On MAC Filter failureZ2

Preauthentication ACL IPv4 Mone w  IPwE Mone w  WebAuth Flexdcl None w
Sleeping Client || Enable
Over-ride Global Configl® Enable

ZPATLLEENEE  RRAFEAWebBRFZRBFEZETFin. EFOverride Global ConfigZzEX
FHRLABIBEWLAN Web B B BB R . #£Web Auth type T HIIZE HIZIEE E N WebBa &
BA, seEaflEERAEBWebERE, §E:802.1xEMMEBETXEWebE 1 5E, EXRREH
WebBaFEIF |, TRERZES02.1xHEF802.1xHWPA/WPAIEAE2BLZ £, FIEHME2E
T2 5| EWebEE,

6. 2 — TAAA ServersE &, {tLDAPRAREE T AEE P EZER ENLDAPRIREE. WREFEAR
&R ERRADIUSHIBRES , BI W LATE Authentication priority order for web-auth userfield ~ §%
EHNBRIEEEIER,



v 'l' i I " Saye Configuration | Ping = Logout | Refresh

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT CQMMANDS HELP FEEDBACK A Home
WLANS WLANs > Edit 'LDAP-TEST' Ccmack | apsly |
- W,T:L\!: |E;meral | Security | 605 { P.aliw-l;rl.nppl.n_v ] nﬂvunmd.|
4 m.l vvvvv d :ﬂwi_]__l._nvﬂa_] !M Servers
Interim Update -
LDAP Servers

Server 1 IP:172.16.16.200, Port:389
Server 2 None > |Z
Server 3 Mone -

Local EAP Authentication

Local EAP Authentication | |Enabled

Authentication priority order for web-auth user

m

Not Used Order Used For Authentication

LOCAL  « =] [Dar . (|
RA =
ows | —

M »

7.%—T "Applys . FE : EHRplH , REARBEAEGONE2BLZEHZE , ALES
2B Z =B+ iEENone,

B

ERAXEHAR , BEENEERE EEER.

EERTURE  FEREREPFRIRERBERTEBAB T,

EREF IR , EAEEWebBIER P8 AURL , fllwww.yahoo.com. HRAGERAE ki RIEBIBER
&, AtWLCE#EMEEME @B A IEWebE AURL,

R RTNERAERAFEHERE, FHAERXFEAZZRANRGER  EAEENSFERERRH
A, BHERTEHEERERWLC WebflBRESMaction URLEEfFlhttp://1.1.1.1/login.html, 2118
BEREEAZFEHNELD URLNBASE , HP 1111 EXRS LN ERE T E U,

WLCIRIRELDAPEAEER EHFREHT 0 ERE. BIBHINE , WLC WebfARESESEAEE
ZERERENWEREMURLEFEREWREIAURL |, 420 www.yahoo.com,

o

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and de not continue to this website.
:'.';'.?' Click here to close this webpage.
i Conftinue to this website (not recommended).

= More information



http://www.yahoo.com,
http://1.1.1.1/login.html,
http://www.yahoo.com.
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File ~ Edit “iew Favorites Tools  Help i?f

Web Authentication

Login Successiul !

oes
F

You can now use all regular netwiork services
aver the wirelezz netwaorl,

Flease retain this small logout window in order
to logoff when done. BMote that you can abways
use the mollowing LUREL to retrieve this page;
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RSP AR
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- debug mac addr <client-MAC-address Xx:XX:XX:XX:XX:XX>
- debug aaa all enable
- debug pem state enable
- debug pem events enable
- debug dhcp message enable
- debug dhcp packet enable
LA 2debug mac addr cc:fa:00:f7:32:35% 5 &9 & H R~ 4l

debug aaa Idap enable

(Cisco_Controller) >*penRecei veTask: Dec 24 03:45:23.089: cc:fa:00:f7:32:35 Sent an XID frane
*apf MsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:35 Processing assoc-req
station:cc:fa:00:f7:32: 35 AP: 00: 23: eb: e5: 04: 10- 01 t hr ead: 18ec9330

*apf MsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:35 Association received fromnobile on
BSSI D 00: 23: eb: e5: 04: 1f AP AP1142-1

*apf MsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:35 @ obal 200 Cients are allowed to AP
radi o

*apf MsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:35 Max Cient Trap Threshold: 0 «cur: 1

*apf MsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:35 Rf profile 600 Clients are allowed to
AP W an

*apf MsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:35 override for default ap group, marking
intgrp NULL

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 Applying Interface policy on Mbile,
role Local. Ms NAC State 2 Quarantine Vlan 0 Access Vlan 16

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 Re-applying interface policy for client

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 172. 16. 16. 122 WEBAUTH _REQ (8) Changi ng

I Pv4 ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2699)

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 172. 16. 16. 122 WEBAUTH _REQ (8) Changi ng

I Pv6 ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2720)

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32: 35 apf Appl yW anPolicy: Apply WAN Policy
over PMPv6 Client Mbility Type, Tunnel User - 0

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 I n processSsidl E: 6246 setting Central
switched to TRUE

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 I n processSsidl E: 6249 apVapld = 1 and
Split Acl 1d = 65535

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 Applying site-specific Local Bridging
override for station cc:fa:00:f7:32:35 - vapld 1, site 'default-group', interface 'nmanagenent'’
*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 Applying Local Bridging Interface
Policy for station cc:fa:00:f7:32:35 - vlan 16, interface id 0, interface 'nanagenent'

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 processSsidlE statusCode is 0 and
status is O

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 processSsidlE ssid_done flag is O
finish_flag is O

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 STA - rates (3): 24 164 48 000000
0oo00O0O0O0OO

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 suppRates statusCode is 0 and



got SuppRat esEl emrent is 1

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 AID 2 in Assoc Req fromflex AP

00: 23: eb: e5:04:10 is same as in nscb cc:fa:00:f7:32:35

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32: 35 apf Ms1xSt at eDec

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD (8) Change
state to START (0) |ast state WEBAUTH_REQD ( 8)

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32: 35 pemApf AddMbbi | eSt ati on2:

APF_MS_PEM WAI T_L2_AUTH_COWPLETE = 0.

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 172.16.16. 122 START (0) Initializing
policy

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 172. 16. 16. 122 START (0) Change state to
AUTHCHECK (2) |ast state START (0)

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 172. 16. 16. 122 AUTHCHECK (2) Change
state to L2AUTHCOWPLETE (4) | ast state AUTHCHECK (2)

*penRecei veTask: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 172. 16. 16. 122 Renoved NPU entry.

*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 Not Usi ng WWM Conpl i ance code qosCap 00
*apf MsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 172.16. 16. 122 L2AUTHCOWPLETE ( 4)

Pl unbed mobile LWAPP rul e on AP 00: 23: eb: e5:04: 10 vapld 1 apVapld 1 flex-acl-nane:

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 L2AUTHCOWLETE (4) Change
state to WEBAUTH REQD (8) |ast state L2AUTHCOVPLETE (4)

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD ( 8)
pemApf AddMbbi | eSt ati on2 3802, Adding TWMP rul e
*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD (8) Addi ng
Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00: 23: eb: e5:04:10, slot 1, interface = 1, QOS = 0

| Pvd ACL |
*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD (8) Fast
Path rule (contd...) 802.1P = 0, DSCP = 0, TokenlD = 15206, Intfld = 0 Local Bridging Man =
16, Local Bridging intf id =0
*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: ApplD = 0 ,AppAction = 4, AppToken = 15206 AverageRate =
0, BurstRate = 0

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelinmit: ApplD = 0 ,AppAction = 4, AppToken = 15206 AverageRate
0, BurstRate = 0

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelinmit: ApplD = 0 ,AppAction = 4, AppToken = 15206 AverageRate
0, BurstRate = 0

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD ( 8)
Successful ly plunbed mobile rule (I Pv4 ACL I D 255, IPv6 ACL I D 255, L2 ACL | D 255)
*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD ( 8)
pemApf AddMbbi | eStati on2 3911, Adding TWMP rul e
*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD ( 8)

Repl aci ng Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00: 23: eb: e5:04:10, slot 1, interface = 1, QOS = 0

| Pv4 AC
*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD (8) Fast
Path rule (contd...) 802.1P = 0, DSCP = 0, TokenlD = 15206, Intfld = 0 Local Bridging Man =
16, Local Bridging intf id =0
*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: ApplD = 0 ,AppAction = 4, AppToken = 15206 AverageRate =
0, BurstRate = 0

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelinmit: ApplD = 0 ,AppAction = 4, AppToken = 15206 AverageRate



0, BurstRate = 0

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: ApplD = 0 ,AppAction = 4, AppToken = 15206 AverageRate =
0, BurstRate = 0

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16. 16. 122 WEBAUTH_REQD ( 8)
Successfully plunbed mobile rule (I Pv4 ACL I D 255, IPv6 ACL I D 255, L2 ACL | D 255)

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32: 35 apf PemAddUser 2 (apf_policy.c: 359)
Changing state for mobile cc:fa:00:f7:32:35 on AP 00: 23: eb: e5: 04: 10 from Associ ated to
Associ at ed

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32: 35 apf PemAddUser 2: sessi on ti meout
forstation cc:fa:00:f7:32:35 - Session Tout 1800, apfMTineQut '1800" and sessionTi ner Runni ng
flagis 1

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 Scheduling deletion of Mbile Station:
(callerld: 49) in 1800 seconds

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 Func: apfPemAddUser2, Ms Ti neout =
1800, Session Tinmeout = 1800

*apf MsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 Sendi ng assoc-resp with status O
station:cc:fa:00:f7:32:35 AP: 00: 23: eb: e5: 04: 10- 01 on apVapld 1

*apf MsConnTask_1: Dec 24 03:45:43.557: cc:fa:00:f7:32:35 Sendi ng Assoc Response to station on
BSSI D 00: 23: eb: e5: 04: 1f (status 0) ApVapld 1 Slot 1

*apf MsConnTask_1: Dec 24 03:45:43.557: cc:fa:00:f7:32: 35 apf ProcessAssocReq (apf_80211.c:10187)
Changing state for nmobile cc:fa:00:f7:32:35 on AP 00: 23: eb: e5: 04: 10 from Associ ated to

Associ at ed

*penRecei veTask: Dec 24 03:45:43.557: cc:fa:00:f7:32:35 172. 16. 16. 122 Added NPU entry of type 2,
dt| Fl ags 0x0
*penRecei veTask: Dec 24 03:45:43.557: cc:fa:00:f7:32:35 Sent an XID frame
*penRecei veTask: Dec 24 03:45:43.557: cc:fa:00:f7:32:35 172.16. 16. 122 Added NPU entry of type 2,
dt| Fl ags 0x0
*penRecei veTask: Dec 24 03:45:43.558: cc:fa:00:f7:32:35 Sent an XID frane
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:f7:32:35 DHCP recei ved op BOOTREQUEST (1) (len
322,vlan 16, port 1, encap Oxec03, xid 0x62743488)
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:f7:32:35 DHCP (encap type 0Oxec03) mstype
Off:ff:ffiff.ff:ff
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:f7:32:35 DHCP selecting relay 1 - control block
settings:

dhcpServer: 172.16.16. 25, dhcpNet mask: 255.255.254. 0,

dhcpGat eway: 172.16.16.1, dhcpRelay: 172.16.16.25 VLAN 16
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:f7:32:35 DHCP nscbVapLocal Addr=172. 16. 16. 25
nmscbVapLocal Net Mask= 255. 255. 254. 0 nscbdhcpRel ay=172. 16. 16. 25
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:f7:32:35 DHCP selected relay 1 - 172.16.16.25
(l ocal address 172.16.16.25, gateway 172.16.16.25, VLAN 16, port 1)
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block
settings:

dhcpServer: 172.16.16. 25, dhcpNet mask: 255.255.254. 0,

dhcpGat eway: 172.16.16.1, dhcpRelay: 172.16.16.25 VLAN 16
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selected relay 2 - NONE
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selecting relay 1 - control block
settings:

dhcpServer: 172.16.16. 25, dhcpNetmask: 0.0.0.0,

dhcpGat eway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN 16
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP nscbVapLocal Addr=172. 16. 16. 25
nmscbVapLocal Net Mask= 255. 255. 254. 0 nscbdhcpRel ay=172. 16. 16. 25
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selected relay 1 - 172.16.16.25
(l ocal address 172.16.16.25, gateway 172.16.16.25, VLAN 16, port 1)
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP transnmitti ng DHCP DI SCOVER (1)
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP  op: BOOTREQUEST, htype:
Et hernet, hlen: 6, hops: 1
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP  xid: 0x62743488 (1651782792),
secs: 0, flags: O



*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP  chaddr: cc:fa:00:f7:32:35
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32: 35 DHCP ciaddr: 0.0.0.0, vyiaddr:
0.0.0.0
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32: 35 DHCP siaddr: 0.0.0.0, giaddr:
172.16. 16. 25
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block
settings:

dhcpServer: 172.16.16. 25, dhcpNetmask: 0.0.0.0,

dhcpGat eway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN 16
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP sel ected relay 2 - NONE
*DHCP Proxy Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP recei ved op BOOTREPLY (2) (len
572,vlan 0, port 0, encap 0x0, xid 0x62743488)
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:f7:32:35 DHCP sending REPLY to STA (len 418,
port 1, vlan 16)
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:f7:32:35 DHCP transmtti ng DHCP OFFER (2)
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:f7:32:35 DHCP op: BOOTREPLY, htype: Ethernet,
hl en: 6, hops: O
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:f7:32:35 DHCP  xid: 0x62743488 (1651782792),
secs: 0, flags: O
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:f7:32:35 DHCP chaddr: cc:fa:00:f7:32:35
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:f7:32:35 DHCP ciaddr: 0.0.0.0, vyiaddr:
172. 16. 16. 122
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:f7:32:35 DHCP siaddr: 0.0.0.0, giaddr:
0.0.0.0
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:f7:32:35 DHCP server id: 1.1.1.1 rcvd server
id: 172.16.16.25
*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32:35 DHCP recei ved op BOOTREQUEST (1) (len
334,vlan 16, port 1, encap Oxec03, xid 0x62743488)
*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32:35 DHCP (encap type 0Oxec03) mstype
Off:ff:ffiff.ff:ff
*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32:35 DHCP selecting relay 1 - control block
settings:

dhcpServer: 172.16.16. 25, dhcpNetmask: 0.0.0.0,

dhcpGat eway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN 16
*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32: 35 DHCP nscbVapLocal Addr=172. 16. 16. 25
nmscbVapLocal Net Mask= 255. 255. 254. 0 nscbdhcpRel ay=172. 16. 16. 25
*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32:35 DHCP selected relay 1 - 172.16.16.25
(l ocal address 172.16.16.25, gateway 172.16.16.25, VLAN 16, port 1)
*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32:35 DHCP transmitti ng DHCP REQUEST ( 3)
*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32:35 DHCP  op: BOOTREQUEST, htype:
Et hernet, hlen: 6, hops: 1
*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32:35 DHCP  xid: 0x62743488 (1651782792),
secs: 0, flags: O
*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32:35 DHCP chaddr: cc:fa:00:f7:32:35
*DHCP Socket Task: Dec 24 03:45:43.715: cc:fa:00:f7:32: 35 DHCP ciaddr: 0.0.0.0, vyiaddr:
0.0.0.0
*DHCP Socket Task: Dec 24 03:45:43.715: cc:fa:00:f7:32: 35 DHCP siaddr: 0.0.0.0, giaddr:
172.16. 16. 25
*DHCP Socket Task: Dec 24 03:45:43.715: cc:fa:00:f7:32:35 DHCP requested ip: 172.16.16.122
*DHCP Socket Task: Dec 24 03:45:43.715: cc:fa:00:f7:32:35 DHCP  server id: 172.16.16.25 rcvd
server id: 1.1.1.1
*DHCP Socket Task: Dec 24 03:45:43.715: cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block
settings:

dhcpServer: 172.16.16. 25, dhcpNetmask: 0.0.0.0,

dhcpGat eway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN 16
*DHCP Socket Task: Dec 24 03:45:43.715: cc:fa:00:f7:32:35 DHCP sel ected relay 2 - NONE
*DHCP Proxy Task: Dec 24 03:45:43.715: cc:fa:00:f7:32:35 DHCP recei ved op BOOTREPLY (2) (len
572,vlan 0, port 0, encap 0x0, xid 0x62743488)
*DHCP Proxy Task: Dec 24 03:45:43.715: cc:fa:00:f7:32: 35 DHCP setting server from ACK
(mscb=0x40e64b88 i p=0xacl10107a) (server 172.16.16.25, yiaddr 172.16.16.122)
*DHCP Proxy Task: Dec 24 03:45:43.715: cc:fa:00:f7:32: 35 DHCP sending REPLY to STA (len 418,
port 1, vlan 16)
*DHCP Proxy Task: Dec 24 03:45:43.715: cc:fa:00:f7:32:35 DHCP transm tting DHCP ACK (5)
*DHCP Proxy Task: Dec 24 03:45:43.715: cc:fa:00:f7:32:35 DHCP op: BOOTREPLY, htype: Ethernet,



hl en: 6, hops: O

*DHCP Proxy Task: Dec 24 03:45:43.715:
secs: 0, flags: O

*DHCP Proxy Task: Dec 24 03:45:43.715:
*DHCP Proxy Task: Dec 24 03:45:43.715:
172. 16. 16. 122

*DHCP Proxy Task: Dec 24 03:45:43.715:
0.0.0.0

*DHCP Proxy Task: Dec 24 03:45:43.715:
id: 172.16.16.25

*ewmvebWebaut hl: Dec 24 03: 46: 01. 222:
nobile, length =7

*ewmvebWebaut hl: Dec 24 03: 46: 01. 222:
for nobile, length =7
*aaaQueueReader: Dec 24 03:46:01. 222:
*aaaQueueReader: Dec 24 03:46:01. 222:
*aaaQueueReader: Dec 24 03:46:01. 222:
*aaaQueueReader: Dec 24 03:46:01. 222:
proxyState. .. ...
*aaaQueueReader: Dec 24 03:46:01. 222:
*LDAP DB Task 1: Dec 24 03:46:01.222:
(1)

*LDAP DB Task 1: Dec 24 03:46:01.222:
*LDAP DB Task 1: Dec 24 03:46:01.223:
*LDAP DB Task 1: Dec 24 03:46:01. 223:
*LDAP DB Task 1: Dec 24 03:46:01. 225:
| capi _bind (rc = 0 - Success)

*LDAP DB Task 1: Dec 24 03:46:01. 225:
*LDAP DB Task 1: Dec 24 03:46:01. 225:
*LDAP DB Task 1: Dec 24 03:46:01. 225:
(base=CN=User s, DC=Cl SCOSYSTEMS, DC=l ocal ,
*LDAP DB Task 1: Dec 24 03:46:01. 226:
*LDAP DB Task 1: Dec 24 03:46:01. 226:
*LDAP DB Task 1: Dec 24 03:46:01. 226:
*LDAP DB Task 1: Dec 24 03:46:01. 226:
*LDAP DB Task 1: Dec 24 03:46:01. 226:
*LDAP DB Task 1: Dec 24 03:46:01. 226:
*LDAP DB Task 1: Dec 24 03:46:01. 226:
*LDAP DB Task 1: Dec 24 03:46:01. 226:
*LDAP DB Task 1: Dec 24 03:46:01. 226:

base="CN=User s, DC=Cl SCOSYSTEMS, DC=l ocal " type="Person" attr="sAMAccount Nane"

0 - Success)
*LDAP DB Task 1:

CN=User 1, CN=User s, DC=Cl SCOSYSTEMS, DC=I
24 03: 46:

*LDAP DB Task 1:
(size 45)

*LDAP DB Task 1:
*LDAP DB Task 1:

* ewmnebWebaut hl:
state to WEBAUTH_

* ewmnebWebaut hl:
*LDAP DB Task 1:
* ewmnebWebaut hl:

cc:fa:00:f7:32:35 DHCP  xid: 0x62743488 (1651782792),
cc:fa:00:f7:32:35 DHCP  chaddr: cc:fa:00:f7:32:35
cc:fa:00:f7:32:35 DHCP ciaddr: 0.0.0.0, vyiaddr:
cc:fa:00:f7:32:35 DHCP siaddr: 0.0.0.0, giaddr:
cc:fa:00:f7:32:35 DHCP  server id: 1.1.1.1 rcvd server

cc:fa:00:f7:32:35 Usernane entry (Userl) created for
cc:fa:00:f7:32:35 Usernane entry (Userl) created in nmsch

Aut henti cati onRequest: 0x2b6bdc3c

Callback. .. ... 0x12088c50
protocol Type. . . ... 0x00000002
CC: FA: 00: F7: 32: 35-00: 00
Packet contains 15 AVPs (not shown)
| dapTask [1] received nmsg ' REQUEST' (2) in state '|DLE
LDAP server 1 changed state to INIT
LDAP_OPT_REFERRALS = -1
I dapl nitAndBind [1] called lcapi_init (rc = 0 - Success)

| dapl ni t AndBi nd [ 1] configured Method Authenticated

LDAP server 1 changed state to CONNECTED
di sabl ed LDAP_OPT_REFERRALS

LDAP_CLI ENT: Ul D Search
patt er n=( & obj ect cl ass=Per son) (sAMAccount Nane=User 1) ))
LDAP_CLI ENT: | dap_search_ext_s returns 0 -5

LDAP_CLI ENT: Returned 2 msgs including O references
LDAP_CLI ENT: Returned msg 1 type 0x64

LDAP_CLI ENT: Received 1 attributes in search entry mnsg
LDAP_CLI ENT: Returned nmsg 2 type 0x65

LDAP_CLI ENT : No mat ched DN

LDAP_CLI ENT : Check result error 0 rc 1013

LDAP_CLI ENT: Received no referrals in search result
| dapAut hRequest [1] 172.16.16.200 - 389 called I capi

msg

_query
user="User 1" (rc =

Dec 24 03:46:01.226: Attenpting user bind with username

Dec

Dec
Dec

Dec
NOL3SEC (14)

Dec 24 03: 46:
Dec 24 03:46:
Dec 24 03:46:
Change state to RUN (20)

| ast

24 03: 46:
24 03: 46:

24 03: 46:

01.

01.
01.

01.

228:

228:
228:

228:

ocal

LDAP ATTR> dn = CN=User 1, CN=User s, DC=Cl SCOSYSTEMS, DC=I| ocal

Handl i ng LDAP response Success
Aut henticated bind : dosing the binded session

cc:fa:00:f7:32:35 172. 16. 16. 122 WEBAUTH_REQD (8) Change

| ast state WEBAUTH _REQD (8)

01.
01.
01.

228:
228:
228:

cc:fa:00:f7:32:35 apf MsRunSt at el nc
| dapCl ose [1] called Icapi_close (rc = 0 - Success)
cc:fa:00:f7:32:35 172. 16. 16. 122 WEBAUTH NOL3SEC ( 14)

state WEBAUTH NOL3SEC (14)



*ewmvebWebaut hl: Dec 24 03: 46: 01.228: cc:fa:00:f7:32:35 Stopping del etion of Mbile Station:
(callerld: 74)
*ewmvebWebaut hl: Dec 24 03:46:01.228: cc:fa:00:f7:32:35 Setting Session Tinmeout to 1800 sec -
starting session tiner for the nmobile
*ewmvebWebaut hl: Dec 24 03:46:01.228: cc:fa:00:f7:32:35 172.16. 16. 122 RUN (20) Reached
PLUMBFASTPATH. from |ine 6972
*ewmvebWebaut hl: Dec 24 03:46:01.228: cc:fa:00:f7:32:35 172. 16. 16. 122 RUN (20) Repl aci ng Fast
Path rule

type = Airespace AP dient

on AP 00: 23: eb: e5:04:10, slot 1, interface = 1, QOS = 0

IPv4 ACL ID = 255, IPv6 ACL ID
*ewmvebWebaut hl: Dec 24 03:46:01.228: cc:fa:00:f7:32:35 172.16. 16. 122 RUN (20) Fast Path rule
(contd...) 802.1P = 0, DSCP = 0, TokenlD = 15206, Intfld = 0 Local Bridging Vlan = 16, Local
Bridging intf id =0
*ewmvebWebaut hl: Dec 24 03:46:01.228: cc:fa:00:f7:32:35 172.16. 16. 122 RUN (20) Fast Path rule
(contd...) AVC Ratelimt: ApplD = 0 ,AppAction = 4, AppToken = 15206 AverageRate = 0,
BurstRate = 0

*ewmvebWebaut hl: Dec 24 03:46:01.228: cc:fa:00:f7:32:35 172.16. 16. 122 RUN (20) Fast Path rule
(contd...) AVC Ratelimt: ApplD = 0 ,AppAction = 4, AppToken = 15206 AverageRate = 0,
BurstRate = 0

*ewmvebWebaut hl: Dec 24 03:46:01.228: cc:fa:00:f7:32:35 172.16. 16. 122 RUN (20) Fast Path rule
(contd...) AVC Ratelimt: ApplD =0 ,AppAction = 4, AppToken = 15206 AverageRate = 0,
BurstRate = 0

*ewmvebWebaut hl: Dec 24 03:46:01.229: cc:fa:00:f7:32:35 172. 16. 16. 122 RUN (20) Successfully

pl unbed nobile rule (1 Pv4 ACL I D 255, I Pv6 ACL I D 255, L2 ACL | D 255)

*penRecei veTask: Dec 24 03:46:01.229: cc:fa:00:f7:32:35 172.16. 16. 122 Added NPU entry of type 1,
dt| Fl ags 0x0

(Cisco_Controller) >show client detail cc:fa:00:f7:32:35

Cient MAC AdAress. . ...t cc:fa:00:f7:32: 35
Cient Username ............. .. Userl

AP MAC Address. .. ... e e 00: 23: eb: e5: 04: 10
AP NamB. . . . e AP1142-1

AP radio slot Id......... ... ... ... .. . . . .. .. 1

Aient State........ ... i Associ at ed

Cient User GroUp. .. ...t User 1

Cient NACOB State............iiiiiinnn.. Access

Wreless LAN Id............. . ... . .. 1

Wreless LAN Network Name (SSID)................. LDAP- TEST
Wreless LAN Profile Nane........................ LDAP- TEST

Hot spot (802.11U)...... ... .. Not Supported
BSSI D. ... e 00: 23: eb: e5: 04: 1f
Connected FOr ........ ... . . . i 37 secs

Channel . ... .. . . . . 36

IP Address. ... e 172. 16. 16. 122
Gateway AdAress. . ... ... ... 172.16.16.1

Net masK. ... .. 255. 255.254. 0
Association Id......... ... ... . .. . 2

Aut hentication Algorithm........................ Open System
Reason Code. .. ........ . e e 1

Status Code. . ... ... e 0

--Mre or (q)uit current nodule or <ctrl-z> to abort

Session TimMBOUL. . ... ... e 1800

Cient CCX Version....... ... .. iiiininana.y No CCX support
QoS Level ... . Silver

Avg data Rate....... ... .. ... ... 0

Burst data Rate........... ... ... ... . ... . .. ... 0

Avg Real tine data Rate.......................... 0



Burst Real Tinme data Rate........................ 0

802. 1P Priority Tag. . ... ...y di sabl ed
CTS Security Goup Tag. .-« « v Not Applicable
KTS CAC Capabi lity...... ... . No
Qs Map Capability..... ... .. . . No
WM SUPPOrt . . Enabl ed
APSD ACS. . . BK BE VI VO
Current Rate.......... ... .. ... . i nv
Supported Rates.......... .. .. . .. . 12.0,18.0,24.0
Mobility State..... ... . .. Local
Mobility Move Count....... ... .. i 0
Security Policy Completed........................ Yes
Policy Manager State............. ... ... ... ....... RUN
Audit Session ID....... ... ... ... . ac10101900000005567b69f 8
AAA Rol e Type. . ... none
Local Policy Applied........ ... .. ... .. ... .. .. ... none
IPv4 ACL Name. ... ... ... ... .. . none

--Mre or (q)uit current nmodule or <ctrl-z> to abort

Fl exConnect ACL Applied Status................... Unavai | abl e
IPv4 ACL Applied Status............ ... ... ....... Unavai | abl e
IPv6 ACL Name. ... ... ... ... .. . . none

IPv6 ACL Applied Status............ ... ... ....... Unavai | abl e
Layer2 ACL Name. . .. ... . i none

Layer2 ACL Applied Status........................ Unavai | abl e
Aient Type. .. ... Sinpl el P
NDNS Status. . ... ... e Enabl ed
NDNS Profile Name......... ... ... .. .. . ... . ... .... defaul t-mdns-profile
No. of nDNS Services Advertised.................. 0

Policy Type. ... . N A
Encryption Cipher..... ... ... ... ... . . . .. .. . . ... None
Protected Managenment Frame ...................... No
Managenment Frane Protection...................... No

EAP Type. . Unknown

Fl exConnect Data Switching....................... Cent r al

Fl exConnect Dhcp Status.......................... Cent r al

Fl exConnect M an Based Central Switching......... No

FI exConnect Authentication....................... Central

FI exConnect Central Association.................. No
Interface. . ... ... ... managemnment
VAN, L 16
Quarantine VLAN. .. ... .. . . i 0

--Mre or (q)uit current nmodule or <ctrl-z> to abort

Access VLAN. ... ... 16
Local Bridging VLAN. . ..... ... . .. ... 16
Client Capabilities:
CF Pollable..... ... .. ... . . . . . . . .. Not i nmpl erment ed
CF Poll Request.......... ... . ... i, Not i nmpl erment ed
Short Preamble......... ... ... ... . ... ... . ... Not i nmpl erment ed
PBCC. . . o Not i nmpl erment ed
Channel Agility........ ... .. . ... . .. ... .. ... Not i nmpl erment ed
Listen Interval ........... ... ... ... ..... ... 10
Fast BSS Transition........................ Not i nmpl erment ed
11v BSS Transition......................... Not i nmpl erment ed
Client Wfi Direct Capabilities:
WED capable. ... .. . No
Manged WFD capable....... ... ... ... ... ..., No
Cross Connection Capable................... No
Support Concurrent Operation............... No

Fast BSS Transition Details:

Client Statistics:
Nurmber of Bytes Received................... 16853
Nurmber of Bytes Sent....................... 31839



Tot al
Tot al
Nunber

Nurmber of Bytes Sent................. 31839
Nurmber of Bytes Recv................. 16853

of

Bytes Sent (last 90s)............ 31839

--Mre or (q)uit current nmodule or <ctrl-z> to abort

Nurmber of Bytes Recv (last 90s)............ 16853
Nunber of Packets Received................. 146
Nunber of Packets Sent..................... 92
Nurmber of InterimUpdate Sent.............. 0
Nurmber of EAP Id Request Msg Tinmeouts...... 0
Nurmber of EAP Id Request Msg Failures...... 0
Nurmber of EAP Request Msg Timeouts......... 0
Nurmber of EAP Request Msg Failures......... 0
Nurmber of EAP Key Msg Timeouts............. 0
Nurmber of EAP Key Msg Failures............. 0
Nunber of Data Retries..................... 2
Nunber of RTS Retries...................... 0
Nurmber of Duplicate Received Packets....... 0
Nurmber of Decrypt Failed Packets........... 0
Nunber of Mc Failured Packets............. 0
Nurmber of Mc Mssing Packets.............. 0
Nurmber of RA Packets Dropped............... 0
Nurmber of Policy Errors.................... 0
Radi o Signal Strength Indicator............ -48 dBm
Signal to Noise Ratio...................... 41 dB
Client Rate Limting Statistics:
Nunber of Data Packets Received............ 0
Nurmber of Data Rx Packets Dropped.......... 0

--Mre or (q)uit current nmodule or <ctrl-z> to abort

Nunber
Nunber
Nunber
Nunber
Nunber
Nunber
Nunber
Nunber
Nunber
Nunber
Nunber
Nunber
Nunber
Nunber

of
of
of
of
of
of
of
of
of
of
of
of
of
of

Data Bytes Received.............. 0
Data Rx Bytes Dropped............ 0
Real ti me Packets Received........ 0
Real ti me Rx Packets Dropped...... 0
Realtime Bytes Received.......... 0
Realtime Rx Bytes Dropped........ 0
Data Packets Sent................ 0
Data Tx Packets Dropped.......... 0
Data Bytes Sent.................. 0
Data Tx Bytes Dropped............ 0
Real time Packets Sent............ 0
Real ti me Tx Packets Dropped...... 0
Realtime Bytes Sent.............. 0
Realtime Tx Bytes Dropped........ 0

Near by AP Statistics:
AP1142-1(sl ot 0)

antennaO: 25 seCcS ago.................... -37 dBm
antennal: 25 seCS ago............ ..o -37 dBm
AP1142-1(slot 1)
antennaO: 25 seCS ago.................... -44 dBm
antennal: 25 seCS ago0............ ..o -57 dBm
DNS Server detail s:

DNS server

P 0.0.0.0

--Mre or (q)uit current nmodule or <ctrl-z> to abort

DNS server

P 0.0.0.0

Assi sted Roami ng Prediction List details:

Client Dhcp Required: Fal se
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