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FIDFSEEHEA "BEuL, BRIEERID CSCsI85798(EREMEF) — EDFSEH# 2%
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EBEEWGBHEERBEERTEIME, HENFHEEETEH. THCARE, £EHAPERER
K. BICABEIEAPEERR, BHEBE. TEAPEE.

8. BIBEEREWGB SSID, ERAMEES

0. BEWBHEFFIRMIKE (WEMKE)
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SERATHEE | LUEFEHAWindows 2003 Advanced ServerBi BXMicrosoft CA:
1. B 5, TEIS, REZDEIMEAR>H1/MERRR> Windows Tt >R AR [ IRET-

2. REBRECA, BIZRBIER>HEMERER> Windowso#->8 BWIEH, #IZLHRRCA. B
CAEE—E&% , LR TEZER.

HACSHZ & MRET
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TRELLSER , MEEACSHELEKMARBES

1. FEACSIBRES L #ITHBIE RS & | BIE 2ICA:http://ip.of.CA.server/certsrvia >k & B> &R
SEIMIEMWCARRZIER, EERBCNENLP , MARST, 8 TR, £ "FEEZHFENEGF,L T
FEEH | iEIFEServer Authentication Certificate, EB#IEIET |, &1 : CSP - Microsoft
BaseMFZZHERv1.02 88 K/ — 1024:& FMark keys as exportable. & Store cert in the
local computer cert store. FIEHMABTREATEARE , ARIZ—TSubmit, LEZSEFE

FCertificate Pendi ngJ Hﬁ%*ﬁ% ) ,H\':F'ﬁﬂ_‘Your certificate request has been recei vedﬂﬂ%
RBERIERE |, 52 BMS KB 323172 , iEHE Wit EActive XA R,

2. 81 , ECAL , #ACAEEEAEA Y REZAK-EETEA-BREZMEB, £40 0 BHE
CAER , ¥ #1HPending Requests T, &AMl , HB—THRBRBACSHFER , RREEAI
Tasks > Issue, REZFBREZERE 'SHENIES.L T,

3. IREIACSARES , B X BB Zlhttp://ip.of.CA.server/certsrv, 1% — T View the status of a
pending certificate request, #&— T " Server Authentication Certificates . #— T Install
this certificate .

HEACSLRECAE R

AR TR

FEACSRE EHTHBIZE SR+ |, BIE R CA:http://ip.of.CA.server/certsrv

1. #—T "Download a CA certificate , certificate chain , or CRL. o

2. ZERBHE . B4,

3. i###Download CA certificate.

4. FRR.cerfE R , A% Z — TInstall Certificate.

5. "HEEABE, B BT TFT—F A6 ARKHMERBRANTHE , AZEK,
6. 1:# " Show physical storesiE,

7. EHRZEENIREREMEN | i#ZELocal Computer , A% E— T 0K,

8. M—TEARNENT—F. ERANEE.

R TEACSLAfE A (A IR ES 55 ¥

B ATEER

1. EACSEIAREE L , i#E1ESystem Configuration.
2. i#Z1ZACS Certificate Setup,

3. EEREACSER.

4. 1i#1£Use certificate from storage.

5. B ACNER , ZEBHE L —SBHFEANEBHER.
6. #%—T "Submit, .

7. EACSABREFH , & — T System configuration,
8. I 1ZACS Certificate Setup.

9. i#ZEdit Certificate Trust List.

10. IR CAREREN 7 8,

11. #%&—T "Submit. -

HEACSE B A MWGBTZEEAP-TLSHiE TS 0 BRE




TR THBR | #ACSE B A L FFWGBHEACSHET S BRE !

1. BWLCHT I8 ANAS ( AAAEZ P ) o« £ACS GUIF |, #— T Z il #¥Network Configuration.
TEAAA Clients ~ , #2—TAdd Entry. TEAAA Client Hostname T#I A & #, 1EAAA Client IP
Address FE AWLCHIEE N HEIPH#sit, fEShared Secret N8 ARADIUS® 8§ , Wit T £
» 1 "Authenticate Using, THIZEH | ###F "RADIUS(Cisco Airespace) . #&—T "
Submit+Apply. -

2. EACSH R FEAP-TLS, i###System Configuration > Global Authentication Setup, EEAP-
TLST ( flan , TEAREAP-TLS ) , FEAP-FASTZ2 % , MA_REPEAP THEAP-TLS , i#H
Allow EAP-TLS, MEFE ={EIEEMFIZE., #ESubmit + Restart.

3. BWGBH#Ti8 AACS, EFAEREF , £ 'FAE. ARPEAWCGBHNERE , RBIR—TH
B/F8. LEFIER "WGB. » AMIUFSANZRR, ERXFEN , BEEAP-TLSHARFER
o ¥&—T "Submit, o

B WLCEIWLANLA[MACSHE 1T B D BR TR

AT AT HER

1. BIEWLCHIGUI,

2. BACSHT18 ZIRADIUS R fR25/E & : i#1ESecurity > AAA > RADIUS > Authentication , A& %
—TFNew, £ "fABRESIPHHE , EARFE# AACS IPHist, WA L—FHRADIUSHASR, &
—T TApply. ©

3. BEAP-TLSE Fin#WLAN:FEWLANS T , #— T New, B ASSIDEAEEEABFNWLAN
SSID, #£GeneralHEH , EHEnabledZEU 5 . FBroadcast SSID ( IR FE ), £
SecurityBE T : fELayer 2BE® T , fELayer 2 Security F fiIi2 E8E iZ EWPA+WPA2 | &/
WPA Policy with TKIP encryption , BUEEHFWPA2 policy with AES encryption , A#&#1Z
802 IXETH MBS METE, £AAA Servers T, HIEACS , RIFACSREHM TR
RADIUSaIBRZR. &—T "Apply. -

EEWGBHES

BEERUATSER

X WA EFERAERMNM AL, BRWNAERTFTPHISCEPH EMWEFFMERR , 2B Cisco
3200 R S ERMICE BE BTN ERMNZpki CLIREXR S,

1. REFERTEWCBH A, HEMBE, TREXAREACSHAHBMANERAERBLT
B , MBS BRAR

ap#configure terminal

ap(confi g) #hostname WGB
WEB(confi g)#

RFEAELERE | AR EEIERE T ( BFEE Eexec CLIZEL Esntp I ARES ) -
2. BLECAMEEE -

WEB#config term

WEB( confi g) #crypto pki trustpoint CUT-PASTE
WEB( confi g) #enrollment terminal

WGEB( confi g) #subject-name CN=WGB

BHEE : subject-nane ON=<d i ent Name>EM, WMREZEHRE |, Microsoft CASEZERTE K
B0x80094001 525K 8.,


//www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_mng_cert_serv.html

WEB( conf i g) #revocation-check none

BYRE : revocation-check nones % 2 &2 BRI 5 E8ID CSCsI07349({#E REE % 7 ) H Pk FE =&
MWAERME. WCBREEUHRE/ EFHE , ENMEEEERREM,

WEB( conf i g) #rsakeypair manual-keys 1024

. EWGBLZ#CARE : EEICAREMEIZ : BIEZICA:http://ip.of. CA.server/certsrviz— T
Download a CA certificate , certificate chain , or CRL, . ZZHB 5% : 64, #—T
"Download CA certificate) . f#F.cerfa R, ZECATHE :

WEB( confi g) #crypto pki authenticate CUT-PASTE
Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
BE, RE—STEN.cerfERHPAY LA,
----- BEG N CERTI FI CATE- - - - -

[ ... ]
----- END CERTI FI CATE- - - - -

quit

Certificate has the follow ng attributes:

Fi ngerprint: 45EC6866 A66B4D8F 2E05960F BC5CLB76
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully inported

. HEWCBLBFEREZEREFHES : EWCBLEREFEEZTFR :
WEB( confi g) #crypto pki enroll CUT-PASTE

% Start certificate enroll nent

% The subject nane in the certificate will include: CN=WEB

% I nclude the router serial nunber in the subject nane? [yes/no]: no
% I nclude an I P address in the subject nane? [no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

M | Bj zCB+Q BADAv MQwCg YDVQQDEWNXROI xHz AdBgkghki GOwWOBCQ WEFAHQ 5]

Y21 1 d2] maS5j b20wgZ8wDQYJKoZI hvc NAQEBBQADg YOAM GJAoGBAMuy Z0Y/ xI 30
6Pwch3qgA/ JoBobYcvKH c0BOqvgPgCnmzgNb8ns FDV8ZF(Kb3y Sdl xI gOGt r n/ Yoh
2LHz RKi +AWQHFGAB2Vv k FDOSJID8A6+YD/ GgEdXGoo/ e0eqJ 7LgFqOwpUQoY! PxsPn
QUcK9ZDWIBEZNYdx U j Bt LGOM_X4gt a9AgMBAAGY! TAf Bgkghki GOWOBCQAXEj AQ
MA4GALUd DWEB/ wQEAW FoDANBgkghki GOWOBAQQFAAOBgQASCI t CKRt ul6JnAr z
¢ DROOL QA mNYDuwk swHRgSHDM W BnogA2bKeNsTj +svuX5S/ QRcGozC6OLN f t Q7
f w+RcKKmB+SpaEnU3eYGs3HhY7WAL4AMY4JkY8I 89ah15/ V82Sol ACF CIDy5BvBP6
hk 7 GAPbMYkW@wJ aNr uVEVk YoLQ==

---End - This line not part of the certificate request---

Redi spl ay enrol |l ment request? [yes/no]: no
WEB( confi g) #

FERAZHKBENBEHOCABREFH/FERAERE. EAEFHRICAFTIENPC , XFEAL
FEEREABERE BB CA:http:/ip.of. CA.server/certsrviZiZ "Request a certificate s 2
IH, ##F Tadvanced certificate request. #IH, ## "Submit a certificate request by using
a base-64-encoded CMC or PKCS #10 files or submit a renewal request by using a base-64-
encoded PKCS #7 files B, #&2BIEMAM crypto pki enrolly S8 SERMIIOSE LEIEE
ERH , AREBRIZXFER, % , L1 "Base 64 encoded s A THIEE, TE : £F
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MRAEFEEAWGBERLEKN , TBEHS "WGB, (ZBWGBRENERAERRE ) EH
CN, EWGBLZHFEHAERE -

WEB( confi g) #crypto pki import CUT-PASTE certificate
Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

R7E , RE—PTEM.cerlERPRE LUK,
----- BEG N CERTI FI CATE- - - - -

[ ... ]
----- END CERTI FI CATE- - - - -

% Router Certificate successfully inported

5. % WGB CLIBRFEFEF
WEB#show crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Nunmber: 1379B07200000000000C
Certificate Usage: Ceneral Purpose
| ssuer:
cn=AARONLAB
Subj ect :
Nane: WGEB
ch=W\&B
CRL Distribution Points:
http://wecsw n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 11:33:09 MST Mar 3 2008
end date: 11:43:09 MST Mar 3 2009
Associ ated Trustpoints: COPY- PASTE

CA Certificate
Status: Avail able
Certificate Serial Nunmber: 612683248DBA539B44B039BD51CD1D48
Certificate Usage: Signature
| ssuer:
cn=AARONLAB
Subj ect :
cn=AARONLAB
CRL Distribution Points:
http://wecsw n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018
Associ ated Trustpoints: COPY- PASTE

BEEEREWGB SSID, HRAANEER

mIERATE

1. BB ESSID, S £ — S BPWLC LEERSSIDMEE:
dot 11 ssid EAPTLS
aut henti cati on network-eap eap_net hods
aut henti cati on key-nmanagenent wpa version 1
dot 1x credential s EAPTLS
dot 1x eap profile EAPTLS
infrastructure-ssid

2. BLEEAP-TLSFER A, EAEEBARESER LACNFMACSHIERAE B BIRAB T,
eap profile EAPTLS
met hod tls
;jot 1x credentials EAPTLS



user name WGEB
pki -t rust poi nt CUT- PASTE

. RBFERERRENE. EARHIF , £H2.4 GHzE3E(Dot11Radio0).
interface Dot 11Radi 00

encryption node ci phers aes-ccmtkip

ssid EAPTLS
]

packet retries 128 drop- packet
station-rol e workgroup-bridge

& : R packet retries 128 drop-packet , REW L. , WCBRRRISHREBAPH BB , EHUtE
REARTBEHWCBHEE. BRYEEBEAWGE , AIERANUTEE , UEHEBREEE
K83z

packet retries 128

BEE : =

packet retries 128

nobil e station period 5 threshold 82
(tune the nobile station command as needed for a specialized application)

BB E SR EE (MBEXE )

Bl , MR—-EHZE "WBEAFIR) LRAWCGBZE ( Sl EFFREIPAL B FSHERRRE
ARNIPERNEREE ) , AIFEXRIUSKRD BRIEARWGBHNCUWNT AKX B ELEM EIR, &
g, EAERNIPAIUEA10.0.47.66,MACHZiE A0040.96b4.7e8f,

SEREAT S EBRENAI AL 5%

1. EWGB L AT Finmll B FEMEEHRE
B(confi g) #bridge 1 address 0040.96b4.7e8f
forward fastethernet0

2. EWLC LR EFREMACEIIP{ AL ¥ FE | BEEWLANLUBAMACIEBIR, AAABEURTFER
DHCP:

(Cisco Controller) >show wlan summary

!--- Make a note of the WLAN ID for the SSID used for EAP-TLS. (Cisco Controller) >config
wlan disable 6

(Cisco Controller) >config wlan mac-filtering enable 6

(Cisco Controller) >config wlan aaa-override enable 6

(Cisco Controller) >config wlan dhcp_server 6 0.0.0.0

!--- Do not have DHCP required checked.

ABEEFRHEMACIEREE ( MACEIIPHER ) -
(Cisco Controller) >config macfilter add
0040.96b4.7e8f 6 management "clientl"™ 10.0.47.66

f£ FH802.11a(5 GHz) B 94 ISR BE

HA802.11aZ EWEE B LL802.11b/g(2.4 GHz)%#EB % , Rt WGBR#FTAE 7l ABE T E /Y R
AREEREZ. At , BEE5 GHzABIER , REHEBAPRLERBER , PETESHFELY
o A\, MRFFEADFSIEE , BEREUHEEEERNIEE , YA REEEDFSEERASH &
BRI PER,

Rt , MREEEHS02.11a , BB B REHDFSEE ( a0 , FEFCCiE A ) |, AWEFEHUNI-1F]
UNII-35E . WGBHIDot11Radio1 M At EEEAEREEEREGFEEFEANEE. Fi0



WEB(config-if)#mobile station scan
36 40 44 48 149 153 157

B

LA 24 fCisco IOSEXBEAR A< 12.4(100)JA2. EFAWPAT-TKIP, 2.4 GHzHIAP1242#WGBHH A& &
i,

AR ARZERS , HEENELTEBEE T,

version 12.4

no service pad

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

|

host nane WGB
|
| oggi ng buffered 200000 debuggi ng
enabl e secret 5 $1$xPt X$hj xzdWR9gadykoxLYba91l
|
no aaa new node
clock timezone MST -7
|
|
!
dot 11 ssid EAPTLS
aut henti cati on network-eap eap_net hods
aut henti cati on key-managenent wpa version 1
dot 1x credential s EAPTLS
dot 1x eap profile EAPTLS
i nfrastructure-ssid
|
power inline negotiation prestandard source
eap profile EAPTLS
net hod tls
|
!
crypto pki trustpoint COPY- PASTE
enrol | nent term nal
subj ect - namre CN=WGB
revocati on-check none
rsakeypair manual - keys 1024
|
1
crypto pki certificate chain COPY- PASTE
certificate 1379B07200000000000C
[...]
qui t
certificate ca 612683248DBA539B44B039BD51CD1D48
[...]
qui t
dot 1x credential s EAPTLS
user nane WGB
pki - trust poi nt COPY- PASTE
|

usernane Cisco password 0 Cisco
!

bridge irb

!




i nterface Dot 11Radi 00

no i p address

no i p route-cache

!

encryption node ciphers tkip

!

ssid EAPTLS

!

packet retries 128 drop- packet
station-rol e workgroup-bridge
no dotll gos node
bridge-group 1

bri dge-group 1 spanni ng-di sabl ed

nterface Dot 11Radi ol
no i p address
no i p route-cache

shut down
!

station-rol e root

bridge-group 1

bri dge-group 1 subscriber-1oop-contro
bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Ilearning

no bridge-group 1 unicast-flooding
bri dge-group 1 spanni ng-di sabl ed

nterface FastEthernetO

no i p address

no i p route-cache

dupl ex auto

speed auto

bridge-group 1

bri dge-group 1 spanni ng-di sabl ed

nterface BVI1
i p address dhcp client-id FastEthernetO

no i p route-cache
|

ip http server
no ip http secure-server
ip http hel p-path

bridge 1 route ip
!
!
!
line con O

line vty 0 4

login | oca

!
sntp server 10.0.47.1
end

B 25 Cisco IOSEER & Y Bl 3 4§ B B B fE 2 BINVRAM(E B 1A F Cisco |IOSER i iR
Z&12.4(21a)J YHY R £E)

R Cisco IOSEEBMBRAGREABHAKERBTERBENFNRTE  AIRRE(TXEA
Supplicant) 7] RE S EARBIMEES |, BRIEFKBUEL SR,



ATHABRACEFEAREBEERIBB2OARNEERFE , LERIFARIAFS , £
AR EFRRAENTPREREFEEER , WAAREE AENVRAM, ER#H 1TCisco IOSE R
12.421a) YW EARENER,

AT TSR

1. BERRYT , FERERCSARFHINTPRMRS (FFRAALEERR ) B  SHKRERE
FEENVRAMAH, RHI1.1 (EEASNTPEREERBBHRRKL ) :

Supp(confi g) #sntp server 10.0.47.1
Supp(confi g) #clock save interval 8
Supp( confi g) #end

Supp#write memory

P12 (EEENTPHERABRNRRKL ) :
Supp(confi g) #ntp server 10.0.47.1 iburst
Supp(confi g) #ntp update-calendar
Supp(confi g) #end
Supp#write memory

2. BRFBFR S EHENTPRRBHFERERL RS HER, 8 2.1

Supp#show sntp

SNTP server Stratum Version Last Receive
10.0.47.1 3 1 00: 00: 09 Synced
HHH 2.2 :

Supp#show ntp status
Clock is synchronized, stratum 4, reference is 10.95.42.129

[ ... ]
MR ERNEERFIFERANVERAES (WMRENTE ) , AEREEINVRAMA (R
RE ). R™HIBAEREERABNRKL : EFFASupplicantEZEFin , BRKERETE

NVRAM, EfEFAE K RFEHFEEEAER , IENTPRIRIFATA -

Supp#show clock detail
*08: 24: 30. 103 -0700 Thu Apr 15 2010
No tinme source

AB2EEFERABNRAL : SEERNSESATERAE

Supp#clock update-calendar

REOBRAIER

Supp#show calendar

B

ERAXEHAR , BEEENEERE EEER.

WHERFITES(EHEEREFER)OIT)XERE Eshowin . E£AOITHEshowds T & H#Y 75 #

o

BEEWGBELR,
ZEWLCL , WGBHIEMSMACH It FEFE R ABRBEFiE, Hl

(Cisco Controller) >show client summary
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Nunmber of Cients........ .. ... .. . . . . ... 5

MAC Addr ess AP Nane St at us WLAN/ Auth Protocol Port Wred
CGuest - Lan

00: 00: 39: dd: 4d: 24 AP0019. e802. 3034 Associ ated 6 Yes NA 4 No

00: Oe: 9b: cb: d3: 9c AP0019. e802. 3034 Associ ated 1 No 802. 11b 4 No

00: 16: 6f: 50: el: 25 AP0019. e802. 3034 Probing NA No 802. 11b 4 No

00:19:56:b0:7e:b6 AP0019.e802.3034 Associated 6 Yes 802.11b 4 No

00: 40: 96: b4: 7e: 8f AP0019. e802. 3034 Associ at ed 6 Yes NA 4 No

Use "show client detail <MAC>" to see nore information on the WGEB:
(Cisco Controller) >show client detail 00:19:56:b0:7e:b6

Cient MAC AdAress. . ...t 00: 19: 56: b0: 7e: b6
Cient Username ............. i WGEB

AP MAC Address. .. ... e e 00: 19: a9: 42: e4: 10
Cient State...... ... i Associ at ed
WOrkgroup Bridge....ccceeeeececossscscscsccccccsnnns 2 client(s)
Wreless LAN Id............ ... .. . .. 6

BSSI D. . . 00: 19: a9: 42: e4: 15
Channel . ... ... . . . . . 1

I[P Address. ... e e 10. 0. 47. 23

EWGBL , 7] LA{# Fshow dot11 associationslshow dot11 associations all-clientsf i S 1R 5
HEAPRBNEZFMENA., FHping w.x.y.zHHWGBH FERMAEIH1Tping.

RERWGBH & FimE R,

EWGB L , TJLAfiE Fshow bridge 1 fastethernetOdn © % 43 iBiBFastEthernet0/ T E & XA o it

WGEB. Ci sco. COMtshow bridge 1 fastethernet0

Total of 300 station bl ocks, 292 free
Codes: P - permanent, S - self

Bri dge G oup 1:

Addr ess Acti on Interface Age RX count TX count
0000.39dd.4d24 forward FastEthernet0 1 328 71
0040. 96b4. 7e8f forward Fast Et hernet O P 0 352

On the W.C, the WaB's wired clients will show up as associated clients with
protocol "N A":
(Cisco Controller) >show client summary

Nunmber of Cients........ ... .. .. ... 5
MAC Address AP Nane St at us WLAN/ Auth Protocol Port Wred
Cuest - Lan

00:00:39:dd:44:24 AP0019.e802.3034 Associated Yes N/A 4 No
00: Oe: 9b: cb: d3: 9¢c AP0019. e802. 3034 Associ at ed 1 No 802.11b 4 No
00: 16: 6f: 50: el: 25 AP0019. e802. 3034 Probi ng N A No 802.11b 4 No
00: 19: 56: b0: 7e: b6 AP0019. e802. 3034 Associ at ed 6 Yes 802.11b 4 No
00: 40: 96: b4: 7e: 8f AP0019. e802. 3034 Associ at ed 6 Yes N A 4 No

(Cisco Controller) >show client detail 00:00: 39: dd: 4d: 24

Cient MAC AdAress. . ...t 00: 00: 39: dd: 4d: 24
Cient Username ............cuiiiinnann. N A

AP MAC Address. .. ...t e e 00: 19: a9: 42:e4: 10
Aient State...... ... e Associ at ed

Workgroup Bridge Client....cccceeeecccccccccccns WGB: 00:19:56:b0:7e:b6



BSSI D. . ... 00: 19: a9: 42: e4: 15

AER N E AT ARE B TR B
RHERIET
BHEERT S(ERERMESEM)OIT)XER Lshowd & FEAOITREshowds H# i #Y 5 47

o

BNEE : £/ debug IEET 2HI , FEXS B EE Debug EETHEEE,

2 o)

. WGBi#% R4l
. WLCH & 451

WGB! 7 i

EWGBL |, WEHIFRERA2.4 GHZ, MR EFS5 GHz |, 5538 E Dot 11Radi 01 A Dot 11Radi 000

WEB#no debug dotll dotllradioO print printf

!-—— This runs the radio debugs through !--- the standard Cisco IOS logger. \\GB#debug dotll
dotllradio0 trace print mgmt uplink

!--- radio driver debugs: 802.11 management frames !--- and uplink events WEB#debug dotll supp-
sm-dotlx

!--- interface to the 802.1X supplicant

LT 2 E—ERERRHEN EERBA M

WGBI% =4l

Mar 4 23:22:39.427: 108DDOBF-0 Uplink: Enabling active
scan
Mar 4 23:22:39.427: 108DDODO-0 Uplink: Not busy, scan
al |l channel s
Mar 4 23:22:39.427: 108DDODE-0 Uplink: Scanning
Mar 4 23:22:39.430: 108DDF83-0 Uplink: Rcvd response
from 0019. a942. e415

channel 1 3237

!--- WGB scans the 2.4 GHz channels, !--- found an AP on
channel 1. Mar 4 23:22:39.470: 108E7B31-0 Upli nk:

dot 11_upli nk_scan_done: ssnie_accept returns 0x0
key_mgnt Ox50F201 encrypt_type 0x20 Mar 4 23:22:39.470
108E7B67-0 Uplink: ssid EAPTLS auth [eap Mar 4
23:22:39.471: 108E7B77-0 Uplink: try 0019.a942.e415, enc
20 key 1, priv 1, eap 11 Mar 4 23:22:39.471: 108E7B93-0
Uplink: Authenticating Mar 4 23:22:39.479: 108E9C71 t 1
0 - BO0OO 13A 42E415 BO7EB6 42E415 DOEO auth | 6

al gorithm 128 sequence 1 status O Mar 4 23:22:39. 480
108EA160 r 1 73/ 26- BO0OO 13A BO7EB6 42E415 42E415 5E70



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

auth | 37 algorithm 128 sequence 2 status 0 221 - 0 40
96 C1 A22 79 95 1A7C18 1 00 CA40000 74 52 EA
31 F4 9E 89 5A !--- WGB completes 802.11 authentication.
Mar 4 23:22:39.480: 108EA1EB-0 Uplink: Associating Mar 4
23:22:39.481: 108EA951 t 1 0 - 0000 13A 42E415 BO7EB6
42EA15 DOFO assreq | 119 cap 431 infra privacy shorthdr
listen interval 200 ssid EAPTLS rates 82 84 8B C 12 96
18 24 extrates 30 48 60 6C aironet WB. C sco. COM | oad 0
clients 0 hops 0 device 7C 2700 refresh 15 CWO0-0 fl ags
0 distance 0 ccxver 5221 - 0 40 96 14 0 IP 10.0.47.23 1
wpal ncst tkip ucst tkip keynmgnt wpa cap 2800 221 - 0 40
96 6 2 Mar 4 23:22:39.484: 108EB2C6 r 1 80/77 19- 1000
13A BO7EB6 42E415 42E415 5E80 assrsp | 101 cap 31 infra
privacy shorthdr status 0 aid CO03 rates 82 4 B 16

ai ronet AP0019.e802.303 load O clients 0 hops 0 device
8F-2700 refresh 15 CW31-1023 flags 40 distance O IP
10.0.47.6 0 ccxver 5 221 - 0 40 96 14 0 221 - 0 40 96 C
1 A227E95 1A7C181 00CB40000FB4CF3 7DD
29 71 E2 !'--- WGB completes 802.11 association. Nar 4
23:22:39.486: Uplink address set to 0019. a942.e415 Mar 4
23:22:39.486: Initialising common | OS structures for

dot 1x Mar 4 23:22:39.486: Done. Mar 4 23:22:39. 486:
DOT1X SHIM Start supplicant on Dot11Radi o0 (credentials
EAPTLS) Mar 4 23:22:39.486: DOT1X SHM Starting

dot 1x_nmgr _auth (auth type 128) Mar 4 23:22:39. 486
DOT1X_SHI M Initialising WPA [or WPA-PSK or CCKM key
managenent nodul e !--- Starting the EAP-TLS supplicant
Mar 4 23:22:39.488: DOT1X_SH M Dot 1x pkt sent (uplink)
with dest 0019.a942.e415 Mar 4 23:22:39.489: DOT1X_SH M
No AAA client found for 0019.a942. e415 (on Dot 11Radi 00)
Mar 4 23:22:39.489: DOT1X_SH M Dot 1x pkt sent (uplink)
with dest 0019.a942.e415 Mar 4 23:22:39.490: DOT1X_SH M
No AAA client found for 0019.a942. e415 (on Dot 11Radi 00)
!--— The "No AAA client found" message appears !--- to
be a bogon and can be ignored. Mar 4 23:22:39.491:
DOT1X_SH M Dot 1x pkt sent (uplink) with dest

0019. a942. e415 Mar 4 23:22:39.491: 108EB9B4-0 Upli nk:
EAP aut henticating Mar 4 23:22:39.491: 108EBD22 r 11 73/
4 - 0802 13A BO7EB6 42E415 42E415 5E90 | 64 0100 0034
0101 0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53
2C6E 6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C
706F 7274 6964 3D34 0000 Mar 4 23:22:39.492: 108EC770 t
11 0 - 0801 13A 42E415 BO7EB6 42E415 DAOO | 68 EAPQOL2
EAPOL start Mar 4 23:22:39.492: 108ECA4D r 11 74/ 18-
0802 13A BO7EB6 42E415 42E415 5EAO0 164 0100 0034 0102
0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53 2C6E
6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C 706F
7274 6964 3D34 0000 Mar 4 23:22:39.492: 108ECDE2 t 11 O
- 0801 13A 42E415 BO7EB6 42E415 DA10 168 EAPOL2 EAP id 1
resp ident "WEB" Mar 4 23:22:39.493: 108ED0O00 t 11 O -
0801 13A 42E415 BO7EB6 42E415 DA20 |1 68 EAPOL2 EAP id 2
resp ident "WEB" Mar 4 23:22:39.524: 108F50C4 r 11 74/
18- 080A 13A BO7EB6 42E415 42E415 5ECO |31 0100 0013
01AF 0013 1101 0008 E23F 829E AE45 57EB 5747 4200 0000
0000 0000 00 !--- The WGB sends an EAPOL START, !--- the
WLC authenticator sends an EAP ID Request, !--- and the
WGB responds with an EAP ID response. Mar 4
23:22:39.525: DOTIX_SH M No AAA client found for

0019. a942. e415 (on Dot 11Radi 00) Mar 4 23:22: 39. 525:
DOT1X_SH M Dot 1x pkt sent (uplink) with dest

0019. a942. e415 Mar 4 23:22:39.526: 108F57D0 t 11 O -
0801 13A 42E415 BO7EB6 42E415 DA30 | 68 EAPOL2 EAP id 175
resp nak OD Mar 4 23:22:39.547: 108FA89C r 11 86/77 19-
080A 13A BO7EB6 42E415 42E415 5EDO 118 0100 0006 01BO




0006 0D20 0000 0000 0000 0000 Mar 4 23:22:39.547:
DOT1X_SHI M No AAA client found for 0019.a942.e415 (on
Dot 11Radi 00) Mar 4 23:22:39.561: DOT1X_SH M Dot 1x pkt
sent (uplink) with dest 0019.a942.e415 Mar 4
23:22:39.561: 108FE059 t 11 O - 0801 13A 42E415 BO7EB6
42E415 DA40 186 EAPOL2 EAP id 176 resp tls 8000 0000
3216 0301 002D 0100 0029 0301 47CD D9BF CE1B 71B1 A815
CB99 8CB0 8876 39F2 57A3 0F02 F382 147E 9DOC 657E 3AA7
Mar 4 23:22:39.572: DOT1X_SH M No AAA client found for
0019. a942. e415 (on Dot 11Radi 00) Mar 4 23:22:39.573:
DOT1X SHIM Dot 1x pkt sent (uplink) with dest

0019. a942. e415 Mar 4 23:22:39.573: 10900868 r 11 86/ 77
20- 0802 13A BO7EB6 42E415 42E415 5EF0 |1024 0100 03F4
01B1 03F4 0DCO 0000 079D 1603 0100 4A02 0000 4603 0147
CDD9 B413 0683 9734 4D26 136F EC8F ECD3 5D3B 77C7 4D20
7DA1l 9B17 D7D3 E4A6 1720 Mar 4 23:22:39.574: 109012E6 t
11 1 - 0809 13A 42E415 BO7EB6 42E415 DA50 | 68 EAPOL2 EAP
id 177 resp tls 00 Mar 4 23:22:39.582: DOT1X_SH M No
AAA client found for 0019.a942.e415 (on Dot 11Radi 00) Mar
4 23:22:39.734: DOT1X SH M Dot1x pkt sent (uplink) with
dest 0019. a942. e415 Mar 4 23:22:39.735: 1090317E r 11
/78 19- 0802 13A BO7EB6 42E415 42E415 5F00 | 965 0100
03B9 01B2 03B9 0DO0 C687 1DB6 065B 2467 2609 EES5F 9C64
F3A9 C199 493E 2B79 F157 1765 6C2F C409 4D54 7DA4 6791
4859 ECAA 685B OF66 CS5E9 22A6 Mar 4 23:22:39.736
10928A31 t 11 O - 0801 13A 42E415 BO7EB6 42E415 DA60

| 1239 EAPOL2 EAP id 178 resp tls 8000 0004 B316 0301
036D 0BOO 0369 0003 6600 0363 3082 035F 3082 0247 A003
0201 0202 OA13 79B0 7200 0000 0000 0C30 0DO6 Mar 4
23:22:39.755: 1092D464 r 11 /78 18- 0802 13A BO7EB6
42E415 42EA15 5F40 |1 65 0100 0035 01B3 0035 0D80 0000
002B 1403 0100 0101 1603 0100 20B8 EBFA 2DDB 2E1A BF84
37A8 892C 84C5 50B2 B1A5 6F3E B2B5 981A 2899 1DE2 B470
6800 Mar 4 23:22:39.755: DOT1X_SH M No AAA client found
for 0019.a942.e415 (on Dot 11Radi 00) Mar 4 23:22:39.760:
DOT1X SHIM Dot 1x pkt sent (uplink) with dest

0019. a942. e415 Mar 4 23:22:39.760: 1092E92Ct 11 O -
0801 13A 42E415 BO7EB6 42E415 DA70 |68 EAPOL2 EAP id 179
resp tls 00 Mar 4 23:22:39.770: 10930F50 r 11 75/80 19-
0802 13A BO7EB6 42E415 42E415 5F60 |16 0100 0004 03B3
0004 0000 0000 0000 0000 Mar 4 23:22:39.770: DOT1X SH M
No AAA client found for 0019.a942. e415 (on Dot 11Radi 00)
Mar 4 23:22:39.774: DOT1X_SH M Received Dot 1x success -
Aut henticated with EAP-TLS !--- EAP-TLS authentication
is successful, !--- now come the keys. Mar 4
23:22:39.774: DOT1IX_SH M treat key material as wpa-vl
v2 pnk Mar 4 23:22:39.774: DOTIX_SH M WA PMWK key size
truncated from64 to 32 Mar 4 23:22:39.777: DOT1X_SH M
CGot Eapol key packet from dotlx manager Mar 4
23:22:39.777: DOT1X_SH M Passing key packet to KM
nodul e Mar 4 23:22:39.777: supp_km processKey:
descriptor type = 254 Mar 4 23:22:39.777:

supp_km processKey: key length = 137 Mar 4 23:22:39.778:
109319B7 r 11 /77 16- 080A 13A BO7EB6 42E415 42E415 5F70
| 107 0103 005F FEOO 8900 2000 0000 0000 0000 OO6E 64DO0
G659 1C91 11D2 6040 C251 0592 E6B6 3799 OEDE B1BD B3A6
87B7 8C9B OD5E DFOO 0000 0000 0000 0000 Mar 4
23:22:39.779: 109332C2 t 11 1 - 0809 13A 42E415 BO7EB6
42E415 DA80 | 133 EAPOL key desc FE info 109 len 20
repl ay 0000000000000000 nonce
11AADA303F5F9B2357A932B3093483905E69F8408D019FB2EF56F7AD
706F0759 iv 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 i c
DBDO6C383B83E3478F802844095E9444 dat al en 1A key DD18




0050 F201 0100 0050 F202 0100 0050 F202 0100 0050 F201
2800 Mar 4 23:22:39.780: 109336Cl1 r 11 83/78 18- 0802
13A BO7EB6 42E415 42E415 5F80 | 133 0103 0079 FEO1 C900
2000 0000 0000 0000 016E 64D0 C659 1C91 11D2 6040 C251
0592 E6B6 3799 OEDE B1BD B3A6 87B7 8C9B OD5E DF6E 64D0
G659 1C91 11D2 Mar 4 23:22:39.781: DOT1X _SHIM Got Eapo
key packet from dotlx manager Mar 4 23:22:39.781

DOT1X SHIM Passing key packet to KM nmodul e Mar 4
23:22:39.781: supp_km processKey: descriptor type = 254
Mar 4 23:22:39.781: supp_km processKey: key length = 457
Mar 4 23:22:39.781: dot 1x_paki o_pl unmb_keys: trying to
plunb PTK key Mar 4 23:22:39.782: 10933E11 t 11 0 - 0801
13A 42E415 BO7EB6 42E415 DA90 | 107 EAPOL key desc FE
info 109 len 20 replay 0000000000000001 nonce
00000000000000000000000000000000000000000000000000000000
00000000 i v 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 i c
3A59680D1130EC24B00F7246F9D0738F datal en 0 key Mar 4
23:22:39.785: 10934749 r 11 88/ 77 17- 0842 13A BO7EB6
42E415 42E415 5F90 | 155 |V 0103007F- FE039100 2000 0000
0000 0000 026E 64D0 C659 1C91 11D2 6040 C251 0592 E6B6
3799 OEDE B1BD B3A6 87B7 8C9B OD5E D76E 64D0 C659 1C91
11D2 Mar 4 23:22:39.785: DOT1X SHI M Got Eapol key
packet from dot1x manager Mar 4 23:22:39.785

DOT1X SHIM Passing key packet to KM nmodul e Mar 4
23:22:39.785: supp_km processKey: descriptor type = 254
Mar 4 23:22:39.785: supp_km processKey: key |length = 913
Mar 4 23:22:39.786: dot 1x_paki o_pl unb_keys: trying to
plunb vlan key - length: 32 Mar 4 23:22:39.787: %OOT11-
4- UPLI NK_ESTABLI SHED: I nterface Dot11Radi 00, Associ ated
To AP AP0019. e802. 303 0019. a942. e415 [ EAP-TLS WPA] Mar 4
23:22:39.787: %I NK-3-UPDOAN: | nterface Dot11Radi 00
changed state to up Mar 4 23:22:39.789: 10934D63-0
Uplink: Done Mar 4 23:22:39.789: 10934D94-0 Interface up
Mar 4 23:22:39.790: 10934ED7 t 11 0 - 0841 13A 42E415
BO7EB6 42E415 DAAO | 115 EAPOL key desc FE info 311 len O
repl ay 0000000000000002 nonce
00000000000000000000000000000000000000000000000000000000
00000000 i v 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 i c
DA60CCDAE27E7362B9B720B52715E081 datalen 0 key !--- The
keys are all distributed, !--- and the DotllRadioO0
interface is fully up.

WLCUR{g 85

WLCH i

(Cisco Controller) >debug mac addr
00:19:56:b0:7e:b6

!-—— Filter debugs on the radio !--- MAC address of the
wGB. (Cisco Controller) >debug dotll state enable

(Cisco Controller) >debug dotlx events enable
(Cisco Controller) >debug dotlx states enable
(Cisco Controller) >debug pem events enable

(Cisco Controller) >debug pem state enable




(Cisco Controller) >debug aaa packet enable
(Cisco Controller) >debuug aaa events enable
(Cisco Controller) >debug aaa events enable

Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 Processing
WPA | E type 221
length 24 for nobile
00: 19: 56: b0: 7e: b6
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 10.0. 47. 23
RUN (20)
Change state to START (0) | ast
state RUN (20)
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 10.0. 47. 23
START (0)
Initializing policy
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 10.0. 47. 23
START (0)
Change state to AUTHCHECK (2)
| ast state RUN (20)
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 10.0. 47. 23
AUTHCHECK (2)
Change state to 8021X _REQD (3)
| ast state RUN (20)
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 10.0. 47. 23
8021X_REQD (3)
Pl unbed nobil e LWAPP rul e on
AP 00:19: a9:42:e4:10
Tue Mar 4 16:45:56 2008: 00: 19:56: b0: 7e: b6
apf PemAddUser 2 (apf _policy. c: 209)
Changi ng state for nobile
00: 19: 56: b0: 7e: b6 on
AP 00:19:a9:42: e4: 10 from Associ ated to Associ at ed
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6
apf ProcessAssocReq (apf_80211. c: 4149)
Changi ng state for nobile
00: 19: 56: b0: 7e: b6 on
AP 00:19:a9:42:e4: 10 from Associ ated to Associ at ed

!--- WGB is associated in 802.11. !--- Note in this case
that the WGB associated !--- when it was already
associated. Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6
dot 1x - noving nobile 00:19:56: b0: 7e: b6 into Connecting
state Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 Sendi ng
EAP- Request/ Il dentity to nobile 00:19:56: b0: 7e: b6 (EAP Id
1) Tue Mar 4 16:45:56 2008: 00:19:56: b0: 7e: b6 10.0. 47. 23
Rermoved NPU entry. Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Recei ved EAPOL START from nobil e

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 dot1x - noving nobile

00: 19: 56: b0: 7e: b6 into Connecting state Tue Mar 4

16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Sendi ng EAP-
Request/ldentity to nobile 00:19:56: b0: 7e: b6 (EAP |Id 2)
Tue Mar 4 16:45:59 2008: 00:19:56: b0: 7e: b6 Recei ved
EAPOL EAPPKT from nobil e 00:19: 56: b0: 7e: b6 Tue Mar 4

16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Recei ved EAP Response
packet with mismatching id (currentid=2, eapid=1) from
nmobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Recei ved EAPOL EAPPKT from nobil e

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Received ldentity Response (count=2)
from nobil e 00:19: 56: b0: 7e: b6 !--- WGB sends EAPOL START




while !--- WLC sends its EAP ID-request, !--- which
confuses the state machines for a moment, !--- but
eventually we get on track, and the WLC !--- gets its
ID-response from the WGB supplicant. Tue Mar 4 16:45:59
2008: 00: 19: 56: b0: 7e: b6 EAP State update from Connecting
to Authenticating for nobile 00:19:56: b0: 7e: b6 Tue Mar 4
16:45: 59 2008: 00: 19: 56: b0: 7e: b6 dot 1x - novi ng nobile
00: 19: 56: b0: 7e: b6 into Authenticating state Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00:19: 56: b0: 7e: b6 Successful transmi ssion
of Authentication Packet (id 17) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6-00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 11 00 9c 85 82 35 15 62 0Of 50 bd 32
60 Oc €6 ...... 5.b.P.2°.. Tue Mar 4 16:45:59 2008
00000010: de 94 b2 40 01 05 57 47 42 1f 13 30 30 2d 31
39 ...@.WEB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 1le 1la 30 30 -56-BO-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4

16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢ 63 32 30 /...tucson-w c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 1a Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7cC........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 3d 06 00 00 00
13 .......... = ... Tue Mar 4 16:45:59 2008: 00000080

4f Oa 02 02 00 08 01 57 47 42 50 12 ¢5 f3 f5 9c

O..... WGBP. . . .. Tue Mar 4 16:45:59 2008: 00000090: cO
81 Oe 3e 23 c0 a7 1b 03 f7 af 5b ...>#...... [ Tue Mar 4
16: 45: 59 2008: 00000000: Ob 11 00 47 54 d3 b6 45 75 eb
83 b7 97 7¢ 80 1b ...GI..Eu....|.. Tue Mar 4 16:45:59
2008: 00000010: 13 03 71 1d 4f 15 01 b0 00 13 11 01 00
08 3d 17 ..q.0........ =. Tue Mar 4 16:45:59 2008
00000020: 4a 94 eb c7 3b 3e 57 47 42 18 0Oc 53 56 43 3d
30 J...;>WEB..SVC=0 Tue Mar 4 16:45:59 2008: 00000030

2e 36 34 37 3b 50 12 67 50 d3 ad 88 7d 16 8b 5b
.647;P.gP...}..[ Tue Mar 4 16:45:59 2008: 00000040: di
25 57 56 b2 ec 76.%W..v Tue Mar 4 16:45:59 2008:
****Enter processl ncom ngMessages: response code=11 Tue
Mar 4 16:45:59 2008: ****Enter processRadi usResponse
response code=11 Tue Mar 4 16:45:59 2008

00: 19: 56: b0: 7e: b6 Access- Chal | enge received from RADI US
server 10.0.47.42 for nobile 00:19:56: b0: 7e: b6 receivel d
= 7 Tue Mar 4 16:45:59 2008: 00:19:56: b0: 7e: b6
Processi ng Access-Chal | enge for nobile 00:19:56: b0: 7e: b6

!--- The WLC forwards the ID-request info, !--- that it
had received !--- 1in 802.1X from the WGB supplicant, to
the RADIUS server, !--- 1in a RADIUS Access-Request
packet. !--- The RADIUS server responds with an Access-
Challenge. !--- If there is a configuration problem with
RADIUS, then either !--- the RADIUS server does not
respond, or it responds !--- with a RADIUS Access-
Reject. !--- If EAP-TLS goes well, there is much back
and forth !--- between the EAP exchange on the wireless

!--- 1ink, and the RADIUS exchange between the WLC and
ACS. Tue Mar 4 16:45:59 2008: 00:19:56: b0: 7e: b6 Entering
Backend Auth Req state (id=176) for nobile

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 WARNI NG updated EAP-Identifer 2 ===>
176 for STA 00:19:56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Sendi ng EAP Request from AAA to nobile
00:19: 56: b0: 7e: b6 (EAP Id 176) Tue Mar 4 16:45:59 2008:




00: 19: 56: b0: 7e: b6 Recei ved EAPOL EAPPKT from nobil e

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Recei ved EAP Response from nobil e
00:19: 56: b0: 7e: b6 (EAP Id 176, EAP Type 3) Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00:19: 56: b0: 7e: b6 Successful transni ssion
of Authentication Packet (id 18) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6-00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 12 00 a6 d5 64 56 8a e8 27 fa de ca
69 c4 2a ..... dv..'...i.* Tue Mar 4 16:45:59 2008
00000010: cd 06 26 Oc 01 05 57 47 42 1f 13 30 30 2d 31
39 .. & ..WGEB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 1le 1la 30 30 -56-BO-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4

16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢ 63 32 30 /...tucson-w c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 1a Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7C........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 3d 06 00 00 00
13 .......... = ... Tue Mar 4 16:45:59 2008: 00000080
4f 08 02 b0 00 06 03 0d 18 Oc 53 56 43 3d 30 2e
O........ SVC=0. Tue Mar 4 16:45:59 2008: 00000090: 36
34 37 3b 50 12 43 6e 32 b6 €9 11 a3 47 8e 96

647; P.Cn2....G . Tue Mar 4 16:45:59 2008: 000000a0: dc
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Ob 12 00 4b 71 7a 36 1d d9 24 16 8d c0 2f 45 52
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VC=0.647;P.q..\. Tue Mar 4 16:45:59 2008: 00000040: 69
7e e8 cc 9d 71 18 de b7 e5 b7 i~ ..q..... Tue Mar 4

16: 45: 59 2008: ****Enter processlncom ngMessages:
response code=11 Tue Mar 4 16:45:59 2008: ****Enter
processRadi usResponse: response code=11 Tue Mar 4

16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Access- Chal | enge

recei ved from RADI US server 10.0.47.42 for nobile

00: 19: 56: b0: 7e : b6 receiveld = 7 Tue Mar 4 16:45:59
2008: 00: 19: 56: b0: 7e: b6 Processi ng Access-Chal | enge for
nmobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Entering Backend Auth Req state
(id=177) for nobile 00:19:56:b0: 7e: b6 Tue Mar 4 16:45:59
2008: 00:19: 56: b0: 7e: b6 Sendi ng EAP Request from AAA to
nobi | e 00: 19: 56: b0: 7e: b6 (EAP Id 177) Tue Mar 4 16:45:59
2008: 00: 19: 56: b0: 7e: b6 Recei ved EAPCL EAPPKT from
nmobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Recei ved EAP Response from nobil e

00: 19: 56: b0: 7e: b6 (EAP Id 177, EAP Type 13) Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00:19: 56: b0: 7e: b6 Successful transmi ssion
of Authentication Packet (id 19) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6-00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 13 00 ed 30 a2 b8 d3 6¢c 6a €9 08 04
fo b9 32 ....0...1j..... 2 Tue Mar 4 16:45:59 2008
00000010: 98 fe 36 62 01 05 57 47 42 1f 13 30 30 2d 31
39 ..6b..WEB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 1le 1la 30 30 -56-BO-




7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4

16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢ 63 32 30 /...tucson-wl c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 la Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7Cc........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 3d 06 00 00 00
13 ... .. = ..., Tue Mar 4 16:45:59 2008: 00000080
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2008: 00000020: 16 03 01 00 4a 02 00 00 46 03 01 47 cd
df 2a f3 ....J...F..G.*. Tue Mar 4 16:45:59 2008
00000030: 19 of 6f 52 2f a7 ¢3 00 d4 c8 f0O 50 1c 8f 47
f4 ..oR...... P..G Tue Mar 4 16:45:59 2008: 00000040
97 1b f2 a0 ca a9 f4 27 Oc 34 32 20 d9 33 c4 27
....... '.42..3." Tue Mar 4 16:45:59 2008: 00000050: 81
91 e4 97 d7 a6 6b 03 58 la 4a c8 6d 4a e7 ef
...... k.X. J.ml.. Tue Mar 4 16:45:59 2008: 00000060: 9d
f8 fd ad ¢9 95 aa b5 3e f5 1b dc 00 04 00 16
........ > ...... Tue Mar 4 16:45:59 2008: 00000070: 03
01 07 37 Ob 00 07 33 00 07 30 00 03 c2 30 82
...7...3..0...0. Tue Mar 4 16:45:59 2008: 00000080: 03
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....... 0...*.H . Tue Mar 4 16:45:59 2008: 000000a0: 0Od
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...... 0.1.0...U. Tue Mar 4 16:45:59 2008: 000000b0: 03
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30 32 32 39 30 30 30 32 35 30 5a 17 0d 30 39
80229000250Z. .09 Tue Mar 4 16:45:59 2008: 000000d0: 30
32 32 38 30 30 31 32 35 30 5a 30 12 31 10 30
0228001250Z0. 1. 0 Tue Mar 4 16:45:59 2008: 000000e0: Oe
06 03 55 04 03 13 07 41 43 53 63 65 72 74 30

.U ...ACScert0 Tue Mar 4 16:45:59 2008: 000000f0: 81
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...... g5..B..... Tue Mar 4 16:46:00 2008: 00000350: 9b
ea 19 10 67 39 78 cb 38 fb 36 15 69 2a f0 80
....09x.8.6.i*.. Tue Mar 4 16:46:00 2008: 00000360: le
al 7d 63 72 6a e0 7e d4 51 7a 1d 64 ec ee b5
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*S. ... (.fz....a Tue Mar 4 16:46:00 2008: 00000380: 5d
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Oa d5 59 eb a8 79 f2 e0 56 a0 97 91 48 60 31
...Y..y..V...H 1 Tue Mar 4 16:46:00 2008: 000003d0: 56
8d 2f b2 69 45 e5 44 3a 59 13 dd 66 eb c7 58
V./.iE.DY..f..X Tue Mar 4 16:46:00 2008: 000003e0: 35
90 7c 79 69 ee dc 6e 19 68 b3 c3 4c ba 7d b3
5.lyi..n.h..L.}. Tue Mar 4 16:46:00 2008: 000003f0: 8f
a0 b9 e0 cf df 67 93 6f 01 d4 34 33 86 b6 95

...... g.0..43... Tue Mar 4 16:46:00 2008: 00000400: 77
1b 19 61 34 46 82 4c 8e 6b b4 6b e2 4a cl1 20
w..a4F. L. k. k.J.. Tue Mar 4 16:46:00 2008: 00000410: 18
1d 45 41 50 3d 30 2e 32 30 32 2e 32 37 65 61

.. EAP=0. 202. 27ea Tue Mar 4 16:46:00 2008: 00000420: 2e
32 3b 53 56 43 3d 30 2e 36 34 37 3b 50 12 3a

.2; SVC=0. 647; P.: Tue Mar 4 16:46:00 2008: 00000430: f3
3b 7f 99 45 f4 e6 a6 29 c4 17 51 ce 97 df

;.. .E..)..Q.. Tue Mar 4 16:46:00 2008: ****Enter
processl ncom ngMessages: response code=11 Tue Mar 4

16: 46: 00 2008: ****Enter processRadi usResponse: response
code=11 Tue Mar 4 16:46: 00 2008: 00:19:56: b0: 7e: b6
Access- Chal | enge received from RADI US server 10.0.47.42
for nobile 00:19:56:b0: 7e:b6 receiveld = 7 Tue Mar 4
16: 46: 00 2008: 00: 19: 56: b0: 7e: b6 Processi ng Access-
Chal | enge for nobile 00:19:56: b0: 7e: b6 Tue Mar 4

16: 46: 00 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Req state (id=178) for nobile 00:19:56: b0: 7e: b6 Tue Mar
4 16:46: 00 2008: 00:19:56: b0: 7e: b6 Sendi ng EAP Request
from AAA to nobile 00:19:56: b0: 7e: b6 (EAP Id 178) Tue
Mar 4 16:46:00 2008: 00: 19:56: b0: 7e: b6 Recei ved EAPOL
EAPPKT from nobi |l e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:46: 00
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