£ CUWN = Cisco alOS WGB #1 EAP-TLS
B 38

H &%

&
DR
J%F;;.SE
2
Bl
iR REHEE
EXE)Microsoft CA ( i1 HE )
FEACSHZEFREES
FEACS EZ#CARE
EREACSUAE R AREEHRE
HEACSHELE B EWGBEEAP-TLSHE T DB H
ELEBWLCHIWLANIA[BIACSHETT B 17 B 58
FLEWGBHRE
BIBEEREWGB SSID, BFRHFNEHE
BEEXSHESIKNEE (MEHE )
£ F802.11a(5 GHz) B 4% BI SR BF
i EE
[ElF Cisco IOSEER & Y B 82 3 A% H i B R Z RINVRAM(GE A A F Cisco |IOSEX B8 kiR 2
12.4(21a)JYH R 4K)
g 2373
bod 37132

o
ISRl

ISR R a7 BRI S E|R B (CUWN) P ERE M E A E TEHEBESR(WGB) R T EHAEAP-
TLSEE A BJR10S(alOS)AP, TEABIH |, Microsoft: & 58 2% # 48 (Windows 2003)582 T WGBHY
FE A VHBEBEHRME LFZE K EEFEEWCBLEFHEM A, ACSTHEERADIUSHHIRES. FAE
B802.1XE£MEBEHWPA1/TKIPINZR

DERAF
ERMARREL Y BRACHAUTER .



- BEfECiscoB XMRF EMERCisco IOSHIEA R
- BEAFERBEABELWAPP)HE

RATH

AXHHEARBRIRU T RENERRA
« #{TCisco IOS®EKEE R A 12.4(10b)JA2YWGB

fE FCisco IOSEB IR A 12.4(10b)JA2R EFIRAFEEE , REMT :

. BRHEIEID CSCsI85710(EHEME B 5 )- 802.11a WOBE A& BDFSEEREKA
BEL

- BRI$E2ID CSCsI85798(EREME F) — #EDFSEH 2 % , WGBF R EF R

- BR$EFRID CSCsm37686(EHEEfME FEA) — RETKIPEEMNWGBE L HE
(WPA+TKIP)+(WPA2+AES) 48 B8 B

- BREEFRID CSCsk85945(E 5 &= F £A)- WPA1 WGBHEEEEWPA1+WPA2
WLAN B3 Es

. BRI$5E8ID CSCsk52437(EREMEF) — HAPBBIBEER , WCBEHE#H XK
- BRISEFRID CSCsb85791(EMEMEFFER) — MG LER T4 11300 E

- BRIEERAID CSCsk63882(EREMEF) — EEMR12.409802.11 APRREN Ry , HIRERER
IDFNE i EHER

. ER4E38ID CSCsI36227 (R M%EF)- WGB LM E Y : %SM-4-BADEVENT:E4 T
eapResp.s X

- BRIEERRID CSCsl46209(EHEME FEH)—WGB 1242 1MgBREEEEREE |, £
I {EEg

- BRIEEERID CSCsl58071 (B M ME F £ H)- WGBEEAP-TLSHESMEERREME
ENETSORE

o #174.2.99.0kRHYWLC
ER41185.0RNESRAIFFEE , RRMT :

- BRISEFRID CSCsk41360(EREME F) — B HIBRE W EIEAPOLEREB R EEAPOL
85

AR BYAREMEF |, TReRERNFAES.

ACSIEE1E1T4.1;caiE 1T &Microsoft Windows 2003 Advanced Server SP1, EE[AERT , &
BBIBEICAK , BEFIRBIESRH 2 RUA T Active XBInternet Explorer,


https://tools.cisco.com/bugsearch/bug/CSCsl85710
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsl85798
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsm37686
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsk85945
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsk52437
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsb85791
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsk63882
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsl36227
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsl46209
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsl58071
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsk41360
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BAERERRE) ., RGP EEER  FRACCHEBIMNES IRERNEE,

&5

1EREBTER
1. BXxEMicrosoft CA ( lIEHE )

2. EACSHZ L AMRHERS
3. EACS L RE&CARE

4. BEACSLME AfAI RS RS

5 FLEACSUZEWGBEEAP-TLSHE TR

6. BELEWLCHIWLANMA EACSH T & 1R ER 5%
7. BBWGBMHE
a. BREZERTEIHE. SHBNERE
b. BEFER

c. RECAEE,

d. EFRAPEERER,

e. BICABREAPEEER,

f. RBBE

g. REAPEE,
8. BIEEEF/EWGB SSID, ERANEHFE
0. BEHBEFIKMNEE (MEMKE )
10. fFF802.11a(5 GHz) ki 4% BI5R BA

11. [E % Cisco I0SEE3K & HY B 8 36 A% H B [ £ 17 FINVRAM (18 A 1A 5 A Cisco IOSEX 8 fix 2
12.4(21a)JYBY R &)

T

axX ;&

REF R AR EREAR MR ATR T BER B F A


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

& : #/Command Lookup Tool(fEFREE % =) AT REERA B oh i I Y o & Y S AR FA.

B EMicrosoft CA ( I EXE )
FERUATESER , BAESEAWindows 2003 Advanced ServerB B Microsoft CA:
1. B, REIS, EEFZHER>H1E/MERERX> Windows T > AR [ RS,
2. RBREKCA, BRIEFEZFEAR>FEMERZERX> Windows T > ERH .
a. BELRFERCA,
b. RCAEE—ERRE , YRR TEXER,
HEACSHEEMMPRRES
TRELSER , LEEACSHLEARB[ESE
1. EACSIAREF L#ITRYBIEERR  , BIZEFICA http://ip.of. CA.server/certsrv
a. BRBE>SMBR>-EU L @ BLCARRKFER.
b. EABCN)HMuF , BHARST. LT E.
c. ®E "TRERENEAL THLEED | #EEServer Authentication Certificate
d. EREERT | BEE
« CSP - Microsoft Base N Z & #t#2Xv1.0
- WA —1024
- & Mark keys as exportable,
« 1#MStore cert in the local computer cert store,
e. BEMFIEARREATERE , ARE—TSubmit.

f. WEZEEFR "Certificate Pendi ngJ #ﬁbiﬁi HABER "Your certificate request has
been received ; -° ﬂu%{k{ﬁ UFﬁ , nﬁ 22 EﬂMS KB 323172 , :R%,H\ %‘E%%%Active
XA,

2. B, ECAL | EACAEEREAERN L REMGB>-EE T ES>HERHBKE,
a. £Efl , EFECAER , iR Pending Requests o

b. EAl , B—THEBRBEACSHEFER , AREIBIZAI Tasks > Issue, BIEZFREZE
E TEEBENESEL T

3. REIACSTAARES , X BIE Zhttp://ip.of. CA.server/certsrv,


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
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a. ¥ — T View the status of a pending certificate request,
b. #—T TServer Authentication Certificate o
c. #—"T Tlinstall this certificate s o
HEACSLRECARE
ATHAUTSER
FEACSIAREE LEITHIBIE SR+ , BEFICA:http://ip.of. CA.server/certsrv
a. #—T "Download a CA certificate , certificate chain , or CRL. o
b. E##Encoding’5 3% : Eith64,
c. E#Download CA certificate,

d. B.cerlER , A% 1% — TlInstall Certificate,

e. & "TREEABE,  B-—TT—% K REBABEERAUTHE ,

f. i ® Show physical storesiE,
9. EHZEENREEIREEN , EELocal Computer , AEIE— T Ok,
h #B-—TEARDENT—F, TRMEE,

AREACSEAE A fAIMREES

AT TER

1. EACSfAAREE L , E#ESystem Configuration,

2. iIZBEACS Certificate Setups

3. BELREKACSEE

4. REFERARBRENES

5, BACNER , ZEBEL-SRPEANEBMER.
6. #—T "Submit,

7. EACSTRIBREFH , ¥ — T System configuration,

8. IE1EACS Certificate Setup.

9. iE#ZEdit Certificate Trust List.

10. B CARYEREN S 8.

RRBE,



11. #—T "Submit,
#&ACSHEL B /A ZEWGBEEAP-TLSHETT H 5 E
THRUA TSR , i SACSEE A RFFWGBEACSHET ST
1. BWLCHTIB ANAS ( AAAR i ) o
a. £EACS GUIF , #&2— T EfllfINetwork Configuration,
b. Z£AAA Clients & , ¥ — T Add Entry,
c. FEAAA Client Hostname T8I A B 18,
d. #£AAA Client IP Address T8 AWLCHYE M E P4t
e. £Shared Secret T8 ARADIUS £ 8% , X T2,
f. 7£ "Authenticate Usingy THIEEH | 1#1F "RADIUS(Cisco Airespace) s o
g. —T "Submit+Apply] o
2. EACSH B FEAP-TLS,
a. IE## System Configuration > Global Authentication Setup.

b. £EAP-TLST ( 540 , TEAREAP-TLS ) , £EAP-FASTZ#% , M AR EPEAP FHEAP-
TLS , iZAllow EAP-TLS.

c. REME=ERERFRIE,
d. i##ZESubmit + Restart,
3. BWGB#H#8 AACS,

a. EEREREF , £ "EHE) HRPBAWGBHERE , ARIE—TAdJ/Edit, LLEHI
EFH rWGBJ o

b. B ABLUB RN RIE, EEXEN , (BEEAP-TLSHKREA,
c. ®B—T "Submity »
Bt EWLCHYWLANLA [ ACSIELT B 17 5a E

AATTARA T HER

1. BIEWLCHIGUI,
2. ACS#THE FIRADIUSRIRRZREE :

a. i&#FSecurity > AAA > RADIUS > Authentication , 2% — T New,



b. £ "RAMRERIPHbLL  EHRPEAACS P,
c. mAL—SHRADIUSHAEI®R,
d. #®&—"T TApply. o
3. REAP-TLSE Fim T WLAN:
a. EWLANs T , #&— T New,
b. ¥ ASSID{EREL B HE & BMWLAN SSID,
c. EGeneralEEH , i EnabledBEN 5 # FBroadcast SSID ( MR FEE ) ,
d. #£SecurityBEE T :

a. fELayer 2EHE T , 1ELayer 2 Security FRIEEFIEIZFWPA+WPA2 | #HFWPA
Policy with TKIP encryption , BUEZEHWPA2 policy with AES encryption , fA#&1#E
EB02IXETHNRIBESR/EE,

b. ZEAAA Servers T , ¥TI8ACS , FRIEACSE £ H 14 FEFXRADIUSA R &S

e. ®—T TApply. o

BEWGBWEE

FEERAUATSER :

AE WA EFERERME EAE, BEBRUAERTFTPRISCEPH EZMWFMER , 52 B Cisco
3200R Y| EBEMICE BB A EEr P AV E A IN 23 pki CLIFLE B E

1. RBEFEREWCBH EHE, HEMEFHE,
a. THRBLAREACSHAEBMANERAERBTE , MBI

<#root>
ap#
configure term na

ap(config)#
host name WGEB

WGB(config)#

b. RFEXLEIER , RS EEIEE T ( BFiEER Eexec CLIZELEsntpfAARET ) o

2. BEECANEER :


//www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_mng_cert_serv.html
//www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_mng_cert_serv.html
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<#root>

WGB#

config term

WGB(config)#

crypto pki trustpoint CUT-PASTE
WGB(config)#

enrol | nent term nal

WGB(config)#

subj ect - nane CN=WGB

MiEE : subject-name CN=<ClientName>Z . EM, MREZEEFE |, Microsoft CARGEEEREFE
, BBt s r i e B - 0x800940014 FRIH B0

<#root>
WGB(config)#

revocati on-check none

Mi&E : revocation-check nonedn % & &2 B RHEERID CSCsI07349(E R % F) A Ak [
BN LERY. WCBREEUHBEB/EFEH  EMERTERREM.

<#root>
WGB(config)#

rsakeypair manual - keys 1024

3. EWGBL&Z#CAEE :
a. EEICAREMEIE :
a. BIEZICA:http://ip.of.CA.server/certsrv
b. #&—T "Download a CA certificate , certificate chain, or CRL, »
c. IBEEncoding’5 % : Eith64,
d. #—T "Download CA certificate

e. @F.ceriExR,


https://tools.cisco.com/bugsearch/bug/CSCsl07349
//tools.cisco.com/RPF/register/register.do

b. R#ECATHE :

<#root>
WGB(config)#
crypto pki authenticate CUT- PASTE

Enter the base 64 encoded CA certificate.

End with a blank T1ine or the word "quit" on a line by itself

BE , RE-—DTH . cerlERHP R LA,

quit

Certificate has the following attributes:
Fingerprint: 45EC6866 A66B4D8F 2E05960F BC5C1B76
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

4. EWGBLBRALZREFIRES :

a. EWGBLAERKHEEFER :

<#root>
WGB(config)#
crypto pki enroll CUT-PASTE

% Start certificate enrollment ..

% The subject name in the certificate will include: CN=WGB

% Include the router serial number in the subject name? [yes/no]: no
% Include an IP address in the subject name? [no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

MIIBjzCB+QIBADAVMQwwCgYDVQQDEWNXROIxHzAdBgkghkiGO9wOBCQIWEFdHQi 57
Y211d2TmaS5jb20wgZ8wDQY JKoZIhvcNAQEBBQADGYOAMIGIA0GBAMUyZ0Y/xI30
6Pwch3gA/JoBobYcvKH1cOBOqvqPgCmZgNb8nsFDV8ZFQKb3ySdIx1q0Gtrn/Yoh
2LHZzRK1i+AWQHFGAB2vkFDOSJD8A6+YD/GqEdXGoo/e0eql7LgFqOwpUQoY1PxsPn



QUCcK9ZDwd8EZNYdxU/jBtLGIMLX4gta9AgMBAAGGITAfBgkghkiGOwOBCQ4XEFAQ
MA4GA1UdDwEB/wQEAWIFoDANBgkghkiGI9wOBAQQFAAOBgQAsCItCKRtul6ImG4rz
cDR0O01QdmNYDuwk swHRgSHDMjVvBmogA2bKeNsTj+svuX55/Q2cGbzC60LN/ftQ7
fw+RcKKm8+SpaEnU3eYGs3HhY7WIL4MY4IkY81I89ah15/V82SoIAOfCIDy5BvBP6
hk7GAPbMYkW9wJaNruVEvkYolLQ==

---End - This Tine not part of the certificate request---

Redisplay enrollment request? [yes/no]: no
WGB(config)#

b. A ATNENE LRICABREFim/ERAERE. EAERHRBCAFHENPC , ik
AW ERRERERSE -

a. BB |CA:http://ip.of.CA.server/certsrv
b. &1 "Request a certificates &,
c. i Tadvanced certificate request, 21,

d. i#fF "Submit a certificate request by using a base-64-encoded CMC or PKCS
#10 files or submit a renewal request by using a base-64-encoded PKCS #7

file, #EIE,
e. B2 BIERM Tcrypto pki enrolly S SERKIOSEY EEIFEFE R , ARERR
ZFERo

f. &% , L, "Base 64 encoded) A THEZ,

AR BFRERRBERAWGBERLERN , TREH "WGB. ( BEAWGBER
HOEAERR ) FFACN,

c. EWGBLZEMEREEE :

<#root>
WGB(config)#
crypto pki inmport CUT-PASTE certificate

Enter the base 64 encoded certificate.
End with a blank Tine or the word "quit" on a line by itself

BE , RE-STH . cerlE@RHP R LA,

% Router Certificate successfully imported



5. #*WGB CLIBRFEFR3

<#root>
WGB#
show crypto pki certificates

Certificate
Status: Available
Certificate Serial Number: 1379B07200000000000C
Certificate Usage: General Purpose
Issuer:
cn=AARONLAB
Subject:
Name: WGB
cn=WGB
CRL Distribution Points:
http://wcswin/CertEnrol1/AARONLAB.crl
Validity Date:
start date: 11:33:09 MST Mar 3 2008
end date: 11:43:09 MST Mar 3 2009
Associated Trustpoints: COPY-PASTE

CA Certificate
Status: Available

Certificate Serial Number: 612683248DBA539B44B039BD51CD1D48

Certificate Usage: Signature
Issuer:
cn=AARONLAB
Subject:
cn=AARONLAB
CRL Distribution Points:
http://wcswin/CertEnrol1/AARONLAB.crl
Validity Date:
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018
Associated Trustpoints: COPY-PASTE

RIBEEREWGB SSID, FERAHMERE

RN TEER

1. BLESSID, EEXE E—FSRFPWLC LB ERSSIDMAE:

dotll ssid EAPTLS
authentication network-eap eap_methods
authentication key-management wpa version 1
dotlx credentials EAPTLS
dotlx eap profile EAPTLS
infrastructure-ssid



2. (LBEAP-TLSEER A, EAERBULARGEHR LAWCNFACSH I FERE B BRE T,

eap profile EAPTLS

method tls
|

dotlx credentials EAPTLS
username WGB
pki-trustpoint CUT-PASTE

. REFEERELESFENE, EARHIG , 2.4 GHzE4H(Dot11Radio0).

interface DotllRadio0
encryption mode ciphers aes-ccm tkip

ssid EAPTLS
!

packet retries 128 drop-packet
station-role workgroup-bridge

#F : B packet retries 128 drop-packet , RE LA , WGBHERFHEEBAPHER: , Bt
EREARTBEEBWCBHEE, HAYIEEHENWGB , IEANUTEE , UERBRBE
FREY 8

packet retries 128

MEEE : =

packet retries 128
mobile station period 5 threshold 82
(tune the mobile station command as needed for a specialized application)

BRERBEFRNKE (NEL4E)

pign , MR—ERSE "RBEAER VWRAWGBZ®E (fIMEABREIPAL B TS EEH KK
ARNIPERNEREE )  ARERIESKRSRUBAWGBMCUWNA R EELEREIR. &
g IR | ERAEIKRIIPAIAEA10.0.47.66, MACHL 11 £0040.96b4.768f,

SEREAT S BRENAI AL 750k



1. EWGB L AF Fink EFEBERE

<#root>
B(config)#

bridge 1 address 0040. 96b4. 7e8f
forward fastethernetO

2. EWLC LEEEFREMACE P i ¥ FE -

a. EEEWLANLA A AMACIBIR. AAABEU K ~ERDHCP:

<#root>
(Cisco Controller) >

show wl an sunmary

I--- Make a note of the WLAN ID for the SSID used for EAP-TLS.

(Cisco Controller) >
config w an disable 6
(Cisco Controller) >
config wan mac-filtering enable 6
(Cisco Controller) >
config wl an aaa-override enable 6
(Cisco Controller) >

config w an dhcp_server 6 0.0.0.0

!I--- Do not have DHCP required checked.

b. ABEEFinTEMACIBIRER ( MACEIIPHER ) :

<#root>
(Cisco Controller) >

config macfilter add
0040. 96b4. 7e8f 6 nmanagenent "client1" 10.0.47.66



£ F802.11a(5 GHz)BF#Y 4% 5l 3R EA

HR802.11aXZ BB EEL802.11b/g(2.4 GH2)% 8% , RILWGBRIEFTE 7l A BEFT EH A
AREERE%. At , B&E5 GHzABIER , REHEBAPRLEEREER , PEIJESFELY
o LbA\ , MRFEADFSIEE , BEREVHEEEERNEE , YA RERSEDFSEERASH &
BAERENE,

Hit , MREFEH802.11a , BELBREADFSEE (0 , EFCCIHH ) |, WEFFFHUNI-1H
UNII-35 . WGBHEIDot11Radio1 N HItEEEAEREEERGFEEFEANEE., BHIRR

<#root>
WGB(config-if)#

nmobi |l e station scan
36 40 44 48 149 153 157

L
4HRE

LAR 2 Cisco IOSE B MR A12.4(10b)JA2 ( FRAWPA1-TKIP, 2.4 GHzHIEAP-TLSERZE ) WY
AP124209WGB#E RE &5 431,

AR HRZERS , EENELETEBEE T,

version 12.4

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

I

hostname WGB

!

Togging buffered 200000 debugging

enable secret 5 $1$xPtX$hjxzdwWVRIgadykoxLYba9l

!

no aaa new-model

clock timezone MST -7

!

!

!

dotll ssid EAPTLS
authentication network-eap eap_methods
authentication key-management wpa version 1
dotlx credentials EAPTLS
dotlx eap profile EAPTLS
infrastructure-ssid

!

power inline negotiation prestandard source




eap profile EAPTLS
method tls
|
!
crypto pki trustpoint COPY-PASTE
enrollment terminal
subject-name CN=WGB
revocation-check none
rsakeypair manual-keys 1024
|
!
crypto pki certificate chain COPY-PASTE
certificate 1379B07200000000000C
[...]
quit
certificate ca 612683248DBA539B44B039BD51CD1D48
[...]
quit
dotlx credentials EAPTLS
username WGB
pki-trustpoint COPY-PASTE
|

username Cisco password 0 Cisco
!
bridge 1irb
!
!
interface DotllRadio0
no ip address
no ip route-cache
!
encryption mode ciphers tkip
|

ssid EAPTLS

|

packet retries 128 drop-packet
station-role workgroup-bridge

no dotll gos mode

bridge-group 1

bridge-group 1 spanning-disabled

|
interface DotllRadiol

no ip address

no ip route-cache

shutdown

|

station-role root

bridge-group 1

bridge-group 1 subscriber-Tloop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

|
interface FastEthernetO

no ip address

no ip route-cache

duplex auto

speed auto

bridge-group 1

bridge-group 1 spanning-disabled




interface BVI1
ip address dhcp client-id FastEthernetO
no ip route-cache
|
ip http server
no ip http secure-server
ip http help-path

bridge 1 route ip

!

!

!

Tine con 0

Tine vty 0 4

login Tlocal

!

sntp server 10.0.47.1
end

[E 25 Cisco |I0SFE R & 1Y i 88 I 48 H B B FE F EINVRAM(E A R £ A Cisco IOSEX BB Rk
A12.4(21a)J YR R 4%)

R Cisco IOSKREMBRAIEEAUHBRBERATERRENSNRE  AIRKRE(TXELR
Supplicant) i RESEEIEAR T MEER , BRIFEFREUEL S R,

RTBREFBRACEFIAREBEERIEB CABMEERNRE , AERBARSZNES , &
AR BB RS ENTPRRBFEENERE , WEKEEAENVRAM, ER#HTCisco IOSEBEMRA
12.4(21a)J YRV I RFAIE R

AATTARA T HER

1. BERRT , FERERESARFHINTPRMRS (FFRAALEERR ) B  WHKRER
FEHENVRAMAH,

A1 (EEBSNTPEREBERBBNRMKL ) -

<#root>
Supp(config)#
sntp server 10.0.47.1
Supp(config)#
clock save interval 8
Supp(config)#
end
Supp#

wite nmenory



RBI2 (EEENTPHERABNRAL )

<#root>
Supp(config)#

ntp server 10.0.47.1 iburst
Supp(config)#

nt p updat e- cal endar
Supp(config)#

end
Supp#

wite nmenory

 FERFERAF EBENTPARESVAERERIY RS HEFRH,
il 2.1 -

<#root>
Supp#
show snt p

SNTP server Stratum Version Last Receive
10.0.47.1 3 1 00:00:09 Synced

g5 2.2 -

<#root>
Supp#
show ntp status

Clock is synchronized, stratum 4, reference is 10.95.42.129

[ ... ]

EREEENKERFIFRINERAED (WRENFE)  AERFINVRAMA (IR
RAEMEE) o

RI3AERBERBBNRMKL

B ASupplicantZEF i , BRBBFEEIINVRAM, EFHAE , EIEENTPRRES A A
A tERTEESSABERE



<#root>
Supp#
show cl ock det ai

*08:24:30.103 -0700 Thu Apr 15 2010
No time source

R EERBEHBNRMKL
REMERNEESATRARE

<tfroot>
Supp#

cl ock updat e- cal endar

REHEBERDIER

<#root>
Supp#

show cal endar

R
FRAELERE , BRENEREES EEEE,
BHHEESTEEHRDSEMEFER)OIT)ZERE Eshowin T, FAOITERshowds S HHN 2

o

BERWGBER,
FEWLCLE , WGBRYERMACH: 3 FEFE R ABEBIR Bk, 26I38R

<#root>
(Cisco Controller) >

show client sumary

Number of Clients. ... ..ottt it innennrnn 5


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

MAC Address AP Name Status WLAN/ Auth Protocol Port Wired

Guest-Lan
00:00:39:dd:4d:24 AP0019.e802.3034 Associated 6 Yes N/A 4 No
00:0e:9b:cb:d3:9c AP0019.e802.3034 Associated 1 No 802.11b 4 No
00:16:6f:50:e1:25 AP0019.e802.3034 Probing N/A  No 802.11b 4 No
00: 19: 56: b0: 7e: b6 AP0019. e802. 3034 Associ ated 6 Yes 802.11b 4 No
00:40:96:b4:7e:8f AP0019.e802.3034 Associated 6 Yes N/A 4 No

Use "show client detail <MAC>" to see more information on the WGB:
(Cisco Controller) >

show client detail 00:19:56:b0: 7e: b6

Client MAC Address. .....uiiiiiiiiinienennnnnnnnns 00:19:56:b0:7e:b6
Client Username ........cuieiiennennennennnennenns WGB

AP MAC AddressS. ... iviii i ittt eetnansnnennns 00:19:a9:42:e4:10
(O =Y o o= < Associated
Workgroup Bridge........ ... ... . ... 2 client(s)
Wireless LAN Id......oiiiiiiiiii it iiennnnennnns 6

BSSTD . s it ittt e it e e e e 00:19:a9:42:e4:15
(8 5 =11 s =T 1

TP AdAressS. i v ittt ittt ittt a ettt san s 10.0.47.23

EWGB_LE , AT LAfE A show dot11 associationsFshow dot11 associations all-clientsfi #2185 E
BEAPEBNEZFMER. FMAping w.x.y.zii S HWGBH ERAARIFTping.

BEBWGBH & F imiE iR

EWGB L , IJLAfE Fshow bridge 1 fastethernetOdn ©#43 BiBFastEthernet0/ T E & A o it

<ttroot>

WGB.Cisco.COM#

show bridge 1 fastethernetO

Total of 300 station blocks, 292 free
Codes: P - permanent, S - self

Bridge Group 1:

Address Action Interface Age RX count TX count
0000. 39dd. 4d24 f orward Fast Et hernet O 1 328 71
0040.96b4.7e8f  forward FastEthernet0 P 0 352

On the WLC, the WGB's wired clients will show up as associated clients with
protocol "N/A":
(Cisco Controller) >

show client sumary



Number of Clients. ... ..ottt iir i 5

MAC Address AP Name Status WLAN/ Auth Protocol Port Wired
Guest-Lan

00: 00: 39: dd: 4d: 24 AP0019. e802. 3034 Associ ated Yes N A 4 No

00:0e:9b:cb:d3:9c AP0019.e802.3034 Associated 1 No 802.11b 4 No

00:16:6f:50:e1:25 AP0019.e802.3034 Probing N/A  No 802.11b 4 No

00:19:56:b0:7e:b6 AP0019.e802.3034 Associated 6 Yes 802.11b 4 No

00:40:96:b4:7e:8f AP0019.e802.3034 Associated 6 Yes N/A 4 No

(Cisco Controller) >show client detail 00:00:39:dd:4d:24

Client MAC Address. . ...vviiiiiiiiininninnnnnnens 00:00:39:dd:4d:24

Client Username .........ccuiiiimnnnnnnnnnnennnnn N/A

AP MAC AddressS. . ..ciiiiiiiiiii it tansnnrannennss 00:19:a9:42:e4:10

Client State. ...ttt it ittt ansanenannnanens Associated

Workgroup Bridge Cient......................... WGEB: 00: 19: 56: b0: 7e: b6

Wireless LAN Id......iiiiiiiiiiii i ienrennennss 6

BSSTD . s ittt i i e et e et 00:19:a9:42:e4:15

Channel . ..ttt i it it ittt st an e s 1

%S HEAE

A RENE T T ARG TR E .

RHEHRIED

WHEBET S(EHEEMESER)OMZERL Eshowdf, FEAOITRBshowd &8t

o

MiEE : M debug EET 28I , FFESEHEEI Debug ETHEEE.

EEEE RN
« WGBii ;R 5l
« WLCim £l
WGBIH =i
FEWGBL , & HI{REE#H2.4 GHZz, R EAS5 GHz , 538 EDot11Radi01 (M T BDot11Radi00s
<#root>

WGB#

no debug dotl1l dotllradi o0 print printf

!--- This runs the radio debugs through !--- the standard Cisco I0S logger.
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WGB#

debug dot 11 dotllradioO trace print ngnt uplink

!I--- radio driver debugs: 802.11 management frames !--- and uplink events

WGB#

debug dot 11 supp-sm dot 1x

!I--- interface to the 802.1X supplicant

BT 2 E—ERERRHEN EERBA M

WGBi 7= f

Mar 4 23:22:39.427: 108DDOBF-0 Uplink: Enabling active scan

Mar 4 23:22:39.427: 108DDOD0O-0 UpTink: Not busy, scan all channels

Mar 4 23:22:39.427: 108DDODE-0 Uplink: Scanning

Mar 4 23:22:39.430: 108DDF83-0 Uplink: Rcvd response from 0019.a942.e415
channel 1 3237

!I--- WGB scans the 2.4 GHz channels, !--- found an AP on channel 1.

Mar 4 23:22:39.470: 108E7B31-0 Uplink: dotll_uplink_scan_done: ssnie_accept
returns 0x0 key_mgmt Ox50F201 encrypt_type 0x20

Mar 4 23:22:39.470: 108E7B67-0 Uplink: ssid EAPTLS auth Teap

Mar 4 23:22:39.471: 108E7B77-0 Uplink: try 0019.a942.e415, enc 20 key 1,
priv 1, eap 11

Mar 4 23:22:39.471: 108E7B93-0 Uplink: Authenticating

Mar 4 23:22:39.479: 108E9C71 t 1 0 - BOOO 13A 42E415 BO7EB6 42E415 D9EO

auth 1 6
algorithm 128
sequence 1

status O
Mar 4 23:22:39.480: 108EA160 r 1 73/ 26- BO0O0 13A BO7EB6 42E415 42E415 5E70
auth 1 37
algorithm 128
sequence 2
status O

221 - 0409 C1 A 227995 1A7C181 00CA40000 74 52 EA
31 F4 9E 89 5A

!I--- WGB completes 802.11 authentication.

Mar 4 23:22:39.480: 108EA1EB-0 Uplink: Associating
Mar 4 23:22:39.481: 108EA951 t 1 0 - 0000 13A 42E415 BO7EB6 42E415 DI9FO
assreq 1 119
cap 431 infra privacy shorthdr
Tisten interval 200




ssid EAPTLS

rates 82 84 8B C 12 96 18 24

extrates 30 48 60 6C

aironet WGB.Cisco.COM load 0 clients O hops 0 device 7C-2700
refresh 15 CW 0-0 flags O distance 0

cexver 5

221 - 0 40 96 14 0

IP 10.0.47.23 1

wpal mcst tkip ucst tkip keymgmt wpa cap 2800

221 - 0 40 96 6 2

Mar 4 23:22:39.484: 108EB2C6 r 1 80/77 19- 1000 13A BO7EB6 42E415 42E415
5E80 assrsp 1 101

cap 31 infra privacy shorthdr

status 0

aid C003

rates 82 4 B 16

aironet AP0019.e802.303 load O clients O hops 0 device 8F-2700
refresh 15 CW 31-1023 flags 40 distance 0

IP 10.0.47.6 0

cexver 5

221 - 0 40 96 14 0

221 - 04096 C1 A227E951A7C181 00CB40000FB4CF3 7DD
29 71 E2

I-—-- WGB completes 802.11 association.

Mar 4 23:22:39.486: Uplink address set to 0019.a942.e415

Mar 4 23:22:39.486: Initialising common IOS structures for dotlx
Mar 4 23:22:39.486: Done.

Mar 4 23:22:39.486: DOT1X_SHIM: Start supplicant on DotllRadioO

(credentials EAPTLS)
Mar 4 23:22:39.486: DOT1X_SHIM: Starting dotlx_mgr_auth (auth type 128)
Mar 4 23:22:39.486: DOT1X_SHIM: Initialising WPA [or WPA-PSK or CCKM]
key management module

I--- Starting the EAP-TLS supplicant

Mar 4 23:22:39.488: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415

Mar 4 23:22:39.489: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)

Mar 4 23:22:39.489: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415

Mar 4 23:22:39.490: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)

I--- The "No AAA client found" message appears !--- to be a bogon and can be ignored.

Mar 4 23:22:39.491: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415
Mar 4 23:22:39.491: 108EB9B4-0 UpTink: EAP authenticating
Mar 4 23:22:39.491: 108EBD22 r 11 73/ 4 - 0802 13A BO7EB6 42E415 42E415
5E90 164
0100 0034 0101 0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53 2C6E
6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C 706F 7274 6964 3D34 0000
Mar 4 23:22:39.492: 108EC770 t 11 0 - 0801 13A 42E415 BO7EB6 42E415
DAOO 168




EAPOL2 EAPOL start

Mar 4 23:22:

0100 0034

39.492: 108ECA4D r 11 74/ 18- 0802 13A BO7EB6 42E415 42E415
SEAO 164
0102 0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53 2C6E

6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C 706F 7274 6964 3D34 0000

Mar 4 23:22:

EAPOL2 EAP
Mar 4 23:22:

EAPOL2 EAP
Mar 4 23:22:

0100 0013

0000 00

!--- The WGB

Mar 4 23:22:

Mar 4 23:22:

Mar 4 23:22:

EAPOL2 EAP
Mar 4 23:22:

0100 0006
Mar 4 23:22:

Mar 4 23:22:

Mar 4 23:22:

EAPOL2 EAP

39.492: 108ECDE2 t 11 0 - 0801 13A 42E415 BO7EB6 42E415
DA10 168

id 1 resp ident "WGB"
39.493: 108ED000 t 11 0 - 0801 13A 42E415 BO7EB6 42E415
DA20 168
id 2 resp ident "WGB"
39.524: 108F50C4 r 11 74/ 18- 080A 13A BO7EB6 42E415 42E415
5ECO 131

01AF 0013 1101 0008 E23F 829E AE45 57EB 5747 4200 0000 0000

sends an EAPOL START, !--- the WLC authenticator sends an EAP ID Request, !--- and the WG

39.525: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)

39.525: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415

39.526: 108F57D0 t 11 0 - 0801 13A 42E415 BO7EB6 42E415
DA30 168
id 175 resp nak 0D
39.547: 108FA89C r 11 86/77 19- 080A 13A BO7EB6 42E415 42E415
5EDO 118

01BO 0006 0D20 0000 0000 0000 0000

39.547: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)

39.561: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415

39.561: 108FE059 t 11 0 - 0801 13A 42E415 BO7EB6 42E415

DA40 186
id 176 resp tls 8000 0000 3216 0301 002D 0100 0029 0301 47CD

D9BF CE1B 71B1 A815 CB99 8C80 8876 39F2 57A3 OF02 F382 147E 9DOC 657E 3AA7

Mar 4 23:22:

Mar 4 23:22:

Mar 4 23:22:

0100 03F4

39.572: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)

39.573: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415

39.573: 10900868 r 11 86/77 20- 0802 13A BO7EB6 42E415 42E415
5EFO 11024
01B1 O3F4 ODCO 0000 079D 1603 0100 4A02 0000 4603 0147 CDD9

B413 0683 9734 4D26 136F EC8F ECD3 5D3B 77C7 4D20 7DA1l 9B17 D7D3 E4A6 1720

Mar 4 23:22:

EAPOL2 EAP
Mar 4 23:22:

Mar 4 23:22:

Mar 4 23:22:

0100 03B9

39.574: 109012E6 t 11 1 - 0809 13A 42E415 BO7EB6 42E415
DA50 168
id 177 resp tls 00
39.582: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)

39.734: DOT1X_SHIM: Dotlx pkt sent (uplink)

with dest 0019.a942.e415
39.735: 1090317E r 11 /78 19- 0802 13A BO7EB6 42E415 42E415

5F00 1965

01B2 03B9 0DOO C687 1DB6 065B 2467 2609 EE5F 9C64 F3A9 (C199

493E 2B79 F157 1765 6C2F C409 4D54 7DA4 6791 4859 ECAA 685B OF66 C5E9 22A6

Mar 4 23:22:

EAPOL2 EAP

39.736: 10928A31 t 11 0 - 0801 13A 42E415 BO7EB6 42E415
DA60 11239
id 178 resp tls 8000 0004 B316 0301 036D OBOO 0369 0003 6600

0363 3082 035F 3082 0247 A003 0201 0202 0A13 79BO 7200 0000 0000 0C30 0ODO6

Mar 4 23:22:

39.755: 1092D464 r 11 /78 18- 0802 13A BO7EB6 42E415




42E415 5F40 165
0100 0035 01B3 0035 OD80 0000 002B 1403 0100 0101 1603 0100 20B8 EBFA
2DDB 2E1A BF84 37A8 892C 84(C5 50B2 B1A5 6F3E B2B5 981A 2899 1DE2 B470 6800
Mar 4 23:22:39.755: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)
Mar 4 23:22:39.760: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415
Mar 4 23:22:39.760: 1092E92C t 11 0 - 0801 13A 42E415 BO7EB6 42E415

DA70 168
EAPOL2 EAP 1id 179 resp tls 00
Mar 4 23:22:39.770: 10930F50 r 11 75/80 19- 0802 13A BO7EB6 42E415 42E415
5F60 116

0100 0004 03B3 0004 0000 0000 0000 0000
Mar 4 23:22:39.770: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)
Mar 4 23:22:39.774: DOT1X_SHIM: Received Dotlx success - Authenticated
with EAP-TLS

!I-—-- EAP-TLS authentication is successful, !--- now come the keys.

Mar 4 23:22:39.774: DOT1X_SHIM: treat key material as wpa-vl v2 pmk

Mar 4 23:22:39.774: DOT1X_SHIM: WPA PMK key size truncated from 64 to 32

Mar 4 23:22:39.777: DOT1X_SHIM: Got Eapol key packet from dotlx manager

Mar 4 23:22:39.777: DOT1X_SHIM: Passing key packet to KM module

Mar 4 23:22:39.777: supp_km_processKey: descriptor type = 254

Mar 4 23:22:39.777: supp_km_processKey: key length = 137

Mar 4 23:22:39.778: 109319B7 r 11 /77 16- 080A 13A BO7EB6 42E415 42E415
5F70 1107

0103 OO5F FEOO 8900 2000 0000 0000 0000 OO6E 64D0 C659 1C91 11D2 6040
C251 0592 E6B6 3799 OEDE B1BD B3A6 87B7 8C9B OD5E DFOO 0000 0000 0000 0000
Mar 4 23:22:39.779: 109332C2 t 11 1 - 0809 13A 42E415 BO7EB6 42E415
DA8O 1133
EAPOL key desc FE info 109 Ten 20 replay 0000000000000000
nonce 11AADA303F5F9B2357A932B3093483905E69F8408D019FB2EF56F7AD706F0759
iv 00000000000000000000000000000000 rsc 0000000000000000
id 0000000000000000 mic DBDO6C383B83E3478F802844095E9444
datalen 1A key DD18 0050 F201 0100 0050 F202 0100 0050 F202 0100
0050 F201
2800
Mar 4 23:22:39.780: 109336C1 r 11 83/78 18- 0802 13A BO7EB6 42E415 42E415
5F80 1133
0103 0079 FEO1 C900 2000 0000 0000 0000 O1l6E 64D0 C659 1C91 11D2 6040
C251 0592 E6B6 3799 OEDE B1BD B3A6 87B7 8C9B OD5SE DF6E 64D0 C659 1C91 11D2
Mar 4 23:22:39.781: DOT1X_SHIM: Got Eapol key packet from dotlx manager

Mar 4 23:22:39.781: DOT1X_SHIM: Passing key packet to KM module

Mar 4 23:22:39.781: supp_km_processKey: descriptor type = 254

Mar 4 23:22:39.781: supp_km_processKey: key length = 457

Mar 4 23:22:39.781: dotlx_pakio_plumb_keys: trying to plumb PTK key
Mar 4 23:22:39.782: 10933E1l t 11 0 - 0801 13A 42E415 BO7EB6 42E415

DA90 1107
EAPOL key desc FE info 109 Ten 20 replay 0000000000000001
nonce 0000000000000000000000000000000000000000000000000000000000000000
iv 00000000000000000000000000000000 rsc 0000000000000000
id 0000000000000000 mic 3A59680D1130EC24B0O0F7246F9D0738F
datalen 0 key
Mar 4 23:22:39.785: 10934749 r 11 88/77 17- 0842 13A BO7EB6 42E415 42E415
5F90 1155
IV 0103007F-FE039100 2000 0000 0000 0000 026E 64D0 C659 1C91 11D2 6040
C251 0592 E6B6 3799 OEDE B1BD B3A6 87B7 8C9B OD5SE D76E 64D0 C659 1C91 11D2
Mar 4 23:22:39.785: DOT1X_SHIM: Got Eapol key packet from dotlx manager




Mar 4 23:22:39.785: DOT1X_SHIM: Passing key packet to KM module
Mar 4 23:22:39.785: supp_km_processKey: descriptor type = 254
Mar 4 23:22:39.785: supp_km_processKey: key length = 913
Mar 4 23:22:39.786: dotlx_pakio_plumb_keys: trying to plumb vlan
key - length: 32
Mar 4 23:22:39.787: %DOT11-4-UPLINK_ESTABLISHED: Interface DotllRadioO,
Associated To AP AP0019.e802.303 0019.a942.e415 [EAP-TLS WPA]
Mar 4 23:22:39.787: %LINK-3-UPDOWN: Interface DotllRadio0, changed state to up
Mar 4 23:22:39.789: 10934D63-0 Uplink: Done
Mar 4 23:22:39.789: 10934D94-0 Interface up
Mar 4 23:22:39.790: 10934ED7 t 11 0 - 0841 13A 42E415 BO7EB6 42E415

DAAO 1115
EAPOL key desc FE info 311 len 0 replay 0000000000000002
nonce 0000000000000000000000000000000000000000000000000000000000000000
iv 00000000000000000000000000000000 rsc 0000000000000000
id 0000000000000000 mic DA60CCDAE27E7362B9B720B52715E081
datalen 0 key

!I--- The keys are all distributed, !--- and the Dotl1lRadio0 interface is fully up.

WLCIR{EE

<#troot>
(Cisco Controller) >

debug mac addr
00: 19: 56: b0: 7e: b6

!--- Filter debugs on the radio !--- MAC address of the WGB.

(Cisco Controller) >

debug dot 11 state enable

(Cisco Controller) >

debug dot 1x events enabl e

(Cisco Controller) >

debug dot 1x states enabl e

(Cisco Controller) >

debug pem events enabl e

(Cisco Controller) >




debug pem state enabl e

(Cisco Controller) >

debug aaa packet enable

(Cisco Controller) >

debuug aaa events enabl e

(Cisco Controller) >

debug aaa events enable

Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 Processing WPA IE type 221,
Tength 24 for mobile 00:19:56:b0:7e:b6
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 RUN (20)
Change state to START (0) Tast state RUN (20)
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 START (0)
Initializing policy
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 START (0)
Change state to AUTHCHECK (2) Tast state RUN (20)
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 AUTHCHECK (2)
Change state to 8021X_REQD (3) Tast state RUN (20)
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 8021X_REQD (3)
PTumbed mobile LWAPP rule on AP 00:19:a9:42:e4:10
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 apfPemAddUser2 (apf_policy.c:209)
Changing state for mobile 00:19:56:b0:7e:b6 on
AP 00:19:a9:42:e4:10 from Associated to Associated
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 apfProcessAssocReq (apf_80211.c:4149)
Changing state for mobile 00:19:56:b0:7e:b6 on
AP 00:19:a9:42:e4:10 from Associated to Associated

I--- WGB is associated in 802.11. !--- Note in this case that the WGB associated !--- when it was alre

Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 dotlx - moving
mobile 00:19:56:b0:7e:b6 into Connecting state

Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 Sending EAP-Request/Identity to
mobile 00:19:56:b0:7e:b6 (EAP Id 1)

Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 Removed NPU entry.

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received EAPOL START from
mobile 00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 dotlx - moving
mobile 00:19:56:b0:7e:b6 into Connecting state

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Sending EAP-Request/Identity to
mobile 00:19:56:b0:7e:b6 (EAP Id 2)

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
mobile 00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received EAP Response packet with
mismatching id (currentid=2, eapid=1) from mobile

00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
mobile 00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received Identity Response (count=2) from
mobile 00:19:56:b0:7e:b6




!I-—-- WGB sends EAPOL START while !--- WLC sends its EAP ID-request,

Tue Mar

Tue Mar

Tue Mar

Tue Mar

proxy
Tue Mar

Tue Mar

Tue Mar

Tue Mar

Tue Mar

Tue Mar

Tue Mar

Tue Mar

Tue Mar

Tue Mar

Tue Mar

Tue Mar

Tue Mar

Tue Mar
Mar
Mar
Mar
Mar

Tue
Tue
Tue
Tue

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:
16:
16:
16:

16:

45:
45:
45:
45:

59
59
59
59

2008:
2008:
2008:
2008:

A DD D

receiveld = 7

Tue Mar

I--- The

Tue Mar

Tue Mar
Tue Mar
Tue Mar

Tue Mar

4 16:45:59 2008:

WLC forwards the

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

4 16:45:59 2008:

!I--- which confuses the state mach

00:19:56:b0:7e:b6 EAP State update from Connecting to
Authenticating for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 dotlx - moving mobile
00:19:56:b0:7e:b6 into Authenticating state
00:19:56:b0:7e:b6 Entering Backend Auth Response

state for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Successful transmission of
Authentication Packet (id 17) to 10.0.47.42:1812,
state 00:19:56:b0:7e:b6-00:00

00000000:

62 0f 50

00000010:

42 1f 13

00000020:

45 2d 42

00000030:

32 2d 45

00000040:

00 00 00

00000050:

6f 6e 2d

00000060:

01 06 00

00000070:

05 14 3d

00000080:

47 42 50

00000090:

03 f7 af

00000000:

75 eb 83

00000010:

00 13 11

00000020:

42 18 Oc

00000030:

50 d3 ad

00000040:

01 11 00 9c 85
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**%*Enter processIncomingMessages: response code=11
***%%Enter processRadiusResponse: response code=11
00:19:56:b0:7e:b6 Access-Challenge received from
RADIUS server 10.0.47.42 for mobile 00:19:56:b0:7e:b6

00:19:56:b0:7e:b6 Processing Access-Challenge for
mobile 00:19:56:b0:7e:b6

ID-request info,

!--- that it had received !--- in 802.1X from the WGB suppl

00:19:56:b0:7e:b6 Entering Backend Auth Req state
(id=176) for mobile 00:19:56:b0:7e:bb6
00:19:56:b0:7e:b6 WARNING: updated

EAP-Identifer 2 ===> 176 for STA 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Sending EAP Request from AAA to
mobile 00:19:56:b0:7e:b6 (EAP Id 176)
00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Received EAP Response from
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mobile 00:19:56:b0:7e:b6 (EAP Id 176, EAP Type 3)
00:19:56:b0:7e:b6 Entering Backend Auth Response
state for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Successful transmission of
Authentication Packet (id 18) to 10.0.47.42:1812,
state 00:19:56:b0:7e:b6-00:00
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*Enter processIncomingMessages: response code=11
*Enter processRadiusResponse: response code=11

00:19:56:b0:7e:b6 Access-Challenge received from

proxy

:b6 receiveld = 7
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RADIUS server 10.0.47.42 for mobile 00:19:56:b0:7e

00:19:56:b0:7e:b6 Processing Access-Challenge for
mobile 00:19:56:b0:7e:b6

00:19:56:b0:7e:b6 Entering Backend Auth Req state
(id=177) for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Sending EAP Request from AAA to
mobile 00:19:56:b0:7e:b6 (EAP Id 177)
00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
mobile 00:19:56:b0:7e:b6

00:19:56:b0:7e:b6 Received EAP Response from
mobile 00:19:56:b0:7e:b6 (EAP Id 177, EAP Type 13)
00:19:56:b0:7e:b6 Entering Backend Auth Response
state for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Successful transmission of
Authentication Packet (id 19) to 10.0.47.42:1812,

state 00:19:56:b0:7e:b6-00:00
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*Enter processIncomingMessages: response code=11
*Enter processRadiusResponse: response code=11

00:19:56:b0:7e:b6 Access-Challenge received from
RADIUS server 10.0.47.42 for mobile 00:19:56:b0:

00:19:56:b0:7e:b6 Processing Access-Challenge for
mobile 00:19:56:b0:7e:b6

00:19:56:b0:7e:b6 Entering Backend Auth Req state
(id=178) for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Sending EAP Request from AAA to
mobile 00:19:56:b0:7e:b6 (EAP Id 178)
00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
mobile 00:19:56:b0:7e:b6

00:19:56:b0:7e:b6 Received EAP Response from
mobile 00:19:56:b0:7e:b6 (EAP Id 178, EAP Type 13)
00:19:56:b0:7e:b6 Entering Backend Auth Response
state for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Successful transmission of
Authentication Packet (id 20) to 10.0.47.42:1812,

state 00:19:56:b0:7e:b6-00:00
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**%*Enter processIncomingMessages: response code=11
***%%Enter processRadiusResponse: response code=11
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00:19:56:b0:7e:b6 Processing Access-Challenge for
mobile 00:19:56:b0:7e:b6

00:19:56:b0:7e:b6 Entering Backend Auth Req state
(id=179) for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Sending EAP Request from AAA to
mobile 00:19:56:b0:7e:b6 (EAP Id 179)
00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
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mobile 00:19:56:b0:7e:b6 (EAP Id 179, EAP Type 13)
00:19:56:b0:7e:b6 Entering Backend Auth Response
state for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Successful transmission of
Authentication Packet (id 21) to 10.0.47.42:1812,
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