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Active Directory Installation Wizard ++ x|

Welcome to the Active Directory
Installation Wizard

Thiz wizard helpz you install Active Directary services on this
zerver, making the zerver a domain controller.

[f thiz iz the firzt time you have installed Active Directony, it is
recommended that wou first read the overview in Active

Directary Help.

Ta continue, click, Hext.

.................................

2. B— T F—FH LLUE TActive DirectoryZ B E



Active Directory Installation YWizard

Operating System Compatibility
Irmproved zecurity zettings in Windows Server 2003 affect alder versions of
Windowz,

Diomain controllers running *windows Server 2003 implement secunty zettings that
require clientz and other zervers to communicate with thoze domain controllers in a mare
SECLINE Wal.

Some older versionz of Windows, including Yindows 95 and Windows NT 4.0 5P3 ar
earlier, do not meet these requirements. Similarly, some non-Windows spstems, including
Apple Mac 05 & and SaMBA clients, might not meet these requirements.

Far mare infarmation, zee Compatibility Help.

.................................

3. BEEEVIHE , FAHFEIEEDomain Controlleri®IE,




Active Directory Installation YWizard

Domain Controller Type
Specify the role wou want thiz server to have.

Do pou want thiz server to become a domain controller for a new domain or an
additional domain controller for an exizting dormain?

Select thiz option o create a new child domain, new domain tree, or new forest,
Thiz zerver will become the first domain cantraller in the new domain.

" Additional domain contraller for an existing domain
& Proceeding with thiz option will delete all local accountz on this zerer.

Al cryptographic keys will be deleted and should be exported befare
continuing.

Al encrypted data, such az EFS-encrypted filez or e-mail, should be decrypted
before continuing or it will be permanently inacceszsible.

4. B— T F—H LR MR M,



Active Directory Installation Wizard

Create Hew Domain ;
Select which twpe of domain to create.

Create a new:

Select thiz optian if this i the first damain i your organization ar if pou want the new
domain to be completely independent of vour current forest,

™ Child domain in an exizting domain tree

[f vou want the new domain to be a child of an existing domain, zelect thiz option.
For example, you could create a new domain named
headquarters. example. microzaft. com as a child domain of the domain

example. ricrozoft. com.

™ Domain tree in an existing forest

[f pou don't want the new domain to be a child of an exizting domain, zelect this
option. Thiz will create a new domain tree that i separate from any exizting trees.

£ Back MHeut » I Cancel

5. MRRMKPARLZEDNS , BERKARIZHEEDNSHIEE, #ENo , JustInstall and
Configure DNS on this computer, #& "Next; ( F—% ),



Active Directory Installation Wizard

Install or Configure DM5S
You can configure or install Domain Maming Service [DMS] on this computer.

Diomain Maming Serdice [DMNS] iz not configured on thiz computer. [z DMS already
running on thiz netwaork’?

" Yesz, | will configure the DNS client

6. AN TEDNSE ., ELEH|H £ HWireless.com , A%EE—T "Nexty o




Active Directory Installation Wizard

Mew Domain Hame
Specify a name far the new domain.

Type the full DMS name for the new domain
[for emample: headguarters. example. microzoft. com).

Full DMS name far new domair:

wWireless. com

7. W ABHINETBIOSE R , R&E KL — T Next. L& HIEHAWIRELESS.



Active Directory Installation Wizard

MetBI0OS Domain Hame
Specifp a MetBIOS name for the new domain.

Thiz iz the name that uzerz of earlier verzsions of Windows will uze ta identify the new
dorain. Click Mext to accept the name shown, or bppe a new name.

Domain MetB10S name: WIRELESS

8. EFHMNEREMBFME, & "Nexty (T—F ),



Active Directory Installation Wizard

Database and Log Folders
Specify the folders to contain the Active Directary databaze and log files.

For best performance and recoverabiliby, store the databaze and the log on zeparate
hard dizks.

Where da you want to gtore the Active Directory database?

Databaze folder:

CWINDOWS\HTDS Browse. .. i

Where da you want bo store the Active Directory log?

Log folder:
C:WAMDOWSAMTDS Browse. . 1

9. IBESysvol ERIRME, & "Nexts (T—F ),



Active Directory Installation Wizard

Shared System Yolume
Specify the folder to be shared as the system volume.

The 5Y5SYOL folder stores the zerver's copy of the domain's public filez. The contents
of the S%'SWOL folder are replicated to all domain controllers in the domain.

The 5%SVOL falder must be lacated on an NTFS walume.
Enter a lozation far the S%5S%0OL falder.

Folder lozation:

C:AWIMN DO 5SS WOL Browse. .

10. BECERAENENTERFTTHE. & "Nexts (T—F),



Active Directory Installation Wizarﬂif

Permizsions
Select default permizzions for uzer and group objects.

Some server programs, such az Windows NT Remaote Accezs Service, read infarmation
ztored on domain controllers.

% Pemizzions compatible with prewindows 2000 server operating systens

Select thiz optian if you run server programs on preswindows 2000 server operating
spztems ar on Windows 2000 or Windows Server 2003 operating sypztems that are
members af preswindows 2000 domains.

i- Anonymous uzers can read information on this domair.

™ Pemizzions compatible only with Windows 2000 or Windows Server 2003
operating systems

Select thiz option if pou run gerver programs anly onwWindows 2000 or Windows
Server 2003 operating systems that are members of Active Directon domaing. Daly
authenticated uzers can read information an thiz domain,

< Back et = Cancel i

REEEEERR K ABR-—T -,

Active Directory Installation Wizari:-léjé

Directory Services Hestore Mode Adminizstrator Pazsword

Thiz pazzword iz uzed when pou start the computer in Directary Services Restore
Miode.

Type and confirm the pazsword pow want to azzign to the Administrator account uzed
when thiz server iz started in Directory Services Hestore Mode.

T he restore mode Sdminiztrator account iz different fram the domain Adminiztrator
account. The pazswords for the accounts might be different, =0 be sure to remember

bath.,
Restore Mode Password: LI LT
Confirm pazsword: TITTTTT

For mare infarmation about Directon Services Restore Mode, zee Active Directary Help.

< Back Mt Cancel




12. B— T F—FHEZARREN "HRE,

Active Directory Installation Wizard

Summary
Rewiew and confirm the options pouw selected.

You choze ho:

The new domain name iz Wirelezz.cam. Thiz iz alza the name of the new farest.
The MetBlIOS name of the domain is WIBELESS

D atabaze folder; CNWINDOWSSHTDS
Laog file folder: C:SwINDDWSSHNTDS
SY'SVOL folder: C:AMWINDOWSASYSWOL

The password af the new domain administratar will be the same as the paszward of
the adminiztrator of this computer.

i

To change an option, click Back. To begin the operation, click Mest.

< Back et = Cancel i
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Active Directory Installation Wizar : j_j

Completing the Active Directory
Installation Wizard

A ctive Directary iz now ingtalled on thiz computer for the ...flj
domain ‘Wireless. com.

Thiz domain controller is aszigned ta the site
Default-First-Site-Mame. Sitez are managed with the
detive Directory Sitez and Services administrative tool.

Ta cloze this wizard, click Finish.

Hack Finizh LCancel

14. E XL E) f] AR 25 LA £ 3B S AE Ko

Active Directory Installéi:_

X

Windows muzst be restarted before the changes made by the Active
Drirectomy Installation wizard take effect.

Dion't Restart Mow

BB EER |, B EAMicrosoft Windows 2003{@ AR5 HL B Aimi 485 , W T8
Wireless.com, # T2 , 7£{@ k5 L ELEDHCPRE

FEMicrosoft Windows 2003 Server.t 24 3 & i DHCP IR ¥

Microsoft 2003fal k28 EHIDHCPRRIE AR AEE R FiniR Pt , ZEEF I FARES L ZEMEE
DHCPRR#E , BERIATHER -

1. £ "Control Panel ( #HE4R ) 1 ##Z— TAdd or Remove Programs.
2. ¥ — T Add/Remove Windows Components.

3. i##Networking Services , A% & — T Details.

4. i##2Dynamic Host Configuration Protocol(DHCP) , #A# % — TOK.



Metworking Services %]

To add ar remove a component, click the check box. & thaded box means that anly part
of the component will be installed. To zee what's included in a component, click Details.

5 ubcnmpnnents af M etwnrklng Services:

L 1.7MB
ﬁ Q Dynarmic Host Conbiguration Protocal [DHCF] 0.0 MB
(] /™ | ntermet Authentication Service 0.0 ME

] ™ Bemote Access Quaranting Service 0.1 kMB

.....

[ M RPC over HTTP Prosy 0.0 ME

......

] [ Simple TCPAP Services 0.0 kB

(] ™ findows Intemet Mame Service [wINS) 0.9 kB

i ]

Descrption:  Setz up a DHCP zerver that automatically azzigns temporary [P
addreszzes to clent computers on the zame netwark.

Total dizk, zpace required: 3.4 MB
Space avallable on dizk: F224 5 MB

=
b

chals.,

aFk. Cancel

5. 8—T F—FHLEDHCPEH.

Windows Components Wizard

Windows Components
You can add or remove components of Windows.,

To add ar remaove a compaonent, click the checkbox. & shaded box means that only
part of the component will be inztalled. Tao zee what's included in a component, click
Details.

LComponents:

ﬁ [nternet Explorer Enhanced Secunty Configuration 0.0mMEB ___t_j
B.3 MB

‘333 b anagement and Maonitaring Toolz

| Metworking Services
| Egd Other Metwork File and Frint Services 0.0 MEB
| &4 Bemate Storane 4 7 MR ..:j

Description:  Contains a warety of gpecialized, network-related services and protocols.

Total dizk zpace required: 3.4 MB

_ _ Details... 1
Space available on disk: 2121 MB

< Back Mext » Cancel i HEelD i




6. ¥ — T FinishE X &£,
Windows Components Wizard

Completing the Windows
Components Wizard

You have succezsfully completed the Windaves
Components \Wizard.

To cloge thiz wizard, click Finish.
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10. FEEZ BRI G | B — T A #tsweb-lapt.wireless.com , A% — T New Scope A EEEFEE
Fimiy 1P 3 S,
1. "HEERAGEBE, B r%ﬂﬁﬁﬁ%ﬁﬂfﬁﬁﬁﬁ%ﬁ%J EJ: R—TTF—%,

Mew Scope Wizard

Welcome to the New Scope
Wizard

Thiz wizard helps you et up a scope for digtiibuting 1P
addrezzes to computers on your nebwork,

Ta continue, click Next.

Hack P Mestr Cancel

.................................

12. #£Scope NameEHE £ , 8 ADHCPEREMN BB, EARHIF , #FHADHCP-ClientstEAE
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Mew Scope Wizard

Scope Name

You have to provide anidentifping scope name. “'ou alzo have the option of @
providing a description.

Type a name and dezcription for this zcope. This information helps you guickly identify
hiow the zocope iz to be uzed on pour nebwork.

M arne: DHCP-Clients

Dezcription: DHCP Server for Wireless Clients

< Back et = Cancel

13. 1 "IPtbutsiE, B L, ﬁl%ﬁ.ﬂﬁiﬁﬁlPi&i&*ﬂ%ﬁﬁlPi&i& ?jﬁfﬁﬁz TF—%,

Mew Scope Wizard

IP Address Hange

Y'ou define the scope address range by identifving a zet of congecutive [P @
addresses.

Enter the range of addrezzes that the scope diztributes.

Start IP address; | 10 . 77 . 244 218

End IP address: o, 77 244 0213

& subnet mazsk defines haw many bitz of an IP address to uze for the netwark./subnet
D'z and how marny bitg to uze for the hozt 1D, You can specify the subnet mask by
length or az an [P addrezs.

Length: B neol

Subret rmask: 2850 .0 .0

< Back Mt Cancel




14. #£Add ExclusionsEE £ , IR EHXDHCPEAE PR F/BEBRAIPHLE, 2 "Nexty, ( F—
%),

Mew Scope Wizard

Add Excluzions
Excluzions are addrezses or a range of addreszes that are not distibuted by the

FEMEL

Type the [P addrezs range that pou want to exclude. [f pou want to exclude a zingle
addreszz, type an addresz in Start IP address anly.

Start |P address: End P address:

Excluded addrezz range:

=]
Hemnye

< Back Mt Cancel
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Mew Scope Wizard

Lease Duration
The leaze duration zpecifies how long a client can uge an IP address from thiz
SCOPE.

N

Lease durationz should typically be equal to the average time the cormputer iz

connected ta the zame phyzical netwark. For mobile networks that conzist mainly of

portable computers ar dial-up clients, shorter lease durations can be uzeful.
Likewize, for a stable netwark, that consizts mainly of dezktop computerz at fized
lozations, longer lease durations are more appropriate.

Set the duration for scope leazes when distributed by thiz zerver.
Lirnited to:

Days: Huowrs: Minutes:

= O

< Back et =

Cancel
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Mew Scope Wizard

Configure DHCP Ophions

ou have to configure the most cormmon DHCP options before clients can uze the
SCOPE.

N

When clientz obtain an addreszz, they are given DHCP optionz such as the [P
addrezzes of routers [default gatewaysz], DMNS zerverz, and WINS zettings for that
SCOpE,

The zettingz pou select here are for thiz scope and override setting: configured in the

Server Options folder for thiz server.

Do pou want to configure the DHCP optionz for this zcope now?

" Mo, | will configure these options later

< Back et =

Cancel
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Mew Scope Wizard

Houter [Default Gateway])
You can gpecify the routers, or default gateways, to be distributed by thiz zcope.

To add an IP addresz for a router used by clients, enter the addrezs below.

IP address:

1 D??E##EED EEE:\,:_:E"E':;'_:'-\.-';:_:

F e
LA T

< Back et = Cancel
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Mew Scope Wizard

Domain Mame and DHNS Servers

The Domain Mame Systern [DMS) maps and tranzslates domain names uzed by @
clientz on pour network.

You can specify the parent domain pou want the client computers on your netwark, to uze for
DMS name resolution.

Parent domain: | ireless.com

T o configure scope clients to uge DMNS zervers on your nebwaork, enter the IP addreszes far thoze

SEIVETS.
Server name: IP address:
E _5:’:‘“;.;,'_:5'-\.-';:_: 1 D??Eq--'lz'l I_"| EE;:\,:_:E"E':;'_:'-\.-":_:
< Back et = Cancel
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Mew Scope Wizard

Activate Scope

Clients can obtain addrezs leases only if a scope iz activated. @

" Mo, | will activate this scope later

< Back et = Cancel

22. TR "HEFEREEBE, &, E—-TxK.

Mew Scope Wizard

Completing the New Scope
Wizard

Y'ou have succezsfully completed the Mew Scope wizard.

Ta cloze this wizard, click Finish.

< Back Finizh Cancel
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Windows Components Wizard

Windows Components
You can add ar remove components af Windows.

To add ar remaove a companent, click the checkbox. & shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Details,

Components:

"~

i i‘%.ﬁ.ccessnries and Utilitiesz 4.9 MB ﬂ
in! @.ﬂ.pplicatinn Server 34.4 MB

M F- Cerificate Services 18 ME
] ™ E-mail Services 11ME

[ ¢34 Fax Servines 7 9 mF :j

Description:  Installz a certification authority [C&) o izsue certificates for use with
public key securnty programs.

Total dizk zpace required: 138 MB D etails 1
Space available on dizk: FN06ME -
< Back et Cancel ! Helo !

4. ¥ — T Yes#E T B & 8 B After Installing Certificate Services , XBFaEEFdp& , WA FAEE
ARt P MR, REEHR

?

sicrosoft Certificabe Services

After instalbing Cestificate Services, the machine name and domain membership may not be changed due to the binding of the machine name toC4
irfomation stored in the Active Dkadtary, Changing the maching name o domain memnbseship would invakidsts the certficates Bsued From the Ca,
Please ensure the proper machine name and domain membership o= configured before instaling Cerbficabe Services, Do you want bo conkinue #

N

5. T Certificate Authority Type T , i##ZEnterprise root CA , A% % — T Next.




Windows Components Wizard

CA Type
Select the type of Ca pou want b zet up.

" Enterprize subordinate Cé
" Stand-alone root Ca
i Stand-alone subordinate Cé

DES':”I:'“DH I:II: |:|':'|| t_'.-'l:lE-' ............................................................................................
The mozt trusted Ca inan enterprize. Should be installed before any other Ca, |

< Back M et > Cancel Help

6. W AFREBCANZTE, LEHIFEAWireless-CA. # "Next, (T—% ),



Windows Components Wizard

CA ldentifying Information
Enter infarmation o identify this C,.

Common name for this C:

wireless-Ca)|

Digtinguizhed name suffis;
DC=wireless, D C=com

Presview of diztinguizhed name:
CH=Wirelezs-Ca DC=irelezz,DC=com

Walidity pernod: E wpiration date:
5 ;‘T‘e ars :j 12242012 701 Ph
< Back M et > Cancel Help

7. AEEENERFEY "HERW. B, & "Nexty (T—F ),



Windows Components Wizard
Certificate Database Settings

Enter lozations for the certificate databaze, database log, and configuration
inforrnation.
LCertificate database:
; Cwf N DO SAs vakem I Certlo | Er QWEE. .
Certificate databasze log:
iE:"»WINDEIWS hapztem32Certlog Browse. .

I Store configuration information in a shared falder

Shared folder:
e R i E LT "'5.!-
I Freserve enicting certificate database
< Back M et > Cancel Help

8. MREMAIS, B
o BECARTCEBBENRE.

HMicrosolt Certificale Services

RIAAXRERFL , RRTEEE, B—TOKTERLAFLLISHE

HHE

2]

1 E To complete the irstalation, Certficate Services miust bemporarily stop the Internet Informakion Services. Do you wWant Eo <bop the service o

H e

Is

9. #— T FinishTT i & S H E#B(CA) BN R E,



Windows Components Wizard : : =]

Completing the Windows
Components Wizard

You have successfully completed the \Windows
Components \Wizard.

Ta cloze thiz wizard, click Finizh.

.................................

T — % R #EMicrosoft Windows 200318 fk 25 £ Z 2 Ml & Internet & 19 Ba 38 IR 7% -

12 5 i i 4R ) 50

— S REEFIHRERIEHRAR , YRFHIATHISEEA. ROFR  SEFRERIE. B
bt , FBREARATHER

1. FAEBZAPBEEREFInEREERAEK,

2. MBI EFRIEFERAEFRNFERESB/EBTE A,

3. BZ—THR ; & —TET; #Acmd ; RAEBKX—THE,

4. EWRRAFT, %’é)\lpconfg REE — TEnterBABRFBDOHCPRBEE T , AT FmKE
DHCPal AR 85 W & IPih 31k o

5. EEREFimiNALE , 5% — T A#My Computer , A& ZProperties.

6. ¥ — T~ Computer Name B &,

7.#%—T "Change. »

8. ¥ — T Domain ; & Awireless.com ; A#%%—TOK.




Computer Name Changes

ou can change the name and the memberzhip of this
computer. Changes man affect access to nebwork, resources.

Computer name:
Cligrt1 |

Full computer name:

Chentl.
M ember of
{(#) Domair
Wireless
) wWorkgroup:
WHHERRLE

1E 2 Al fR 8% L Active

21X

Enter the name and password of an account wikh permission
ko join the domain.

User name: € sdministrator o

Password: TITTIITIT)

oK. J | Cancel

Directory PV EEERF, )



Computer Name Changes

[ .3
“%‘} Welcome ko the Wireless domain.

| oK ]

10.#%—T "OK, (F&E ),

1. B—TYesEFRABE,

12. EREFNRBER , FRAUTEARA | /& B %= Administrator ; Z %= <domain
password> ; i#= Wireless.

13. & — T & #My Computer , X% 3% — T Properties.

14. ¥ — T Computer Name B & , 3 Z LA Wireless.comiziF,

System Properties

Syztem Hestore Automatic | pdates Hemote

General Camputer Mame | Hardware Advanced

e Windows uses the following information to identify pour computer
%ﬁ an the nebwork.

...................................................................................................................

Computer description:

For example: "Kitchen Computer’ or "M an's

Comnputer'',
Full computer name: Clentl wWireless. com
Dromair: Wirelesz.com
T o uze the Metwork, [dentification \Wizard to join a Nehwork [0
domain and create a local uzer account, click MNetwoark: £

L.

T o rename thiz computer or join a domain, click Change.

- Change...

&, Changes will take effect after pou restart this computer.

| ] || Cancel |

15. T— S RRBHEAAERESRERAREFKBICATEE (BFE) -
16. ¥ — T Start ; #&#—TRun ;  Ammc , R%EEKE —TOK,
17. B—THER , ARE-THRMREESE T,



Standalone | Extensions |

Ilze thiz page to add or rerove a standalone Snapein from the console.

Snap-ng added to: | Conzale Roat v'_

Diescription

Add.. Haninks iR ¥

18. % —T TAdd. .
19. i£## "Certificates , RERE—T "Add. o



Add Standalone Snap-in

Axallable Standalone Snap-ins:

S hap-in - Vendaor ~
% MET Framewark 1.1 Configuration ticrozoft Corporation
Bctives Contral ticrozoft Carporation
i . Certificates Microzoft Corporation
@ Component Services ticrozaft Corparation e
Computer bManagement ticrosoft Corporation
Device Manager ticrozoft Corporation
E Dizk, Drefragmenter icrozoft Corp, Executi...
% Dizk Managernent Microzoft and VERITAS. .
Ewvent Viewer Microzoft Corporation
Folder ticrozaft Corparation ¥
D ezcrption

The Certificates snap-in allows you to browse the contents of the
certificate stores for pourzelf, a service, or a computer,

|_ Add | | Cloze

20. i#2 "Computer Accounts , R%EE—T "Nexts -



21. & — T FinishUAZEZ AR A1 E S,

Certificates snap-in

This gnap-in will always manage certificates for:

£ My uzer account
) Service account

{#) Computer account

sHank et = J [ Cancel J

Select Computer

Select the computer you want thiz snap-in to manage.
Thiz znap-in will always manage;

(%) Local computer. [the computer this consale iz running on)

) Another computer: Hrompse:

[ ] Allow the selected computer to be changed when launching from the command line. This
only appliez if you zave the conzaole.

[ < Back J[ Firish J [ Cancel J

22. ¥ —"F "Close, , R&EZE—T "OKu o

23. R B Certificates(Local Computer) ; /& B Trusted Root Certification Authorities ; A& &Z—T



Certificates, £

Eﬂﬂ
B

& Wireless.

|._'| Lonsolel _-'.I'Jl'ﬁl'all'.' Rz Wogrkificates |Local |:.|'J"|'|F uber Ih rusied Hoot Certification Aul ||I'JI'||IE'I:.I:'|I||:-=|I:=-. | I g ]
' Fia Fetin Www  Fartes  Wedow  Hep i
s OE LR XSE @ e D B e
[ Coresoie Root lnwmd T ¢ | bisumd &y | Bapration Dabe | Intmrcdad Purposes = Mar paty A
=) Certisbes fLocel Compuber) IS SERMICIOS DE CERTIFICACION - ... SEFWICIOS DE CERTIFICATION - &.... 371073006 Secure Emad, Server,..  SERYICIOS 0ECERT...
il mwcmf-:-Hmm Eluia, secs Chrt L1 516 Sarurs Chark A R R Secursmsd, Sarvar,  Tocts nterbancat..,
T TRab=Ia, Senien Sanver 4 S14 Sepune Sereer Tl TREDLE Secire Emsl Sever . Socksta Interbancai ..
h @%m Em:.-nmcf Sy Rook & LiznLe SerursCmad, Sarver,,,  Sessary ook Ci
- e CertFcation futhes Bl sante: Bool CA, Srarlins Rost £ SR kL il chhin =
& IBT-] w’i * iy IZdre TrushCanker Class 1 8 T TrustCenker Class 1 Ch Lzl SecursEmad, Server., T TrgskTenker D,
2 [ Untrushed Cevtifcstes [l TC PrustCanber Cs 2 C4 TE TrostConter Chasi 2 Ch Lioin SecursEmad, Servar... 10 TruiCenter Ol
i [E8 Thind-Party Rinct Certfcation A Edre TrushTanker Dl 304 TS TrustCenier Class 3 Ch TE Securs Emad, Server. ., TC TruskOerker O,
W @Tﬂ.ﬂhﬂd:ﬂk E-'I.' FrushCanbar Clans 4 25 T Trost Corser Class & CA [NpRrsifh] e Emad, Sarvar. .. TC TrusCenter Tl ..
w3 = E7C TrushCanber Tiwe Stargang CA T TrustCeniter Tine Stanging 8 TE T Tine Stamping TC TnushCenker Tive...
.'thP!ru'r\.iﬂ.I-l.'A Thaeste Personal Bwic Ch K Lrdind] Chent Augherticaton...  Thewts Pereonal Ras...
Thawbe Persoral Fresmal CA Thasste Personal Frasmad Lf1jen2s Cherk Auphertication... Thawhe Personal Fre...
=] thapwbs Furmrl Promn Ca Thassts Parsonal Fremam Ci ma Chank Augherticston,,. Thawhs Fersonal Pre.,
Thawh Presvasm Server CA Thasste Prawin Saner O LfiJen2s Server Auttenticatio. . Thawhs Pramasm Ser..
=l rhawts Sereer Ca Thasste Searver 8 L Jerver Autrentioatin. ., Thawbs Sereer CA
E-’M T et g C4 Thaeste Trne=sLangerg CA [ R T SLETOG Thawds Time ..
=0 - AT 53T LT - DT e S5 Mede i Server Autfentiontion  UTH- DATACom 550
E‘Jrhmuummm; . UTh-LSER Frs-Chand Authertcation...  T/0EDLS Seiure Emad Tk USERFre-Cha.. .
EUrk-LeEeFust Hardwars LUTHHISERFirst-Harchaars izl Sarver dutrentication  UTH - LISERFrst-Ha,
[T LBt Hatvrerk Appleatiors  UTH-LSER Fret-hebwark Appleations 7710{2000 SscureEmad, Servar...  UTH - LISERFir ek,
TH-LEERFirst-Oljact LT ISERFirst-Oinjact 08 Time Shavping, Code...  UTH - LISERFiest-Cicject
a‘-hhr\md Softwearn Pull. ., VertSon Corrsr ol Softweens Publs... 1511580 Secure Emad, Code &, WeriSigr Commarncial ..
IEverizign Cormercial Softrre Publ... Veron Conmnernal Softwans Publs,. LBJZ004 SecursEmed, Code 5., SR Conmendal .,
a‘mﬂqwlrrhru'hﬂ“nhh Verifugn Encirachual Softvasrs Publehe. . 130115995 Secure Emad, Code 5, 'h'ln'q'\.lrrh'ru a..
ISl verisign Individual Software Publis...  Vergn Indkcusl Softeare Pubkche, . LBJZ004 SecureEmad, Code 5., YeriSign Indeidud 5.,
Elverizgn Trust Nemaork Verifign Trust Metwrk 5197018 Secursmsd, Chark ., ertig Cless 2 Frin,,
Tl verizign Trust hetrael. WariSgn Trust Metwark Az SecureEmad, Cherk .., WeriSign O2ss 2 Pri..
Elverizign Trust Netmaork Vesfign Trust Metvark 51972000 Secursfmsd, Chark ., VeriSig Class 3 Pri,,
[ verizagn Tiust hietmsce . VesiSign Trust Metveork AFzE SecureEmad, Cherd ... VeriSagn Oass 3 Prins..
Edverisign Trust Netmaork VesfRgn Trust Metvk S19/2008 Secursfmsd, Chark .., VertSig Class 4 P,
[l sieriSagss Truil Mt paiw b, Vi Trust Melwork, T riet SerureEmad, Chind .. WiriSagn Oass L Pri..
Trust Metmaek, VesiRgn Trust Metwrk aiziznes SecursEmad, Chark ., VeriSign Class 4 Frins,

Wrusk Mt pace b,

Eherert BT by DAT

W EScn Trust Malwork

Si1ufanie

Eip R e

Sacure Enad, Chasd ..,

Aprure Emad, Sarvar. .

WiriShge Oaia | Priva..

spmrt BX by AT

Truedind Fodd Certification Sutharties o contans 109 oeitifcabes,
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24. EEMIBE  OEHPHIEEZEFim,
FEMicrosoft Windows 2003 Server E Z#Internet SR BRI FREH

FELRRESF |, InternetH 75 F BRI (IAS) AERADIUS I ARER , BIBPEAP & 17 58 8 ¥ ER % F i

TEORE.

TERATESR  HARSRLLZEMEEIAS,

1. £ "Control Panel ( ##|E4x ) 1 3% — TAdd or Remove Programs,
2. #&— T Add/Remove Windows Components.

3. i#ENetworking Services , A% % — T Details,
4. iZ#Internet Authentication Service ; & — TOK ; A% & — T Next,



Metworking Services x i

To add ar remove a component, click the check box. & thaded box means that anly part
of the component will be installed. To zee what's included in a component, click Details.

5 ubcnmpnnents af M etwnrklng Services:

1.7MB =
0.0 MB
0.0 ME
L Hemote Access Quarantine Service 01 MEB
L] JBIRPC cver HTTP Prosy 0.0 ME

ﬁ Q Internet Authentication Service

.....

| 88 cincle TCPAP Services QOME

.....

] .;":Z Windows Internet Mame Service PaMNS) 0.9 MB ______j

Diezcrption:  Enables authentication, authonzation and accounting of dial-up and WP
uzerz, |45 supports the RADIUS protocal.

Total dizk, zpace required: 3.4 MB
Space avallable on dizk: 2082 MB

=
b

chals.,

aFk. Cancel

5. ¥ — T FinishT X IASZ &,
Windows Components Wizard ; : __Zj_{_j

Completing the Windows
Components Wizard

You have succezsfully completed the Windaves
Components \Wizard.

To cloge thiz wizard, click Finish.




6. T—FT R ZREInternetF R BRFBRIEZ(AS) N BT S
7. ; ¥ —TRun ; 8 Ammc ; A& ¥ —TOK,

) B deta B Ewaiter M b | =] =
[ medm
Bl == = I
Tharw: it ¥ et bn shaa i Hhin s
I
st | | A8 Hodrmort | rcies | A drargrs - oz .. | W bt B | T e ———— | w |*E' IR e

8. & "%, iBE I —TConsole , A#%iEEAdd/RemoveBEEE T,
9. B—TAddLAFTIEERE T,



. Add/Removye Snap-in

10. REPLE T FE FEZE Certificates , AE &R —TAdd.



Add Standalone Snap-in s 21X

Available skandalone snap-ins:

Snap-in | vendor | -
“fiﬂ MET Framework, 1.1 Configuration  Microsoft Corporation
""m.ﬁ.cl:we Direckory Domains and Trusks  Microsoft Corporation
ﬁﬁ'.ﬁ.ctwe Direckory Sites and Services  Microsoft Corporation
rr_é.ﬁ.ctwe Direckory Users and Compu...  Microsoft Corporation

,_ii.ﬂ.ctwe:-i Conktrol Microsoft Corparation
@ADSI Edit Microsoft Corporation
ﬁg.ﬁ.uthnrlzatmn Manager Microsoft Corporation
@Certlﬁcate Templal:es Microsoft Corporation

Microsoft Corporation
ﬁ Certification futhority Microsoft Corporation :j
E

25 U erkificates

E... DE!SI:I"II:I':II:II'I .................................................................................................................................................
{ The Certtificates snap-in allows wou o brawse the contents of the

- certificate stores For vourself, a service, or a computer,

.................................................................................................................................................................................

T hiz gnap-in will always manage certificates for;

My user account

ErvICE account

]
;::umputer accourlt

< BHach Hewut »

Cancel




12. i### "Local computers , A®E—T Finish. o

Select Computer

Select the computer you want thiz snap-in to manage.

= Thiz znap-in will ahways manage:

i Local computer: [the computer this conzole is running on

" Another computer:

[ allow the selected computer to be changed when launching from the command line. This

arly applies if you zave the console.

CHwEE

< Back

Firizh

Cancel

13. #%—T "Close.

, %&E_T rOKJ o

14. RFERE (4B ) ; &— T HEPersonal&FK ; iBIZAIll tasks , A%iEIERequest New

Certificate,
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15. 7£ " Welcome to the Certificate Request Wizard, t3%— TNext.
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Certificate Request Wizard

Welcome to the Certificate
Request Wizard

This wizard helps wou request a new certificate From a
certification authority (CA) in wour domain,

& certificate, which is issued by a certification authority,
is a confirmation of wour identity and contains
infarmation used ko proteck daka or to establish secure
niebwork, connections,

& private key is the secret half of a public and private
key pair associated with a certificate, It is used o
digitally sign or decrypt data encrypted with the
corresponding public key.

To conkinue, click Mext,

16. iZ#ZDomain Controller certificatefE iR (M RIEFERIEDCRAIMRF LN EEE | FHEE

ComputersE EE4x) , A% L — T Next.




Certificate Request Wizard i - : E_j

Certificate Types

& certificate bype conkains preset properties for certificates,

Select a certificate bype For wour requesk, You can access only certificate tvpes that
vou have permissions for and that are available from a trosted CA,

i_ertificake bypes:

Directory Email Replication
Domain Controller
Damain Contraller Authentication

To select a cryprographic service provider and a Ca, select Advanced,

™ aAdvanced

< Back Mexk = i_ancel 1

17. B ARENEBARA., )
Certificate Request Wizard : : ___::-Ej

Certificate Friendly Mame and Description

You can provide a name and description that help wou quickly identify a specific
certificate,

Type a friendly name and description For the new certificate.

Friendly name:
PEAP-Wireless

Descripkion:
185 Server Certificate - 802, 1x Authentication

< Back Mext = Cancel




18. E— TR TR ARBE,

Certificate Request Wizard

Completing the Certificate
Request Wizard

You have successfully completed the Certificate
Request wizard,

You have specified the Following settings:

Friendly Mame PEAP-Wireless
Compuker Name TSWEB-LAPT
Certificate Template  Domain Controller

< Back Finish Cancel

Certificate Reques_ :

APEAP-MS-CHAP v25 R B Bl B internet & 12 B 58 IR 1§

BEZLERRABRTIASHES , FRE
R TEER

IASHETT B 2B

1. 2 — T~ Start > Programs > Administrative Tools , 2 1% — T Internet Authentication

ServiceBE¥EE T,

2. #— T A#InternetF RV IR (IAS) , A% — T Register Service in Active Directory.
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3. tH¥# TRegister Internet Authentication Service in Active Directory(7£Active Directory 5t it
InternetS P BRBIRIE) . HFEHR ; B—T TOK (HE ) 1 . EFEBIASHEHE Active
Directory 19 £ i E 1T & 10 R ¥

Register Internet Authentication Server in Active Direcbory:

Toenable [45 to authenticate users in the Active Drecbory, the computers running 145 must be authorized to read users’ diakin properties from the domain.

Car ol wiish £ aukhor ize this computer bo read users’ dial-n propesties from the Wireless.com domain?

4. BT —EHFE R P E—TOK,

Server regisbered:

,': This computar s now authonoed Do read usees’ dal-n properiees From domain Wiekss, com,

T authoriza this computer bo read users' diskHin properties From other domains, you must register this computer ko be a member of tha RAS|IAS
Sereers Group n that domain.

5. A5 B4R 2 B2 4185 #5718 BMS IASIRES L HAAAR Fif,
6. #— T H#RADIUS Clients , A% i##New RADIUS Client,
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7. WMACRAERNER (ELRFPAWLC ) , W AWLCHIPfIit, 2 "Nexts ( T—%
) o

New RADIUS Client

Hame and &ddrezz

Type a friendly name and either an IP Addrezz or DMS name for the client.

Enendly narme: WILC

Client addrezs [IP or DM5):
10.77.244.210)

Werify...

£ Hack Met Cancel

8. E T —EMClient-Vendor T , i##RADIUS Standard ; i A £88 ; A% Ei&EFinish,
9. BEE , WLCHEAAAAT Fin g 2IASH,
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12. B ANERBPEARBN BB, ERRAF , EABBPEAP, REMBET—F,




Mew Remote Access Policy Wizard

Policy Conhiguration Method

The wizard can create a tppical policy, or you can create a custom policy.

How do wau want to zet up this policy?

{* |Uze the wizard to et up a typical policy for a common scenario

" Setup a custom policy

Tvpe a name that deszcribes thiz palicy.

Palicy name:  [PE AP wirelesd

Example: Authenticate all PN connections.

< Back M et

Cancel

13. RBENERBEREB M. EARHF , EIEWireless,




Mew Remote Access Policy Wizard

Access Method
Policy conditions are bazed on the method uzed to gain access to the netwark.

Select the method of accesz for which pou want to create a policy.

i WPN
Uze for allYPM connectionz. Ta create a policy for a specific WPMN type, go back ta the
previous page, and select Set up a custom policy.

" Dialup

ze for dial-up connections that uze a traditional phone line ar an Integrated Services
Drigital Hetwark, [I1SDOM] line.

% iafireless

TR S
ze for wirelezz LAMN connectionsz anly.

" Ethernet
=& for Ethernet connections, such az connections that use a switch.

< Back M et Cancel

14. £ T—EBL , #iZUser , It RiRHREREERICERHEBE,




Mew Remote Access Policy Wizard

Uszer or Group Access
You can grant access to individual ugers, ar you can grant access o selected

Qraups.

Grant accesz bazed on the following:

[lzer accesz permizzions are specified in the uzer account.

" Group
[ndividual uzer permizzions override group permissions.

f T s
A BERR LR AR

.......
mmmmmmmm

~
ot BRI BT

< Back M et

Cancel

15. f£Authentication Methods T , i&1ZProtected EAP(PEAP) , #A#% % — T Configure.



Mew Remote Access Policy Wizard

Authentication Methods
EAP uzes different types of security devices to authenticate uzers.

Select the EAP type far thiz palicy.

Tvpe:
Pratected EAF [PEAP) Canfigure ...

< Back M et Cancel

16. 1EProtected EAP PropertiesE E L , #Certificate Issued FHLIREHRIZEENEFE , RE
B‘i__FOKo



Protected EAP Properties

This server identifies itself to callers before the connection is completed.
Select the certificate that wou want it bo use as proof of identity.,

Cettificate issued
Friendly name:
Issuer:

Expiration date:

[ Enable Fast Reconnect

Eap Tvpes
Secured password LEAP-MICHAPR w2) MaovE 1S
....... - ___, ]
add Edik 1 Remove 1 ik iZancel 1

rsweb-lapt, Wireless, com

PEAP-Wireless
Wireless-Ca

12/16/2008 5:53:02 PM

2 x|

17. RREIRHEREHFMAET , REE—TFinish,

Mew Remote Access Policy Wizard

Completing the New Remote
Access Policy Wizard

Policy “izard. Y'ou created the following policy:

PEAP-wireless

Coaonditions:

IEEE 802.11"
Authentication: EAP[Protected EAP [PEAF))

Encryption: Bazic, Strong, Strongest, Mo encipphion

Ta cloze this wizard, click Finish.

You have successfully completed the Mew Remote Access

MAS-Part-Type matches "wWireless - Other OR Wireless -

< Back C Firnzh

Cancel
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5- et en e
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(gl Pl decmie Lsgare & Crarmctiors Mool B outing e Pesate .. 2

Fumolx fccmns Friom A Crerwction b ather wcen serven 1

| ]
ira] | g [ A Mot Convmcriors | ¥ i | & drorgra - paizam . |[§ pmteme antensa. | a2 WA n=

19. B— T HBERIE , REE—TProperties, £ "R EEFREEEHRECH, TRE T8
FEREERF UM .




PEAFP Properties e ﬂ.ﬁj

Settingz

Specify the conditionz that connection requests muzst match.

Folicy conditions:

MAS-Port-Tope matches "Wirelezs - Other OR ‘Wireless - IEEE 802.11"

4| | i

Add. | Edt. Remove |

If connection requests match the conditions specified in thiz policy, the
azzociated profile will be applied to the connection.

Unlezs indradual access permizsions are specified in the user profile, this
policy controlz access to the netwark.

If a connection request matches the zpecified conditions:
" Deny remaote access permission

¥ Grant remote access permission

ak. Cancel Sy

3§ 488 F % 718 B Active Directory

FEHEED , FHEEREEACcve Directory FHRE,

= EigFE A& F i E|Active DirectoryERIE | BRERA TSR -

1. £ TActive DirectoryfEFIEF B, BHERD K B—THRERE ;| Z—TWE ;, REKR—
THEAE
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L | | |
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2.1 THEBRYUR —FRE UEARF  ABGEEAENER, LRME TEF) BuPE
A& ®WirelessUser , i£ "EA&EE AR WA+ F & BWirelessUser, % I'NextJ (T—

Mew Object - User

Create in; “Wirelezz. comdl zerz

Eirst narme: Clignt 1 [ itials: I
Last name:
Full name: Client 1

I zer logon name:

Client1] @Ehwireless. com j
Izer logon narme [pre-windows 2000];
WIRELESS Client
< Back I Mewut » Cancel

F)o
3.1 THEYR — FAE, HEARYP , £ "EBRBL N TREEE SUPRALEENER
» JABRUser must change password at next logonZEU 5 81 , A& E — T Next,




Mew Object - User %]

g Create in:  wireless comdUzers

Pazsword: TTIII1

LConfirmn pazsword: TTTITIT)

I User cannot change password
{7 Password never expires

I Account iz dizabled

£ Back Meut » Cancel 1

4 THEHR — BEE, HEERYT  B-TER
Mew Object - User i

g Create in:  wireless comdUzers

Wihen pou chck Finizh, the following object will be created:

Full rame: Client 1 j__j

Uzer logon name: Client] @wirelezs. com

................................

¢ Back {i Fmzh i Canicel 1

................................




5. BT BR2E4UETHMFERAEBRSE,
AEFY A EETREENE
EERUTSER -

1. #Active DirectoryfE i & M B IZHEB P , IR —TUsers&ERI K ; IH—THH
WirelessUser ; B2 &Properties ; AR EZ|Dial-inBE#.
2. i&#ZAllow access , AREiR— TOK

Client 1 Properties o 7 x|
Remaote control i Terminal Services Profile ; COk+ ;
General ; Address i Account i Profile ; T elephones i Organization ;
tember OFf Cial-in i E rivironment i Segzions ;

Rerote Accezs Perrmizzion [Dial-in or WEM)

{ s . - e - P
H I Ikt o o Harmnimbh Femmbe :‘:_.--\..--\.5;..:} SR BLERS
{ S LT S L S LT T LA I el Y e DT LIS L LI e o L Ly

Callback Optionz

| % No Callback
" Set by Caller [Bouting and Remaote Access Service only)

" Alwaps Callback to:

- o TORRTI AR o N D T
P i Lo o b B R et gl B ol e P = feil)
I Azaign a Static 1P Addiess
- L Cp ol O :
— I Ei e T IR = VeI e o
{ e B RN |l gy B B R =

Define routes to enable for thiz Dial-in Sl 1
cannechion.

Q. i Cancel 1 Apply

B [ A Ao [ S0 4 2l B I SR AP

REALREREEREE, HPOFEERLANEZESR, KEAPTEREFRNVEE

EiBMS IAS RADIUS{IBRES Bic BWLCHE{TRADIUS B 2 B 5
HERBWLCLUERMS IASEA S PRBAME, EEREWLC , TS EAERBEEIN




RADIUSHHE%EO AERADIUS RS EERBEAEIBURHEHERFEAF RN FEFIE. &
, "8 1 Security > RADIUS Authentication = F 1§ MS IAS{r] iR 25 %718 A RADIUS I AR 25

AT TEER

1. fEFEHIBSGUIH E ZF Security FIRADIUS Authentication , LAEER "TRADIUS Authentication
Serversy HiH, A%E— TNewlAEZRADIUSRES
0-0 HEAG L,Hke 2-%HB

_-::u-.—'l:-c

RACUS Authentication

RAEDILE Aoosanding
Local Mat Usery
PAEC Fitbsriceg
Crisabled Chents
Lisar Login Polees
AP Polces

Access Contral Lists

RADIUS Autihentication Servers > Mew < Mack | npply
Sarver Index (Priorily) 1 "’i
Server [PAddress

Bhared Ercret Format

Shored Sacrat

Confirm Shared

[PSec Certificates Sacrat

A Cartificata

10 Certificabs Eay Wrap B
Wb Auth Certificale )
Wireloss Drotection Paort Mumilssr 181z

Policins
TI".IS':"C “F Fﬂll L]

A Sarver Status Enabled [w

D 1=1"

-o-h"ld#"ﬂ?l:lﬁ'l.l Br F—

CLUSAD 5 ._,- abures Suppaort for RFC 2576 | Enabhed [&

Clisrs Exclugion Pobcas

AP .h.l:'.:rtc:'..:r\- Ratransmit Timeout ? | wsconds
Metwiork Lisar [ Enable
Management 1| Enabie
IrSec [ Enablsa

2. Z£RADIUS Authentication Servers > NewE 1 EE&ZRADIUSAARES 51 &, EL 5| & BIE
RADIUSa AREFIPtbut, A€, B MARSTMEE. Network UserflManagementZREX 5
REEENARADIUSH B NRBEAEANEENBRMERE, LREIEAMS IASESIPHEiE
£10.77.244 198YRADIUS ] R 85 o



RADIUS Authentication

REDILE Aposaanting
Local Mat Users

RADIUS Authenticalion Serwers

Call Btation ID Type |IP Addeess -

Credentials Caching [

M&C Filtarisg .
Dhsabled Chanks User AES Key Wrap D
Lisar Login Polcees
AP Poloas

rEtEnrk LT
Mamageneni Server Address Pord IFSec Adenim Slabus
Access Contral Lists bl fdes
IPEse Certificates =l =] i 10.77.244.198 iBiz Diks abibad Ensblad Edit Esmave Fing

A Cartificata
10 Cartificats

Wiel Rull Certilicate

Wireless Protection
Palicing
Tlust-h: l:-F Falicizs
Rogu =11
-ml:l-a-ﬂ:l SIgnatures
CUFIDM St b &
Clisrd Exclusion Pohces
AP AUtEEbcation

3. %—T "ApplyJ »
4. MS IAS{A ik 25 EE ARadius{rl fR 25 #1718

HEFREBWLAN
B RIRE S i

FWLC , THREBREERE PR,

EARHISSID(WLAN), FEAREIR , BIuSSIDI A Han & BPEAP,
BE2ESHBIBERAWPA2 , UEEZFIREITEREAPH FH8E ( &6+ BPEAP-

MSCHAPV2 ) i fif HAESE R INZHEH], #SrrE HMERSE/ERE,

AEE  AERBWLANEEENEEE. EMEPEZEVLANE |, BAILIE T —EE B VLANIE
BHEBERISSID, ﬁl%%!zM‘HfWLCL SEVLANKYE R |, 2 RERLANTE 28 EAYVILANKERREED
Bilo

BEEWLCERREWLAN , BERATHER
1. fRAEFIZRAIGUIFE —T "WLANs,
WLAN,

2. B ENews 2 —EF HIWLAN, # AWLANKIWLAN IDFIWLAN SSID , ## 1% — FApply.

, VR "WLANs, B, WEESIHEZGER EFEW


//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805e7a24.shtml
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805e7a24.shtml

Q- O REG XS LES Pr

EloEn SPETINE

WLANS WLARNS = Mew < Dack | apely |
WLANS w
o b LA 1D [2 -/

&P Groups WLAY

WLAN S5ID [eean

3. BV HIHWLANE , RIESE RHFTWLANKWLAN > EditEHE., FHERERLE , BUUEREE
RUIEWLANEBY B S| 8 , TIE— MK, RADIUSRIBRES. z%é%m%ﬂlso.walﬁo

[AIECRAT0INT] = Configuratan * Fing  Logo
HELP
WAL APS WLAMNS = Edil | = nack L mpply |
WLAMNS WLAN 1D i
WLER:
AP Greass YLAK Profile Hame FEAP
WLAK 551D FLAP
Generol Policies Security Policies
Badio Palicy | all "I EPwé Enable ]
i Satug ¥ enatled
WPALSWFS -
Session Timeauhk (sees) |u7 LaTeT 2 e riy [ Lt E _I
-5
Guakty of Service (0eS) [ Silver (et wlfary =] o ihering
WHH Policy Disabled = Layer 3 Eecurky lﬁ'
7920 Phong Suppart I Chent CAC Umit [~ &P CAC Lisnit Cweb Paliey *
Broadeast S510 [F Enatled
Aironet IE 7 enatind
Allow AAE Osrida " Emablad ® Wl Poboy camngt be wsed m combinabion win

IPaee.
=13 rpblad = |80
Clank Excluss e ¢ = When chent exthition 13 eagbied, & bene bl

Teneout Value (3ee4) value of 2ero mesns infinity{will reguire
DHCP Server [ ovesride adrministratiog ovennde i reset exchsded clients)

e CEIP is not supporied by L0xx ARs
CHCP adde, assignmert [ Bagquired

Inderface Hame MAnaqEment =

MFP e Ragiared 1

MFP Signature -
ol ¥ (Glekal parp Disabled)

H-REAP Loced Switching [

* H-2EAP Lazal Switching rat jupgerted with IFSEC, CRARITE and PORTRESS
suthe mtcations

4. 2 EGeneral Policies/E T~ #JAdmin Status , LB WLAN, MREFEAPEHEZEEHERE
SSID , & Broadcast SSID,



5. #Layer 2 Security T , EIEWPA1+WPA2, S 87EWLAN EEAAWPA, B N REIEEIIEE
WPAKRE, LERGIEAWPA2FIAESINE:, #ERADIUS Servers T THLBREFEIZFEBEEDN
RADIUSfAfRES . EATRHIA , £/H10.77.244.198 ( MS IASRIfRESHVIPHbLE ) . HESIEH
DAAR IEWLANAEER 19 B R EITIE 2K

Ernew Svuvemn Save Confguration Pirng Lot Rafrazh
_ MONITCR,  WLANS  CONTROLLER  WIRELESS:

SECLURITY MAMAGEMEHT COMMANDS HELP
WL ANE WPAL+WPAZ &
Paramoeters
WLAME WPAL Policy r
WLAHS WPAT Folicy F
AP Groups VLAH WPAZ Encryplion Faes [ 1

At Kay Mgt |ll.'ﬂ.!|- v[

6. % —T "Apply_

o

MOMITORE WlLANs  CONTROLLER  WIRELESS  SECURITY MANSGEMENT  COMMAMNLYS
WLANS WILAMS |
WLANS
WLAME Profile mame H.L"k WLAM 51D :I:Jur:-ll!l': Secwrity Policres
AF Groups VLAN
PEAP ] FEAF Enaklad [“rﬁ!][ﬂﬂh:ﬂﬂl.lﬂ}] Edit Eim

*WLAN 1D F-06 vl not B parhed 1 LLIG.LI00 snvd L340 AP modelt

B B SRR B i

PEAP-MS CHAPv2 & =

R BI32 4445 B8 1n4aT 5 B Cisco Aironet Desktop Utility it B EEEZFiRNEF. BEEFHNEF
28, EREAFEAIENERAEXNRIRAE, f£Cisco.com ELHIWireless downloads ( AR T &
) EEPEHRIBNEARIHN &R,

EfEFAADUBL E Cisco Aironet 802.11 a/b/gEEEFIHNEF , BTRUTSE -

1. BIRRAironetREERARER.
2. #&— T Profile Management , A& & — TNewlA EREEER.

3.7 "General (E# ) 1 EBT , WABREEZBAMSSID, EXEHF+ , FAEE
WLC(PEAP) L 32 EHISSID,



Profile Management

General | .5 en.:uri,';' i ﬁ&.,-a-'.gg.'j |

Profile Settings

Profile Mame: | PEAP-MSCHAPY2

Chent Hame;

Metwork Mamss

5SiD1: - | PEAA

55102

SSID3: - |

Lok || casce (]

4. B "RE, R ; #BEWPAWPA2/CCKM ; £ "WPA/WPA2/CCKM EAP. T , # APEAP
[EAP-MSCHAPV2] , REEZ—T "E&E. .

Profile Management

Lﬁrﬂaﬂ' 5 EEU"'!r' . Bdvanced |

Set Secuity Ophons
(&) WA AW PAZICCK M
i WwWPAAKPAZ Passphrase

() B02.1x 802 1xEAP Type: |
) Pie-Shared Key (Static WEF)

") Maone

] |- Bl Association o Moed Lals

[ Canfiglare,

Frofile Locked

Group Folicy Delaw

WPAMPAZ/CCKM EAP Type: | e B R R ~ |

T ——————————

It I

("] Lirvit Time tor Finding Domain Contralles To: - - = |

P
FaST

caliniallkealii .. |

DE || Cavesl ]




5. 1###Validate Server Certificate , #A# 7£ Trusted Root Certificate Authorities T~ 12 28 #1122
Wireless-CA.

Configure PEAP (EAP-MSCHAP ¥ 2)

| PhiseMackhine intoimaton for Bomar Log

Yalidate Server |dentity

i
L2

Trusted Roaot Certification Authaornties

"Wwhen conneching, uze;

{ ) Certificate

{#2 User Mame and Password

Llze Windows User Mame and Pazzword
Lizer Information for PEAF [EAP-M5CHAR %2 Authenhication

Af e ::_.-1 i Fraber
| AaeriHame L e HE e e

Flasaimnd:

Bihvariced: ; Gk, : |

Cancel |

6. —TOK , RAEMAERBREE, XX : f£Microsoft XP SP2d i fi Z {R B EAP-Microsoft®
HIEF 5B E I EMA2(PEAP-MSCHAPV2) B | #E4% -+ HMicrosoftiE 4R B & (WZC) B &

, A FEFMicrosoftf& #f2x\KB885453, & I Bf ILEEPEAPIRRIREMEN B EBFE LR Z
EREE,

R 58 1 S e ) A

RTRIRERSERAYIHE,

s AR T FiumClient! LR B B A& RPEAP-MSCHAPV2,



fckion  Opkions  Help

Current: Status | Profile: Management || Diagnostics |

Cisco SYSTEMS

Frafile Hame:: FEAP-MSCHAR 2

Link: Status: Authenticated Metwark: Tippe: Infrastiuctine
Wireless Maode; "5 GHZ 54 Mbps Curent-Channel: 64
Server Bazed Authenticahon: PEAR [EAF-MSCHAR [rata Encription: = 4E S

IF&ddress; - 1077244218

Signal Strength: - Excellent

| Advanced

—B#EADU LA B B RPEAP-MSCHAPV2 , B Fima§#117802. 11BN B 5T , REHT
PEAP-MSCHAPV2 & 13887 . AT B IKIPEAP-MSCHAPV2 & 13 8 78 #Y R 61

{£ FAldebugan T B A% 3 4 MY B4V IEFF
BHERSRTE(EHCEMEFEMA)OIMZER Lshowin 5o £AOITHRIRshowsn T &l Y 5 47

o

EIRLANIZ 28 ER B T debugtn TIRA M.

- debug dot1x events enable — AR ELE802. IxEH K T
. debug aaa events enable — Efii EAAAEZHH AR
. debug mac addr <mac address> — ZEEEMACFAE , FEfEAdebug macir &
- debug dhcp message enable — ZF EDHCPEERE 2 AR
LT 2debug dot1x events enables 5 Fldebug client <mac address> @ Rl H .

debug dot1x events enable:

Tue Dec 18 06:58:45 2007: 00: 40: 96: ac: €6: 57 Received EAPOL START from
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:45 2007: 00:40: 96: ac: e6: 57 Sending EAP-Request/Identity to
mobile 00:40:96:ac:e6:57 (EAP Id 2)

Tue Dec 18 06:58:45 2007: 00:40: 96: ac: e6: 57 Received Identity Response (count=2) from
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:51 2007: 00:40: 96: ac: e6: 57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:51 2007: 00:40: 96: ac: e6: 57 Sending EAP Request from AAA to
mobile 00:40:96:ac:e6:57 (EAP Id 3)

Tue Dec 18 06:58:51 2007: 00:40:96: ac: e6: 57 Received EAP Response from


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
Entry for station 00:40:96:ac:e6:57 (RSN
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:

57 (EAP Id 3, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal | enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 4)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 4, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 5)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 5, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 6)

00: 40: 96: ac: e€6: 57 Recei ved EAP Response from

57 (EAP |Id 6, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 7)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 7, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 8)

00: 40: 96: ac: e€6: 57 Recei ved EAP Response from

57 (EAP |Id 8, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 9)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP Id 9, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57
57 (EAP Id 10)

00: 40: 96: ac: e6: 57
57 (EAP Id 10, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57
57 (EAP Id 11)

00: 40: 96: ac: e6: 57
57 (EAP Id 11, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57
57 (EAP Id 12)

00: 40: 96: ac: e6: 57
57 (EAP Id 12, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to

Recei ved EAP Response from
Type 25)
Processi ng Access- Chal | enge for

Sendi ng EAP Request from AAA to

Recei ved EAP Response from
Type 25)
Processi ng Access- Chal | enge for

Sendi ng EAP Request from AAA to

Recei ved EAP Response from
Type 25)
Processing Access-Accept for

Creating a new PMK Cache
0)

00: 40: 96: ac: €6: 57 Sending EAP-Success to
57 (EAP Id 13)

00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57

Sending default RC4 key to

Sending Key-Mapping RC4 key to



mobile 00:40:96:ac:e6:57
Tue Dec 18 06:58:52 2007: 00:40: 96: ac: e6: 57 Received Auth Success while in
Authenticating state for mobile 00:40:96:ac:e6:57

debug mac addr <MAC Address>:

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Association received from
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57 STA: 00: 40: 96: ac: €6: 57 -
rates (8): 12 18 24 36 48 72 96 108 00 000 00O
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20)
Change state to START (0)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Initializing policy
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Change state to AUTHCHECK (2)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 AUTHCHECK (2)
Change state to 8021X REQD (3)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 8021X REQD (3)
Pl unbed nobil e LWAPP rul e on AP 00: Ob: 85: 51: 5a: e0
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57 Changing state for
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associated
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Stopping del etion of
Mobi l e Station: 00:40:96: ac: e6:57 (callerld: 48)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Sendi ng Assoc Response to
station 00:40:96: ac: e6: 57 on BSSI D 00: Ob: 85: 51: 5a: e0 (status 0)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Changing state for
nmobi | e 00: 40: 96: ac: €6: 57 on AP 00: Ob: 85:51:5a:e0 from Associ ated to Associ at ed
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 10.77.244.218 Renmoved NPU entry.
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 dot 1x - novi ng
nmobi | e 00: 40: 96: ac: e6: 57 into Connecting state
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: €e6: 57 Sending EAP-
Request/Identity to mobile 00:40:96:ac:e6:57 (EAP Id 1)
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: €6: 57 Received EAPOL START from
mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6:57 EAP State update from
Connecting to Authenticating for mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 dotlx -
moving mobile 00:40:96:ac:e6:57 into Authenticating state
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57
Ent eri ng Backend Auth Response state for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Ent eri ng Backend Auth Req state (id=3) for nobile 00:40:96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 3)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 3, EAP Type 25)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Ent eri ng Backend Auth Response state for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Ent eri ng Backend Auth Req state (id=4) for nobile 00:40:96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57 (EAP Id 4)
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Recei ved EAP Response from nobil e 00:40: 96: ac: e6: 57 (EAP Id 4, EAP Type 25)
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Ent eri ng Backend Auth Response state for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57



Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Req state (id=5) for nobile 00:40:96: ac: e6: 57

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

(EAP 1d 5)
Id 5, EAP Type 25)

ac: e6: 57

Ent eri ng Backend Auth Req state (id=6) for nobile 00:40:96: ac: e6: 57

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Req state (id=10) for nobile 00: 40:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Req state (id=11) for nobile 00: 40:

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Processing Access-Accept for mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

(EAP 1d 6)
Id 9, EAP Type 25)

ac: e6: 57

96: ac: e6: 57
(EAP I d 10)
Id 10, EAP Type 25)

ac: e6: 57

96: ac: e6: 57
(EAP Id 11)
Id 11, EAP Type 25)

ac: e6: 57

Creating a new PMK Cache Entry for station 00:40:96:ac:e6:57 (RSN 0)

Wed Dec 19 02:31:56 2007: 00:40:96: ac: e6: 57

Sending EAP-Success to mobile 00:40:96:ac:e6:57 (EAP Id 12)

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Sending default RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Sending Key-Mapping RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40:96: ac: e6:57 10.77.244. 218
8021X_REQD (3) Change state to L2AUTHCOMPLETE (4)
Wed Dec 19 02: 31:56 2007: 00:40:96: ac: e6:57 10.77.244. 218

L2AUTHCOVPLETE (4) Pl unbed nobile LWAPP rule on AP 00: Ob:

Wed Dec 19 02:31:56 2007: 00: 40: 96: ac: e6: 57 10. 77. 244. 218
L2AUTHCOVPLETE (4) Change state to RUN (20)

85:51: 5a: e0

Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN

(20) Reached PLUMBFASTPATH: from line 4041

Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN

(20) Replacing Fast Path rule
type = Airespace AP Cient
on AP 00: Ob: 85:51:5a:e0, slot 0, interface = 2

ACL Id = 255, Junbo Franes = NO, 802.1P = 0, DSCP = 0, Tokenl D = 5006
Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN (20)

Card = 0 (slot 0), InHandl e = 0x00000000,



CQut Handl e = 0x00000000, npuCrypt oFl ag = 0x0000
Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN
(20) Successfully plunbed nobile rule (ACL | D 255)
Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6:57 10.77.244.218 RUN
(20) Reached RETURN: fromline 4041
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57 Entering Backend
Aut h Success state (id=12) for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02:31:56 2007: 00: 40: 96: ac: €6: 57 Received Auth Success
while in Authenticating state for nobile 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40:96: ac: e6: 57 dot 1x -
novi ng nobil e 00:40:96:ac:e6:57 into Authenticated state
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