ot — SRR S A b EAP {7 B BR IC 1B 7R 451

Im
=

S [ER
>
SR

#
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%
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]
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5
EERERI ANZE |28 FEE A HEAP

A EAPHEL &

MicrosoftF& & 18 2% # 18

"

EERRERILANE BB P R ERFE
EEBFIANZSISS FRRESHE
BHERCARSE TR MARLANZFIES

HE AR (B 15 A 12 B BR L 8 A FHEAP-TLS
EEFREE T ZHEEHBEUERE

T &I 28 @Fiﬁ”ﬁﬂﬂ‘ECAma

4B F iR BN T F i

EEFmES LFEHE ﬂﬁéﬁﬁﬁ%ﬁﬁﬁ”ﬁﬁ’\]EAP-TLS
DebugiE

HHEIEEA

bl

ZIKE*%?’EE‘HH%X&LAN}*%I 2R(WLC) R EA M W 7 B = B i £ (EAP) AIBRER |, AT IR
E R

AHMEAPR—BAGFERENEREPFIREAMETSNRENGNREL 2. TEAREERER
mRRPE AL E PREBARFFARRFEERTEFIMERNERBLE, BMAKRMEAPE

, RHIEERESOREBARSANAHFEREERE , RMEREAS S H B RIRESMKTE, ik
EAPRAMFEREERERREB FHEHE(LDAP) R IREREFRREAERFLURBERE,
AHEAP EEERHRMNEEEFine BEHAEKEEAP(LEAP), BiBZ £ ENEAP-Flexible 5 17
B4 S%(EAP-FAST)FMEAP — B#/B R 2 (EAP-TLS) B 4B E.

=

IR, MRWLCHEFELEMATERADIUSHIREFEE , AIAEAPHRREE T H. FIE S KR
HERFERT 2 H M IRADIUS , BRI A HEAPFERSETH, MREWLCK EEAZRADIUSH

FRESEVERR , AIARNHEAPRIRET & AEEMRE, WRIFIELEHMHRADIUSHRESEE , A HEAP]

fRES & ENE AEEREE, AiEAPRRESTREARNBBERIHEMWLCHE K. BAUFER , —
BEWLCE LS HMEAPEREIX T S —BWLCH TER ., SEWLCEERZE B SN AEAP{H AR

BANEBEBNERE,

AEXE : FAEL G AFLEWLCH I EBradiusfal REREIEF R



config wl an disabl e
config wl an radi us_server auth disable
config wl an enabl e

A EAPIBREZHEA N AT OKBIRARESHRAPZEUATHE :

. LEAP
. EAP-FAST ( EREZ L B/HZBNRE )
. EAP-TLS

D ERY
=R
BEREREEFAEUTEE
- BENAEEWLCHEE B FEUR(LAP) UETEAIRE

. BEREFIEETRE (LWAPP)MER 22 H M
- HEAP B B BB E AR A,

BRARTH
A AFHNENRBIBATEREMEE R
- Windows XP , #CB21AG/I HFFMBEBZ £ REE FimhR44.05

. Cisco 44004 L AN 41884.1.171.0
. Windows 20001z AR 88 L B9 MicrosoftH EE 2 48

=51

MENXHEGINGFMENR  BF2EEREMEREN.
EEREELANE SIS BB A EAP
AEZRBERWLCHEREREE K,

i EAPE ik

SERA T SR B A EAP:

1. i8R B E  EGUIF |, ##ZSecurity > Local Net Users > New , B A& & 18,
RHE, SHEMFEAE. WLAN IDFIEREE , RERIZ— T Apply.


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

TS LI L

MOKMITOR  SALAN CONTROLLER wR S5 SECURITY MAMAGEMENT COMMANDS
Security Local Wet Users > Mew = Back | Apply
~ ALA User Mame GApUSETE
General
= RADTLS
Authantication Password raranass
Accourbag
FTACACE+ Confirm Password sasamams
LOAF
o FRerog Guest User (|
Dizahled Clicrts
Uses Login Policies WLAN 10 T B
AR Policigs .
L '-g“l E'I'F" Description Employae user local database
FETS

#& 7] LATECLIAR f5£ A config netuser add <username> <password> <WLAN id> <description>
e EE . ARZERE , kS ERAE =TT,

(Cisco Controller) >config netuser add eapuser2 ciscol23 1 Employee user local database

2. BEMAERERRIEF. EGUIHIEESecurity > Local EAP > Authentication Priority, 3%
BIELDAP , #2—T "<, kit , ARIR—TApply. EEXFEAERERNERBEREHRNE

_ﬁlzo

aifia ]

CISCO BPURIT N Whahis CUNTRUOLLER WINELESS SECURIT MAMNSLEMENT L MMANLYS

Security Priarity Order > Local-Auth

User Cradentials

AigtPurntel ot LD AR e Lo AL el

-« TACH . .- % | Uoen | e
v Local EAP
ECLIL :

(Cisco Controller) >config local-auth user-credentials local

3. IBEAPELBER | BERGUIBIITILIRE , 551 1FSecurity > Local EAP > Profiles , A% 1%
—TNew, ELRFRER , EAREERBIAIR— TApply.



CONTROLLER 'WIRELESS SECURITY MAMAGEMENT COMMANDS HELP

Local EAP Profiles Hew.. | Apply |

Prafile Hame LEAP EAP-FAST L&P-TLS

NOMTOR WLAS COWTROUER WIRELESS SECLRITY MANAEMENT COMMIMOS HELP
Local EAF Profiles > New ‘—I"“" _I'"’

Prafiln Nams [eeates

& b ] LA F§ CLI%5 5 config local-auth eap-profile add <profile-name># 1Tl i&4E, EEMH
mBils | EEREE TR EAP-test,

(Cisco Controller) >config local-auth eap-profile add EAP-test

. BIEAPE B R#FI® S %, EGUIFEEZESecurity > Local EAP > Profiles , AR BIREHIEH
PERE S ENEEE R R, L REIERALEAP, EAP-FASTHEAP-TLS, #— TApplySAsREH
o

Secunty Locnl EAP Profle
= ARA LT T — Lk e
-
L =]
E&P-FART =
-
-
I&P-TLR =
(TR i R e [ T
= Lecal AP Cleprrl O ol i i o R gpaired F tnales
Coft@flca e nuind vande m
CFath Iaat A ot i ol @ LT e 2
¥ Priarfly Drder T aipalmat LA Dbt i ol i :
L iFml LI
e e Werlfy Corificale G4 ldentRy r i riadls-g
b 1P {avin
¥ Warpds y Poale i Chochk Cert Hcale Date W alldiiy r Erindisd
Poalic s

&= 7] LA fiE A CLI%n % config local-auth eap-profile method add <method-name> <profile-
name> ., EEMNROIEESR , R =BEH EMEIEEEREAP-test, FEEBA
LEAP, EAP-FASTHIEAP-TLS , 5 %®& 2 5l Bleap, fastfiltls, A T@MHE R TCLIEEMmT

(Cisco Controller) >config local-auth eap-profile method add leap EAP-test
(Cisco Controller) >config local-auth eap-profile method add fast EAP-test
(Cisco Controller) >config local-auth eap-profile method add tls EAP-test



5 BLEEAPH AN S| B, EEMAMREAP-FAST, ERERN 5|82 E : Server Key(server-key) —
RARAME/#ZZREFEBEPAC)H AR S ( TAHEME ) - PACRI4ETFRM (pac-ttl)
— SREPACH AR, Authority ID(authority-id) — SR ERERBIFFR. ERRE (ES)
—HRERBATERRE. AREALATHMA. HRBEBGUIEITHEE , 75:EESecurity >
Local EAP > EAP-FAST Parameters , A% % AServer key., PACHYAETZER, REID ( +<
HEAH ) MTEIDEAE,

UTRANABEAP-FASTREEL S| HMWCLIBLERD :

(Cisco Controller) >config local-auth method fast server-key 12345678

(Cisco Controller) >config local-auth method fast authority-id 43697369f1 CiscoA-ID
(Cisco Controller) >config local-auth method fast pac-ttl 10

6. BUASEWLANK A 548 E | EGUIF , EIEZDBEFIREWLANs , AREEZAHEE
Aith B3 BRFBHIWLAN, HIE—EFHRE. Bt T Security > AAAE %, iE"Local EAP
authentication , ARMR THLHBREFRZFERNWEAPEBERR , MU T RAFR

€isco

Ceneradl | Securty | QoS Rdwanced

Layer & Laver 3 LR Seriers

phect LK gereery berlam fo guermde gee of def palt perwery on they &A%
Hapdegn Sprgery LEAF Yyereery
Rl lei e abeddi SErwirs Al ufilifeg Sefedta T | m
F paabled serear 1 [t 5]
Server ] |Mare =] [vara =] Server m
Sarver ) | Hasew =] [hers 5]
Sy ) ||-i:-|l ;!!'i'“';i
ol EAP KuEhermls alsn
wieal BAF Autertcaten W frgbiss
E? Frokiy Nace [Earsee 5] -

&t ] LA 2% H CLI config wlan local-auth enable <profile-name> <wlan-id> #H8E3E S , TP

T
(Cisco Controller) >config wlan local-auth enable EAP-test 1

7. REFE2BLZ LB, EGUINER , EWLAN EditiRE+ , EZ|Security > Layer 2E % , 9‘
%tLayer 2 Security FHIRE FIRBWPA+WPA2, £ "WPA+WPA25|%, 2T |, #§
WPAMZE 1 XEATKIPA "WPA2INZAES,) . R&RZE—T "Apply.



il I Il | I Sare Configuration Pirg Logout  Refresh
L ]

CISCO MOMITOR  WIAMs  COMTROLLER  WIRELESS SECURITY  MANAGEMENT  COMMANDS — HELR
WLANS WLANs = Edit < Back | Apply
- . General | Security | . Qo5 | . ndvanced

w -
wans | Layer 2 | Layer 3 | AAL SErVers |

&F Groups WiaH

Layar & Sacinty

[ M Filrering

WPA+WFAL Parameters

WPA Falicy

WPA Enceyphion O aes
WREZ Policy [#]

WPRAZ Encryption ]D'
Auth Eep Mgmt EEtE

ZECLIH , ERAUT®T

(Cisco Controller) >config wlan security wpa enable 1

(Cisco Controller) >config wlan security wpa wpal ciphers tkip enable 1
(Cisco Controller) >config wlan security wpa wpa2 ciphers aes enable 1

S¢S e
BRREERE:
(Cisco Controller) >show local-auth config

User credential s database search order:

Primary ... ... Local DB
Ti mer:
Active timeout ............ ... ... Undef i ned

Configured EAP profiles:

NAME ¢ e eeeeeeecececececcecacecccccescscssessss EAP-test
Certificate issuer ........................ ci sco
Peer verification options:
Check against CA certificates ........... Enabl ed
Verify certificate CNidentity .......... Di sabl ed
Check certificate date validity ......... Enabl ed
EAP- FAST confi gurati on:
Local certificate required .............. No
Client certificate required ............. No
Enabled methods .....cccceeeeccccccccnccccs leap fast tls
Configured on WLANS ...cccoeecccccccccccncss 1

EAP Met hod confi gurati on:

EAP- FAST:
--More-- or (qQ)uit
Server Key . ... <hi dden>
TTL for the PAC ... ... . 10
Anonynous provision allowed ............... Yes
Authority ID ... ... 43697369f 10000000000000000000
Authority Information ..................... CiscoA-1D

& 0] LA Fishow wlan <wlan id>¥g 5 & Elwlan 1HY43E5I 2 :

(Cisco Controller) >show wlan 1

WLAN Identifier...... ... ... . . . . .. 1
Profile Name........ ... ... . . . austinl ab
Network Name (SSID)........... ... austinl ab
Stat US. . Di sabl ed
MAC Filtering....... ... .. Di sabl ed
Broadcast SSID.......... ... ., Enabl ed
AAA Policy Override........ ... Di sabl ed

Nunber of Active Cients............ ... ........ 0



Exclusionlist Timeout........... ... ... ... ....... 60 seconds
Session TimeOUL. . ... .. ... 1800 seconds
Interface. .. ... ... ... management
WEAN ACL. . . unconfi gured
DHCP Server. ... ... e Def aul t
DHCP Address Assignment Required................. Di sabl ed
Quality of Service........ ... . ... ... iy Silver (best effort)
MM L Di sabl ed
CCX - Aironetle Support......... ... ...y Enabl ed
CCX - Gratuitous ProbeResponse (GPR)............. Di sabl ed
Dot 11- Phone Mode (7920)....... ... . ... Di sabl ed
Wred Protocol ..... ... .. ... . .. . .. None
--Mrre-- or (q)uit
IPVG SUpPpOrt. ... Di sabl ed
Radio Policy..... ... .. . i All
Local EAP Authentication.........cceeeeeecccccsns Enabled (Profile 'EAP-test')
Security
802.11 Authentication:........................ Open System
Static WEP Keys. . ... .. Di sabl ed
802, X L Di sabl ed
Wi-Fi Protected Access (WPA/WPA2)....cceceeees Enabled
WPA (SSN IE) cccceeececccccccccococcccssnnscse Enabled
TKIP Cipher....ccceeeecececeeseccccenans Enabled
AES Cipher..... .. . .. . Di sabl ed
WPA2 (RSN IE) ccccccecccccccccccccccanccancs Enabled
TKIP Cipher.... ... ... ... .. .. Di sabl ed
AES Cipher...ceceeeececeesccccseasaccnsns Enabled
Aut h Key Managenent
802, AX. . it Enabl ed
PSK. . Di sabl ed
CCKM . .o Di sabl ed
CKI P Di sabl ed
P Security. ... ... Di sabl ed
I P Security Passthru.......................... Di sabl ed
Web Based Authentication...................... Di sabl ed
--Mre-- or (q)uit
Web- Passthrough. . ... .. .. ... . .. Di sabl ed
Condi tional Web Redirect...................... Di sabl ed
Auto Anchor...... ... .. . .. ... Di sabl ed
Cranite Passthru....... ... ... ... ... ... ....... Di sabl ed
Fortress Passthru............ ... ... ... ........ Di sabl ed
H REAP Local Switching........................ Di sabl ed
Infrastructure MFP protection................. Enabl ed
(d obal Infrastructure MFP Di sabl ed)
Cient MFP. ... . Opt i onal
Tkip M C Count erneasure Hol d-down Tiner....... 60

Mobi ity Anchor List
W.AN | D | P Addr ess St at us

B LAREH M S HMESIE , 1552 TBBERFETRFEE. WETRSEE BT BRADIUSH AR
AN ERFEAREEAPH B R, EGUIHEESecurity > Local EAP > General i 5% € f¥
B{E. AEZE—T "Apply. o



Sauve Configuration  Ping  Lagout  Refre

CISCO MOMITOR  WILAMs COMTROLLER WIRELESE SECURITY  MAMAGEMEMT COMMANDS  HELR
Security General __Apply |

* LAA Local Auth Active Timeoutt (in secs) [6a
LT
= RADIUS

I T B, = T tinaoud Do Guring wivich Locad EAR will lmays be
ured after & Radivs Servers ane fadnd

Aczounting
B TACACSY

LCHA P

Al Filk=ring
Disabled Cliernts

ser Login Policies
AF Policies

ZECLIE , BHUT@®S

(Cisco Controller) >config local-auth active-timeout ?

<1l to 3600> Enter the tineout period for the Local EAP to remain active,
in seconds.

(Cisco Controller) >config local-auth active-timeout 60

2 tHshow local-auth configiE ¥ 8 |, BT LABR L 5TAFBS SR E TRV (B

(Cisco Controller) >show local-auth config

User credentials database search order:

Primary ... ... Local DB
Timer:
Active timeout ....cccceeecccrcccscccccccnnns 60

Confi gured EAP profiles:
Name .. e e EAP- t est
... Skip
R EFEEERMEBAFEPAC , TUAMEAGUITCLI, EGUIR |, RIEIMBEHIEE
COMMANDS , AR#%& A RIBEEHiZZUpload File. & "File Type, THIZEFIEE
PAC(Protected Access Credential). & A P& 5| 23t %2 — T Upload.

[ Il llllll
CISCO MOMITOR  $ULAKS  CONTROLLER  WIRELESS  SECURITY  MANMAGEMEN HELF

a Conhguration Bing Logoul  Ralres

Commands Uplaad file from Contraller Clear | Dpload
Download File File Typa PAC [Pratactad Accass Cradantial] "!'l
Rebook Usar { idantity) |testl
Reset to Factory Default
) validity {In days) |50
Set Tima
Password LTI
Confirmn Password :nnnn

TFTP Servar

IF dcdress 10111
File Path [+
File reame |rranuzl.pac

FECLIRE AL TS
(Cisco Controller) >transfer upload datatype pac
(Cisco Controller) >transfer upload pac ?

user nane Enter the user (identity) of the PAC



(Cisco Controller) >transfer upload pac testl ?
<validity> Enter the PAC validity period (days)

(Cisco Controller) >transfer upload pac testl 60 ?
<passwor d> Enter a password to protect the PAC

(Cisco Controller) >transfer upload pac testl 60 ciscol23
(Cisco Controller) >transfer upload serverip 10.1.1.1
(Cisco Controller) >transfer upload filename manual.pac

(Cisco Controller) >transfer upload start

MDde. . . TFTP

TFTP Server [ P. ... . 10.1.1.1
TETP Path. . ... /

TFTP Filename. . ... .. . e, manual . pac
Data Type. . ... PAC

PAC User. ... . testl

PAC Val idity. ... ... ... 60 days
PAC Password. . ...... ... .. ci scol23

Are you sure you want to start? (y/N) vy
PAC transfer starting.
File transfer operation conpleted successfully.

Microsoft & & 18 5% # 18

E{EFEAP-FASTRRA2FIEAP- TLSEJ@E@?& , WLCHIFT B ZE Fink EXARERBRNES
EXANERSHRBRRBN LIRS

RE
R Windows 2000 Serversi R ZHEBE BB EBRTE  AIFERE,

SERUTESE , LI{EREWindows 2000 Server_t EX A Microsoftss = 48 2% 448 -

1.1 TEREIEARL FiRE TEHEE/MRER, -
I;_ﬂl Control Panel

-1 : & | Accessibility Options
L 2% add/Remove Hardware

Ses Add/Remove Programs

trol Panel &) Administrative Tool
2 .

, X H



2. 3Z1Z A AlH Hri /M BRWindows T4
3. ERERK.

Add New
Programs

Add/Remove
wind s
Components

E;H Add/Remove Programs

Currently installed pi

Apache HTTH

Click here fFor

To lf]'.'-ﬁF:l]E' |'_|'|I=_'-
computer, clicl

X CiscoSecure Al
(@) Ethereal 0.10.
FileZilla (remaov
&7 IPTV Viewer

i Java 2 Runtim¢
™ Java Web Star
= LoaPExplorerT



Windows Components Wizard

Windows Components
Y'ou can add or remove components of Windows 2000,

To add or remove a component, chick the checkbox. A shaded box means that only

pnutcinfg&tmmmertﬂhemhd. To see what's included in a component, chck
etails.

121MB &

00MB
v 'ﬁ[ntemzl Information Services [I15) 216 MB
1 B9 Mananement and Monitnina T anks 52 MR ll
Descnpbior:  Installs a cerihcation authomty [LA) to 1ssue cerbhcates for use with
publc key secunty apphcations.
Total disk space required: 0.0 MB Details. . I
Space avalable on disk: 42059MB

¢ Back Net > Cancel |

REREzE  FRAUATES

Microsolt Certificate Services

’ After installing Certificate Services, the computer cannot be renamed and the computer cannot join or be removed
[ From a domain. Do you want ba continue?

4 BEERENTERBMBEG, BEEUBERIRE  FEERUMBCA.



Windows Components Wizard

Certification Authority Type

Thete ae four lvpes of certibcation authonties.

Cestification Authonty types:
" Erterprise root CA
(" Enterpise subordinate CA

i\\?\ﬁta’d-dme root CA
Stand-alone subordnate CA,

[ Advanced options

Description:
The mostiusted CAinaCA  ~ |
hierarchy. Does not require
lActive Diectory.
< Back Newt » Cancel

5 MARRRESRERBNLEES. LEALRESARVBREYAELRE. CEEEHAN
CAEM, REMBMUBRIEMEFEENED, RAEIERAMicrosoft @I KR E

Windows Components Wizard

Data Storage Location

Specify the storage location for the configuration data, database and log

Certificate databasze:

LCerhhicate databasze loo:

Browsze. ..

|I:: A TMM T veystern3Z2YWCentlog

Browuse..

™ Store configuration information L%a shared folder

Shared folder:

< Back Mext » Cancel




6. Microsoftss Z /B 2 #48 PR A5 5 A 11S Microsoft Web @ RSEREZV MEEE Fin MEARSEHE,
CEEEMRE ISR

Microsoft Certificate Services E3

"E Internet Information Services i running on this computer, Youw must stop this service before proceeding, Do you want

[_* to stop the service nows
OO0k ) Cancel [:§|

Microsoft Windows 2000 ServerIBR E @ ZE#H R . EEEHWindows 2000 ServerZ & H i
FTREREF W Windowstlt, RECTERSHBEE,

£ B BHRRLANIR Hl88 P R B

E £ CiscofEARLANTE |25 1Y A s EAP{al B 25 - E A EAP-FASThRZA2FIEAP-TLS , 5B T =@
SER

1. EERLANZSISE FREHBRE

2. BEHEECARE THIE jv?LANT’“%J%Eo

3. IS EARLANIE HIBS AL B B FHEAP-TLS,
AR, ERXERBETRHROIH | 3hEEH [ AR 8§ (ACS)EEMicrosoft Active Directory#
Microsoft? & H B B L HIER — E%J: BamRACSAMRBRNUATENRAREE L , BIfE~EXME
E8

HEMRARL AN HISE RS RE R

RN TEER

1. TERATHR , LEEEKEATWLCHERR | EEhttp:/<serverlpAddr>/certsrv, ##F
Request a Certificate , A% % — TNext, ###Advanced Request , A% 1% — TNext, EiE
Submit a certificate request to this CA using a form , A% % — T Next. & "Certificate
Templates iEE "Web servery , RAEBAMBENA, ARESBETATEH, BE A6 &
SRBEEEMBPLENRS

2. ERUATTER J«X{E%Pcﬁﬁf’éi B RInternet Explorer@|E28 , A%EE TTE,>T
InternetiBI®, > "WA L - & —T MCertificates . M TIIBRETRIZFLHENIFTS, B—T

FExport . ¥ZW FNextifiZ#ZYes export the private key, L= BPKCS#12 ( .PFXFI%Eﬁ
) » ##EEnable strong protection., AR, &HRBEEERER<tme2.pix>H,
3. BPKCSH1I2IE N HFEE/REI B L E OpenssIVEMER - , LMESEBRAPEMIER,

openssl pkcsl2 -in tne2. pfx -out tne2.pem

!--- The command to be given, -in Enter |nport Password: !--- Enter the password given
previously, from step 2g. MAC verified OK Enter PEM pass phrase: !--- Enter a phrase.
Verifying - Enter PEM pass phrase:

4. BEBRENPEMEXEEEE THEIWLC,

(Cisco Controller) >transfer download datatype eapdevcert
(Cisco Controller) >transfer download certpassword password
!--- From step 3. Setting password to <ciscol23> (Cisco Controller) >transfer download

filename tme2.pem

(Cisco Controller) >transfer download start



MDde. . . TFTP

Data Type. . ..o Vendor Dev Cert
TFTP Server [P ... 10.1.1.12

TFTP Packet Timeout............ ... . ..., 6

TFTP Max Retries.. ... ... ... 10

TFTP Path. .. ... /

TFTP Filename. . ... .. . e t me2. pem

This may take sone tine.
Are you sure you want to start? (y/N vy

TFTP EAP Dev cert transfer starting.

Certificate installed.
Reboot the switch to use new certificate.

5. ENRME  FRERE,

(Cisco Controller) >show local-auth certificates

Certificates available for Local EAP authentication:

Certificate issuer ........... ... iy vendor
CA certificate:
Subj ect: C=US, ST=ca, L=san jose, O=cisco, OUwnbu, CN-=tne
I ssuer: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tne
Valid: 2007 Feb 28th, 19:35:21 GMI to 2012 Feb 28th, 19:44:44 G
Device certificate:
Subj ect: C=US, ST=ca, L=san jose, O=cisco, OJwnbu, CN=tne2
I ssuer: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tne
Valid: 2007 Mar 28th, 23:08:39 GMI to 2009 Mar 27th, 23:08:39 GV

4L BECANRE T MBMIRL ANIR 528

mEMU TSR

1. ERA TS BUREEHERCARRE | EEhttp://<serverlpAddr>/certsrv, iZiZERetrieve the CA
Certificate , A% 1% — TNext, EIECAESE. & —T "DER encoded. . #&—T "Download
CA certificate) , #$B&& 5 77 Arootca.cer.

2. £ Fopenssl x509 -in rootca.cer -inform DER -out rootca.pem -outform PEM#+ , #§{t RS
CARDEREXWMABPEMME RN, & HEREPEME R Mrootca.pem,

3. THMEMCARSE :

(Cisco Controller) >transfer download datatype eapcacert
(Cisco Controller) >transfer download filename ?

<fil ename> Enter filename up to 16 al phanuneric characters.
(Cisco Controller) >transfer download filename rootca.pem
(Cisco Controller) >transfer download start ?

(Cisco Controller) >transfer download start

1o o TFTP

Data Type. . oo Vendor CA Cert
TFTP Server I P. ... . e 10.1.1.12
TFTP Packet Timeout...............cuiiiiiennnon. 6

TFTP Max Retries........... i 10

TFTP Path. . ... /

TFTP Filename. . ... e r oot ca. pem



This may take sone tinme.
Are you sure you want to start? (y/N vy

TFTP EAP CA cert transfer starting.

Certificate installed.
Reboot the switch to use new certificate.

£ GUIhiE#ZESecurity > Local EAP > Profiles , ZZEHBERI MBS LRTE

- ERAERRHESE

. EE&%E?%F%%&EO
. REERERMHEES,

. BRRACAREME,

z
1] L I ¢ T %

EEFREBE I ZERTRAXMBES

TR REEFiRHBRCAT R

EFmAEAREBEMBREBEMARIZEIIBCAES, TUAFEASES ZENEFRREYSELZRE
Windows XPEfE ., EEEEMEE , Windows XPEREXABEFREFEREIDEAN , ANKEE
B ER,

Windows XP%& F i L BYWebZI B 25 A K SRI@ R MY iR ER AR A B 1R E H BB A AR EW
EFmEE. LBRERARKEMicrosoft ¥ EMBMBRARFENTFRES

1. ZEEZFin EEAWeb BB  UiRIBRIEMIR SR EBRAME. EEATIERE , FEA
http://IP-address-of-Root-CA/certsrv,

2. ff£ FADomain_Name\luser_name& A, B4 BAFEAEAXPEFHBEANERAEZBE A,

.1E THEID, RET , BRERRCARE , REE-TTF—%.

4. i#1¥Base64 EncodingFDownload CA certificate.



5. 7 "Certificate Issued ( E%BEEE ) 1 BT , 2 — Tinstall this certificate , ARE—T
Next.

6. 1i#1EAutomatically select the certificate store , A% 1% — T Next A B B T Y ImportE 2.

7. ERDFBERRUBURRBEERUBIRE

Microsal Caridcate

Welcome

You use s web site to request a ceificate for youw web browser, e-mail chent, or other secure program, Once you acquire a cerificate, you
wall be able 1o securely identify yoursalf to other people over the wab, 5ign your &-mail messages, encrypt your e-mail messages, and more
depanding upon the ype of certificabe you request.

Select atask:
= Rereve the CA cemificate or carificate revocation list
ORequest a ceificate
D1Check on a pending cerificate

Retrieve The CA Certificate Or Certificate Revocation List

Nt this A carbicalion path to allow your computer 1o rust certifcates issued from this Cemification autharity

15 not necessany to manually install the CA certibication path If you request and nstall 8 corbficate from s cortheation authonty, because the
CA certificaiion path wall be installed for you automab cally.

Choose file to download.
CA Certificate: [EEETTaIIl

@DER encoded of O BEase 64 antodad

Liowmiosd LA ool Cai
Downioad C& cartificaon path
I | Sle remcic sl i

8. & —T "Download CA certificate, -

Hortg

Retrieve The CA Certificate Or Certificate Revocation List

Install ihis CA& corfificalion palh bo alow Wwour compubar b FUst coftficates issuad from s certifcation authariy
Filia Dwamndoad - Security Warning

It 15 not necessary o manually instal the CA

this cerbfication authonty, bacause the
CA cortification path will De nstalkad for you

Do yous wvard b0 opon sa zave this e ™

Choose file to download:

E_:__E Mt Coringw, cor
CA Cantificate [EERIneIil Tpe: Sacunty Cortfcatn, 790 ntes
Frore 10010112

[_omn J[ Sww J[ comcs |

=DER encoded or OB

V'l Tz o the Irdesresd com b uoshul, s s igse can
poheniially haim wous computer || sou do nol st B pce. do nol
open o mhﬂmm:;m




Certificate Import Wizard

Welcome to the Certificate Import

Vfizérd

This wizard helps wou copy certificates, certificate trust
ksts, and certificate revocation kists from your disk ko a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. & certificate stare is the system area where
certificates are kept,

To continue, click Next,

Mext = Cancel E

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

s

wundu:ws can automatically select a certificate store, or you can specify a Ic-cat-un for

| * aAutomatically select the certificate store based on the type of certificate ‘
" Place all certificates in the following store

< Back Next > Cancel




Certificate Import Wizard Ei

5 |) The import was successful,

i

0. FEMERERRWBIERSERRTE , B EUnternet Explorerdi#E TTHE, > T
InternetB®, > "TRA, > "HE&, .

/3 Microsoft Certificate Services - Microsoft Internet Explo

File Edit View Favorites | Tools Help

\ Mail and News .l

Back - | * I < b

e S d L Pop-up Blocker » L
Address |J§| http:/{10.150.1,10¢  Manage Add-ons...

Dt o e st ettt S !

Windows Update I

Microsoft Certificate Sery

Windows Messenger

Retrieve The CA Cer <ot MabieFavorite... )
IBM Java Console -

Install this CA certificat IR




Internet Options Ed E3

Eenafall Sacuity] F'rivac{ Content I%uma:cthmc] F'm-gramt] Advaru:ad[

— Content Advisor

= Ratings help you control the Intemet content that can be

& viewed on this computer.,

| Enable... I Settings.. |

— Certificates

E Iise certificates to positively identify yourself, certification

al authorities, and publishers.
Clear S5L State Certificateg. .. I Publishers...
Yy

— Personal information

— AutoComplete stores previous entries
% and suggests matches for you. AL I

Microsoft Profile Assistant stores your My Profile... |
personal information.

0K Cancel | Appiy

EZEENREEREENTD  CEZBIFTTENBIRREN



Intended purpose:

<All= e

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ ¢ *

Issued To Issued By Expiratio...  Friendly Mame "
E=l Thawte Server Ca Thawte Server CA 12/31/2020  Thawte Server CA
=l Thawte Timestampi... Thawte Timestamping... 12/31/2020 Thawte Timesta..,
Eltme tme 2/28{2012  <None>
EduTh - DATACOMP SGC UTN - DATACarp SGC 6/24/2019  UTN - DATACarp...
EuTn-USERFirst-Clie... UTN-USERFirst-Client ... 7/9/2019  UTN - USERFirst-. .,
ELITH-LISERFirst-Har... UTM-USERFirst-Hardw... 7/9/2019 UTH - USERFirsk-.. ,
LITH-LISERFirsl:—d"-.IEI:.., UTH-USERFirst-Metwo, .. 7092019 LUTH - USERFirsk-...
EUTN*USERFirsbﬂhj,.. UTH-USERFirst-Object 719fz019 LT = USERFirsk-.. .
%Usriﬁign Commercia... VeriSign Commercial 5... 12/31/1999 VeriSign Commer...

Advanced, ..

[ Import... ]I Export... ][ Remove

Certificate intended purposes

(avanced...
e

il =
Close
4 SR o
EFRAARBEREBMBRREENESE , WLCTEEHWLAN EAP-TLSEFRETEHERE. &
#“EHETHAREREF K séifﬂfﬂ%ﬁi\;z%ﬂ(:l‘:Wmdows;XP EfE ., EEERAEMESE , Windows

XPEAELAEAEERAEDEA , AL AEBHBER (ARERIERE H802.1xB £ 4
WLANERR ) »

Windows XP% i L EYWebBI B 25 LA K S5 Y B (R IE R AN EE A 1R 3 5 18 3 HA3 a AR 2R B AN
ERmES. LBRERARKEMicrosoft @ EREMBRARFENTFRES

1. B EFPim LEAWebBIEzR  WiBBEREOI SRR BRRSE. SEHITHERE , FBRA
http:/IP-address-of-Root-CA/certsrv,

2. f£FADomain_Name\user_name& A, ZBXAFEAFEAXPEFHNBEANFERAERBEA,
(FREEBBRAZTFHES. )

3.7 "Eul, REF |, #iERequest a certificate

4. &f2Advanced request , A% % — T Next.

5. 1##ESubmit a certificate request to this CA using a form , #A7% 1% — T Next,

SREE — T Nexto

6. 7 "Advanced Certificate Requesty 38 L | i®#12 Certificate Template as User, , #% "
Key Size, 151024 , K% — T Submit,
7. 7 TCertificate Issued ) fREF , #&—T TlInstall this certificate s . iE&E HFEWindows



XPEFIR LRI ZREFimE S,

Microzolt Certfica

Welcome

fou use this wab site 10 requeast a camificata for your wab brosser, e-mail chent, or other Secure program. Cnce you acguire a camhcate, you

will b &bile to securety identily yowrself to other peopla over the web, sign your a-mail messages, encrypl your a-mail messages, and moda
depending upon the type of Cemificate you request

Select a task:
O Retneve the CA camificate or cerbficate revoacation list
@ Request a certificate
O Chack on & panding cerficats

Microsolt Cerdificale Sen

Choose Request Type

Flease select the type of réquest you would ke to make

O User certificabe reguest
QUi Contiicats ]

@ Advanced request

Ml romall Cet

Home

Advanced Certificate Reguests

You can request a certificate for yoursedl, ancther user, or a compuier using ane of the folowing methods . Mot that the policy of the certification
autharity (CA] wall determine the cerificates that you can obtain

& Submit a cartificale réquest 1o this CA using a form

O Submit @ cartificale request using a baseid encoded PRCS #10 file or @ renswal request using a basetd encoded FICS #T fik

& Request a cemificate Tor a smart cand on behall of another user using the Smarnt Card Enraliment Station
o amust have an anroliment agant calficals bo subvl # sequesl for analber user

TEN
8. i#{#ZClient Authentication Certificate.



Microsoft Cenificate Seraces - tme

Advanced Certificate Request

Cerificate Template;

Ligar e |

Key Optlons:

CEP: | Microsoft Base Cryplographic Predar wi.0 b

Key Usage: {JExchange O Signature & Bolh

Iifg'r Size 512 :;:1$ (oamman key sized: §12 10249 3

& Create new key sal
[]Set the container name
O Uze axisting key sat
L] Enable strong private key protection
Mark keys a5 exportable
CIExport keys 1o file

[ Usze local machine store
You rrust be an sdrimsteator lo generale
& ke i Hhve Bocal machne Stone

Additional Oplions:

Hash Algonthrm: | SHA-1 w
Cinly waed o angn fedpesd
L] Save request 1o a PKCS #10 file

Atrtrikedac:

BECEBYF
Ein&E,
0. PERBREZCTHRE | FETInternet Exploreriti®i® TTHR, > TintenetiBE, > TRE
1> TRE, £ TEAAL BEBY , CEZEIRE,



Certificates ?]X]

Intended purpose: ! <Al = v

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior € *

Issued To Issued By Expiratio...  Friendly Name

= Administrator 3 272008  <Mome>

Irnpork. .. || Export... || Remove

Certificate intended purposes

Encrypting File System, Secure Emad, Client Authentication

| Closs I

EEFIRER LA ENESREESKNEAP-TLS

FAATEARA TS8R

FEERERT , WLCEERESSID , At eEFENSSIDH "E @K, FEYER. BRI
REEER , TLIE—T/BE (Enterprise) FHYSSID , AE IR — TCreate Network., N5
WLANE# el E A A BERESSID , AIXEFBHHIESSID, ALt , 557 Access Devices
#E—TAdd , AR F W A EEMNSSID ( flin , Enterprise ) o Eﬂg-ﬁﬁﬁﬁ‘ﬁﬂ’ﬂiﬁﬁﬂﬂﬁ%o
tLRER  FEFHRITBHIRIEEENSSID, £AJd Access Deviceti & ASSID# |, 5518
EXHESHEARE. F:  IRRFEEARERREEEAPEHRERTE , BIERETA
i #E R (802.1X),

. ¥ — T Create Network AR EINetwork ProfiletR & , ZIRE A EEINE (REBEN

) SSIDEE & 17 5 78 #4146 B3 Bt o %@Elﬁﬁﬁ"ﬁﬂﬁx_ﬁ%ﬁ A AELSORBOERE
KT B ZEAWLANZ = & B /5 SSID,



Cisco Secure Services Client - 0] x|

Client Administration Help

Create Networks | Manage Networks

Access [/ Data Secuity

)l auba-ap-configindhe-cleas (2 accesses dete,, iy WEP

Jall b B Open

Al cox5 (2 accesses detected) B Open

al con B Open

.I..I.l .................................................................. % ............................................
001307351223 High Signal WEP

Jl m;meslnet (5 accesses detected)
il guestnetwork,

M-F ogue

| secure] [3 accesses detected
gl tme-test (S accesses detected)
Al tmgl [2 accesses detected)

P P i
=

Create Network |

3. R B MEEAMEEAP-TLSH £, AKIR— T Configure ABLEEAP-TLSB %,

4. TENetwork Configuration SummaryT , ¥ — TModify ATt EEAP/BIRERE

5. #XETurn On Authentication , ZEProtocol T iZIEEAP-TLS , A& #EUsernamelE A H 14,

6. EEEAE—ZSABRUSEAZARIBE TR S MBI, R— T Configure LF% EEAP-
TLS5EI&,



Metwork Authentication...




Mebwork Profile

~— Metwork

Mame: |con-eap Metwork

¥ Available to all users [public profile)

[T Automatically establish Machine connection
I Aitomatically establish User connection
[ Before user account [suppoits smartcard/password only)

—Metwork Configurabion 'S ummans:

Authentication: | EAP-TLS:

Credentiali | Request when needed and remember for the session

—hccess Devices
Access /551D Mode Motes
con-eap WPAZ Enterprize
Add.. | Moty Configuration... | Remove
Hep | ok |  cancal

7. 5 TEAELLNEAP-TLSEE , BEEHRERADIUSHREZRE, EEFITIIRE

Validate Server Certificate.



Configure EAP Method... B3

.............................................................................

IF Validate Server Certificate

v Allow Fast Session Resumption

Help ‘ Ok I Cancel

8. FERFERADIUSHIR:RER , CEERUBRNZLRBEAERER , UEEEIEHENE
#. #E#EClient > Trusted Servers > Manage Current User Trusted Servers,



Cisco Secure Services Client

=10] x|
| Chent  Administration  Help ‘
Manage Adapters... |
Y EN SPPE P
Manage Current User Trusted Sarvers. ..
Advanced Settings... Manage Machine | Al Lisers Trusted Servers. .. Data Sec
| v {Epeoe— k Disconnected
v Turn 'WiFi Radio On
8
v Show Syskem Tray Capable for wep
Close Window Configured for; wpa2
4| | i
Details. ..
Conmect | Corifigure | Hemove | otalus... |
i
— Trusted Server Definition - Current U sers:
Rule Mame Validation Method
Add Server Rule... QJ] Remove Selected Edit Selected... |
Help | Cloze I

9. ARAEE—EER , YREFRRFIFENEH,




Trusted Server x|

— Trusted Server

Rule name: [\WLC-Config
Walidation method: | Certificate LI

—Match ANY Certificate Validation Rule:
[~ Subject Altemative Name | Exactly matches j |

[V Subject/Common Name | Exactly matches ;] |tme

Help ok | Concel

EAP-TLSEL & 5 KXo
10. BREBREREEER, ENRERBFFHEREHEZA
Cisco Secure Services Client =10] x|

Clert  Sdministration Help

Creste Networks | Manage Networks |

Enter Your Credentials

Metwork,
1 F .._.-
=1- con Met
}I:[ o ) ) Flease enter your credentials for
- e network con-eap Networl, access con-eap
4
+- ) | coneap

Usemame: |Administiato

Send. |  Cancel |

4] | B

Dretails...

Connect E Configure | FHemove | Status.. |

; e
BERRLREEFIRZENARBZELHHETRE (CRERIL R T FERBHE
). REGERFEAECLAKES.

1. EERETEMERER , £Manage Networks EE HIProfile TiZIESSID , R%&ZE—T



StatusZE HERFMEF . Connection DetailsiRBIRMUEBEFREE., EHRRENGKTE
TR B ERE S ERNE R, WIiFi Details ( WiFiFHAEF ) ERIZHERIS02.11EFAREEM
SHMMEF , BIERSSI, 802.11@BEM 5 M ERFH/INE,

Information...

| Status | Secuety

Connactad: Autheniicated (Aadalonn. . WIAZ

11:24: 26044
17: 24 28 1054
11:24:2E074
112428054
11:24: 28104
11:24: 26194
11:24: 28 295
11:24: 28 305
11:24: 28315
11:24: 268335
11:24: 28 335
11:24: 28335
112428 395
11:24: 268505
11:24: 28505
11:24: 35 534

correap Hetwork  Conrechon pequested [nom wuset conbasxt

Coanreschon sulhernbeston :talndu:ing e i uger's crederhials

Pt shate transition ho AC_FORT_STATE_UMALUTHENTICATEDAC _FPORT_STATUS_STARTED)
Connection association stafed using enciyption modes AC_ENCR_AES AC_ASSOC_11 8021

Pout stsbe Liarmbeon bo AC_PORT_STATE_COMMECTIMGIAC PORT_STATUS_LINE_LUP)

Pout stiabe ransition bo AC_PORT_STATE_AUTHEMTICATINGIAC_PORT_STATUS _BO21x ACQUIRED)
Iderdity has been requested Inom the netveork,

lderity has baen sart bo the network.

Auithsrdicalion shamed usrg method hpe EAP-TLS, kvl 0

The sere has ieguested uing suthentststion lype: EAF-TLS

The cherd has iequested usng authenbcaton fppe: EAP-TLS
Waldating the server,

Poit state Uransition to AC_PORT_STATE_AUTHEMTICATEDAC_PORT_STATUS_GROLP_EEY]
The sulbenbcshon process hat secceadad

The lcllowang IF addiess has been asngred: 100108024,




Cisco Secure Services Client

Chent  Administration  Help

[ .S

Create Networks | Manage Networks I

Metwork / Stabus Data'

L .

E}q | con Metwork Disconnected

| o Mo Adapter Available (Suspended) B

Ei— g:_\, con-eap Mebwork Connected: Authenbcated

—_—

‘| | ﬂ

Details...
Discornect | Corfigwe | Remove | Staus..




Conmection Status

Iﬂnmtlmﬂctuisé WiFi Details I

Statusz: Cornected: Authenticated
| Duration: 00:01:19
Metwork Profile: con-&ap Network
Lizco Aronet B02.11a/b/g Wireless
. Network Adapter: Adapter [Microsoft's Packet
Scheduler]
Chent MAC Address: 00-40-96-A6-D6-FE
Access Device: COrn-eap
Access Device MAC Address: 00-19-07-35-14-4C
Tranzmitted packets: 346
FReceived packets: 3
| Speed 54.0 Mbps
| Authentication Method: EAP-TLS
Authentication Server: tme2 [trusted)
| IP Address: 10.10.80.24

Help Cloze

Debugis©

mHEES T E(EHEHMEFFERH)(OIT)XEX Lshow t. FEHAOITREshowi &

o

BIEX : £/ debug IEH 28I , FEX 2B EE Debug EES

MEZEEA,

WLC LRI BAfE A LA N debugs = R EE R BN T STIRAVIE S -

- debug aaa events enable

- debug aaa detail enable

- debug dot1x events enable

- debug dot1x states enable

. debug aaa local-auth eap events enablez}

o Y 0 A


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

- debug aaa all enable

MBS

- BRHERLANIR G125 40 R8ER R 18 Ra4.1hR
- WLANS i 2 %
- BifinZ BB ¢ - Cisco Systems



//www.cisco.com/en/US/docs/wireless/controller/4.1/configuration/guide/ccfig41.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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