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B E A, B R, IPHUATRMAEEEES, {82 e % ik DS IPA I HAS
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2. BAHEHREAERRENWLCERIBMSK (SPAN)R|IDSEE,

3. IDSEHEWFBEERTWEIR , WREELIBEETBNWRE.

4. IDSEERMHTTHENEBER , tUTETEER.
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Cisco WLCE#R El|Catalyst 6500 L Ky gigabit/T . Agigabit/TEZEERIEREE , WEWLC LA
EREREA(LAG),

(Cisco Controller) >show interface summary

Interface Nane Port VMan Id | P Address Type Ap Mgr
ap- manager LAG untagged 10.10.99.3 Static Yes
managenent LAG untagged 10.10.99.2 Static No
servi ce-port NA NA 192.168.1.1 Static No

vi rtual NA NA 1.1.1.1 Static No

vl an101 LAG 101 10.10.101.5 Dynamic No

25185 EE AR T Catalyst 6500 L gigabit 5/1 Fgigabit 5/257 .

cat 6506#show run interface gigabit 5/1
Bui | di ng configuration...

Current configuration : 183 bytes
!

nterface G gabitEthernet5/1

swi t chport

switchport trunk encapsul ati on dot 1q
switchport trunk native vlan 99

swi tchport node trunk

no i p address

channel - group 99 node on

end

cat 6506#show run interface gigabit 5/2
Bui | di ng configuration...

Current configuration : 183 bytes
!
interface G gabitEthernet5/2

swi t chport



switchport trunk encapsul ati on dot 1q
switchport trunk native vlan 99

swi tchport node trunk

no i p address

channel - group 99 node on

end

cat 6506#show run interface port-channel 99
Bui | di ng configuration...

Current configuration : 153 bytes

1

interface Port-channel 99

swi t chport

switchport trunk encapsul ati on dot 1q
switchport trunk native vlan 99

swi tchport node trunk

no i p address

end

;?S@iﬁﬂ%%ﬂ’ﬂﬁiﬂﬂﬁﬁﬂﬂ&i&ﬁﬁﬁ?ﬁﬁﬁﬁ , A EMEY | & ot RE N 212 A B
H.

HEMEXT K BRaFTgRERAR, BARSMZERRENGEX K MTARERERNERS
. ERMEXATETHNEZERRBARTEXEEREAEBNERTR,

af : FBERRWLCHIPSES B RIIERE. KEBTHROIEERR TIDSBREMEERBME

A TFIE. EEERBETREE—ENEBENE , LEAREHER TEX. BERRNMEERN
HAMEHS  F2RRAREN,

EHEED  BERBANELUEMER T, Cisco IDSRAFERSHYES 2 /) HE 4R B Catalyst 6500_E Y
gigabitsTH5/3, fECatalyst 6500 L2 —EEEREXRE , HhEREBENEHERHINKRER , B
HY 3t 2B 4R T Cisco IPSRBFERS Y ES 32 N E M gigabit N H . EEASRFIREENMTENAEALDMEO
REL/HIIDS , LEETEIBEFETEBRE,

cat 6506#show run | inc monitor
nmoni tor session 5 source interface Po99
nmoni tor session 5 destination interface G5/3

cat 6506#show monitor session 5

Session 5
Type : Local Session
Source Ports :

Bot h . Po99
Destination Ports . G5/3
cat 6506#

BcECisco IDSE IR

Cisco IDSBURIZRMIFIAE B R E B ER B BB RFNREERIBRBRRTRHN,

1. B AEKE  BEFEEERIIBAEE. SETRSEMNEEEREIBAIZSE.

2. ERARTATEACHESBNEE., ¥  BARFEAERBNRET Aciscoo BREA
REKR K RRSRERTEEXRCH. EXEEHEBMAUNIXER , Blcisco. ARAUERMABEE
X
| ogin: cisco
Passwor d:
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***’\D‘I’I CE***

Thi s product contains cryptographic features and is subject to

United States and | ocal country |aws governing inmport, export,
transfer and use. Delivery of Ci sco cryptographic products does

not inply third-party authority to inport, export, distribute or

use encryption. inporters, exporters, distributors and users are
responsi ble for conpliance with U.S. and |ocal country | aws.

By using this product you agree to conply with applicable | aws

and regulations. If you are unable to conply with U. S. and | ocal |aws,
return this product inmediately.

A sunmary of U. S. |aws governing C sco cryptographic products nmay
be found at:

http://ww. ci sco. coml wd / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending

emai | to export @i sco.com

***| | CENSE NOTI CE***

There is no license key installed on the system

Pl ease go to https://tools.cisco.com SWFT/Licensing/PrivateRegistrati onServlet (registered
custonmers only) to obtain a new license or install a license.

3. L ERAIRR EAVIPHE, FHRMIRMEREBE. £ : ERIDSLARERHREFAN G T
EEINEH, it EEIRFHREENE, BRENTETTEEL, FIEERIFEHR
EENEML , AR EEIDSH RFFLLLE,

sensor #configure terminal

sensor (confi g) #service host

sensor (confi g- hos) #network-settings

sensor (confi g- hos- net) #host-ip 192.168.5.2/24,192.168.5.1
sensor (confi g- hos- net) #access-1ist 10.0.0.0/8

sensor (confi g- hos- net) #access-1ist 40.0.0.0/8

sensor (confi g- hos- net ) #telnet-option enabled

sensor (confi g- hos- net) #exit

sensor (confi g- hos) #exit

Apply Changes: ?[yes]: yes

sensor (confi g) #exit

sensor #

sensor #ping 192.168.5.1

PING 192.168.5.1 (192.168.5.1): 56 data bytes

64 bytes from 192.168.5.1: icnp_seq=0 ttl =255 tine=0.3
64 bytes from 192.168.5.1: icnp_seq=1 ttl =255 tine=0.9
64 bytes from 192.168.5.1: icnp_seq=2 ttl =255 tine=0.3
64 bytes from 192.168.5.1: icnp_seq=3 ttl =255 tine=1.0
--- 192.168.5.1 ping statistics ---

4 packets transnmitted, 4 packets received, 0% packet |oss
round-trip min/avg/max = 0.3/0.6/1.0 s

sensor #

4. B , B LUBBGUIE EIPSRAIZR. MREREORAFZNERIPHEL, thEER—ETR
Bl , HRBRIZRALE 7 192.168.5.2,

333 S


https://tools.cisco.com/SWIFT/Licensing/PrivateRegistrationServlet
//tools.cisco.com/RPF/register/register.do

e Halp

4
2 B 0 O e ¢ oY
ety

5 faraor Gatup

| Piirwed Haatz Bpas e B mebwork ard or T
B O, 5
O, Cardz ey
e
Rotiiri
E1 T vt u o prigun e ¥ Anden il [erreasy
f Awad
R i Pt
oo ety
L Ta el F e Pt b5
B S Anusis Ergrs [y —. |19z reasa
t s Beraor
B S
[ T — FTF Timaawat [z recnrdy
ﬁiu;m-m Varsoies
. igradure Conlgurslon rrir g [
RCustom Bignatare Wizsrd — o

T
nqmt:"::m = Enstie TLAESL ;:und-n:_mum
n Buiss

+ P rd Vi eh narer pat [TE] ¥ [ raabs Tainat
T et Vi Wi
1 R 4 b ey
- P e b F i
- P v ) g
B G fodsing
P v Propanies
+ P Logpn ey
+ P ire Carvitad
IR ter Bl ke Dirsdc # mlwTas a4
R B Bia e Chptc o nkmrtac ey
L “llhl [ SR T
[
L ﬁc-lmlll:mrmn
FoTeaps Contgueaiion
Polssde Updaia
i ore Cortmattn
oot Senzor
+ fshudoen Semaar
- fRpante Benace

[ TS

Horame | T

ooy Mgk |.\-!|§ 44 15540

I R a8 A cigce sdrmimigiaior &

FTRWLCARHMIPSEABEHHEAE.

Fiw Helg

Rrwnd Hoil Eipsliy Pt s Tl furv BCCHES 10 o Sannior Trok Sr0n Fole 15 800010l Sobe Il aboers youl 80 DYPiss e CLL st Orily oo St i 00unt |5 abowsd

M Pzt Stbud

[ G intwrface Contguratan
R o
—Pteriare Faas
i -t
- Tl F b Mo e,
B G artis Enge
o Sanace

et Vit Paswsond

PREwent dcon (rpricen
Pl e I Pripwond ==
—YRere ol Sl
B & fiosiing
| i —— Conlirn Pavpwosst  [™
PR Lieh Prodies
- Rtariong Dawces
E«mn«w v Inetices
v ol B Ene by i et |
- Pouastr Bicckong Bersar

A 0 csun

BARERNE,

50 - 19F,

F Cisen Sosring
] L] g O & ¥ -

Comfyprsien  Mordorrg e Forwwd | Bubeh Hep

B S Btk S40 I
P nirity Bwdrieg nbirlicd rrnd b eeabied el Siiigred B § el iendoe barloes B o T ChA P ad iy ddeiare imbeelin o by i B T i)
B 6L E5H e by EA A o Dl b
B O Coriicatas
. = SeciAn
- a8es L] e 5
= mm|!m|mm|m1m|{:rw Dascrigton |
B G irmeta # 4 vl whan
H el
+ YRt rtnce Fari
5 ST oy AEE Bt ] T T i b iy i Piistep— M
ARTrale Fiow Hodlaions Crgatat] Bawrgtin L] T feiapgans) ety ey ~Hf— [T ] |

HEEERNEMEEOMEIE , MUTRERTR



Fin Halg
= % Cepes Eranamn
2. [ 212 2 ot
Comfupmdion Wik Ba  Fowwd  Rebeih Fen
B O B St ‘et Sgeiar
- Ehletan
- Fha dfricai rfdlorh it %) il S IR S E R B prosparil o Wel (Ul bl dRfe i il EREFRE B B4 B AEIGR 5
B0 aaH Wﬂm“uhmfnq“lﬂum“mm:“bﬂmm
B G, Canticaten
]
Rusers teame s Iaaetac o (00 MlerTace Paes) Dwucrgan Edt
[ G interince Confguraiion
At
+Pnterisin Pary
E’pnl
—Truie Firw Mot BOEATE
EEMLEH
ARl Vsl
N /= E
IEIE2004% % ‘ ICMP Bl FEFE R = AT RIB R EBRTE o
Tl Wil
. % 15ce Sesrims
e (OS2 rev
[ . | Ben Fomwd Reveih bep
B L Ebrd Sebup Lrgruhes Corfgurilon
| [ BeleciBy A8 Ggnatored =] BeeoiCrene [-Re- v
B Ghsse ey i |
T Eabit s
B O Catdicaten B IMOJ M IEhlﬂlll i) I B I““ I Trpsk I Engina I el
| W MECHH Lark:
B ) 1| TCPOrmp UrpedPorge . Mg | ModfyPaioll.  kemalo 190 Dwtws | Bommatow ™ J;‘
) G rteines & ariguritins ] 10| TolDrog - Tenaitarrg NSIA .| Yed | Deny Pein . et 190 Dol | Pisrrmiksie Mz L
| """P (E] B | TCP Drog - Daks i BYRACH Yeu | Deny Fuetin.  ikemabe 190 Dwdawslt | Biemaize He Clons
Rvstrtuch Painy
'ﬁmﬂ-l‘ 5+ ] 3 | TE rog - fea Opsen Lt vai | Dty Pl Fioemiis 180  Defall | Pierriie He
Eat
~YPRTraii Fioew Nobcabons TOO 0 | KCMP Echa Reply Ve | Frodus de B 180 Tuned | doesic P Hp —I
] "’“‘"""‘5;’:‘"' o @ KM Fan! U s hable ven Producs Ked gt 180 Tused e [ [Enabie
Al Serries
Roichal Vasabins 100 q | KCMP Soare Dann Ve | Frodues den g 100 Tuswd | i 3 Danbie ]
3 G, fagrituss Dminlian 1003 4| P et T | Produde Med g 190 | Tumed | e Ma
~ PR Vs Katong
_
p o] S et |
callan T & | WCMP Tieveh Ext st e 0 MO FORARNEN PR 100 | Dolwall | iwssis "
3 % Ewert Asfion Brule o0 0 KMP Parsmpter Frobiss on Mo Frodueler  idemabo 100 Cwlaall | omic® [ g
'ﬁ""""m‘ oy 0 KMP Tevsulienp Mgl Me  Frosulblen Wb 180 Defesll | mdowsic P [ Kalale
AT gt ¥
3 Tnmom”:n T q KCMP Tarsplemp Regdy Mg Frodus Med dsrmiaba 190 Dwiwsl Mo . Rty
-E:HMIMFM‘ T 0 KPP R el Me Frosstemen  FeTEb 180 | Dwiwall | desie e

ERLRBSRE , BRARSEE | SERBREMRE/High , #EHRERE RKProduce
Alert#1Request Block Host.



Signature IDr 2004

SubrSignature IDx 0

# Hert Severity Agn

B Sig Fidelity Raling
B PromiscuousDelte [
&  Big Descriphon
B Signalure Name; I—
B Aet Modas I—
B User Comemanls I—

B Aent Trais: [
B Foelease |
& Emging Alemic IP
# Event Action: ml
Froduce Werbnse Aler
Reques] Black Cannethior
e
B Fragment Stahus: [ =]
€ W Sperity Laser 4 Fromcol =l
2 W Laver 4 Frotoral -]
[ W Spocifr ICMP Sequence: | :‘
| @& W specitkomp Tipe
| B ICWP Type
W Specify ICMP Cade .
B Speciy ICMP Menider .
W SpecifelCMP Tobal Lengthe | 10 - |

B Farameter uses e Defaull Yalue Click e icon 1o edil ihe value.
4 Parameler uges & Usar-Defined Value, Chck the icor 3o reslore the defsul value,

oK . Cancsl Hew |

AXTEWLC

TR T ZREIAREWLC:

1. BLBIFIPSEE & M A HL#T I8 B HIB5 % |, 551 1F Security > CIDS > Sensors > New.

2. B ZH BN HIPHuE, TCPESE, EAEERBNER. A TRIPSRRISSEEIEM , Bk
IPSRURIZS R EITI ST , REEWLCLFESHAEER ( FHEH ) . EARREBIREIZED
IDSHY Ew B

sensor #show tls fingerprint
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sensor #show config

! Version 5.0(2)

! Current configuration last nodified Mon Apr 03 15:32: 07

servi ce host
net wor k- set ti ngs

ZERETHNEL

host-ip 192.168.5.2/25,192.168.5.1

host - name sensor

tel net-option enabl ed
access-list 10.0.0.0/8
access-list 40.0.0.0/8
exit
time-zone-settings

of fset 0

st andar d-ti nme- zone- nane UTC

exit
exit

service notification
exit

service signature-definition sig0

si gnatures 2000 O
al ert-severity high
st at us

enabl ed true

exit

exit

signatures 2001 O
al ert-severity high
st at us

enabl ed true

exit

2006



exit

signatures 2002 0
alert-severity high
status

enabl ed true

exit

exit

signatures 2003 0O
alert-severity high
status

enabl ed true

exit

exit

signatures 2004 0
alert-severity high
engi ne atomic-ip

event - action produce-al ert|request - bl ock- host

exit

st at us
enabl ed true
exit

exit

exit

service event-action-rules rul esO
exit

servi ce | ogger
exit

servi ce networ k-access
exit

service authentication
exit

servi ce web-server
exit

servi ce ssh-known- hosts
exit

servi ce anal ysi s-engi ne

virtual -sensor vsO

description default virtual sensor
physi cal -interface G gabitEthernet0/0
exit

exit

service interface

physi cal -interfaces G gabitEthernet0/0
adm n-state enabl ed

exit

exit

service trusted-certificates

exit
sensor#
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B Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule reguires three steps:
Step 1: Configure & service palicy.
Step 2: Configure the traffic classification criteria for the senice policy rule.

Step 3: Configure actions on the traffic classified by the service policy rule.

Create a semvice policy and apply to:

" Glohal - applies to all interfaces

* |nterface: |in5ide - {create new service policy ﬂ
FPaolicy Mame: |inside-pn|icy
Description: |lD5-in5ide-pn|icy

| Mext >

Cancel| Help |

5. REERANKBNHMAER. ATREREENEL  BERERRAEN , BHELRHH

, RECER | BIE T Any Traffic, #E—T "Nexts MEE,



B Add Service Policy Rule Wizard - Traffic Classification Criteria

i+ Create a new traffic class: |in5ide-c|aas

Desctiption (optionaly: |
Traffic match criteria
[ Default Inspection Traffic
[ Source and Destination IP Address (uses ACGL)
[ Tunnel Group
[ TCP ar UDP Destination Port
[ RTF Range
[ IP DiffSery CodePoints (DSCF)
[ IP Precedence

[ftraffic does not match a existing traffic class, then it will match the class-default traffic class.
Class-default can he used in catch all situation.

™ Use class-default as the traffic class.

dEIack| ext = | Cancel| Help |

6. ERLUTZER , LUEIE RASAKREE DR HEAIP-SSM, iEAHEnable IPS for this traffic flowL
BAAE®ER, SEXREAERE  UWERENBIRESNEEZIER K MARSEHREER
B, 1% — TPermit traffic AFERASASR A TE AIP-SSM 2% 4 I FE B IEE A X R BH IR RE, %
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8% Add Service Policy Rule Wizard - Rule Actions

Protocol Inspection Intrusion Presention

v Enable IPS for this traffic flow

Mode

" Inline Mode

as aresult of IPS aperatian.

o Promiscous Mode:

he dropped by IPS.

[fIPS card fails, then

o+ Perrmit traffic

" Close traffic

Connection Settings ]

Inthis mode, a packet is directed to IPS and the packet may be dropped

In this mode, a packet is duplicated for IPS and the original packet cannot

Clog ]

dElack| Finish | Cancel| Help |
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1. EWLCH EZESecurity > CIDS > Sensors > New,

2. FBEE L - hEN NP, TCPESR, FREZBNRE,

3. EENBERMGIEN , BERERPHTLTS , AREWLC LFESHAER (TEEH
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appMName: aensorcApp

appInstanceld: 341
cime: July I, 2006 3:19:46 FM UTC offset=0 cimeZornesrTC
Signature: description=ICHPF Echo Reguest id=2004 wersion=51

subsigld: 0O
interfaceGroup:
wlan: O
participants:

attacker:

addr: 10.10,99.26 localitcy=0UT
Cargec:
smddr: 10.10.10Z.1 localicy=00T

sunmary: 4 finals=trus initialAlert=11453837409545941574 summaryType=Regular
alertDetails: Regualar Sumnmary: 4 events this interwval
rizkRacingYalue: Z5
interface: ged 1
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Bsername: root Logout Befresh
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Cisco Wireless Control System

Username: root Logoet  Refresh  Prnt |

Meniter »  Configure v Locwtien *  Administraticn »  Help +

Morms Aloms -- Selact 3 commend - ¢
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Cisco ASAT= %It B

ci scoasa#show run
Saved

ASA Version 7.1(2)
!
host nane ci scoasa
domai n- name ci sco.com
enabl e password 2KFQhbNI dI . 2KYQU encrypt ed
nanes
!
interface Ethernet0/0
nanei f outsi de
security-level 0
i p address 10. 10.102.2 255.255.255.0
|

interface Ethernet0/1



nanei f inside
security-level 100
i p address 172.16.26.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0
nanei f managenent
security-level 100
ip address 192.168.1.1 255.255.255.0
managenent - onl y

1

passwd 2KFhbNI dI . 2KYQU encrypt ed
ftp node passive

dns server-group Defaul t DNS

domai n- name ci sco. com

pager lines 24

| oggi ng asdm i nf or mat i ona

ntu inside 1500

nt u managenent 1500

ntu outside 1500

asdm i mage di sk0:/asdnb12- k8. bin

no asdm hi story enabl e

arp tineout 14400

nat - contro

gl obal (outside) 102 interface

nat (inside) 102 172.16.26.0 255.255.255.0
nat (inside) 102 0.0.0.0 0.0.0.0

route inside 0.0.0.0 0.0.0.0 172.16.26.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00
ti meout ngcp-pat 0:05: 00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

http server enable

http 10.1.1.12 255.255. 255. 255 insi de

http 0.0.0.0 0.0.0.0 inside

http 192.168. 1.0 255. 255. 255. 0 managenent

no snnp-server | ocation

no snnp-server contact

snnp- server enabl e traps snnp authentication Iinkup Iinkdown col dstart
telnet 0.0.0.0 0.0.0.0 inside

tel net tinmeout 5

ssh timeout 5

consol e timeout O

dhcpd address 192.168.1.2-192. 168. 1. 254 managenent
dhcpd | ease 3600

dhcpd ping_tineout 50

dhcpd enabl e nanagenent

1

cl ass-map inside-cl ass

mat ch any

1

1

policy-map inside-policy

description IDS-inside-policy

cl ass inside-class

i ps prom scuous fail-open

1

service-policy inside-policy interface inside



Crypt ochecksum 699d110f 988e006f 6¢5¢c907473939b29
end
ci scoasa#

BRI =85 R % i BRI 28 = S

sensor #show config

I Version 5.0(2)
I Current configuration |ast nmodified Tue Jul 25 12:15:19 2006

servi ce host

net wor k- setti ngs

host-ip 172.16.26.10/24,172.16.26.1
tel net-option enabl ed

access-list 10.0.0.0/8

access-list 40.0.0.0/8

exit

exit

service notification
exit

servi ce signature-definition sig0

signatures 2004 0

engi ne atomic-ip

event - acti on produce-al ert|request - bl ock- host
exit

status

enabl ed true

exit

exit

exit

service event-action-rules rul esO
exit

servi ce | ogger
exit

servi ce networ k-access
exit

servi ce authentication
exit

servi ce web-server
exit

servi ce ssh-known- hosts
exit

servi ce anal ysi s-engi ne

virtual -sensor vsO

description default virtual sensor
physi cal -interface G gabitEthernet0/1
exit

exit

service interface
exit

service trusted-certificates



exit
sensor#
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