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cat6506# show vlan id 49

VLAN Name Status Ports

VLANO0049 active Gi2/1, Gi2/2, Gi2/4, Gi2/35
Gi2/39, Fa4/24

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2

Disabled

Primary Secondary Type Ports

cat6506#
interface FastEthernet4/24
description Wired Guest Access

switchport

switchport access vlan 49

no ip address

end

cat6506#
interface GigabitEthernet2/4
description Trunk port to the WLC

switchport

switchport trunk native vlan 80
switchport trunk allowed wvlan 49,80,110
switchport mode trunk

no ip address

end
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CONTROLLER IWIRELESS SECLIEITY MANSGEMENT COMMANDS HELP
Controller Interfaces > Edit
General
Inventory General Information
Interfaces Iriterface Name wirad-vlan-49
Multicast MAC Address 00 L6: b9 ea:aT: 23

Metwork Routes
Internal DHCP Server nterface Address

F Mobility Management WLAN Identifiar |..-.-_n
Ports IP Address [oinasz
MTR Hetmask |z'55..:5'5.:-55.n:|
F COP
Gateway |1III.1|.'.-'1-‘5'-1
F Advanced
Physical Information
Port Mumber |1
Backup Part |l:I
Fctive Port 1
Enable Dynamic AP m
Managament
Configuration
Ciusrariting |
Guest Lan F
ODHCP Information
Primary DHCP Server |
Sacondary DHCPF Server |
Access Control List
ACL Mams nong =

Hode: Changing the Inderface parameders causes the WLANs o be
fempormy Serabied mnd thus map result o loss of connechivity for
some cliends,



2. BYS—EBHENE , BERPEEAFRBRIIPLLL, WEE  EFEERNEPRHEIPH
1t /FE R HE BA/DHC P Al AR B4R b 31t o

ST
CISCO

5 CONTROLLER WIRELESS

Controller

General
Inventory
Interdaces
Multicast
Metwork Routes
Internal DHCP Server
k dMobility Management
Parts
NTP
k CDP
F Advanced
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Interfaces = Edit

General Information

Inkerface Famsa 110

MAC Addrass D0:1l@:b9iea:a?i23

Interface Addrass

WLAN [dentifier 110

IF address 10.10.,110.2
Netmask 255 ,255,255.0
Gateway 10.13.110.1

Phiysical Information

Part Nurmber 1
Bsckup Fort 1]
Active Port 1
Enable Dyrnamic &P =

Managemesnt

Configuration
Quaranting r
GBSt Lan r

DHCEP Information

Primary DHCP Server 10.10.110.1
Secondary DHCP Server

Access Control List

ACL Harme [ nane

=

Hofa: Changing the Interfacs parameters causes the WLANY fo b
temporardy dirabied and thas rmay rerwdl in s of connectivily for

some ohents,

CISCO

Caontroller Interfaces
General Interface Hame YLAK Identifier 1P Address
Inventory 110 110 10.10.110.2
Interfaces AD-mManAger uritagged 10.10.80.4
Multicast msanaagment uritagged 10.10.80.3
Network Routes rvice- L] 0.J0.0.0
Intermal DHCP Server  dibual HAA 11.1.1

¥ mobility Management  mired-vlaned 4% 10.10.4%.2

Parts

4. 3718 —EWLAN: Type=3FFLAN,

Interface Type
Dignanmes

Srakic

Shats:

Stk

Shaten

Dynamic

Dynamic AF Management

Dz abded H
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Hot Supported

Hot Supported

Mot Supported
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CISCO

Controller Mobility Group Members = Edit all

Thiz page allows you to edit all maobility group mernbers at once.
General Waobility group members are listed below, one per line. Each
Inventory mobility group member s represented as 3 MALC address, IP

address and group namaloptional) separaled by one or mora
Interfaces "

paces
Multicast

00:L0:73: 34:b2: 60 10, 10,752 =]
Metwork Routes 00:LE:b2:eaia?:Z0 10.10.80.3 mobile-10

Internal DHCP Server

* Muobility Management
Hability Groups
Fobility Anchor Config

Ports
MTP
k COP

F Advanced
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CISCO MONITAR

Controller Mobility Group Members > Edit All

This page allowes you to edit all mobility group members at ance.
General Mobibty group members are Bsted below, one per linge. Each
rmobiliy group member is reprezented 33 & MAC addrezs, [P

Inventory
o addrass and group namaloptional) separated by ona or mons
Inberfaces spacas.
Multicast
00: 18:b%:ea:a?:Z0  10.10.90.3 =]
Metwork Routes O0: LE:7I:A4:B2:E0 10, 10,75, 2 wmebile-%

Internal DHCP Server

w Mability Management
Mohility Groups
Hiphility Anchar Condsg

Ports
NTP

k CDP

F Advanced
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MONITOR  WLANS

Clients > Deatail

Cliant Propartias

COMNTROLLER

WIRELESS

MAC Address

1F Address

Clignt Type

Ligar Hame

Fart Murmissr
Inberfece

WLAN (D

SO Vermon

EZE Verson

MckilEy Robe
Mohiliy Pear IF Address
Folicy Manager State

Mirror Hode

Management Frame
Frotection

MONITOR

00:0d:60:5eroas0
0u0.0.0

Rl

L

iid

110

Mot Support=d
Mot Supported
Expart Faraign
L0.10. 75,2
RiL
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Ma

CF Poll RiEquast
Shert Preamble
PECC

Channal Agelrty

Teneout

CECURITY  MapnGEMEN T
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cBack || Apply | Lok Test | memeove |
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AP Address Unkmoswny
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Summary
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Clients > Datail

Client Propertias
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debug client

Cisco Controller) >show debug

MAC addres s v ittt ettt ettt e et ettt e 00:0d:60:5e:ca:62

Debug Flags Enabled:
dhcp packet enabled.
dotll mobile enabled.
dotll state enabled
dotlx events enabled.
dotlx states enabled.
pem events enabled.
pem state enabled.

(Cisco Controller) >Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62

Adding mobile on Wired Guest 00:00:00:00:00:00(0)
Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62
apfHandleWiredGuestMobileStation
(apf_wired_guest.c:121) Changing state for mobile
00:0d4:60:5e:ca:62 on AP 00:00:00:
00:00:00 from Idle to Associated

Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62 0.0.0.0 START (0)

Initializing policy

Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62 0.0.0.0 START (0)

Change state to AUTHCHECK (2) last state AUTHCHECK (2)

Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62 0.0.0.0 AUTHCHECK (2)
Change state to L2AUTHCOMPLETE (4) last state L2AUTHCOMPLETE (4)
Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62 0.0.0.0 L2AUTHCOMPLETE (4)

Change state to DHCP_REQD (7) last state DHCP_REQD (7)
Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62

apfPemAddUser2 (apf_policy.c:209) Changing state for mobile
00:0d4:60:5e:ca:62 on AP 00:00:00:00:00:00 from Associated to Associated

Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62 Session Timeout
not starting session timer for the mobile
Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62
Stopping deletion of Mobile Station: (callerId: 48)
Tue Sep 11 13:27:42 2007: 00:0d:60:5e:ca:62
Wired Guest packet from 10.10.80.252 on mobile
Tue Sep 11 13:27:43 2007: 00:0d:60:5e:ca:62
Wired Guest packet from 10.10.80.252 on mobile
Tue Sep 11 13:27:43 2007: 00:0d:60:5e:ca:62
Orphan Packet from 10.10.80.252
Tue Sep 11 13:27:43 2007: 00:0d:60:5e:ca:62
Wired Guest packet from 169.254.20.157 on mobile
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62
Wired Guest packet from 169.254.20.157 on mobile
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62 0.0.0.0
DHCP_REQD (7) State Update from Mobility-Incomplete
to Mobility-Complete, mobility role=Local
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62 0.0.0.0
DHCP_REQD (7) pemAdvanceState2 3934, Adding TMP rule
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62 0.0.0.0
DHCP_REQD (7) Adding Fast Path rule

type = Airespace AP - Learn IP address on AP 00:00:00:00:00:

is 0 -

00,



slot 0, interface = 1, QO0S = 0 ACL Id = 255,
Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 5006
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62 0.0.0.0 DHCP_REQD
(7) Successfully plumbed mobile rule (ACL ID 255)
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62
Installing Orphan Pkt IP address 169.254.20.157 for station
Tue Sep 11 13:27:44 2007: 00:0d4:60:5e:ca:62
Unsuccessfully installed IP address 169.254.20.157 for station
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62
0.0.0.0 Added NPU entry of type 9
Tue Sep 11 13:27:44 2007: 00:0d:60:5e:ca:62
Sent an XID frame
Tue Sep 11 13:27:45 2007: 00:0d4:60:5e:ca:62
Wired Guest packet from 169.254.20.157 on mobile
Tue Sep 11 13:27:48 2007: 00:0d4:60:5e:ca:62
DHCP received op BOOTREQUEST (1) (len 310, port 1, encap Oxec00)
Tue Sep 11 13:27:48 2007: 00:0d4:60:5e:ca:62
DHCP selecting relay 1 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 0.0.0.0 VLAN: 0
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP selected relay 1 - 10.10.110.1(local address 10.10.110.2,
gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP transmitting DHCP DISCOVER (1)
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP xid: 0x87214d01 (2267106561),secs: 0, flags: 8000
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP chaddr: 00:0d4:60:5e:ca:62
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP ciaddr: 0.0.0.0, wvyiaddr: 0.0.0.0
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP requested 1ip:10.10.80.252
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP ARPing for 10.10.110.1 (SPA 10.10.110.2, wvlanId 110)
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP selecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2
VLAN: 110
Tue Sep 11 13:27:48 2007: 00:0d:60:5e:ca:62
DHCP selected relay 2 - NONE
Tue Sep 11 13:27:51 2007: 00:0d:60:5e:ca:62
DHCP received op BOOTREQUEST (1) (len 310, port 1, encap Oxec00)

Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62
DHCP selecting relay 1 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:51 2007: 00:0d:60:5e:ca:62
DHCP selected relay 1 - 10.10.110.1(local address 10.10.110.2,
gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62
DHCP transmitting DHCP DISCOVER (1)
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62
DHCP op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62
DHCP xid: 0x87214d01 (2267106561),secs: 36957, flags: 8000
Tue Sep 11 13:27:51 2007: 00:0d:60:5e:ca:62
DHCP chaddr: 00:0d4:60:5e:ca:62



Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62

DHCP ciaddr: 0.0.0.0, wvyiaddr: 0.0.0.0
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62

DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62

DHCP requested ip: 10.10.80.252
Tue Sep 11 13:27:51 2007: 00:0d4:60:5e:ca:62

DHCP sending REQUEST to 10.10.110.1 (len 350, port 1, vlan 110)
Tue Sep 11 13:27:51 2007: 00:0d:60:5e:ca:62

DHCP selecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:51 2007: 00:0d:60:5e:ca:62

DHCP selected relay 2 - NONE
Tue Sep 11 13:27:54 2007: 00:0d4:60:5e:ca:62

DHCP received op BOOTREPLY (2) (len 308, port 1, encap 0Oxec00)
Tue Sep 11 13:27:54 2007: 00:0d4:60:5e:ca:62

DHCP setting server from OFFER

(server 10.10.110.1, yiaddr 10.10.110.3)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP sending REPLY to Wired Client (len 350, port 1)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP transmitting DHCP OFFER (2)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP xid: 0x87214d01 (2267106561), secs: 0, flags: 8000
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP chaddr: 00:0d4:60:5e:ca:62
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP ciaddr: 0.0.0.0, vyiaddr: 10.10.110.3
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP server id: 1.1.1.1 rcvd server id: 10.10.110.1
Tue Sep 11 13:27:54 2007: 00:0d4:60:5e:ca:62

DHCP received op BOOTREQUEST (1) (len 334, port 1, encap Oxec00)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP selecting relay 1 - control block settings:
dhcpServer: 10.10.110.1, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP selected relay 1 - 10.10.110.1(local address 10.10.110.2,

gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP transmitting DHCP REQUEST (3)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP xid: 0x87214d01 (2267106561),secs: 36957, flags: 8000
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP chaddr: 00:0d4:60:5e:ca:62
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP ciaddr: 0.0.0.0, wvyiaddr: 0.0.0.0
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP requested ip: 10.10.110.3
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP server id: 10.10.110.1 rcvd server id: 1.1.1.1
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP sending REQUEST to 10.10.110.1(len 374, port 1, vlan 110)
Tue Sep 11 13:27:54 2007: 00:0d:60:5e:ca:62

DHCP selecting relay 2 - control block settings:



dhcpServer: 10.10.110.1, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

DHCP selected relay 2 -NONE

Tue Sep 11 13:27:54 2007:
DHCP received op BOOTRE
Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

PLY (2) (len 308, port 1, encap 0xec00)

00:0d4:60:5e:ca:62

10.10.110.3 DHCP_REQD (7) Change state to WEBAUTH_REQD
(8) last state WEBAUTH_REQD (8)

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

10.10.110.3 WEBAUTH_REQD (8) pemAdvanceState?2

4598, Adding TMP rule
Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

10.10.110.3 WEBAUTH_REQD (8) Replacing Fast Path rule
type = Airespace AP Client - ACL passthru

on AP 00:00:00:00:00:00,

ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID

Tue Sep 11 13:27:54 2007:

slot 0, interface = 1, QO0S = 0

00:04:60:5e:ca:62

10.10.110.3 WEBAUTH_REQD (8) Successfully
plumbed mobile rule (ACL ID 255)

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

Plumbing web-auth redirect rule due to user logout

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

Adding Web RuleID 31 for mobile 00:0d4:60:5e:ca:62

Tue Sep 11 13:27:54 2007:
Assigning Address 10.10
Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62
.110.3 to mobile
00:0d4:60:5e:ca:62

DHCP sending REPLY to Wired Client (len 350, port 1)

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

DHCP transmitting DHCP ACK (5)

Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0

Tue Sep 11 13:27:54 2007:
DHCP xid: 0x87214d01

Tue Sep 11 13:27:54 2007:
DHCP chaddr: 00:0d4:60

Tue Sep 11 13:27:54 2007:
DHCP ciaddr: 0.0.0.0,
Tue Sep 11 13:27:54 2007:
DHCP siaddr: 0.0.0.0,
Tue Sep 11 13:27:54 2007:
DHCP server id: 1.1.1
Tue Sep 11 13:27:54 2007:

00:0d4:60:5e:ca:62

(2267106561) ,secs: 0, flags: 8000
00:0d4:60:5e:ca:62

:5e:ca:62

00:0d4:60:5e:ca:62

yiaddr: 10.10.110.3
00:0d4:60:5e:ca:62

giaddr: 0.0.0.0
00:0d4:60:5e:ca:62
.1 rcvd server id: 10.10.110.1
00:0d4:60:5e:ca:62

10.10.110.3 Added NPU entry of type 2

Tue Sep 11 13:27:54 2007:
Tue Sep 11 13:28:12 2007:
Username entry (guestl)
Tue Sep 11 13:28:12 2007:
Setting guest session t
00:0d4:60:5e:ca:62 to 79
Tue Sep 11 13:28:12 2007:

Session Timeout is 79953 - starting session timer for the mobile

Tue Sep 11 13:28:12 2007:

00:0d:60:5e:ca:62 Sent an XID frame
00:0d4:60:5e:ca:62

created for mobile
00:0d4:60:5e:ca:62

imeout for mobile

953 seconds

00:0d4:60:5e:ca:62

00:0d4:60:5e:ca:62

10.10.110.3 WEBAUTH_REQD (8) Change state to
WEBAUTH_NOL3SEC (14) last state WEBAUTH_NOL3SEC (14)

Tue Sep 11 13:28:12 2007:
10.10.110.3 WEBAUTH_NOL
(20) last state RUN (20

Tue Sep 11 13:28:12 2007:

00:0d4:60:5e:ca:62

3SEC (14) Change state to RUN

)

00:0d:60:5e:ca:62 10.10.110.3 RUN

(20) Reached PLUMBFA STPATH: from line 4518

Tue Sep 11 13:28:12 2007:

00:0d:60:5e:ca:62 10.10.110.3 RUN

(20) Replacing FastPath rule

type = Airespace AP Client

5006



on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0
ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 5006
Tue Sep 11 13:28:12 2007: 00:0d4:60:5e:ca:62 10.10.110.3 RUN
(20) Successfully plumbed mobile rule (ACL ID 255)
Tue Sep 11 13:28:12 2007: 00:0d:60:5e:ca:62 10.10.110.3
Added NPU entry of type 1
Tue Sep 11 13:28:12 2007: 00:0d:60:5e:ca:62 Sending a gratuitous
ARP for 10.10.110.3, VLAN Id 110
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