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MEXHESNFHRENR , FS2REREMETED,

EXTERAR
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ABIDFSWE , S MBAEREEAIEEE 802 11hEHTH R,
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- BWLCH K FN4.1.19217TME EFTIRAR, BEEFMER , FREXE,
ARRBIRERNEFIZEER2106 , WEERSERGHETEAE, AR EMtiEHIZREA,
AEERR  NEERTEERE , BREZLFISE—EABIEE , BAPREDHCPH#bL,
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B IR R A SRS PR TR T BE RO SR

Console
Port 1 “-‘I
. Port 4
1510 Outdoor 2106 Controller Serial Por
Monitoring Laptop
ARERESENVE

- EEENREEARAFRRREEN. HAREERAUIEHATENRE L REELRY
RETERBEERE. BRY. BAFSIBIARIRE

- EERARBEYTERABEENFARE, fla, —BARBEESHEERELE15 dBBMBIRR.

- EREABERASN  EENREFAERRYSEINNE K SEFRFEEKKEREARA
EWE , MRARENGE  EEVAERNSE,
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00 & i 9 R 1%
SELBHERELBSEFERIEE. LAEAKANBRIEE (1522, 15105 ) WARKE

A5l
#ak
EACLIB B EEEFR LRENBRE. LHR A 2HEER .

. 802.11b#BR EEH

. RBERADIUSTRIRES , ABEH ST REEENEERE

CESBEEEITWLAN 1, BHREEEEERE,
FBREBIWLCH , BZEFEUT®@E -

Launchi ng Boot Loader. ..

Ci sco Boot| oader (Version 4.0.191.0)

.088b. dB888888b .d8888. .088b. .d88b.
dsP Y8 88 88" YP d8P Y8 .8P 8.
8P 88 " 8bo. 8P 88 88
8b 88 “Y8b. 8b 88 88
Y8b d8 . 88. db 8D Y8b d8 "8b d8

"Y88P' Y888888P "8888Y "Y88P " Y88P

Booting Primary | nage...
Press <ESC> now for additional boot options...
Det ecti ng hardware .

Cisco is a trademark of Cisco Systens, Inc.
Sof tware Copyright Cisco Systems, Inc. Al rights reserved.

Cisco AireCs Version 4.1.192.17M ( Mesh)
Initializing OS Services: ok

Initializing Serial Services: ok

Initializing Network Services: ok

Starting ARP Services: ok

Starting Trap Manager: ok

Starting Network Interface Managenment Services: ok
Starting System Services: ok

Starting Fast Path Hardware Accel eration: ok
Starting Switching Services: ok
Starting QS Services: ok

Starting FIPS Features: Not enabl ed
Starting Policy Manager: ok
Starting Data Transport Link Layer: ok



Starting Access Control List Services: ok
Starting System Interfaces: ok
Starting dient Troubl eshooting Service: ok
Starting Managenment Frame Protection: ok
Starting LWAPP: ok
Starting Crypto Accel erator: Not Present
Starting Certificate Database: ok
Starting VPN Services: ok
Starting Security Services: ok
Starting Policy Manager: ok
Starting Authentication Engine: ok
Starting Mbility Managenent: ok
Starting Virtual AP Services: ok
Starting AireWave Director: ok
Starting Network Time Services: ok
Starting G sco Discovery Protocol: ok
Starting Broadcast Services: ok
Starting Power Over Ethernet Services: ok
Starting Logging Services: ok
Starting DHCP Server: ok
Starting I DS Signature Manager: ok
Starting RFID Tag Tracki ng: ok
Starting Mesh Services: ok
Starting TSM ok
Starting LOCP: ok
Starting CI DS Services: ok
Starting Ethernet-over-IP: ok
Starting Managenment Services:

Wb Server: ok

CLI: ok

Secure Web: Web Authentication Certificate not found (error).

(Cisco Controller)

Wel come to the Cisco Wzard Configuration Tool

Use the '-' character to backup

System Nane [ Ci sco_24:13: a0]:

Enter Adm nistrative User Nane (24 characters nax): adnin
Enter Admi nistrative Password (24 characters max): *****
Re-enter Administrative Password Dok
Managenment Interface | P Address: 192.168.100.1

Managenment | nterface Netmask: 255.255.255.0

Managenment Interface Default Router: 192.168.100. 254
Managenment Interface VLAN ldentifier (0O = untagged): O
Managenent Interface Port Num[1 to 8]: 1

Managenment Interface DHCP Server |P Address: 192.168.100.1
AP Manager Interface |P Address: 192.168.100.2

AP- Manager is on Managenment subnet, using sane val ues

AP Manager Interface DHCP Server (192.168.100.1):

Virtual Gateway | P Address: 1.1.1.1

Mobi lity/ RF Group Name: 2106

Enabl e Syrmmetric Mbility Tunneling [yes][NJ :

Net work Nane (SSID): 2106

Allow Static | P Addresses [ YES][no]:

Configure a RADIUS Server now? [ YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code list (enter '"help' for a list of countries) [US]:

Enabl e 802. 11b Network [YES][no]: no
Enabl e 802. 11a Network [YES][no]: yes
Enabl e Auto-RF [ YES] [ no]:

BE



Configuration saved!

Resetting systemw th new configuration.

1. ﬁ)ﬂTﬁUﬁ&ﬂFﬂ’Jﬁﬁ%%ﬁﬂ{nﬁ%%ﬁ , BT AEHISR

St artl ng Managenent Services:
Web Server: ok
CLI: ok
Secure Web: ok

(Cisco Controller)

Enter User Nanme (or 'Recover-Config' this one-tine only to reset configuration to
factory defaults)

User: admn
Passwor d:; *****
(Cisco Controller) >

2. BT RBIRENEMN , BHREFRKREEURFIRENEE. A, WLCERERAPH
DHCP{AIBR2S :

config wan delete 1

config dhcp create-scope dfs

config dhcp network dfs 192.168.100.0 255. 255. 255.0

config dhcp address-pool dfs 192.168.100.100 192. 168. 100. 120
config dhcp enable dfs

3. #1500 APHT B R|iR 25 0F , LEZMEMACHHLE , AEBESRHE, —intAPJ:H’J*“ﬁH&%ﬁ
A, FECZEAPHIER T 112525 L £ Fdebug Iwapp errors enable®i 5. HRAP K&
SEE , Rt TURRRIEMACHIE

Cisco Controller) >debug lwapp errors enable

(Cisco Controller) >Tue Apr 24 04:27:25 2007: spanRadi usProcessResponse:
AP Aut horization failure for 00:1a:a2:££:8£:00

4. £ IR 2R b ht #7418 2R RS -

config auth-list add nmic 00:la:a2:ff:8f:00

5. BERER , WMAAPEEMAERGIEE, S TAPERE  ELEBEEARBERER, RESP
NEBETE. EBURRAPHIMACHE ( MR ZAIERER ) F. EAERMEEHIF , APHE
R ap1500,

(Cisco Controller) >show ap summary
AP Nanme Slots AP Mbdel Et hernet MAC Location Por t

apl1500 2 LAP1500 00:1a:a2:ff:8f: 00 default_location 3

(Cisco Controller) >

£ H4.1.192.17MBY B3 8I58
EERARTIEUTSE

1. BB HR LRAABEFAS. £ debug airewave-director radar enabledin -

2. f£ A config 802.11a disable <APNAME>ti 52 AP EIRE

3. RE—EEE , AEFHEFES02.11aERE, BNEBRERSEE(140)ME , RAERRELE
100, RREBEBEVRRSEERE, f£MAconfig802.11a channel <APNAME>
<CHANNELNUM> o

4. ¥ Aconfig 802.11a enable <APNAME>tr = RAFIAPHI802.11af& /R S



5%@}EE

116\
LTRBEE

120, 124, 128, 132.
124 F Y FEERIE A

FERERS "Z2 ) BB (HIN300E )
HIEMEBR/MENEINEE

(Cisco Controller) >config 802.1la channel ap AP1520-RAP 124

Tue Apr 1 15:50:16 2008: Airewave
00: 1A: A2: FF: 8F: 00( 1)

Tue Apr 1 15:50:16 2008: Airewave
Tue Apr 1 15:50:16 2008: Airewave
channel (124) on AP

Tue Apr 1 15:50:16 2008: Airewave
00: 1A: A2: FF: 8F: 00( 1)

chan 112 (DO SCAN, COW T,
Director:
Director:

Director:

(4704, 112))
Verify New Chan (124) on AP
radar check is not required or not

Checki ng radar Data on 802.1la AP

Tue Apr 1 15:50:16 2008: Airewave Director: active channel 112 customni zed chann
for 802.11la

Tue Apr 1 15:50:16 2008: Airewave Director: Radar non-occupancy expired on 802.
00: 1A: A2: FF: 8F: 00(1) chan 120

Tue Apr 1 15:50:16 2008: Airewave Director: Checking Phy Chan Options on 802.11
00: 1A: A2: FF: 8F: 00(1) chan 124 (DO SCAN, COWM T, (4704, 112))

Tue Apr 1 15:50:18 2008: Airewave Director: Processing radar data on 802.1la AP
00: 1A: A2: FF: 8F: 00( 1)

Tue Apr 1 15:50:18 2008: Airewave Director: Updating radar data on 802.11la AP
00: 1A: A2: FF: 8F: 00(1) chan 124

Tue Apr 1 15:50:18 2008: Airewave Director: Checking radar Data on 802.1l1la AP
00: 1A: A2: FF: 8F: 00( 1)

Tue Apr 1 15:50:18 2008: Airewave Director: active channel 124 custoni zed chann
for 802.11la

Tue Apr 1 15:50:18 2008: Airewave Director: Radar detected on 802.1la AP

00:1A:A2:FF:8F:00(1) chan 124

Tue Apr
Tue Apr 1 15:50:18 2008: Airewave
for 802.11la

{8 F14.0.217.20084 3% A5

1 15:50:18 2008: Succeeded Sendi ng Radar Channel
Director:

Trap

Avoi di ng Radar: changi ng to channel

LERZBE L EEEESE.

PR T —1EE gijﬁﬁt RI&4E , f5lz0 - 100, 104, 108, 112,
136, 140,
Di rector: Checking Phy Chan Options on 802.1la AP

det ected on

el 0

1lla AP

a AP

el 0

108

b7 E AT BT EMRKTS(4.0.217.200) 89 288 , XBEIERRERZAMER 1510,

BERRTEUT SR

1. B 7THh
config
config
config
config
config
config

DETRNER ,
trapfl ags
trapfl ags
trapfl ags
trapfl ags
trapfl ags
trapfl ags
config trapfl ags
config trapfl ags

2. AFEHEHRARER

debug snmp trap enable

3. £ Aconfig 802.11a disable <APNAME>& &
4. BE—ERE 6 RERFHREL02.11aERE

HIEREE
aut hentication disabl e
I i nknode di sabl e
mul tiusers disable
802. 11- Security wepDecryptError disable
rrmprofile | oad disable

rrmprofile coverage disable

aaa auth disable
aaa servers disable

A RERAPHEISHRIRERE

ZHAPHERS,

. BRIEZNBSBE(40)HE , REBLE

100, RRBEBENVRREEEES. fAconfig802.11a channel <APNAME>

<CHANNELNUM> 5%,

5. {£ FAconfig 802.11a enable <APNAME>75 T BXFAP#I802.11af& /R E

6. FFBEMMERR "X

L&, BE , flm3058E Lj\ﬁﬁﬁ—#ﬁatgﬁﬁ



7. HEMEBR/MENZEIEERM T —EEEEE LiRE/E , Hl0 : 100, 104, 108, 112,
116, 120, 124, 128, 132, 136, 140, AT RAIR —EEEH EHI :

(Cisco Controller) >config 802.1la disable apl500

IController notifies of radio interface going down
Tue Apr 24 22:26:23 2007: Succeeded Sending |radlfTrap
(Cisco Controller) >

I'Channel is set on AP radio

(Cisco Controller) >config 802.11a channel apl1500 132
Set 802.11a channel to 132 on AP apl500.

(Cisco Controller) >

IRadio interface is enabled

(Cisco Controller) >config 802.11a enabl e apl1500

Tue Apr 24 22:30:05 2007: Succeeded Sending |radlfTrap
(Cisco Controller) >

ErER  BERSHRANT  YBHEA,

Tue Apr 24 22:31:43 2007: Succeeded Sendi ng Radar Channel Trap

VEIERURE , APEEEHNBEE.

Tue Apr 24 22:31:43 2007: Succeeded Sending bsnLradl f Param Update Trap
8. EERMBEDFSEMH 2 RBENFTEE , 755 Hishow advanced 802.11a summaryar 4 :

(Cisco Controller) >show advanced 802.l1la summary

AP Nane Channel TxPower Level

ap1500 108 1

(Cisco Controller) >
APRIBZREREHMLEE LW EARET 73008, ATHREE> 802. 11afRZBEE 4
BLHWGUINEFPEFERLER.

9. BEEARBEARNAP , REM T REZERHN KB



T Civco - Microsoft Internet Explorer

Be Edt Wew Faeortes Toos kel |

3
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‘:,nam - ) - (] (&) fa | e Spreone @)
Address @] hitpei10.95, 76,95 screersFrames e himi =| =
Links @&]c3 &) tirospace @] Bug Toold ] Command Lockup Tool (@) WLAAAN-OneCick, (@) Feature Ml @] Google @ ] Twiki-Wlanas L

iii frarom Save Configuration Fing Logout Refresh
ORI TOR WLANS LU TR ER i |  aECURITY MAMNSGEMEM] LOMMON DS

Moo

Radar Infermation
Channel #5 Minutes aga
Summary
Statistics H
Cantrolher ai
Ports
Wireless 3¢
ROQUE AFS
Known Bogue AP
Rogua Clents
Sdhoc Rogues
002,113 Radws 54
802.11k/g Radios 1M
Chents
RADIUS Servers

Miruk== &

£] bone @ Internet

APHEEEHFH

EgﬁlﬁE%ﬂ%ﬁﬂ’ﬂiﬁﬁﬁ%ﬁﬂllﬁ?&%APﬁiﬁﬂﬂE’9%E%ﬁzﬁ‘l‘?ﬁo EERBENRAAPLIRNE
T

(Cisco Controller) >debug ap enable apl500

(Cisco Controller) >debug ap command printRadar() apl500

(Cisco Controller) >Tue Apr 24 23:07:24 2007: apl500: Calling "printRadar" w th args 0x0, 0xO,
0x0, 0xO0

Tue Apr 24 23:07:24 2007: apl500: Radar detection algorithm paraneters

Tue Apr 24 23:07:24 2007: apl500: max width = 25 (units of 0.8 us),

wi dt h mat chi ng pul ses minimm=5

Tue Apr 24 23:07:24 2007: apl500: width margin = +/- 5

Tue Apr 24 23:07:24 2007: apl500: mn rssi for nmagnitude detection = 75

Tue Apr 24 23:07:24 2007: apl500: mn pul ses for magnitude detection = 2

Tue Apr 24 23:07:24 2007: apl500: maxi mum non- mat chi ng pul ses to discard sanple = 2
Tue Apr 24 23:07:24 2007: apl500: Radar detection statistics

Tue Apr 24 23:07:24 2007: apl500: sanpl es dropped for too nany errors per second = 0
Tue Apr 24 23:07:24 2007: apl500: sanpl es dropped for too nany errors in sanple = 0
Tue Apr 24 23:07:24 2007: apl500: positive radar bursts detected = 14

Tue Apr 24 23:07:24 2007: apl500: printRadar Returns: 40
Tue Apr 24 23:07:24 2007: apl500:
(Cisco Controller) >debug ap di sabl e ap1500

AP 1520 B iER B E



EARBEFRNERG T EEREAPENSER X EBERE,

(Cisco Controller) >debug ap enable AP1520-RAP

(Cisco Controller) >debug ap command "sh mesh channel" AP1520-RAP
(Cisco Controller) >Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernet2, Channels:
Tue Apr 1 15:38:19 2008: AP1520- RAP: 2[0;0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernet3, Channels:
Tue Apr 1 15:38:19 2008: AP1520- RAP: 3[0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernet0, Channels:
Tue Apr 1 15:38:19 2008: AP1520-RAP: 0[O0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernetl, Channels:
Tue Apr 1 15:38:19 2008: AP1520-RAP: 1[0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW Dot 11Radi 01, Channel s:

Tue Apr 1 15:38:19 2008: AP1520-RAP: 100[0; 0], 104[0;0], 108[0;0], 112[0;0], 116[0;0],

120*[0; 0], 124*[0;0], 128[0;0], 132[0;0], 136[0;0], 140[0;0],

FEWEE T RN EERR T FERBRATENEE, ELBERRIFITENEE,

{58 A 58 1 57 Bl 40 T 48

BEARIEFTRHWLC debugin HH BN BZARNWHEFHMEF , FEADANAZL D RETRE
. BRABSY  BEFRERARRINER. B2  NRAEANEFTT TBARS, RY
. BTV BB 5 B AR B

WAEZRBI|RFIEEE, 1510FREARB02.11aBEBRENEHE LK CognioBURIZS 2T RN, Hit
, REAREF O HEECognio T EFM1510 APERE 2B AR

MREBEARET AR , AIRRREE SR , CognioB RIS A BER MR B

BARREHT802. 1MaRBERNEBRE , XEHE ; flm , AFEMBEANECREKFPHIWI-
FiFo

EEHTHE | FFEZTICognio Spectrum Expert , Wi ELL T 51 :

1. RN KRR,
2. T Erh  EERERE. i##EBand and and Channel Settings , AZIRIZBLENEHE |, WE RS
802.11atE, A% , & —TOK.



Settings - Bands and Channels |
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Sensars and
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802.11bjg
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bl el e e el e el el e e
1lz1z2l4l:s51s 1of11 12413
CEESTIST 802,113
: [
m 'ﬂ;}EPEE | I 4.94 - 4.99.6Hz U5 Public Safety Bard
5 [
] v o ! ¥ 515 -5,35 GHz: UNIT Lower] Middle (802,11 channels 34-64)
LA |
I Band and Channel :
|___Settings __ |

Alert Settings

SNMP

T Hel | oK cancel | 4l
SHMP Option s anee o

3. ##—TReal Time FFT/#E LLUEE &,

4. 1£ "Control Panel ( #Z#IHE4Mx ) 4 & , B8 "Trace 3 (RHME3 ) » BEA "On (B ) 4
, WEXES "Max Hold ( &R KBREF ) 1 o

5. EE—# o , BB IERERREBCenter Freq/Span , 3% 2 & £5.47 - 5.726 Ghz3A#%.
EHENBEARE  RARERBBETRSEARNES
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AL B E&RTEKS02.11aBB/FE, Rt , ERAPERIZFIZ , Y AFEHNTHRBERER
, MER XA EANZHER JEO

AERIINAE , REF KAuto RF channel selection list ( B BIRFEEIRIEFE ) , ER— B4
<58, AT Rconfig advanced 802.11a channel delete <CHANNELNUM>, a0 :

(Cisco Controller) >config advanced 802.l1la channel delete 124
(Cisco Controller) >config advanced 802.11a channel delete 128
(Cisco Controller) >config advanced 802.l1la channel delete 132

ZEERZAIMNBEEBE | 5% Hshow advanced 802.11a channel@i & :

(Cisco Controller) >show advanced 802.1la channel

Aut omati ¢ Channel Assignment

Channel Assignment Mode........................ AUTO
Channel Update Interval........................ 600 seconds
Channel Update Contribution.................... SNI .
Channel Assignment Leader...................... 00: 18: ba: 94: 64: cO
Last RUN. .. ... 331 seconds ago
Channel Energy Levels
Mnimum. ... ... unknown
AVErage. . . o unknown
MBXT ITUM .o unknown
Channel Dwel | Tines
MnNimum ... 0 days, 17 h 49 m30 s
AVErage. . . o 0 days, 18 h 49 m20 s
MBXT UM . . e e e e 0 days, 19 h 49 m10 s
Allowed Channel List............. ... ... ... 36, 40, 44, 48, 52, 56, 60, 64, 100,

............................................. 104,108,112,116,120,136,140
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