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BWLCE B AIAS EHAAAE Fi
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1. ¥ — T Programs > Administrative Tools > Internet Authentication Service , LA {& 7 Microsoft
2000171 Al 25 L BREDIAS,

"# Internet Authentication Service

| acton wew ||+ = | @ |eF |2 || 0 @

Tres I
B} Inbermet Authentication Service (Local] '\ﬂ) Welcome to Internet Authentication Service
=1 Clients

FH_] Remate Aocess Logging

-5 Ramote Pollcies Internet Authentication Service (125 parfor ms centralized authentication,

authorization, and accounting af users who cornect o 5 netwark using sirhasl
private retwark (vPr) and diakup technology, IaS implaments the IETF
standard Femote authentication Dial-n Lser Service (RADILS) protoool,

To enzhle the 185 server fo read the remote access properties of ussr
accounts in the active Direchary, on the Action menw, click Fegister Service n

Active Directory.

For mare infor maton sbout seting up 145, see "Checklist: Configuring [4S for
dial-up and YPH access" and “Chedklst: Configuring 145 o outsource dial-up
arcess” nonline Help.

For more infor mation on [AS daploymant scenarios, see opice "Diakup
corporate access", "Buranet access for business partners”, "Internat Access®,
"Tutsowrced corporate access through service providers” in online Help.

For troubleshooting infor mation, see topic Troubleshooting in online Help.

2. B— T A#Clients & ¥l &1 12 New Client A F 18 FHIRADIUSE Fif
3.1 THEEFK, fEY  WMARFIRNERE , AR BERADIUSEAHE. RE ,HZ—TTF
—%, EXREHF , FRERBBREWLC-1, XX : BRELT , HERXREARADIUS,



Add Client Ed

Mame and Protocol
Azzign a name and protacal far the chent.

Type a friendly name and prokacal for the client.

Eriendly narne: WLC-1

Frotocol RADIUS |

< Back M et I Cancel

4. £ "HERADIUSE Fik. RE+ , AFFIKIPHit, FFik —HEBEALAEN. G
EFim&EAE , F— TFinish, LEHIERIPHIUEA 172.16.1.30. Client-Vendori% & A
Cisco. Shared secretiZE Bcisco123H & & WLC- 1K fiE Fi & i




Add RADIUS Client Eq |

Client Information
Specify information regarding the client.

Client address (IP or DHS):
[17216.1.30 Vi |

Clent-\endar:
I Cizco j

[T Client must always send the signature attibute in the request

HEXENNNE

Shared zecret;

HEENEEEEE

Confirm shared secret:

< Back Finizh I Cancel

BEBLEF , BAWLC-1HWLCE 1 AIASRARZRAIAAALE A & i
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1. #&— T A #Remote Access Policies , A% 1Z#ENew Remote AccessMSss Policy, R#ti&HE
~Policy Nameti &,
2. AR ER , ABE—TNext.



Add Remote Access Policy

Policy Mame
Specify a fnendly name for the policy.

A Remote Access Policy 1z a et af actiong which can be applied to a group of uzers
meeting certain conditions.

Analogous ba iiles pou can apply to incoming mail in an e-mail application, you can
zspecify a =&t of conditionz that must be matched for the Remote Access Policy bo apply.
“'ou can then specify actions to be taken when the conditions are met.

Policy friendly name:
Airezpace WS4

< Back Mewut » I Cancel

3. ET—EREF , BESERAERS B REAVIRM. - TAIILLEEFRA

| e ||
Canditiars Celact the bype of altnbute ba add, and then chck the Sod bution
Determine the condhons ko malch
Lilnbuts bypes:
Mame | Deacription
Soecly the condlions 1o match Call=d-Statian-1d Fhare numbe dizl=d bp us=
Calirg-Stahond Fhare number ram shich cal oiginaled
Cordiliors: ChentFriendieMame  Friendle name for the RADIUS chent 145 only)
Clent IPAdoess IF addrezs of RADIUS cheri 145 orly)
Chest™encor Marufzchurer of RADILS prowy ar MAS 145 onl
Drzy-fird- Tine Rectrc . Time perods and days of weak duting which s
Framed-Protocol The prolocal bo be weed
& S-dzrlliz Strireg e rlilwreg he HAS cngmehing the eques!
HASP-Addess IF acdress of the HAS onginsbng Ihe ieques! (18
HAS-Fort-Type Type al phpsical port used by (k= HAS cnginahn
Service-Type Type af service Lser hag equeeshed
Tunned Tupe Tunneling probocods: bo be weed
Wintoas iouns Windoes graups that uss balongs ho
R D 1 | 5]
cBock | mets | Conce | 4] Canee |

4. % TEBHRE, EEFIBIZLLTEM ; Client-IP-Address — B AAAAZ FiwY P, 7Rt
g | M AWLCHIPZE , MERABERAREKBWLCHHSE,



Client-IP-Address K |

Type aword or a wild card [for example, abe.®);
|1 7216.1.30

OE | Cancel |

IWindows Groups —

EIEHG e A R AYWindows#E (EAEME ) . AT EEH
Grows . _____HEH|

The follawing groups are currently it this condition.

Groups:

Mame
CAT-TD-2kMT est-Clients

Hemove

] Canicel




Add Remote Access Policy

Conditions
Determine the conditions ta match.

Specify the conditions to match.

LConditions:

Add... Hemove Edit...

Windnws-ﬁrnups matches "CAT-TD-2KAT est-Clients"

< Back

Heut »

Cancel

tEHERTMERE. WRBESGRYE , B EELHRG  REE-TTF—F, R T

Permissions ( FFAl# ) 4 RE&E,

5.7 THAH#E, RET , BE TRIBRRFSEFTME) . BELRER K NREFEFSEEN

RF (EZR2% ) |, AIRTEREHBEFFIH,



6. &
7. T—HRBECAEREER. BEL
i

Add Remote Access Policy

Permizzionz

Dreterming whether to grant or deny remote access permizsion.

Y'ou can uze a Remate Access Policy either to grant certain access privileges to a
group of uzers, or to act ag a fiker and deny access privileges to a group of uzers.

[f a uger matches the specified conditions:

{7 Deny remate access pemmission

£ Back Mest =

Cancel

rNeXtJ ( _F_ﬂ} ) )

\|

AR EREERZB BRI EEIR TEA BB
,BER, MRRBENRERERSEEREESE  AINATUERAEEER,




Add Remote Access Policy

Izer Profile
Specify the user profile.

Y'ou can how specify the profile for uzers wha matched the conditions vou have
zpecified.

Mote: Even though you may have specified that ugers should be denied accesz, the
profile can ztill be used if this policy's conditions are overridden on a per-uzer basis.

Edit Profile...

................................

£ Back i Finizh Cancel

................................

FERECHERERER  Fk ERAERERER) HETR-T 'RBEEER, . 4R T
Edit Dial-in Profile ( fREBRARLEBER ) . RE.



Edit Dial-in Profile | 2] [

Buthentication | E ncryption I Advanced I -

Dial-in Constraintz | I I b ultilink I
 Diseannsct i dis for [ = mn

[T RBestict masimum session to; 1 _I: rmin. |

T Restict access to the following days and times;

Edi. |

[T Restrict Dial-in to this number only: I
— Restrict Dialin media:
O oD i’
[ Taoken Ring
Ol wireless - IEEE 802,11

L] 'wireless - Other |
[ Cable ;I

Q. I Cancel | Spply

. B—T
AuthenticationZ 5| & , REBBEFEWLANF ERMNERE S £, HEGIERARNBRE
(PAP, SPAP),




Edit Dial-in Profile K Ed
Diskin Constraints | P | Multilink
Authentication | Encryption I Advanced

Check the authentication methods which are allowed far this connection.

Extensible Authentication Protocol

Select the EAP type which iz acceptable for thiz policy.

| Frotected EAP (PEAP) || Corfigure.

[ Microzoft Encrypted Authertication version 2 [MS-CHAP +2)
[T Microzoft Encrypted Authertication [MS5-CHAP)

[T Encrypted Authentication [CHAP
¥ Unencropted Authentication [FPAP, SPAPE

R

hauthenticated Access

r Allowe rermote PPP clients to connect without negatiating
any authentication method.

(] % I Cancel Apply

Advanced H#. BERATERREIH , RRE—T "Adds

—

#—T



Edit Dial-in Profile HE|

Dial-in Constraints | IF | Mulilirk; |
Authentication I Encrpption Advanced

Specify additional connection attributes to be returned to the Bemate
Arcess Server.

Pararmeters:

Mame Yendar Yalue

Hemaowe Edit... |

] Cancel Apply

£Add

AttributestR & & , 2 Service-Type , A&t T — @17 & F:1&#1ZLoginfE,

T add & alinibuba to the Prafle, selact tha sirbute and cdick Aod

RADILIS atfrizustes: Enumerable Attribute Information
Nare: [ vendor | Desciition s .
ReplpHiezsage RADIUS Standard  Message o be displayed ta wser when auhentcas Aitlinuba name:
Service-Typ= RADIUS Standard  Type of s=ivice user haz iequested i | IS._-“- ;g-'l'_,.pg
Turmel-Aszigriment-D RADIUS Standsed  Turnel toowhich & sssmon i@ 1o be assigred
Tumel-Cienkduch-10 RADIUS Standsrd  Mame used by the bunnel inbsbor cunng the sulben ARibule Aurber
TurmelCienb-Endpl RADIUS Standsrd  |F addresz of the inbebor erd of the unnel
lurmnebMedum-T yoe RADIUS Standard  Transpail medium lo use when cieshng s lunnel lo IE
[urmelHassvod RADIUS Standsd  Faspword lor suthenlicsting ba & remale serer
TurmekPislersros BADIUS Standad  Felalve prelemenice assgned b sach bnnel winen Athiube fomak
NurwekHy o0 BADIUS Standard G 1D lor 3 patculs turnzked s2eon IEmamr
TurmelSare-huba D RADIUS Standaed  Mame ueesd by the bunrel lmngo duersg e auk
Turriel5aivee-Endpt BalbIUS Standard  IP addiess of he serven end of he lunred Allributs vahuer

TurriekType BADIUS Standard  Turmeleg piotocols b ba usad

Werdor-Spaciic RADIUS Standard  Usad bo supoot piopestaim MAS fazhaes ﬁ

Choconfi-Par Cizco Cizco & Pai V54

laroedzer-Digia-Propaitiss Miciosof Igrone thee uger's diakin properies:

ISR -ACCH-Tuoe U5 Robotics, | Desciiotion not avalable

LSR-AT-Callnput-Fikes U5 Robotica, | Descriotion ot avalable I )
USAATCalOuipucFiler U5 Foboties, | Descifion ot svalabls ol Cance_ |
UERAT Inpus-Fiter U 5. Fobatics, | Dezciiption ot avalablz

USR-AT DusputF e L5 Foobotic. | Drezcription ron avalabk: i

| | 3

ETR , BEEHRRADIUSE M FE HiEEVendor-Specific/E £ .



Add sttributes K3 E3 || r-wiltivalued Arteibut e Indiormatinn HE

To add sr sttrbaes (o e Piolle, sslecd the stinboie snd click Add alnbide nam=.

RADILIS atfributes: [¥erdor-Gpectic
M ame | endor | Dazesiption = ;
Reply-Mesnage FLDIUS Slardsd  Meszage tobe displaped Io user when sulbericss Altribue nuner
LErvces | ype FODIE Slardad | ups ol seimce wsen bas iegquedsd -—I |23
Tirrahazzignmanl-I0 BADIIE Standad  Turea! boshich a session i loba assigned
TurewhClenkdu il F&DILE Stardwd  Mame used by the amel inisator dusiag the authon Attribus fomat:
Turi=HC lertEndpt FADIUE Stardwd  |F addiess of the rtiston end of e furee
TurmsHsdue:-Tyoe FaDIUE Slandsd  Transpok mediom to use wahen cr=eling & bunnel fo |I:I|;!,vat‘3h'm
TurratF sz oo FaDIUS Slardad  Passvmid o aidbsanlicatiod 1o & namola serva)
TurnalFrefarance FADILS Standad  Raldive pealerence assgned to each lunnel when Aftribube vahizs:
Turee Pt G- ID FADILS Standawd Geowp D for a padicudan heeeled session Vends Vake Mow= L |
Turi=tS aresr-Authd D FLDIUS Stardsid Mame us=d by the hnnel i=imirstor duning e stk
[ umnsHServer-E ndpt F&DIUS Slardad  IF addiess of the ssiver end of the humsl Werer Dioem
TierahT yoe EADIUE Stendad  Tueeling piotocok hoba wsad =
Weridor S pecitic F&DILE Standard  Used to support propristam H&S feates
Ciscord -Fair Ciscn Cisco &% Fair W54
lgriote-User-Dishn-Pioperber Micmosclt Igriote the user's disl-n pioperbes
USR-ALCKM-Tyae 1.5, Robotice. | Demenplion ot 2valabie LHlteas |
L5EAT-Cal-lrpul-Filer LS. Robotic. | Dragcnplion rok avalable
USRAT-CallQuiptFkar LS Rabotizz | Dlesoription rok available E |
LI SA-AT It -Filker .5, Aabchizs, | Dimzenplion rat svailsble
L5A-AT-DulpukF = U5, Aobohics, | D'=sorphon ot swalshle - . ﬂ
1] | ¥

s | o | tf | ceres |

ET—EEED , H—TAJLUREZEFHAIVSA, G HER "HEBSEBEEA, RE, &
Specify network access server vendor T~ , i##£Enter Vendor Code., #i A Airespace VSAHf#
FERS1XEE. Cisco Airespace VSAMYHEERE R IEA14179, HALLBHRFSVSARRADIUS
RFC# %l , 55181%Yes, EfF A,

¥Yendor-Specific Attribute Information K

Attribute narme:

I"»-"enu:ln:ur-S pecific

Specify network, acceszs zerver vendar.
" Select from list: RADIUS Standard |

¥ Enter Vendor Code: 14179

Specify whether the attribute confarms to the RADILS RFC specification for
wendaor specific attnbutes.

™ Mo, It does not conform.

Configure Attnbute. .

aFk. Cancel

. #—T TConfigure
Attribute . EEEVSA (FARFC) B+ , MAHEFIENBERER. BUEEIXTNBHE
B, EBEUCAREEFANVSA, BERFEABEFZEWLAN-ID , FHITUTIRE . MERRE —
Airespace-WLAN-Idft 2 BEL R AR S — 1 MR — B8/ &M HIE- WLAN-IDSESI



Configure ¥S& (RFC compliant) 2] ]

WYendor-azzigned attnbute number:

1

Attribute format:

Decimal

Attribute walue:

2
(] % Cancel |
1 ERERAERTE
QoSELBRER , BHITUTIRE : MR — Airespace-QoS-Levelfit 7% £ Bl 1 WAL R
— 2R — B/ TEUGIE- 0 —RE 1 —F® ;22— HE ; 3 — A2
Configure ¥SA (RFC compliant) E Ed |
Wendor-azgigned attnbute number:
2
Attribute format:
Decimal j
Attribute walue:
3
Ok Cancel
ERERAERTE

DSCP{E , FHTUTER%E : MR — Airespace-DSCPHL R 2 B Y MAERLE- SBEER

— B8/t H{E- DSCPEMEH 3



Configure ¥SA (RFC compliant) K |

WYendor-azzigned attnbute number:
3

Attnbute format:
Drecimal j

Attribute value:
46

ak. I Cancel |

ETr T

802.1p-Tag , FBHITUT R : MMERTE — Airespace-802.1p-Tagft FEE 2 B H AR SE —

AMEMERE S — BB/ Value - 802.1p-Tagiifl 4

Configure ¥SA (RFC compliant)

“Yendor-azzigned attribute number:

4

Attribute format:
Decimal j

Attribute walue:
a]

Q. I Cancel

Ei B EER &R

7T H (VLAN):Attribute Name - Airespace-Interface-Name i 52 B i) MR SE — SR

E
A — FHValue — NEBEHEH 5



Configure ¥S& (RFC compliant) K |

Wendaor-azzigned attribute Aunmber:
a]

Attribute format:
String j

Attribute walue:
vlanid

Ok Cancel |

ERERERE
ACL , FEHITULT 21 - MR — Airespace-ACL-Nameft E 0 BL Y MRS — oM
¥R — FHValue - ACL-Name#i#l 6

Configure ¥S& (RFC compliant) |

“endaor-aszigned attribute number:
B

Attribute forrmat;
String j

Attribute walue:
ACLY|

k. Canicel

8. BLiEVSA®R , I —TOK , EX|FE|User profile (FAEMERR ) RE.
9. REE—TFinishEATEREE ., BT LATERIHFHEKEE T & BIF KK,



-:__‘,-"‘ Internet Authentication Service

Tree I Mame | orger |
'_,;'-' Trkernek Authenbication Servies (Local) E) Arespace VA .
1 Clisnks

H1-_ Remeote Access Logaing

=l :@? Remote hooess Policies

HEAEE I

ELLEHIF |, WLANEREBWebBis% ., FEAEHIAS RADIUSIRESHEITH BT , I3 HRADIUSH
RESELE AR E DB QoSKEE,




@ N Jq I:] ::! f. gr £ S S T | Pt 172, 16,1 S screersfes % g Go it on Antttrus I = -5

Save Corfigiraticn Fing"  Logout  Refresh

MONITOS WiLAaNs CONTRODLLER WIRELESS SECURITY MARNSSEMENT COMMANDS HELP
WILANS > Edlit < Back | Apply =
WL AMS |
WILANS WLAN 1D
A LAk WLAN 551D S5ID-WLCZ
AP Groiap A
Ganeral Policles Security Policles
Badio Policy &l w
Layer 2 Security Nome b
Adrmin Ttatus [#] Enabled .
] MALC Firtering
Segin-Frmeoot {secs) |0 T ——
~.. Quality of Zervice (Qo5) | Sdver [best affert) b _._.-' Layer 3 Sepuriy Mome w
WHMM Falicy ——————Eabied—— ] web Palicy *
TA20 Phore Support [ Chent CAC Lirnt  [[] AP CAC Limit & Aushentication () Passthrough
Brosdeast SSID [ Enablbed p“""”"*“h“.:‘?" —
Gk
Airgnet IE [Aenahisd
——— s . o * wah Poher cannot b ydad i comBinaticn with [PLe
G Allow ARA Override [#] Erabled - and L2TE.
Cliertt Exchuzion |-ﬁ£r-:.h'-eu * o |eD = when chant gxclonan of anabled, & Mot value of
Timeout Valws {secs) pere means mforty{will requre administrative overnide
i . 1 o reset avcluded chents)
Lo ool mon [ avernde w+% CIF is not supported by 10xx AP
DHEP Addr. Assignment [ Required
Irterface Name wibermal W
MFP Yarsion Rogquired 1
MFP Sigmaturs
| MIFF Chaakbl
Cieneratian [+ (Glba Cisablad)
H-REAF Local Switching [
* H-REAF Local Switcheng not supported =akh IFSEC, LZTF, FFTF, CRANITE
and FORTRESS aythenbeabons
Radius Servers
— Authenticatan Servers ACLOuNting SErVER———_
- -
q ]
e Server 1 P:17Z2.16.1.1, Port:1812 » | nong —— -}
= e e —————— T S s
] 5 @ wkeret

B LREZREER , WebBBERA |, BB AR A£172.16.1.1, MBEEWLANEHBREAT
AAAB B, HEWLANHIFEERQoSER E R TE A Silver,

T£IAS RADIUSaIfRES L |, BLiE TIRImAH R REE , B RBGRERADIUSEZ ERAWQoSEM
Bronze, BB ESENRQoSEBMMVSAK B 5K Ikigk,

Configure ¥9A {RFC compliant) K |

Wehdor-aszigned attribute number:
|2

Attribute format:
I Decimal j

Attribute value:

E

ak. Cancel




AEAMAEIASAIIRER LE B EmaL B RENFAER | F2EAENEIAS £ S = iy 55 5 K
i

—BANRERE TIASAMRER. WLCHILAP , ERE Fink 7] SAEAWeb & 3 BB E1TELR,

B

ERAXEHAR , BEENEERE EEER.

EEAEERAERAEDNZEEZIIWLANE | WLCEHBEEIESIIAS RADIUS{IARES |, %[AR
BERBERSEREPEENRENCEHAEEEEREFEAEET ORI, WRERAERTBRID
, RADIUSAI RSB S EL L ZEAAAB B ENRADIUSEZ ER, HEEBRT , SREFEAEN
QOS%H]%O

#&7] L% Hdebug aaa all enablefi T RBA SO RFHBRENEHIERF. AT 28 HEH)

(Cisco Controller) > debug aaa all enable

Wed Apr 18 18:14:24 2007: User adm n authenticated

Wed Apr 18 18:14:24 2007: 28:1f:00: 00: 00: 00 Returning AAA Error 'Success' (0) for
nmobi | e 28: 1f: 00: 00: 00: 00

Wed Apr 18 18:14:24 2007: AuthorizationResponse: Oxbadff97c

Wed Apr 18 18: 14:24 2007: structureSize. . ... 70
Wed Apr 18 18: 14:24 2007: resultCode. . ... 0
Wed Apr 18 18: 14:24 2007: protocol Used. . ...... ... .. 0x00000008
Wed Apr 18 18: 14:24 2007: proxyState. ... ... ...
28: 1F: 00: 00: 00: 00- 00: 00
Wed Apr 18 18: 14:24 2007: Packet contains 2 AVPs:
Wed Apr 18 18: 14:24 2007: AVP[ 01] Service-Type. ... ... ...
0x00000006 (6) (4 bytes)
Wed Apr 18 18: 14:24 2007: AVP[ 02] Airespace / WLAN-Identifier..............

0x00000000 (0) (4 bytes)
Wed Apr 18 18:14:24 2007: User adm n authenticated
Wed Apr 18 18:14:24 2007: 29: 1f:00: 00: 00: 00 Returning AAA Error 'Success' (0) for
nmobi | e 29: 1f : 00: 00: 00: 00
Wed Apr 18 18:14:24 2007: AuthorizationResponse: Oxbadff97c

Wed Apr 18 18: 14:24 2007: structureSize. ... 70
Wed Apr 18 18: 14:24 2007: resultCode. . ... 0
Wed Apr 18 18: 14:24 2007: protocol Used. . ... 0x00000008
Wed Apr 18 18: 14:24 2007: proxyState. . ....... ...
29: 1F: 00: 00: 00: 00- 00: 00
Wed Apr 18 18: 14:24 2007: Packet contains 2 AVPs:
Wed Apr 18 18: 14:24 2007: AVP[ 01] Service-Type. ... ... ...
0x00000006 (6) (4 bytes)
Wed Apr 18 18: 14:24 2007: AVP[ 02] Airespace / WLAN-Identifier..............

0x00000000 (0) (4 bytes)
Wed Apr 18 18:15:08 2007: Unable to find requested user entry for User-VLANLO
Wed Apr 18 18:15:08 2007: Authenticati onRequest: 0xa64c8bc

Wed Apr 18 18:15:08 2007: Callback. ...... ... 0x8250c40
Wed Apr 18 18:15:08 2007: protocol Type. . . ... 0x00000001
Wed Apr 18 18:15:08 2007: proxyState. .. ... ...

00: 40: 96: AC: E6: 57-00: 00
Wed Apr 18 18:15:08 2007: Packet contains 8 AVPs (not shown)

Wed Apr 18 18:15:08 2007: 00: 40: 96: ac: e6: 57 Successful transm ssion of Authentication Packet
(id 26) to 172.16.1.1:1812, proxy state 00:40: 96: ac: €6: 57- 96: ac
Wed Apr 18 18:15: 08 2007: 00000000: 01 1a OO 68 00 OO OO OO 0O OO OO OO OO OO OO OO

Wed Apr 18 18:15:08 2007: 00000010 00 00 00 00 01 0d 55 73 65 72 2d 56 4c 41 4e 31
...... User - VLAN1



Ved Apr 18 18:15:08 2007: 00000020: 30 02 12 fa 32 57 ba 2a ba 57 38 11 bc 9a 5d 59
0...2W*.W8...]Y
Ved Apr 18 18:15:08 2007: 00000030: ed ca 23 06 06 00 00 00 01 04 06 ac 10 01 le 20

H
Wed Apr 18 18:15:08 2007: 00000040: 06 57 4c 43 32 1a Oc 00 00 37 63 01 06 00 00 00
WC2....7c.....

Wed Apr 18 18:15: 08 2007: 00000050: 01 1f Oa 32 30 2e 30 2e 30 2e 31 1le 0d 31 37 32
...20.0.0.1..172

Wed Apr 18 18:15:08 2007: 00000060: 2e 31 36 2e 31 2e 33 30 .16.1.30

Wed Apr 18 18:15:08 2007: 00000000: 02 la 00 46 3f cf 1b cc e4 ea 41 3e 28 7e cc bc
R A>(~. .

Wed Apr 18 18:15: 08 2007: 00000010: 00 el 61 ae 1la Oc 00 00 37 63 02 06 00 00O 0O 03

Wed Apr 18 18:15:08 2007: 00000020: 06 06 00 00 00 01 19 20 37 dO 03 e6 00 00 01 37
Wed Apr 18 18:15:08 2007: 00000030: 00 01 ac 10 01 01 01 c¢7 7a 8b 35 20 31 80 00 00

Wed Apr 18 18:15:08 2007: 00000040: 00 00 00 OO OO 1b  ......

Wed Apr 18 18:15:08 2007: ****Enter processlnconm ngMessages: response code=2

Wed Apr 18 18:15:08 2007: ****Enter processRadi usResponse: response code=2

Wed Apr 18 18:15:08 2007: 00: 40: 96: ac: e6: 57 Access-Accept received from RADI US server
172.16.1.1 for nobile 00:40:96: ac: e6: 57 receiveld = 0

Wed Apr 18 18:15:08 2007: AuthorizationResponse: 0x9802520

Wed Apr 18 18:15:08 2007: structureSize. . ... 114

Wed Apr 18 18:15:08 2007: resultCode. ... ... .. 0

Wed Apr 18 18:15:08 2007: protocol Used. . ...... ... ... ... 0x00000001

Wed Apr 18 18:15:08 2007: proxyState. ... ...

00: 40: 96: AC: E6: 57- 00: 00

Wed Apr 18 18:15:08 2007: Packet contains 3 AVPs:

Wed Apr 18 18:15:08 2007: AVP[ 01] Airespace / QOS-Level ....................
0x00000003 (3) (4 bytes)

Wed Apr 18 18:15:08 2007: AVP[ 02] Service-Type. .. ... ...
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:08 2007: AVP[ 03] C aSS. . ottt

DATA (30 bytes)
Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Applying new AAA override for station
00:40:96:ac:e6:57
Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Override values for station 00:40:96:ac:e6:57
source: 48, valid bits: 0x3
gosLevel: 3, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlianIfName: '', aclName: '

Wed Apr 18 18:15:12 2007: AccountingMessage Accounting Start: Oxa64c8bc

Wed Apr 18 18:15:12 2007: Packet contains 13 AVPs:

Wed Apr 18 18:15:12 2007: AVP[01] User-Name............. ...
User - VLAN1O (11 bytes)

Wed Apr 18 18:15:12 2007: AVP[02] Nas-PoOrt........ ...
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 03] Nas-lp-Address. ............iiiiiinaon..
Oxac1001le (-1408237282) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[04] NAS-ldentifier.......... ... .. ... .. .......
0x574c4332 (1464615730) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 05] Airespace / WLAN-Identifier..............
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 06] Acct-Session-Id..........................
4626602c/ 00: 40: 96: ac: e6: 57/ 16 (29 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 07] Acct-Authentic.......... ... ... ... .......
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 08] Tunnel -Type. . ... ... ...
0x0000000d (13) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 09] Tunnel -Medium Type. .. ...... ... .. ....
0x00000006 (6) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[ 10] Tunnel -Goup-1d......... ... ... ... .......

0x3230 (12848) (2 bytes)



Wed Apr 18 18:15:12 2007: AVP[ 11] Acct-Status-Type. ..........c.cuiiin. ..
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[12] Calling-Station-1d.......................
20.0.0.1 (8 bytes)
Wed Apr 18 18:15:12 2007: AVP[13] Called-Station-1d........................

172.16.1.30 (11 bytes)
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