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RTEREREUNHTHRRE , BTHA TSR

1. BREWLCH B AGEEI 5% FWLAN,
2. RIS F BAPRETERE,

3. Bl B 28008 F 88 LAEE T WANSERR .
4. EIRIHIL B EBREAP LAP,

AERSEAUTHERERE
Csco 2800 Router Cisco 2800 Router
10.0.0.2/8 |
172.16.1.60/16 1 192.168.1.1724
Layer 2 Swilch Layer 2 Switch
192.168.1 5024
Cisco 4400 WLE Cisco 1030 Lightweaight AP

WLC Parameters 192 168.1.24/24 v 192.168.1.25/24

Management Inledface IP address: 172.16.1.50/16
AP Manager Interface IP address: 172.16.1.51/18

FWNEFEAARAGRESI S IHAE, HRAEKREMBR2800RFIMEZT LKL, L REIGER
BB B IR R 1B S5 (OSPF) i BB IBPPPE S E WANSERR FERHE R, 4400 WLCHLAREES | W
1030 LAPA BB RN T, 1030 LAPKE L EMEWLAN, UL TE2WLANK 5| &) -

- WLAN 1SSID - SSID1Authentication — TR % — MR TE MW E(TKIP) (WPATERA
£ M[WPA-PSK] )
- WLAN 2SSID - SSID2 5 13 B 3% — FIiER & 108 B B (EAP) N — TKIPEE : HHAWLAN
2, AXEDWEEFERWPA ( 802.1xEaEBMTKIPINE ) .
BN ERNBREREEE,

ERTEWLCHY E 258 {E F Ex EWLAN

LA ESTINECL) LEAMBEEBSREEWLCHERRE, IE , BHAEAGUIERE




WLC, AERNMEBEACL LHNREIEBBEEWLC LETHERE,

WLCEXRBI®R  EREAMBDEERE, FAREBBEREEARRTE,
ZBE, UTRRBEEBENRE

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco_33:84:a0]: WLC_MainOffice

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): *****
Management Interface IP Address: 172.16.1.50

Management Interface Netmask: 255.255.0.0

Management Interface Default Router: 172.16.1.60
Management Interface VLAN Identifier (0 = untagged):
Management Interface Port Num [1 to 4]: 1

Management Interface DHCP Server IP Address: 172.16.1.1
AP Manager Interface IP Address: 172.16.1.51

AP-Manager is on Management subnet, using same values

AP Manager Interface DHCP Server (172.16.1.1):

Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: Main

Network Name (SSID): SSID1

Allow Static IP Addresses [YES][nol: Yes

Configure a RADIUS Server now? [YES][no]l: no

Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enable 802.11b Network [YES][no]: Yes

Enable 802.1la Network [YES][no]l: Yes

Enable 802.11g Network [YES][no]: Yes

Enable Auto-RF [YES] [no]: Yes

Configuration saved!
Resetting system with new configuration...

I EHIEWLC ERRELATEIH -
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- EENHEIPHUE
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. BB HIER

. B EVLAN BI 55
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. SSID

- HEHMEIH

R
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A LAFECLIZGUI LETT

EBLES|IBANKZEWLCETEREE, MAHHHWLCE HR , WLCER172.16.1.50 5 EE
N EIPH#L , £H172.16.1. 51 EBAPEE SR M HIPHL, FEE E%‘E%E’JWIWLAN , BB1E

WLCJ:mEJZJ«XTiES% .

1. EWLC GUIF | IH— TR EEIEEHRHWWLANs, HEWLANSIRE., HEESIHWLC LR
EHWLAN, HRAZEARBEEBERE 7 —EWLAN , FHItEX4EEIWLANE B E 5|

2,
2. % — TEditLA#fREWLAN SSID1, AT 2Ei4l
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Save Configurstion  Fing  Logoudt  Refrech

WilaNs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
WL ARG W AT o, |
WiLANS
WLAN Adrain .
AN o WLAN SS1 - Sequrity Palicies
S51D1 Trabied [T i Ed# :._’

HIEWLANs > EditiR E. EIBEED , BUUEERERWLANNSIS , HHPE¥EGeneral
Policies, Security Policies, RADIUS server&.,

3. FEWLANSs > EdittR B 1TLA T&$2 : £General PoliciesEiF# , i Admin StatusZEi2H
Enabled 2R ER 75 # LARBK A LEWLAN, #ELayer 2 Security T2 58 FiZZBWPA |, SUEHWLAN
1ERAWPA, ERERFERWPASIE. EEWLAN 1 EFEAWPA-PSK , BBEWPASI®EE
EHPre-Shared Key3%i2 fVEnabledZREX 5 #2 , REZ W AWPA-PSKNETE, WPA-PSKi& A
TKIPESTINE . & : WPA-PSKER ML ARE Fin/ T H~ LEEAZEWTE , WPA-PSKHF B
EETHE, #2—T TApplys » AT 2&HI
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Logest Refresh
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WLAMN ID
WL AN E WLAN 51D
WLANS
AP Groups WLAN General Polcias

Ao Poley

& Rderin Shabas

WM Folicy

320 Phone Suppart
Brgadcat 5510
Allo= ARA Dvermde

Chank Erclupion

DHCF Sarver
DHCF Agdr. kgtagnimgrt

Erderigos Mame

Radkiis Safders

Authanbcalen Serveri

all -
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s
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Quakty of Service (JaS) IFll--r {haik affort] -

Depabled =
[T Chant CAC Liwst [~ AP CAC Lawat
F Enabled
™ Ensbled

T

Tenemt Walus (3ee5)

F ilnabind **

I Gveride
I maquired

ManhBpement =

Actoutfneg Serveri

Security Policias

€ Laver 2 Security wEA =l
— —
Léyei 3 Setuity Manhi 'l
™ wieh Policy *
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and LITH
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Sarwar nigra . raSne W
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B02.11 Dhate Enpryplepn T 1P-MEC

Pre-Shared Key F Enstied

o

BEAWPA-PSKINZH EWLAN 1,
4. EEEZEWLAN 2 , FFEWLANsIRE H 1% — TNew, HIEWLAN > NewiRE,
5. FEWLAN > NewtR & , EZWLAN IDFIWLAN SSID , A& &R —TApply. AT 2& 5l
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WLANS WLAN 1D =
WLAN SSID Esinz

WEEERE = EWLANAWLAN > EditiR &,

6. EWLANSs > EditiR B #1T LA T1#1E : £ General Policies 218/ , i Admin Status3Z;2#Y
Enabled ZRER 5 # LARR A LEWLAN, #ELayer 2 Security FHIZE FIZIZEWPA |, SUEAIL
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Save Confiquration  Ping  Logowt Refresh
MOMITOR  WilANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WA PAarairal e
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AR . A VETHEBNEERADIUSHIRSEFMEAPS BT . EEBNAIFEAWLCE EEAPS 135
HNEH , F2REAWLANEZHES(WLC)KYEAP S 17 88 5 Bl B 7R 4,

HERIRE R B REEHAP

BER—EiBTE , LAPEBIBEES TLUERNZEFISRNEE. LAPERIEFZRHRR 1
BB EMEPHFREESR, BBEESR , LAPEREMAZEPNIERFIRmENER,

AT EIXEREAPHIAP | FBAPERIEEAMREMN. WERAFAPRREMRGHIZR, LAPHE
ERNEMARGIERER , APTHEWLANER R ENE BN RHAPERRFE(OS)MA . BEIEF
MR EHERNIPE I G EREIAP, EAPHBEMENMAEAR , APALIEREIRN EELR,
WMRIPEZATA , BAPALABRBRI A BEHFARFENVIEFIZR,

A TEAAPZRITRFREHEES "REAP, BX , UEKEEXIRIREE, SaLUBEBES
ESCLIZRGUIEE £ A Wireless Control System(WCS)EARIEAPIRBIFE EE RN, FERIBERT , APERE
AHITER "ARib, Thae,

LAPT] LA B LA TR — BT SRR ER R 2 R

-p) § ¢
. S BTE A A b T 48 E B AADHCPIZ 1B 431 F DNS 1A IR 854 Al AR S B (O TAP) i F R &B
DHCP{EARESEE : EFE A REDHCPRIARES , LAPABEIZEZIIWLC,
AIERBERLAPE FAIDHCPIR B4R ZMFIFTMEIWLC, BRFEADHCPIRIE43MELAPE M1 %l
BURHMBRKEINESEN , FSHEEAP(LAP) G EIFIFLANIZFIZZ(WLC),
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Tim#rs

TRA TSR, BEEREAPENEELAP:

1. EWLC GUIL , ##—T "Wireless, . Hi¥ TAllAPs ( FTEAP ) 1 RE&E. tREH HEME
WLCHIAP,

2. BEMLAAREAPEAE EMNAP , A%RIZ—TDetail. WKEERIGEAPH "FIAEAP, > T3
MEF, BE. EHEES , EULEBEAPHNSESIH , HF 2%  APERBIPHit (TEXK
ARE ) EEERER L5 BAPEAAPAERNWLCEE G

3. AP Mode THIZEE HIEREREAP, HEXEERA N ZXEREAPHAP,

4. ERAPHKAREMNIEFIREE , ARE—TApply, RZUUER=FEREREE (E. X
ME=2HER ) . APREEUBREPRHANIEFESESR, BRILEHERER —E2H5
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Oipar gt Status
Port Musmitser

AP Grgag MamE

Save Confiquration  Ping  Logowt  Refresh
CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELF

Wi eess Al W > Detalls < mack | apply |
RCCess Painlt GeEneEral YWariions

AF Hame Ij.‘i 51 Sa:ed 5 MWerson 3.2.70.0

E Fthaernet MAC Address 0006 0% %1550 Beoed Wereaan Z.1.M.0

Bridging

Bigse Apdio MAC O0:ob 0% 5150
Fengues InvEntory Information

' Regilgtary Domain BOTRLbg -8 BRILLE) -
&P M 1 ap

&P P dddress 1726180 ode 1030

AF SLakc IP = &P Sanal Humbar WONISIIOIRT
Clientz AP Ghebe IPLoesam 1.8 &P Corvfiate Type Harndachers Instaled
Glabal BF i Rebmask e 2o4 284 ¢ REAP Made fupiterted Tes

4 b U T TR

Lo e ¥
Coantry

L oL [ — lmj -
Thmers i -

LAF Mode IPEI.P .|

Lot [Remate CFhce
Pronibry Coovrsiler -

Lz |WLC _ManCeffice]
Sitohdiry Contrall I

Heme

Tertiary ©oadrgller I

Wi

Siatichior Temer I: =

Radio Inberfaces
Kwmiber of Baedio Irvbsrfaces

Radis Interace Type Admin Status Ergulatory Domain

Ernable ue

RE RREAPEIEREAP |, ¥ H AU ERIGMETEEE.

Operr Stalus

10201 Tuppesrted

EE  EUTROIRES , TUEIAPHIPHI B ENARFE , WA B S EFAEIPHNE192.168.1.5,
ETHSERRNAERER N AZEFANTFHE, Hit , EEREBEERMEAREDHCPRRR
172.16.1.80MIPi#th 31k, AFAPREMEIRFIZRE | Bigtb Ut EXAFRERIPHbIE,

EC M 28003 F 85 SA 28 T WANBE K

ATEIMWANEEE | b ROIEAR A EBOSPFAY2800R SR HZREMIR 2 EHEHEF. UTRR
NEHIERN WA HRMNERE

5

MainOfficef#show run
Building configuration...

Current configuration :
1

728 bytes

version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname MainOffice

1

!

ip subnet-zero

1

i




1

!
interface Ethernet0

ip address 172.16.1.60 255.255.0.0

!--- This is the interface which acts as the default
gateway to the WLC. ! interface Virtual-Templatel no ip
address ! interface Serial0 no ip address ! interface
Seriall !--- This is the interface for the WAN link. ip
address 10.0.0.1 255.0.0.0 encapsulation ppp !--- This
example uses PPP. Use the appropriate !--- encapsulation
for the WAN connection. ! router ospf 50 !--- Use OSPF
to route data between the different networks. log-
adjacency-changes network 10.0.0.0 0.255.255.255 area 0

network 172.16.0.0 0.0.255.255 area 0 ! ! ip classless
ip http server ! ! ! line con 0 line aux 0 line vty 0 4
! end

2XHN

BranchOffice#show run
Building configuration...

Current configuration : 596 bytes

!
version 12.2

service timestamps debug datetime msec

service timestamps log datetime msec
no service password-encryption

!
hostname BranchOffice

1

!

ip subnet-zero

!

1

1

!

interface Ethernet0

ip address 192.168.1.1 255.255.255.0

!--- This is the interface which acts as the default
gateway to the LAP. ! interface Serial0 no ip address !
interface Seriall !--- This is the interface for the WAN
link. ip address 10.0.0.2 255.0.0.0 encapsulation ppp
clockrate 56000 ! router ospf 50 !--- Use OSPF to route
data between the different networks. log-adjacency-
changes network 10.0.0.0 0.255.255.255 area 0 network
192.168.1.0 0.0.0.255 area 0 ! ip classless ip http
server ! | ! I line con 0 line aux 0 line vty 0 4 login
autocommand access enable-timeout 2 ! end

R R RSP MREAP AP

BE , BEEWLCLEEEWLAN, ZE{HELAPIEEIBERBHNE 2 BB IWANSERE | BEFEH
1EiR Uk U B ER B AP,

HRIREFBAPEER  APERREERMBEREENIEFEHRFRR. APKIRHERR , AP
EhlgRaE. UTRESES, EWLCH , B UESIAPE M ELRIE1 LAV
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Acress Palnds search by Etherne 1 MAL | wearch I

Aridging LT AP Ik Ethernet MAL Adimen Shainis :.::':.:':hﬂn*l For

Hogues I ap;SlSaien ] QUCObRSSNSeced  Enabis EEG 1 Relal
Cliemis

GLlehial BF

Coumiry

Timers

B ASSID SSID1A B AWPA-PSKH & FimEEWLAN 1 ERIAPREE, EASSID SSID2H E A
802.1x B R RFEMNEF FimEWLAN 2 EWAPREEE, T REIBERRERFit,. —EAFFIiREET
WLAN 1, 5 —E&E FimiEHEWLAN 2:



=003 Q3T NI

Save Canfigurstion Pirg Licsgoast Ellm
SECURIT MAMAGEMENT MMANDS  HELP
B o Chents Iems 1 o 2 ot 2
Silmiary Search by MAL address | Search |
Statistics
ik Clienk FMAL Addr AP manne AP FMAD Adde L Type Htalus Aiith  Fart
Wiireless OO-40: 96 aedd-08  a:SL:Saed O0:0b:ES :S1Sa0e0  SSIDA S ANE  Adistatid L - ':jlr
A : 101 ] RO-40:Fac:eb-5T  ap:Sl:-Saeld O0-0b: FS: Sl -5e:ed SRS 807 iia  Arveosded LE o) 1 ".:rr
11 51 E r.'- : ]
118 - A
Oty

B

FEAEXERE , BRENREAPEEREER Tk,

BHEE : 5/ debug 281,

TREH -

(Cisco Controller)
Wed May 17 15:04:22
Wed May 17 15:04:22
(CONFIGURE_COMMAND, 1)
Wed May 17 15:04:22 2006:
AP 00:0b:85:51:5a:e0 slot
Wed May 17 15:04:22 2006:
for AP 00:0b:85:51:5a:e0
Wed May 17 15:04:22 2006:
AP 00:0b:85:51:5a:e0 slot
Wed May 17 15:04:22 2006:
for AP 00:0b:85:51:5a:e0
Wed May 17 15:04:22 2006:
00:0b:85:51:5a:e0

Wed May 17 15:04:22 2006:
Wed May 17 15:04:22 2006:
Wed May 17 15:04:22 2006:

2006:
2006:

apfSpamProcessStateChangeInSpamContext :

0

apfSpamProcessStateChangeInSpamContext :

slot O

apfSpamProcessStateChangeInSpamContext :

1

apfSpamProcessStateChangeInSpamContext :

slot 1
spamDeletelCB:

s L2 E A Debug ETHEEEN,
EARAWANSERE . EWANSERRETFRE AP R EEWLCHER. REWLCRH

>debug lwapp events enable
Did not receive heartbeat reply from AP
Max retransmissions reached on AP 00:0B:

Down LWAPP

Deregister

Down LWAPP

Deregister

stats timer not initialized for AP

=g

JBE

REESHAP, LA

00:0B:85:51:5A:EQ0
85:51:5A:E0

event for

LWAPP event
event for

LWAPP event

Received LWAPP Down event for AP 00:0b:85:51:5a:e0 slot 0!
Deregister LWAPP event for AP 00:0b:85:51:5a:e0 slot 0
Received LWAPP Down event for AP 00:0b:85:51:5a:e0 slot 1!
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Wed May 17 15:04:22 2006: Deregister LWAPP event for AP 00:0b:85:51:5a:e0 slot 1

#£debug Iwapp events enablefs S tH A , A LAFEIWLCEHE TAP , RAWLCEBIWEIZRE
APHI D BRIEZ ., O BKIEZE LA keepalivelHE . AN EREERECHK K BRA1Y, NR
WLCR BWEIEIZE , BIWLCE AP,

EAPERBEENE , APERIERERKR, BEE—BWLANWLAN 1)HBEBANERAERNEEE
EXEAHEE , A —BWLANFHFERAEREREAWPA-PSKINE, LAPEBER TEEMER
K, T EHIEERFEASSIDIFMWPA-PSKEMREIWLAN 1M & FimHIARRE ( EWANERZL BRI

)

it : TKIPREWPA-PSK—E RN INE,

[F|cisco Aironet Desktop Utility - Current Profile: SSID1. d |

fckion  Options  Help

Current Status | Profile Management | Diagnostics

‘EM“” 5"”“\ Prafile Mame: 55101

Link Statuz: Authenticated

Wirelezs Mode: 5 GHz 54 Mbpz IP Addrezs: 192.168.1.24
Metwaork, Twpe: |nfrastructure Current Channel: 64
Server Bazed Authentication: Mone D ata Encryption: TEIP
Signal Strength: | Eucellent

HIFZIWLAN 2R B FinSERES L HAWLAN 2(FFHEAPS 06T, B4 HEHERAFEH
EAPEMERENEFFIREEEWLCEH. UTR—RBRAKRE , BERWANSEREEAEAP S PR H
KB



2| =10 x|

Bl AP Authentication X

Profile N
' Card Mame:  Cisco Aironet 802, 11afbjg Wireless Adapter
Steps |

Profile Mame: 3S3IDZ2

-» 1. Starting
2 Checking Message: Unable to LEAP authenticate the wireless
1R : user in the specified amounk of time,
- MIEnEWINg Metwork infrastructure might be down, You
4. Detecting may also want to increase the LEAP timeout
5 Finding D value For this profile,

Cancel |

WANSEEEREN & , APYIIRE ERREAPE N I @ EHI255E M. EHAEAPERREBENEFIHtERE
° L}{—F%iﬁﬁ“ .

“F Cisco Aironet:

ficktion  Qpkions  Help

LEAP Authentication Status il I ] [

Card Hame: Cizco Aironet 802,11 a/b/g Wireleszs Adapter
Profile Mame: 55102

Steps Status
1. Starting LEAP Authentication Success
2. Checking Link Status Success
3. Benewing IF address Success
4. Detecting [P Frame T ype Success
B. Finding Diamain Contraller Success
[T Show minimized nest tine Cancel

I || Auto selech Erofiles urd‘EI"EI'EI’ﬂErl_'I

2 28 Edebug Iwapp events enabledn =B & ROIBERUA TR

(Cisco Controller) >debug lwapp events enable

Wed May 17 15:06:40 2006: Successful transmission of LWAPP Discovery-Response

to AP 00:0b:85:51:5a:e0 on Port 1

Wed May 17 15:06:52 2006: Received LWAPP JOIN REQUEST from AP 00:0b:85:51:5a:e0to
00:0b:85:33:84:a0 on port '1'

Wed May 17 15:06:52 2006: LWAPP Join-Request MTU path from AP 00:0b:85:51:5a:e0is 1500,
remote debug mode is 0

Wed May 17 15:06:52 2006: Successfully added NPU Entry for AP 00:0b:85:51:5a:e0(index 51)



Switch IP: 172.16.1.51,
Port: 5550, next hop MAC:
Wed May 17 15:06:52 2006:
00:0b:85:51:5a:e0

Switch Port:

12223, vlanId OAP IP:
00:d0:58:ad:ae:cb

Successfully transmission of LWAPP Join-Reply to AP

intIfNum 1, 192.168.1.5, AP

Wed May 17 15:06:52 2006: Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 0
Wed May 17 15:06:52 2006: Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 1
Wed May 17 15:06:54 2006: Received LWAPP CONFIGURE REQUEST from AP 00:0b:85:51:5a:e0 to
00:0b:85:33:84:a0
Wed May 17 15:06:54 2006: Updating IP info for AP 00:0b:85:51:5a:e0 -- static 1,
192.168.1.5/255.255.255.0, gtw 192.168.1.1
FERARERE , HHERBETRHEERE,

FHFED

e

A LA A E tedebugis S HH HHREE TSR B HE R
BNEE : £/ debug IET2HI , FEXS B EE Debug EETHEEEH,

- debug Iwapp events enable — FRLAPRIWLC Z B &N EHF 5,
- debug Iwapp errors enable — ET\LWAPPJE;.}LEF%&“I'E’J?*MO

- debug Ilwapp packet enable — #RLWAPPE R S IRHEHIFAE .

- debug mac addr — BIEENEFimBAMACHR.

HEEA

- P TEMBREAPE RIS

. {8 AWLAN# 4188 (WLC) A EAP SR T 4H RE 5 51
. SEARLANTR$ 25 70148 I 7 77 By B E 45 46 A6 i 5
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