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1. BEEESKANBE(IRB)AREMFE, feEMEEREX TRABLE WS UMAIRB,
WirelessRouter<config>#bridge irb
!--- Enables IRB. WirelessRouter<config>#bridge 1 protocol ieee !--- Defines the type of
Spanning Tree Protocol as ieee. WirelessRouter<config>#bridge 1 route ip
!--- Enables the routing of the specified protocol in a bridge group.

2. REREERNEBV!), ABVIZEIPHN, E2EMRERX TRAELHGT.

WirelessRouter<config>#interface bvil
!-—— Enter interface configuration mode for the BVI. WirelessRouter<config-if>#ip address
172.16.1.100 255.255.0.0
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WirelessRouter<config>#ip dhcp excluded address 172.16.1.100 172.16.1.100

!-—-- Excludes IP addresses from the DHCP pool. !--- This address is used on the BVI
interface, so it is excluded. WirelessRouter<config>#ip dhcp pool 870-ISR
WirelessRouter<dhcp-config>#network 172.16.1.0 255.255.0.0

AE  ZEESEFHRNEFEREAZEZDHCPRIREZNIPHLE,
. #5871W ISRELE BA#RADIUSTAIRES, AU EBEERT , BAELHSHE871W ISRE
B A& RADIUSRARES.

WirelessRouter<config>#aaa new-model

! -—— Enable the authentication, authorization, and accounting !--- (AAA) access control
model. WirelessRouter<config>#radius-server local

!-—- Enables the 871 wireless-aware router as a local !--- authentication server and enters
into configuration !--- mode for the authenticator. WirelessRouter<config-radsrv) #nas
172.16.1.100 key Cisco

!-—- Adds the 871 router to the list of devices that use !--- the local authentication

server. WirelessRouter<config-radsrv>#user ABCD password ABCD
WirelessRouter<config-radsrv) #user XYZ password XYZ

!--- Configure two users ABCD and XYZ on the local RADIUS server. WirelessRouter<config-
radsrv) #exit

WirelessRouter<config>#radius-server host 172.16.1.100 auth-port 1812 acct-port 1813 key
Cisco

! -—— Specifies the RADIUS server host.

AXE : £/AE1812M1813E T A #RADIUSI AR 27 #Y & 17 5 & M i bko

WirelessRouter<config>#aaa group server radius rad eap
! --- Maps the RADIUS server to the group rad_eap

WirelessRouter<config-sg-radius>#server 172.16.1.100 auth-port 1812 acct-port 1813
!-—- Define the server that falls in the group rad_eap. WirelessRouter<config>#aaa
authentication login eap methods group rad_eap

! --- Enable AAA login authentication.

EBEEERENH, ERENENEES REHR - SERRSIMHEE , 2ESSID. MEE
‘t BRENR, EENERKEHFNEE, Jtl:a'\ﬁﬂﬁ%%%TestE’JSSIDo BASLESDS
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WirelessRouter<config>#interface dotllradioo

! -—— Enter radio interface configuration mode. WirelessRouter<config-if>#ssid Test

! -—— Configure an SSID test. irelessRouter<config-ssid>#authentication open eap eap_methods
WirelessRouter<config-ssid>#authentication network-eap eap methods

! -—- Expect that users who attach to SSID 'Test' !--- are requesting authentication with
the type 128 !--- Network Extensible Authentication Protocol (EAP) !--- authentication bit
set in the headers of those requests. !--- Group these users into a group called

'eap_methods'. WirelessRouter<config-ssid>#exit

!--- Exit interface configuration mode. WirelessRouter<config-if>#encryption mode wep
mandatory

! --- Enable WEP encryption. WirelessRouter<config-if>#encryption key 1 size 128
1234567890ABCDEF1234567890

!--- Define the 128-bit WEP encryption key. WirelessRouter<config-if>#bridge-group 1
WirelessRouter<config-if>#no shut

!--- Enables the radio interface.

SEARLERR , 70 HBFEZRERRTF IR BB R, ERHRLLEBEEAPSRFEE
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WirelessRouter<config-ssid>#authentication network-eap eap_ methods
WirelessRouter<config-ssid>#authentication open eap eap_methods

AR AERBERREEARNERERAE R, &  £HCommand Lookup Tool({ BR 5 it
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Prafle Ssthings
Profile M ame: IE?WSH

Client M ame: IL'*'-F'T oP-1
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55ID1: |Tasi o
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SSID3: |

ak Cancel
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Profile Management

3. #&— T Configure A EHXLEAPRR E. LtiHAEE % EAutomatically Prompt for Username and
Passwordi#1H, WREAEEEZLEAPSOREBERERFHWAFEAEEBIER.



v Alway: Fesume the Secure Session

— Uzemame and FPaszword Settings

—{% |Jze Temporary Uszer Mame and Pazzword —

™ UszeWindows Uszer Mame and Pazzword

@II}I Prompt for Uzer Mame a@'

" Manually Prompt for Ozer Mame and Pazsword

—{" Usze Saved User Mame and Pazzword —

Izer Hame:

FPazzword:

[Eantirm Fassword:

[amair:

I Inelude Windows Logan Damait with Weer Hame
¥ Mo Metwork Conmection Unless User |z Logged In

Authentication Timeout Y alue [in seconds) |90 _:I

ak. I Cancel

4. —TOKBH "Profile Management, #2&.,
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I?'_Eiscu Aironet Desktop Utility - Current Profile: Test d |
Action  Options  Help
Current Status  Profile Management | Diagnostics
T, Tzt Mew...
av0-15R
Modify.
Remaove
— Detailz
M ebwark, Type: Infraztiucture Import...
Security Mode: LEAR
Metwork Mame 1[SSID1):  Test Export...
M etwark, Mame 2 [S510Z]: <Emphy S can
M ebwark, Mame 3 [S5103): Lemphys —
[T suto Select Profiles Order Profiles. ..

R
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x
Fleaze enter your LEAP ugername and password to log an ko the wireless
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Uzer Mame ABLD
FPazzword o
Logonto:
Card Mame : Cizco Arronet 302.11a/b/g Wirelezs &dapter
Frafile Mame : ar0-15R
Ok Cancel




HBELEAPE M RERERE . HRERFE AN RADIUSH IRRHEHEBE

LEAP Authentication Status

Card Mame: Cizco Aironet 802,11 a/b/g Wirelezs ddapter
Profile Mame:  870-15R

Steps Status
. Starting LEAP Authentication Succes
2. Checking Link Status Success
3. Benewing IP address Success
4. Detecting |1F Frame T ype Success
f. Finding Domain Contraller Success

[T Show minimized nest time

WEADUERIRELRER Fin 2B ERAWEPIMZENLEAPS B 8RE .

[Z|Cisco Aironet Desktop Utility - Current Profile: 870-1SR
fiction  Options  Help

Current Status | Prafile Management | Diagnostics

Gisco Svstems

Frofile Mame: 870-15H

Link Status: Authenticated

Wirelezz Mode: 2.4 GHz B4 Mbpsz IP &ddress: 172.16.1.95

Metwark. Type: [nfraztructure Current Channel; 8

erver Based Authentication: LEAP D ata Encryption: \WEP

Signal Strength: |

3ood

2| 18] ]

Cancel
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. show dot11 association — B2 870 HaF LB E,

WirelessRouter#show dotll association
802.11 Client Stations on DotllRadioO:

SSID [Test]:
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MAC Address IP Address Device Name Parent State
0040.96ac.ddo5 172.16.1.99 CB21AG/PI21AG LAPTOP-1 self EAP-Associated

Others: (not related to any ssid)

- show ip dhcp binding — B8R & Fin 2 A EIBDHCPREI R EA P4,
WirelessRouter#show ip dhcp binding
Bindings from all pools not associated with VRF:
IP address Client-ID/ Lease expiration Type
Hardware address/
User name
172.16.1.99 0040.96ac.ddos Feb 6 2006 10:11 PM Automatic
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. debug dot11 aaa authenticator all — B{FAMACHIEAP & 35 & K BIFAE.

- debug radius authentication — %7~ 8] fR 88 1 & 5 i 2 B AYRADIUS 3 7
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