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BYEE : ATH R AT, REVEBR A HEWLC LB HER.

GUI FHkEF

RERMERFR EERA GUI RAHZ WLC HIHEEEA.
HEAGUIFHRWLC , BRIREFRERSR —REBREHBIE(IP)ELR,

Rt Z2BEEARBES  EAFTRAERBERRREZHBFOMRE | WESERIEEITEM
BRREN,

PATUTDER

1. #5315 5 2R A RBAE L B 3R] AR 28 LA w12 HEL REAE
2. EEERFIZR R , BHITUTRE -
- BIERBRTHEAOMY , #uth  ERHEETH
« 2GR - "TDownloads Home > Wireless > Wireless LAN Controller >
Standalone Controllers. o


https://software.cisco.com/download/home

« B—TEHWWLCHEE  MREIEZ—T "Wireless LAN Controller Software o
- MBRANEROTR , BB EREETHNWRE, R— TEHSFRERARS
- BHEIEE (ED) - BB BMmAEMUIINGE, HERTAIEUREREE,
- HEEIBB(MD) — ELEHBRARHERSENSENEREHESR,
- JEE (DF) - EXEMBIRACIEE, BREBEEA RN,
s B—THEREZM <filename.aes>,
« ¥ —T "Download, »
- BERN-—MREAERBRESH , REZE—T TAgrees »
- BERBTFIERL,
3. IR FIS BB R <filename.aes> R ZE| TFTP, FTP = SFTP fAfRET LAVFEER B &+,
4. (& ) E=HEH25802. 11488

YEE - BRI, SFARZRRMNEEZRRTE  BREEA02.11/85%
EREER,

5. 1% "Commands > Download Files , B#RX "Download File to Controller; EHo.
6. 7£ "File Types THINEEHIEE "Codes »
7. &£ "Transfer Modes FHXEEREE "TFTP, FTP, SFTPEHTTP, »



« MRFEE "HTTP, , RASRREWMAERNNVE, BEEARERWLC GUIKIPCLE
FRAZERE, MBRIEHTTP , FEENTIE 13,

alaln Save Configuration  Ping  Logout Refresh

cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK i Home
e

Commands :
Download file to Controller Clear Download |

Download File
[w: -]

Upload File

Reboot Transfer Mode HTTR ¥

Config Boot File Name [ Chooss Fie | mo file chosen

b Scheduled Reboot

Reset to Factory
Default

eSS
8. RICIEE "TFTP, FTP = SFTP. fAlfRas , FF#WIA TFTP. FTP. SFTP fAfR=RAY IP fuit

9. MBBEATFTPMEIARES , Bl "Maximum Retries) MM FEREBEE10)X , LLX% "Timeout,
BAUNERECH TIEEEE , TEEHTEMARAE, EENREEE , BUUEFEELHE,
BEHXWT : £ "Maximum Retries) #IH , @A TFTP AR TEA THERBHNAE L
BR , S7E "Timeouts WA HEA TFTP ARFTER TERBNHERE (AW AENMN ),

10. &£ "File Path, {4 , W ABEH B K&,
11. 7 "File Name. #u s , W ABBERN BB <filename.aes>,
12. MR EAFTPRIMRSE , BHITUATER !
« & TServer Login Username. W% , MAFAREA FTP AR:ENEAEER,
« f£ "Server Login Password #{/ , A FRZ A FTP fAREFH ZE.
« f£ "Server Port Numbery #f/ , BAEITTEE FTP RRES BB, AR

A 21,
Saye Configuration  PBing  Logout Refresh
MOWITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP User:admin(Readwrite) M Home
Commands "
Download file to Controller

Download File |
Upload File File Type Code b
Reboot Trarsfer Mode

Config Boot
¥ Scheduled Reboot
1P Address(lpva/Ipve) 192.168.1.2
Reset to Factory
Default File Path JShared/Tmages/3504/
Set Time File Hame AIR-CT3504-K9-3-10-190-0.0e8

Login Banner Serder Login Usermame admin

Server Port Number 21

FTPEHERE

13.3%—T "Download.s , BB THEIZEH R, RRFET—AFAE , RATHAMRRE,

14. TEEHE , H—T "Reboot, »

5. NRRRRETERTFEEAR , FF&—T "Save and Reboot, o

16.32—T TOK 4 , BEREREEEFHAAE IR 25,

17. MM RIBEEFH802.11485% , BEFHRA,

18. (& ) EERARFR LREECLETHISRZHE |, FEEHISBRGUILZE—T "Monitors , 8%
TControllers JIETH "Software Version, 1,

CLI A#RFERF
RERMIEERSIE EEACL ( MERAMIAFTPRABRES ) RAHZWLCHIEEIE A,



WERATTSR

1.

2.

3.

4.

AR RERD Al (R4 HISRF N FTP MRS , WHEFTAME RN FTP FAARSRH B &+,

RFEBFRAERETRUER  BRBAIUEASSHR Telnet ( MR ERKA ) ERE
WLCERIPu REKLEZER. HEEASSHH Telnet, SEHME T HEEFMBAVBRESF

IR RELIEHIZR R ER, R MRARKY , TR ATHEFE , UEMNREITIREI SRR £ 8
BRANER, BAZFIIRALB Y show sysinfo IF , BRI IR L B A ETHEE.

LA Rshow sysinfo 8 H AV EH] , BRIEHIZTHITHVE8.5.182.0hR :

(c3504-01) >show sysinfo

Manufacturer's Name...........iiiiiinnrnnnnnnnns Cisco Systems Inc.
Product Name. .. ..ot i e eeees Cisco Controller
Product Version. . ... iiiiiiiiiiiiiiinnnnnnnnn 8.5.182.0

RTOS Version. . ....eiiiin i i ittt eeeaanennnn 8.5.182.0
Bootloader Version.........ouuiiininnnnnnnnnnnnn 8.5.103.0
Emergency Image Version............c.uuuuenennnnn- 8.5.103.0

SERUTTSBUERTEHSH -
a. #Htransfer download mode fiplE+® , EREREHNER.,

b. #H transfer download username/password &5 , EXFAREE FTP [AREFNVERE
BRANZRE,

c. ¥ H transfer download serverip FTP_server_IP_address #§% , £% FTP f@iRas IP 1%
ks

d. #H transfer download path 'FTP_server_path' {85 , E&EHISEX R RHEAIEN
FTP F85% B #%8% &%,

e. B Htransfer download filenameig % |, IEERGHNZTE,

AT 2EH -

(c3504-01) >transfer download datatype code

(c3504-01) >transfer download mode ftp

(c3504-01) >transfer download username admin

(c3504-01) >transfer download password ¥

(c3504-01) >transfer download serverip 192.168.1.2

(c3504-01) >transfer download path /Shared/AIR-CT3504/

(c3504-01) >transfer download filename AIR-CT3504-K9-8-10-190-0.aes

2% 1 transfer download start 385 , BIBHRESF,



LT RAARIZFRYEEH -

(c3504-01) >show boot
Primary BoOot IMage. ... eenennnnnnnnnnnnnnnnnns 8.5.182.0 (default) (active)
Backup Boot Image.......ovuiiinninnrrnnnnnnnenns 8.10.190.0

(c3504-01) >transfer download start

710 Yo 1= FTP

[T ot U Y < Code

FTP Server IP.. ... ... i e it n 192.168.1.2

FTP Server Port.........ciiiininnninrinnennnnnnnns 21

I S = T o o /Shared/Images/3504/

FTP Filename. .......ciiiiiiiii it seannnnnnn AIR-CT3504-K9-8-10-190-0.aes

FTP Username
FTP Password

This may take some time.
Are you sure you want to start? (y/N) y

FTP Code transfer starting.

FTP receive complete... extracting components.
Checking Version Built.

Image version check passed.

Executing Product Check TLV.

Executing init script.

Executing backup script.

Writing new RTOS to flash disk.

Executing install_rtos script.

Writing new Kernel-args to flash disk.

Writing new FP to flash disk.

Writing new AP Image Bundle to flash disk.
Writing AVC Files to flash disk.

Executing fini script.

Reading AP IMAGE version info.

File transfer is successful.

Reboot the controller for update to complete.
Optionally, pre-download the image to APs before rebooting to reduce network downtime.

(c3504-01) >show boot
Primary Boot IMage. .. ... iiiiininnnnnnnnnnnnnnnn 8.10.190.0 (default)
Backup Boot Image........cviiiiiiinnnrninnnnnnnns 8.5.182.0 (active)

FABEFTREBENAMBEGR  LUEBEFEXBER.

. B Hireset systemiE T , Bl AyZyesEIZE "Would you like to save them now ? 1 =&,

(Cisco Controller) >reset system



The system has unsaved changes.
Would you 1like to save them now? (y/N) y

Read from Flash Completed ...

Updating HBL license statistics file
Done.

Configuration Saved!
System will now restart!
Updating license storage ... Done.

Exiting SL process !

There was change in the boot image, System will go for a reboot
Cannot Cancel the WDT. Not petting the WDT.

Collect the core using oct utility

Rebooting the system..

[74411.034881] reboot: Restarting system

Cisco bootloader .
Cisco BootlLoader Version : 8.5.103.0 (Cisco build) (Build time: Jul 25 2017 - 07:47:10)

Octeon unique ID: 03c000610221f31e0057

OCTEON CN7240-AAP pass 1.3, Core clock: 1500 MHz, I0 clock: 800 MHz, DDR clock: 1067 MHz (2134 Mhz
DRAM: 8 GiB

Clearing DRAM...... done

CPLD Revision : a5

Reset Reason : Soft reset due to RST_SOFT_RST write

SF: Detected S25FL064A with page size 256 Bytes, erase size 64 KiB, total 8 MiB

MMC: Octeon MMC/SDO: O (Type: MMC, Version: MMC v5.1, Manufacturer ID: 0x15, Vendor: Man 150100 Sr
Net: octmgmtO, octmgmtl, octethO, octethl, octeth2, octeth3, octeth4, octeth5, octeth6

SF: Detected S25FL064A with page size 256 Bytes, erase size 64 KiB, total 8 MiB

Press <ESC> now to access the Boot Menu...

Loading backup image (8.10.190.0)

94767283 bytes read in 2229 ms (40.5 MiB/s)
Launching...

Verifying images... OK

Launching images...

[...]

XML config selected

Validating XML configuration

octeon_device_init: found 1 DPs

Cisco is a trademark of Cisco Systems, Inc.

Software Copyright Cisco Systems, Inc. A1l rights reserved.

Cisco Aire0QS Version 8.10.190.0
Initializing OS Services: ok
Initializing Serial Services: ok
Initializing Network Services: ok

[...]



EEHBEEABORAERE TS REFAL, TR ERERRNRAFA RS S —ERARN, MR
FERERNERARFRSS —ERAS , TRREEEERABFRANER, NERERREFNIARHD
Al fRes LAY TRl SIBR A RERE | R EMERERFIRR.

&£ FCisco Prime Infrastructure A iEWLC

FHEEEABRARITUBMRAATERS S L HEEFEE, Cisco Prime Infrastructure(P1)#& B &
. RPE. TENERSEMRGEN  SCHEENBBENIRETEENGTHE, LEATURKRK
BIGFHAER., QEEENEEMREG , URMREBREG, RBERGEEEEREMHESRR , T
RFEMGEEEBENSERR , AIUNSERGEEEHES/)IE, RERGHENEXFAE
o

Prime Infrastructure 7 & #iE F R ENFIE KRR, RRSRBWEE BN R FREK.
MEFHMERMAR |, 5F26 (Cisco PHEAERRE) NWEERXKESREREGE—F,
FEHA AP-SSOIRE R FA#RWLC
EARS LS5 -LERABRSTRNFE .
« EERPEGIRR DETREAR , ATRARSHIES RN AR
s FPRXERBAAER , RLEBREEABHARRPHREGEER 2 , TREBREMER,
- MRERBARRENBBEADREER  CSENRBRSTHEHER.

- BEEE#HTconfig boot backuptE 28l , EfEMFHNEAPMASFHIEFREAHRNER
MR, MREGENERPNASHEHBFREETEANERRSG , WEFERAPEFISELET
config boot backupiE© , EMERFRFSEASTENREOREGENHE , BER/ER
TR RF P BTHABLE

- HIEEREERE HA RETFIWMERGIEE, BEFEHRESEFARRESEENFERBEH
Bl — D EEH AR,

- MPLZEREBRNER , W AEAreset peer-system IS, AEAPIE IS RSHIES
SREMFAM, MRACERALESERAGHESSR  NASHRHR LA RARENEREE
BR, Bt , EERBSHEGIRZA , FHRECEFERPESR LLRFER.

- MEREBGERHBRSSO , BIEFHRERG TR,

- ZFIEE £ R AFFEAdebugMshowiE Go
BRIEHA AP-SSORE HFHEWLCHI SR , BH1TE A A (SSO)BELERETHNS R,
BRREZELAN CEHEERREM G
fEAFBEF R WLC B, WLC & B B BB BB R,



https://www.cisco.com/c/en/us/obsolete/cloud-systems-management/cisco-prime-infrastructure-3-5.html
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EERGEHEFENHTHERDREG (ZEMB ) , HE WLC GUI LZ—T "Monitory , R#
£ WLC GUI E&%E TController Summary 1 JKTH "Software Version, #fi, & SAFECLIFfE
Fishow boot E T RBEME , WHHBWLC LFENRE, AT 2EH

(c3504-01) >show boot
Primary Boot Image........cciiiiriinnnnnnnnnnnnns 8.5.182.0 (default) (active)
Backup Boot Image........ciiiiiiiinnnnninnnnnnnn. 8.10.190.0

EEBRYER WLC LHIRE , BEAEZRFVRERKRE WLC LHAITHR. bt —R , FHAIMR
BREMAlEHORE,

&t 7] LA F config boot <primary/backup>3g% , FEVEEWLCHY/E A B HER &,

(Cisco Controller) >config boot ?

primary Sets the primary image as active.
backup Sets the backup image as active.
WA A WLC GUI 3&7E config boot MG, MEEZEBFMEFNENR , F2RUMAEELR LAN

2 HER (WLC) A {EH R A
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https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/107530-backup-image-wlc.html
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Saye Configuration  [Fing  Logout Refresh

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP Userzadmin(Readwrite) f Home

Monitor Summary

Summary 10 Access Peints Supported

Access Points

b Cisco CleanAir M lm
b Statistics (el
b COP & a
F Rogues Bw
Clients Madel 3804
sleeping Clients Controller Summary Rogue Summary
" u“fm:'_l 10 Addrags T 192.168.1.14, 5/128 Active Regue APs ] Detsil
ENAredcation= FeriePort poo.o,1ze Active Rague Clisnts o Detail
¥ Lync 3:2::1« 5.10.190.0 adhot Rogues o Detail
Local Profiling Emergency Regues on Wired Network o
¥ Cloud Services 1{':’“::“ §.5.103.0
WLCHR A B8 &
4
F#k#& , 7 CLI L :
(c3504-01) >show sysinfo
Manufacturer's Name..........vviirrnnnnnnnnnnnnnns Cisco Systems Inc.
Product Name.........coiuiiiiniiii it iiii e Cisco Controller
Product Version.........coviiiiiirinnnnnennnnnnn 8.10.190.0
RTOS VersSioNn. ...ttt iaee e nnnnneeeens 8.10.190.0
BootToader Version.........coviiiiinnnnnnnnnnnn. 8.5.103.0
Emergency Image Version...........cuiuiuunerrnnnn 8.5.103.0

RE5IEE

& A LAfE Fdebug transfer all enableds SRR IEFIZFRB A K BREFRENEHS, UTEHHIET

FRR R AR debugtE T #iH -

(Cisco Controller) >debug transfer all enable
(Cisco Controller) >transfer download start

Data Type. . ii ittt ittt st e naan
FTP Server IP...... ittt iiiiannnnnn
FTP Server Port.........ciiiiiiinninninnnnnnnn
FTP Path. . ... .. i i it it e eanans
FTP Filename. ... ....ciiiiiiiiii i it eannnnn
FTP Username. ........iiiiiiiiinrnnenennnnnnnns
FTP Password........oeeinniinnnnenennnnennnnns

This may take some time.
Are you sure you want to start? (y/N) y

... Code

... 192.168.1.2

.21

... /Shared/AIR-CT3504/

... AIR-CT3504-K9-8-10-190-0.aes
... admin

*TransferTask: Mar 06 14:56:49.928: Memory overcommit policy changed from 0 to 1

*TransferTask: Mar 06 14:56:49.928: Delete ramdisk for ap bundle

*TransferTask: Mar 06 14:56:49.939: RESULT_STRING: FTP Code transfer starting.

*TransferTask: Mar 06 14:56:49.939: RESULT_CODE:1



FTP Code transfer starting.
*TransferTask: Mar 06

*TransferTask:

*TransferTask:

*TransferTask:

*TransferTask:

FTP receive complete...

Mar

Mar

Mar

Mar

06

06

06

06

*TransferTask: Mar 06

14:58:52.024:

14:58:52.034:

14:58:52.034:

14:58:52.034:

14:58:52.034:

extracting

14:59:07.442:

ftp operation returns error code:0 error:Transfer Successful

tftp = 6, file_

upd_get_code =
RESULT_STRING:

RESULT_CODE: 6

components.

RESULT_STRING:

name=/Shared/AIR-CT3504/AIR-CT3504-K9-8-10-190-0.aes

6 (target=268435457 msg=Transfer Successful)

FTP receive complete... extracting components.

Checking Version Built.

Checking Version Built.

*TransferTask: Mar 06 14:59:09.442: RESULT_STRING: Image version check passed.

Image version check passed.

*TransferTask: Mar 06 14:59:12.443: RESULT_STRING: Executing Product Check TLV.

*TransferTask: Mar 06 14:59:12.444: RESULT_STRING: Executing Version Built TLV.

*TransferTask: Mar 06 14:59:12.444: RESULT_STRING: Executing init script.

*TransferTask: Mar 06 14:59:12.457: RESULT_STRING: Executing backup script.

*TransferTask: Mar 06 14:59:13.508: RESULT_STRING: Writing new RTOS to flash disk.

Writing new RTOS to flash disk.

*TransferTask: Mar 06 14:59:20.810: RESULT_STRING: Executing install_rtos script.

Executing install_rtos script.

*TransferTask: Mar 06 14:59:24.878: RESULT_STRING: Writing new Kernel-args to flash disk.

*TransferTask: Mar 06 14:59:24.892: RESULT_STRING: Writing new FP to flash disk.

*TransferTask: Mar 06 14:59:25.451: RESULT_STRING: Writing new AP Image Bundle to flash disk.

Writing new AP Image Bundle to flash disk.

*TransferTask: Mar 06 14:59:44.044: RESULT_STRING: Writing AVC Files to flash disk.

Writing AVC Files to flash disk.

*TransferTask: Mar 06 14:59:44.703: RESULT_STRING: Executing fini script.

Executing fini script.

*TransferTask: Mar 06 14:59:52.860: RESULT_STRING: Reading AP IMAGE version info.

*TransferTask: Mar 06 14:59:52.865: RESULT_CODE:11

*TransferTask: Mar 06 14:59:52.865: RESULT_STRING: File transfer is successful.
Reboot the controller for update to complete.
Optionally, pre-download the image to APs before rebooting to reduce network downtime.



File transfer 1is successful.

Reboot the controller for update to complete.

Optionally, pre-download the image to APs before rebooting to reduce network downtime.
*TransferTask: Mar 06 14:59:58.871: Create ramdisk for ap bundle

*TransferTask: Mar 06 14:59:58.884: Memory overcommit policy restored from 1 to O

(Cisco Controller) >

%S HEAE
ERAAHAS , SENBBFRETREHR,

EABBRESD  BUREEIER, AENBEETERER  URBEBEFRRMTRETR WLC ¥
I iREVIE EBYF -

« "% Error: Code file transfer failed - Couldn't connect to the server" — 31 5 {a] R 85 £ 3% E 4R
, EEWFLEEERAR . BEMEWLCEMAREFIPHIER , WHRBEIOMEH AERIE
i‘TiﬁTFTP/FTP/SCPmqu LA |, e TFTP/FTP/SCPHE?% A EERREE AT
ERLEERT , #TRREIEAEHNEEE TR X, EAER WLC AHREEINTER
ETHHEP—ERRE,

« "% Error: Code file transfer failed - Failure with receiving network data" — MR EREHHIBRE
PHRER (WIHTEXSIEFER ) , EFRFHERAL . EUUHERESRENTT
PEUETSR B  REHIEARIEFBRNWER,

* "% Error: Code file transfer failed - Server returns login failure — W Rftp/scpERAE B B/IZ
BERARSPNEAEREFTINELY , EFSRBINERAL. BUURBMBRENEAESEBN
FRERRHEMARSFREENEAEEBNEE — .

"% Error: Code file transfer failed - The URL does not exist , wrong path or filename" — %l
REBARERTEMARBNERBSZD , AREERFIBFBAMREE L "File Name, R+
WANEREBTER  EFEWRILERAS. EEEHRLER  SHRGEEREIGFERKREL
WTEERE &  YHEZRARF LNEBNBEERSERFRAREE L "File Name, B{F
WARTEEE.
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-7/High_Availability_DG.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-7/High_Availability_DG.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-7/High_Availability_DG.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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