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« show lisp instance-id <L2 ap instance id>Z A#8 @R 25- MACE R im1Z 3 (EID)H R

« show lisp instance-id <L3 ap instance id> ipv4 server - IPE|EIDHY ¥R

« show lisp instance-id 8188 ethernet server address-resolution — 4% 1B IDAHIMACE!] 1P R
» show lisp site

» show tech-support



» show tech-support lisp

» show lisp instance-id <L2 ap instance id> ethernet database wic

« show lisp instance-id <L2%& Fiw5l1Eid> 2 A #8E ¥ Ewlc

- BREREERE

» show platform software fed switch active ifm interfaces access-tunnel

» show platform software access-tunnel switch active RO

- show platform software access-tunnel switch active ROfEETE A

» show platform software access-tunnel switch active FO

« show platform software access-tunnel switch active FOff&TE A

» show platform software object-manager switch active FO statistics

» show platform software object-manager switch active FO pending-issue-update
» show platform software object-manager switch active FO pending-ack-update
» show platform software object-manager switch active FO error-object

» show tech-support

» show tech-support lisp

WLC(AireOS):

» show fabric ap summary

» show fabric summary

» show fabric map-server summary
 show run-config

« show run-configin &

+ show tech

WLC(IOS-XE)

+ show ap summary

» show fabric ap summary

» show wireless fabric summary
- BREREFRREE

. show tech-support wireless

o BREINT X BRI AR fE
. show tech-support lisp ( Z15RFabric in a box3%9300/9400/9500_LiE1THHR A TN EEAR )
« show tech-support ( 20 R # 5 #Y X #1456 5 9300/9400/9500 LB THI R AN EAR )

PN

» show ip tunnel fabric
» show tech-support

& A RIDNAH L HEIEAIreOS WLCEL &

R E R BRI ERDNAROHIEAIreOS WLCHREGER : A5 A1EA3504 WLC).



wicfi E#&show radius summary:

(sdaw1c3504) >show radius summary

Vendor Id Backward Compatibility..............
Call Station Id Case.......vvvvvinnnnnnnnnnnnn
Accounting Call Station Id Type...........o....
Auth Call Station Id Type...ooviiiinnnnnnnnnn.
Extended Source Ports Support.................
Aggressive Failover.......ooeiiiiinnnnnnnnnnnnn
Q=74 L o= o

Fallback Test:

Test Mode. ...ttt it nneennns
Probe User Name.......ooiiiiinnnnnnnnnnnnn
Interval (in secondsS) ....vvvvirinenrnnnnns
MAC Delimiter for Authentication Messages.....
MAC Delimiter for Accounting Messages.........
RADIUS Authentication Framed-MTU..............

Authentication Servers

Idx Type Server Address Port State
1 * NM 192.168.2.193 1812 Enabled
2 M 172.27.121.193 1812 Enabled

... Disabled

... lower

... Mac Address

... AP's Radio MAC Address:SSID
... Enabled

... Disabled

... Disabled

... Passive
... cisco-probe
... 300

2 5
2 5

Enabled
Enabled

Disabled - /none
Disabled - /none

FEshow wlan summary T & & E|WLAN Config Push,

(sdaw1c3504) >show wlan summary

Number of WLANS. .. ..ottt i it ieen s eennnnnns

WLAN ID WLAN Profile Name / SSID Status

1 Test / Test Enabled
17 dnac_guest_F_global_5dfbd_17 / dnac_guest_206 Disabled
18 dnac_psk_2_F_global_5dfbd_18 / dnac_psk_206 Disabled
19 dnac_wpa2__F_global_5dfbd_19 / dnac_wpa2_206 Enabled
20 dnac_open__F_global_5dfbd_20 / dnac_open_206 Enabled
21 Test!23_F_global_5dfbd_21 / Test!23 Disabled

R ERIDNAFOHEIZWLCE &

I RBREWLCH B R % , ERIDNAFOHWLCHEREH X,

Wi EHRAIRER R A W AR ?

AEWLCHT18 B3 1 4B fE %8  show fabric map-server summaryo

Interface N
management
management
management
management
management
management



(sdaw1c3504) >show fabric map-server summary

MS-IP Connection status

192.168.4.45 up

192.168.4.66 up

A A 3C HR A P Y R ) AR BRI 4R
HASERR , 24 FEH(CP)ER TSN R,

- MRCPELEMWE, (AGIAIELLL )

- EHRWLCEICPHHMEETS: , flinmE B,

- MRAAHEREBERAMERCPEWLCHESRTE, ETURWLCEEZME , 2CPEE
WLCH E##E

show fabric map-server detail

show fabric TCP creation-history <Map-Server IP>
ARHE-SEANAR

debug fabric lisp map-server tcp enable

debug fabric lisp map-server all enable

MR E R R A B RUA AR T e = A 2

HEWLCHT 18 2 K4 , show fabric summary,

(sdaw1c3504) >show fabric summary
Fabric SUpport. ... .o e e e enabled

Enterprise Control Plane MS config

Primary Active MAP Server
IP AdAress. ..o e et 192.168.4.45

Secondary Active MAP Server
IP AdAresSsS. .. iii ittt ettt et e 192.168.4.66

Guest Control Plane MS config



Fabric
Fabric
Fabric

MS TCP timeout configured
Interface name configured

Fabric Clients registered

Fabric wlans enabled

Fabric APs total Registration sent

Fabric APs total DeRegistration sent

Fabric AP RLOC reguested

Fabric AP RLOC response received

Fabric AP RLOC send to standby

Fabric APs registered by WLC

VNID Mappings configured: 4

182_10_50_0-INFRA_VN
10_10_10_0-Guest_Area
182_10_100_0-DEFAULT_VN
182_11_0_0-DEFAULT_VN

Fabric Flex-Acl-tables

DNAC_FABRIC_FLEX_ACL_TEMPLATE Applied
Fabric Enabled Wlan summary
WLAN ID SSID
19 dnac_wpa2_206
20 dnac_open_206

MS TCP keep alive interval configured ....
management

Type

WLAN 8189
WLAN 8189

.... 10

10

L2 Vnid

IP Address/Subnet

182.10.50.0 / 255.255.255.128

0.0.0.0 / 0.0.0.0

0.0.0.0 / 0.0.0.0

0.0.0.0 / 0.0.0.0
SGT RLOC IP Clients VNID Nam
0 0.0.0.0 0 182_11_
0 0.0.0.0 0 182_11_

3 B Cisco DNA Centerfy WLANEL & #E %

HWLCH B B3 4EfE % | #£Cisco DNA CenterfJshow fabric wlan summary R Al A B EIREH
WLANA IWLANEL B #3% |, 3 B & F %P fEProvision > Fabric > Host Onboarding ™ 7Bt 48 X

I R AR L AN(WLAN),

show fabric wlan summary after Fabric provisioning,

(sdaw1c3504) >show fabric wlan summary

WLAN ID SSID Type L2 Vnid
19 dnac_wpa2_206 WLAN 8189
20 dnac_open_206 WLAN 8189

SGT RLOC IP Clients VNID Nam
0 0.0.0.0 0 182_11_
0 0.0.0.0 0 182_11_



w8 o, SRR A e
AP0 A S350/ P BB A

1. REAPRRESIPHL,

£ 33 $a 45 fe 2 #& £ BB -ip dhcp snooping binding @y &

MRRBETRERNAPITEMNIP , FEXRH EBAELHH , IREAPREESIP,
debug ip dhcp snooping packet

debug ip dhcp snooping event

| B ESAE =M -

g4l

Floor_Edge-6#sh ip dhcp snooping binding
MacAddress IpAddress Lease(sec) Type VLAN Interface

0C:75:BD:0D:46:60 182.10.50.7 670544 dhcp-snooping 1021 GigabitEthernetl/0/7 » AP interface should be havi

2 BMEAPREMAWLC,

* show ap summary - On WLC
» show ap join stat summary - On WLC

WMRAPRERIMAWLC , FBEWLC ERAAE LA,

m',

* debug capwap events enable
» debug capwap errors enable

3.MRAPHRCAPWAP , EAPHIR M BR BT RIZEARE , BHTELERE
SEB1. WLCHHAPERESEEBRLOC IP , B EEMNTE , FEHER

1.5 7 EXBREEESFEHGEESEN , ’é1§ﬁ%ﬁ¥$ﬁﬁ%ﬁﬂ’yiﬁm%mi€qﬂ%ﬁﬁﬁﬁﬁ
WLCE’J#%EE%EEO FEWLC IPH Ut MR EEH P B ERENKEBIGPHESR , RESESEE
BREEE, RAOER K EXELESBERKHT $WLC°

Ik
EE

S22 MBEWLCHHAPHERIEBAHRLOC , HEshow fabric summary T RFERHRLOCH
RLOCHEWRYF , FREELSR

2. B EFHEEIZ , show lisp instance-id <L2 ap instance id> ethernet server-E EZSAPHE
REEFEMAC,



1EFabric Edgefi%h E# & | show lisp instance-id <L2 ap instance id> ethernet database wic -
CEESESAPHEREEFEEMAC , MFAREAPH 2 KHFEMAC,

MR ER2E GRS RERAPHEREREMAC , AIRTAREKIZAPRE, FEEFIFHE LBAdebug
lisp control-plane all , 31 AFFiL P E S ERBEREMAC,

%ﬁ BfEE : debug lisp control-plane all on Control plane is trally chatty , please disable console
logging before on the debug.

MREBDEFFIRVBREAY , FREWLCHCPHIH < BN RE W,

Dec 7 17:42:01.655: LISP-0: MS Site EID IID 8188 prefix any-mac SVC_VLAN_IAF_MAC site site_uci, Regist

Dec 7 17:42:01.659: LISP-0: Building reliable registration message registration-rejected for IID 8188

MAIMEWLCHCPZ MM RHEMEEE LN S ORISR,
FEWLC_L , F8%EController > Fabric Configuration > Control Plane >(Pre Shared Key)

On CP, please check on switch using sh running-config | b map-server session CP#sh running-config | b
map-server session map-server session passive-open WLC site site_uci description map-server configured
from apic-em authentication-key

(Ensure that the Pre shared key on WL C should match with this authentication key on CP)

N WiE : B Cisco DNA Center@ 2 k248 | Filt | BRIFE S B AEECP/WLC LRE T 1
BAL  SHTEERSMH]

4 FRERRENERBENshowin t,

- BREHBERE

Floor_Edge-6#sh access-tunnel summary

Access Tunnels General Statistics:
Number of AccessTunnel Data Tunnels = 5

Name SrcIP SrcPort DestIP DstPort VrfId
Ac4 192.168.4.68 N/A 182.10.50.6 4789 0
Ac24 192.168.4.68 N/A 182.10.50.5 4789 0
Acl19 192.168.4.68 N/A 182.10.50.8 4789 0
Acl5 192.168.4.68 N/A 182.10.50.7 4789 0
Acl4 192.168.4.68 N/A 182.10.50.2 4789 0



Name IfId Uptime

Ac4 0x00000037 2 days, 20:35:29
Ac24 0x0000004C 1 days, 21:23:16
Ac19 0x00000047 1 days, 21:20:08
Ac15 0x00000043 1 days, 21:09:53
Acl4 0x00000042 1 days, 21:03:20

» show platform software fed switch active ifm interfaces access-tunnel

Floor_Edge-6#show platform software fed switch active ifm interfaces access-tunnel

Interface IF_ID State
Ac4 0x00000037 READY
Acl4 0x00000042 READY
Ac15 0x00000043 READY
Acl9 0x00000047 READY
Ac24 0x0000004c READY

Floor_Edge-6#

MEHTD) THEARRES ) , AIFERE, EENFedERE B HFabric EdgelEFEAER , Hit
EAIOSHLL , Fed LEZARRBEER., HTIHEAMTINGSREKBZEP, MRS EEARBER
AHERWEZP , AIEXRTEHRELEE,

» show platform software fed switch active if-id <Each AP IF-ID>

N #E  SEF-DBTUR L — S-S W,

Floor_Edge-6#show platform software fed switch active ifm if-id 0x00000037

Interface IF_ID : 0x0000000000000037
Interface Name : Ac4
Interface Block Pointer : OxffcOb04c58
Interface State : READY
Interface Status : ADD
Interface Ref-Cnt 2
Interface Type : ACCESS_TUNNEL
Tunnel Type : L2Lisp
Encap Type : VxLan
IF_ID : 0x37

Port Information

Handle ............ [0x2e000094]

Type ..o [Access-tunnel]

Identifier ........ [0x37]

Unit oooeniinnnnn [55]

Access tunnel Port Logical Subblock
Access Tunnel 1id : 0x37
Switch Num 1
Asic Num : 0



PORT LE handle : OxffcOb03c58
L3IF LE handle : Oxffc0e24608
DI handle : Oxffc02cdf48
RCP service id : 0x0
HTM handle decap : Oxffc0e26428
RI handle decap : OxffcOafblf8
SI handle decap : OxffcOe26aad
RCP opq info : Ox1
L2 Brdcast RI handl : Oxffc0e26808
GPN : 3201
Encap type : VXLAN
L3 protocol : 17
Src IP : 192.168.4.68
Dest IP : 182.10.50.6
Dest Port : 4789
Underlay VRF : 0
XID cpp handle : Oxffc03038f8
Port L2 Subblock
Enabled ............. [No]
Allow dotlg ......... [No]
Allow native ........ [No]
Default VLAN ........ [0]
Allow priority tag ... [No]
Allow unknown unicast [No]
Allow unknown multicast[No]
Allow unknown broadcast[No]
Allow unknown multicast[Enabled]
Allow unknown unicast [Enabled]
IPv4 ARP snoop ....... [No]
IPv6 ARP snoop ....... [No]
Jumbo MTU ............ [0]
Learning Mode ........ [0]
Port QoS Subblock
Trust Type ....viiiiiinnnnnnn. [0x7]
Default Value ................. [0]
Ingress Table Map ............. [0x0]
Egress Table Map .............. [0x0]
Queue Map ......ciiiiiinnanann. [0x0]
Port Netflow Subblock
Port CTS Subblock
DisabTe SCGACL ......coviiiiiirnnn.n [0x0]
TrUST ot ittt it e et e e [0x0]
Propagate ..........ciiiiiiiinin., [0x1]

%Port SGT
Ref Count : 2 (feature Ref Counts +
IFM Feature Ref Counts

FID : 91, Ref Count : 1
No Sub Blocks Present

D

» show platform software access-tunnel switch active RO

Floor_Edge-6#show platform software

Name Srclp DstlIp

Ac4 192.168.4.68 182.10.50.
Acl4 192.168.4.68 182.10.50.
Acl5 192.168.4.68 182.10.50
Acl9 192.168.4.68 182.10.50.

6
2
.7 0x12b5
8

access-tunnel switch active RO
DstPort Vrfld Iif_id
0x12b5 0x0000 0x000037
0x12b5 0x0000 0x000042

0x0000 0x000043

0x12b5 0x0000 0x000047



Ac24 192.168.4.68 182.10.50.5 0x12b5 0x0000 0x00004c

« show platform software access-tunnel switch active RO#EET & A

Floor_Edge-6#show platform software access-tunnel switch active RO statistics
Access Tunnel Counters (Success/Failure)

Create 6/0
Create Obj Download 6/0
Delete 3/0
Delete Obj Download 3/0
NACK 0/0

» show platform software access-tunnel switch active FO

Floor_Edge-6#show platform software access-tunnel switch active FO

Name Srclp DstIp DstPort Vrfld Iif_id Obj_id Status
Ac4 192.168.4.68 182.10.50.6 0x12b5 0x000 0x000037 0x00d270 Done
Acl4 192.168.4.68 182.10.50.2 0x12b5 0x000 0x000042 0x03cbca Done
Acl5 192.168.4.68 182.10.50.7 0x12b5 0x000 0x000043 0x03ch9b Done
Ac19 192.168.4.68 182.10.50.8 0x12b5 0x000 0x000047 0x03cb6b Done
Ac24 192.168.4.68 182.10.50.5 0x12b5 0x000 0x00004c 0x03caf4 Done

« show platform software access-tunnel switch active FO#EETE

Floor_Edge-6#show platform software access-tunnel switch active FO statistics
Access Tunnel Counters (Success/Failure)

Create 0/0
Delete 3/0
HW Create 6/0
HW Delete 3/0
Create Ack 6/0
Delete Ack 3/0
NACK Notify 0/0

« show platform software object-manager switch active fOff5T& A

Floor_Edge-6#show platform software object-manager switch active f0 statistics
Forwarding Manager Asynchronous Object Manager Statistics

Object update: Pending-issue: 0, Pending-acknowledgement: 0



Batch begin: Pending-issue: 0, Pending-acknowledgement: 0
Batch end: Pending-issue: 0, Pending-acknowledgement: 0
Command: Pending-acknowledgement: 0

Total-objects: 987

Stale-objects: 0

Resolve-objects: 3

Error-objects: 1

Paused-types: 0

» show platform software object-manager switch active fO pending-issue-update
« show platform software object-manager switch active fO pending-ack-update
« show platform software object-manager switch active fO error-object

5. FBWEARBEM AR,
B ERARBYHEE TR ERE B

request platform software trace archive target flash:<#g % >

Floor_Edge-6#request platform software trace archive target flash:Floor_Edge-6_12_14_18
Waiting for trace files to get rotated.

Creating archive file [flash:Floor_Edge-6_12_14_18.tar.gz]

Done with creation of the archive file: [flash:Floor_Edge-6_12_14_18.tar.gz]

SR 2. BINARRERET RN ZEGE,

Floor_Edge-6(config)#logging buffered 214748364
Floor_Edge-6(config)#no Togging console

HER3 ARERME

« set platformBX 58 BR it 85 2% AT L #EE BIROFA R B3 IE T ER

+ set platform software trace forwarding switch active FO access-tunnel verbose
+ set platform software trace fed switch active ifm_main debug

+ set platform software trace fed switch active access_tunnel verbose

+ set platform software trace forwarding-manager switch active FO aom verbose

HBRARARR.

» debug 2lisp all
* debug lisp control-plane all
» debug platform software 12lisp events

HER 5. BRI/ RARAAPFTERRHY T HIE,



HER6 AT RNER WEESRIBRENBE B,
HEBR7. BB EERSEIIREIFCIERE.

Floor_Edge-6#show logging | redirect flash:<Filename>

Floor_Edge-6#show logging | redirect flash:console_logs_Floor_Edge-6_12_14_18

FFimaAa

7ESDA FEW L AR ERT Pt EE AL SRR T,
BEBLIERERZE—HR—AEE,

1. WLC

2. 33 B 5 ok

SEAR (WMERHEERE LHNBREEEAP)
AFEBREHR, (WRENECHARE)
ARG PEE S, (MREHRSHEME)

WLCHE

HREFIHEGFEE  FEBWEWLCENER ( BFEshowdnHMdebug ) BHFAR.
AireOS WLC showfs$ :

* show run-config

» show tech

+ show wlan summary

* show wlan <id> —>WEPMAESSIDALEH , EDREVEERETNFERETHNR L
» show fabric summary

» show fabric map-server summary

- BREFREE

» show client detail <mac_id>
AireOS WLC Debug#r % :

* debug client <mac1> —> Client assoc , roaming , debug.
« debug fabric client detail enable —>iE R it X B HE S &

RIRFE R AR



EWLCLFARY BRI X Fin R EHEH FHERHEBNEE, EFiR{tAssoc, Authentication®
4, WERAERHNSCTERRAAASIBIETRE  REBE RSB H —SIEHAE,

ERFENS—HER , SRRBEERFRTREER , W ERAPREAI 5 Ak
BRE %%WMﬂ:
P EHL2 lispHIEID ( ft LEBRE FinsFEF<mac_id> )

<tfroot>

show i sp instance-id

et hernet dat abase wc

--> This Tists all WLC associated clients for that specific L2 Tisp instance ID. A number of sources s

show i sp instance-id

et hernet dat abase wc

--> This shows the detail for the specific client
show devi ce-tracking database | i M
--> Find Specific SVI where the client is connected and needs to be present.

show devi ce-tracki ng database | i

--> Find the client entry, should be against correct VLAN, Interface, State, and Age.

show nac address-tabl e dynam c vlan

--> The entry for the mac should match the device-tracking database, if it does please check mac addre

show i p dhcp snoopi ng bi nding vlan



show ip arp vrf

show mac address-table vlan

show platform software fed switch active matm nmacTabl e vl an

-->|f this is correct, programmng for wireless client is happening correctly on local swit
show pl atform software matm swi tch active FO mac

Fabric Edge £ #Debugf <>

MRTIBEER G LW EFiRKENEARTHRGEE , IFRRERANVRE. BABLEHER
, BME AT ST ERE.

ERERMERE , BREMAdebugMsetin &,

+ set platform software trace fed switch active all-modules emergency
* set platform software trace fed switch active 12_fib_entry verbose

+ set platform software trace fed switch active 12_fib_adj verbose

+ set platform software trace fed switch active injection verbose

+ set platform software trace fed switch active matm verbose

debug ( #{REE AR HIE B FEACHIIE N B HRBEFE )



» debug device-tracing

debug lisp control-plane all

debug platform fhs all

debug platform software 12lisp events
debug matlab all

BRI BRRABAERKERES Finiy BREERME A .

N Wi WEDHCPHBEE | BREEAME ]

FFREEREX

» debug platform condition mac <mac-id> control-plane

» debug platform condition start

+ debug platform condition stop

 request platform soft trace filter-binary wireless context mac <mac-id>

EFHBEEER , SRFEBFEERIRERE.

FE2 MARERKERERE B,

FHBEERER

request platform software trace archive

W EE A8 SRR TS B 5 9 T & Fiwmackifed, ios. fmanH &,
EFHBREER , SEEERFEERN IR ERE.

2800/3800/1562 APEL 5% E I FEE -

SHEAPIRREE , BRABKEMBWLC showtn T B , AR BKREAPIR B FIHERFISR,
RRBUTSERERE  MEEFFRAZRREREENREE,

1.1 EEAP showdn % @ ( RIS EI#2-31R )

» show clock

« termlen 0

« fiT§Emon

» show tech

» show logging

» show controllers nss stats show controllers nss status
» show ip tunnel fabric

MRCWAHBRERE  FRENAT RFUREESD T, UTHTREENER TR M2 RBE R

o



» show client access-lists pre-auth all <client mac>
» show client access-lists post-auth all <client mac>
» show ip access-lists

» show controller d [0/1] client

» show capwap cli detailrcb

- ETREMXE
2. APFE ( EEMACHE 1B S )
EFimER K EEE .

» debug dot11 client datapath eapol addr <mac>
» debug dot11 client datapath dhcp addr <mac>
» debug dot11 client datapath arp addr <mac>

ZEFHAPEHE -

 config ap client-trace address add <mac>

+ config ap client-trace output console-log enable
+ config ap client-trace filter all enable

+ config ap client-trace filter probe disable

« config ap client-trace start

* fiTEEmon

« execHBE00

CWARZE :

« debug capwap client avc all

» debug capwap client acl

» debug client <client mac>

» debug dot11 client level info address <mac>

* debug dot11 client level events address <mac>
 debug flexconnect pmk

FHIFER
& FimCWARR
FEIENSEE !

 TESDAFERECWAE , 14 EFDNACEREBE B,
- {EFIDNACEZE# , DNACth E#ISE L HERERE. FORERBENREEEER.
- BORENERFEFBHEEARDot1x

PR i 5] 2 B 1A WA B PR R
FBR1, EAERSETHEIPAIHLIE A Webauth Pending?

1. MRR , FEET—F,



2. MRE |, AIREERAE I AREER,

3. MEWLCHAP LW EE,

4. BEAP L IEEHIZEACLY CTEWLC EHNAR

5. MR ARIEMEHIEACL , BEHIBAAP , YRRTEAREE BN BEMRRE, £1EAPLTE
2%, BRBEIBDNACT RAPEL.

TR HERERREAFZAENEDEE?

CIMRE  BEIT-%,

CMMRFR , RIfETREERESEVE.

. BREWLCHAPLWEE.,

. BEAPLIEAE#ZEACLE CEWLC EHNAR

CINBRIEEHIZACL , BEFHAAP , THERTCERKHEEEEMNBEMEE, E1{EAPLE
%, BREBDNACTERAPTEE,

6. REMRWLCE|ISEM AIEM , URAPEREIISEMN R, BEARFEREH XA

7. REDNSE ER B IEHE,

a b ON -

SRR EFIREREINE  BERAEREAREERN?

1. BRFARESBRINSREE,

2. MAREREER., FORTRBANRERKEER,

3. MEISE Live A&

4. BREISERMPEREEFEHAEBB/BE,

5 MR—EIEE , FEATHRWEWLCHAP LR,

1. WLC ERYFAE -
« 2RI EELL T AireOSHPolarisBshowfi 5 :
AireOS:

* show run-config

* show wlan summary

+ show wlan <id_for_Guest>

» show flexconnect acl summary

» show flexconnect acl detailed <ACI_from_previous_command>

R E -

- BRERET

» show tech-support wireless

« BREIN T EREAR T HAE FE

* show wlan summary

* show wlan id <id_for_guest>

* show ap name <AP_name> config general

» show running-config | sec ACL

» show wireless profile flex summary

» show wireless profile flex detailed <profile_name_from_above>



« TEAiIreOSHPolaris E BAAELHRH,

AireOS:

+ debug client <client_mac>
» debug aaa all enable
EREE

Wt £ 4722 % #/ssh/telnet H 5

Polairs(9300/9400/9500):

set platform software trace wncd switch active rO all-modules debug

BERMEE

show platform software trace message wncd switch active RO reverse | redirect flash:<filename>
request platform software trace archive

REREIRCIRE P I E M ERER

2. AP LR :

WEACLER

show ip access-lists

AP E LN T FA -

» debug capwap client avc all

* debug capwap client acl

» debug client <client mac>

debug dot11 client level info address <mac>
debug dot11 client level events address <mac>
debug flexconnect pmk

& FixDHCPRH

AUEAELHAAEARAHARELRE.

1. AR EETFDHCPEIEE,

2. FEIBEE Fin AR EEDHCPIR M, f£debug ip dhcp snooping packet logs T #iZZDHCP 3],
SUNEEBRAPERINE, E1THEEEE MK BFusionin fIDHCPRIARESEMR VIR E W E R TIHE,

Debug/Showdr ¥ , ATLAR :
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Instructions for collecting over-the-air packet captures:

Here you find the guide how to set up an Over-The-Air packet capture, you can use a windows client mach
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/80211/200527-Fundamentals-of-802-11-Wirele

There are few things we need to consider:

+Use an Open L2/L3 security SSID to avoid encryption on the packets through the air.

+Set client-serving-AP and sniffer AP on the same channel.

+Sniffer AP should be close enough to capture what serving-client-AP is receiving or sending.

SPAN session should be taken at the same time than OTA pcap for a proper analysis, how to configure a S

Nexus switches:
https://www.cisco.com/c/en/us/support/docs/switches/nexus-7000-series-switches/113038-span-nexus-config
I0S switches:
https://www.cisco.com/c/en/us/td/docs/switches/Tan/catalyst2960x/software/15-0_2_EX/network_management/
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Logs to be collected from 3800 AP:

A) Run following commands once before starting the test.

Step A
Devshell commands on AP - Use SSH.

1) To Get wiredO input packet count

date

cd /click/fromdev_wired0/

cat icounts ocounts calls

2) Fabric gateway and clients

cat /click/client_ip_table/cli_fabric_clients
cd /click/fabric_tunnel/

cat show_fabric_gw

3) Tunnel Decap stats

cd /cTlick/tunnel_decap/

[Once all commands are tested, copy all comman

cat icounts ocounts tunnel_decap_stats tunnel_decap_no_match decap_vxlan_stats

cat tunnel_decap_Tist
4) Tunnel Encap stats

cd /cTlick/tunnel_encap/

cat icounts ocounts tunnel_encap_stats encap_vxlan_stats tunnel_encap_discard

cat get_mtu eogre_encap_list

5) Wireless client stats
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https://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-5/b_SD_Access_Wireless_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-5/b_SD_Access_Wireless_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-6/b_Cisco_Wireless_LAN_Controller_Configuration_Best_Practices.html
https://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/products-technical-reference-list.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html
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