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R #Ehttpd {rl B 2] MMariaDB

SR ETIEL RS R Ehttpd{d IREF FMariaDB,

[root@tac-mxwireless ~]# yum -y update
[root@tac-mxwireless ~]# yum -y groupinstall "Development Tools"
[root@tac-mxwireless ~]# yum -y install httpd httpd-devel mariadb-server mariadb

S ER2 R R A httpd(Apache)FMariaDB1a fR 25



systemctl enable httpd
systemctl start httpd
systemctl start mariadb

[root@tac-mxwireless ~]#
[root@tac-mxwireless ~]#
[root@tac-mxwireless ~]#
[root@tac-mxwireless ~]# systemctl enable mariadb

S B3 BV EMariaDBEREUREE.

[root@tac-mxwireless ~]#mysql_secure_installation

MiE  ETHESRNRMEHs. BREEEPEAFEMariaDBAMEKER. FHERE L,

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none):
OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.

Set root password? [Y/n] Y New password: Re-enter new password: Password updated successfully!
Reloading privilege tables.. ... Success! By default, a MariaDB installation has an anonymous
user, allowing anyone to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation go a bit smoother. You
should remove them before moving into a production environment. Remove anonymous users? [Y/n] vy

Success! Normally, root should only be allowed to connect from 'localhost'. This ensures
that someone cannot guess at the root password from the network. Disallow root login remotely?
[Y/n] vy ... Success! By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed before moving into a
production environment. Remove test database and access to it? [Y/n] y - Dropping test
database... ... Success! - Removing privileges on test database... ... Success! Reloading the
privilege tables will ensure that all changes made so far will take effect immediately. Reload
privilege tables now? [Y/n] y ... Success! Cleaning up... All done! If you've completed all of
the above steps, your MariaDB installation should now be secure. Thanks for using MariaDB!

S R4 KfreeRADIUSELEEZERIE ( FRASRIPEENHRZENR ) .

[root@tac-mxwireless ~]# mysgl -u root -p -e "CREATE DATABASE radius"

[root@tac-mxwireless ~]# mysgl -u root -p -e "show databases"

[root@tac-mxwireless ~]# mysgl -u root -p

MariaDB [ (none)]> GRANT ALL ON radius.* TO radius@localhost IDENTIFIED BY "radiuspassword";
MariaDB [ (none)]> FLUSH PRIVILEGES; MariaDB [ (none)]> \qg

Bye

£ CentOS 7 L &R8EPHP 7

SEB1BITEEM D LAECentOS7 L L EPHP 7,

[root@tac-mxwireless ~1# cd ~

[root@tac-mxwireless ~]# curl 'https://setup.ius.io/' -o setup-ius.sh
[root@tac-mxwireless ~]# sudo bash setup-ius.sh

[root@tac-mxwireless ~]# sudo yum remove php-cli mod_php php-common

[root@tac-mxwireless ~]# sudo yum -y install mod_php70u php70u-cli php70u-mysglnd php70u-devel
php70u-gd php70u-mcrypt php70u-mbstring php70u-xml php70u-pear
[root@tac-mxwireless ~]# sudo apachectl restart


https://setup.ius.io/

=8 FreeRADIUS

S ET IS L L% FreeRADIUS,

[root@tac-mxwireless ~]# yum -y install freeradius freeradius-utils freeradius-mysgl freeradius-
sglite

£ 822 {Fradius.service £ mariadb.service 2 Z B & .

ETSS

[root@tac-mxwireless ~]# vim /etc/systemd/system/multi-user.target.wants/radiusd.service

E[Unit] —17:

After=mariadb.service

[Unit]&B % % B 0 FAfR

[Unit] Description=FreeRADIUS high performance RADIUS server. After=syslog.target network.target
After=mariadb.service

S ER3. BREh I BY A freeradius ATE BB RE R ED .

[root@tac-mxwireless ~]# systemctl start radiusd.service
[root@tac-mxwireless ~]# systemctl enable radiusd.service

S ERA Bh Afirewalld AFER £ 4,

[root@tac-mxwireless ~]# systemctl enable firewalld
[root@tac-mxwireless ~]# systemctl start firewalld
[root@tac-mxwireless ~]# systemctl status firewalld

SRS A4S K AR RIF 18 B FEEL B S A fFhttp.  hitpsMradius R %o

[root@tac-mxwireless ~]# firewall-cmd --get-services | egrep ‘http|https|radius‘
[root@tac-mxwireless ~]# firewall-cmd --add-service={http,https,radius} --permanent success

SR6.EMBARIEUEE R EK

[root@tac-mxwireless ~]# firewall-cmd --reload
FreeRADIUS

& E#FreeRADIUSERE AfEAMariaDB , FF#TU T TR,

HBR1.EARADIUSE R ET RUEFRADIUSERIE,

[root@tac-mxwireless ~]# mysgl -u root -p radius < /etc/raddb/mods-
config/sqgl/main/mysqgl/schema.sqgl

# BR2 £ /etc/raddb/mods-enabled N AL H L EHT/ S (SQL) B L EER



[root@tac-mxwireless ~]# 1ln -s /etc/raddb/mods-available/sqgl /etc/raddb/mods-enabled/

S ER3.B B SQL#E #H/raddb/mods-available/sqlit E i & # E B AR S| BUAEHRIE,

[root@tac-mxwireless ~1# vim /etc/raddb/mods-available/sgl

SQLEI A AR T RABELL

sal {
driver = "rlm_sqgl_mysgl"
dialect = "mysqgl"

# Connection info:
server = "localhost"

port = 3306

login = "radius"

password = "radpass" # Database table configuration for everything except Oracle radius_db =
"radius" } # Set to ‘vyes’ to read radius clients from the database (‘nas’ table) # Clients will
ONLY be read on server startup. read_clients = yes # Table to keep radius client info
client_table = “nas”

$ B84 #8/etc/raddb/mods-enabled/sqlf 48 & AT B E X Bradiusdo

[root@tac-mxwireless ~]# chgrp -h radiusd /etc/raddb/mods-enabled/sqgl

WLC#FreeRADIUS L{ER TR, BAEFRCIR(AAA)GER & in

581, #m#B/etc/raddb/clients.conf , 3SR EWLCH L H &8,

[root@tac-mxwireless ~]# vim /etc/raddb/clients.conf

SER2 EIRED , B HIRRIPH A A A SR,

client{ secret = shortname = }

FEWLC L i§FreeRADIUS#E A RADIUS AR

GUI:

$E1, BRRWLCHGUI , A% EE ZSECURITY > RADIUS > Authentication > New , 20 B R

o

sue Configuration  Ping  Logout  Refresh

CISCO MOMNITOR  WLAMNs CONTROLLER WIRELESS  SECURITY MAMWAGEMEMT COMMANDS HELP FEEDBACK e
Security RADIUS Authenticatioh Servers Apply
7 CEED Auth Called Station ID Type  [AP MAC Address:S5ID ]

General
Al Use AES Key Wira
futhentication ¥ rap || (Designed for FIPS customers and requires a key wrap compliant RADIUS server]

RECoUMng MAC Delimiter [Hyphen >

Fallback

DNS Frarned MTU 1300

HR2 IHERADIUSTIRRZREA , BT R



RADIUS Authentication Servers > New

Server Inde:x [(Priarit

Shared Secret Format

Shared Secret TTITTITT |

Confirrm Shared Secret |--vu--u-. |

ey Wrap

[ [Designed for FIPS custormners and requires a key wrap compliant RADIUS server)

Port Murmber 1212

Server Status |Ena|:u|ed Vl
Suppott for CoA
Server Timeaout geconds
Metwark User Enable
Managernent Enable
_r;_ﬂi:;;;ftment F.etranszmit secands
IPSec [] Enable
CLI:

config radius auth add <index> <radius-ip-address> 1812 ascii <shared-key>
config radius auth disable <index>

config radius auth retransmit-timeout <index> <timeout-seconds>

config radius auth enable <index>

WLAN

vV V. VvV V

GUI:

$E1, BEBWLCHGUI , A% EEZWLANs > Create New > Goas , H1 FEFf R

vl

MOMITOR  WlANs CONTROLLER  WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANS WLANS
- Current Filter: Mone [Shange Filter] [Slear Filter] Create Maw P

» Advanced

SRR REBRBEFRAT(SSIDMEEXHFHERRE , ARIE—TApplyas ( MEFHR ) o

WLANS > New consr |
Type iy LA “ |

Protfile Mame profile-name |

S5ID £5ID-name |




CLI:

> config wlan create <id> <profile-name> <ssid-name>
& ER3. S RADIUS A Bk 25 7 EL 45 WLAN,
CLI:

> config wlan radius_server auth add <wlan-id> <radius-index>

GUI:

B ¥ ZSecurity > AAA Servers , AR ZEFTENRADIUSHIBRES , RE R —TApply , I T EFFR

o

WLANSs > Edit ‘ise-prof'

General | QoS | Policy-Mapping | Advanced |
| Layer 2 | Layer 3 |IAAA Seruersl

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Ouerwrite interface DEnabIed

Authentication Servers Accounting Servers EAP Parameters

Enabled

server1 [IPi172.16.15.8, Porti1giz | -

Enabled Enable [ ]

Nome |

Server 2 Mone ~ | |Mone -’
Server 3 | Maone B _|Nnne _,
Server 4 | Mone -'_|Nc|ne
Server 3 |Mone -'_|Nnne
Server & |Mone -'_|Nnne

RADIUS Server Accounting

Interim Update Interim Interval [0 Seconds

< Back |

i Apply
E—

SERA. (HR ) BEmMEREKRE.

CLI:

> config wlan session-timeout <wlan-id> <session-timeout-seconds>

GUI:

B ¥ FAdvanced > Enable Session Timeout >3 — T Apply , 21~ B~



WLANS > Edit 'ise-prof' < Back

| General | Security | Qos | Policy-Mapping Advanced
"y
Allow Aot Sverride Enabled DHCP
Coverage Haole W bled DHCP Server |_ Cuerride
Cretection 4| Emeisle
Enable Session [z2200 | DHCP Addr
) i ' f
Tirmaout |: i i (sacs) Assignment l_ Requirad
Aironet IE = Enabled OEAP
Diagnostic Channel — -
i8 —Enabled Split Tunnel __ Enabled
Cuerride Interface 1 IPvE
IPvd |Mone - TP .
ACL Hone | Management Frame Protection (MFP)
Layerz? Acl Mone -
URL ACL Mone MFP Client Protection 2 :Optional -
P2P Blocking Action | Dizahbled | DTIM Period (in beacon intervals)
Client Exclusion Ei o I:I|E.|:|
nable ' -
Timeout Yalue [(secs) 802.11a/n (1 - 235) 1
s02,11b, 1- 255 1
Maximurn Allowed E fain ( )
Clients 8 MAL
Static IP Tunneling - Mac State [ Mane | N
< »

S ER5. BUAWLAN,

CLI:

> config wlan enable <wlan-id>
GULI:

B ¥ FGeneral > Status > Tick Enabled > Click Apply , 20T BFfRo

< Back | [ Appl-r]

WLANS > Edit “ssid-nams’
Security = QoS | Policy-Mapping  Advanced
Profils Nama E1=5 ST
Type WLAN
51D SEbd-rubirmee

sous

#6468 A 4 ¥ 18 BlfreeRADIUS & ¥ EE
FEERBERT , EEmERAPEAPIHE , BfreeRadiusXBHM A% ( REBEASR ) -

5 B8 1 4w S #F/etc/raddb/users.

[root@tac-mxwireless ~]# nano /etc/raddb/users

TR ABRNRSHHMEERAEEN. EAXPIF , userlREMRERM , Cisco123RHR,



userl Cleartext-Password := <Ciscol23>

S ER3. EF R EIFreeRadius,

[root@tac-mxwireless ~]# systemctl restart radiusd.service

freeRADIUS - 19 /B 5%

FreeRADIUSBﬁ%ﬁ SEEERMB(CARENEE , EL R ERTFERR etc/raddb/certsH

ELEE N AW Aca.pemFlserver.pem, server. pemzsﬁ% FimETRFEEPRIINEFE, W
REFTEREAPHORIBIMAANES , AEMRELBEAU TR ERTER —BREP , XB
ERATEHERNER,

#w g G

BEEGLBEBRWindowsER , LAFEH802.1x 5 175 FE FMPEAP/MS-CHAP ( Microsofthk 24< ) & 38
— BFEOBREHE ) A2 R EISSID,

EAEWindowsES FETWLANE BRER K AmMEIZE

1. BB L2 HE 5% BE LUERFEMNES EfreeRADIUSEIAREZ AT R B 0B FE
2. BIBRADIUSRIRERMERTE | A EEEMARBTRBHRADIUSARSS (TEE , RAEH
EERARLEE), ELERENEBSERREBEE — BIYWLANEEERHRA,

B A FreeRADIUSE &

MREBFERALZEEreeRADIUSELHTERRFEE , BIERUTTRIZE , BEAPFE E#freeRADIUSTH
RESEAFKRIREE,

$ 21 % FreeRadiusEl 5 BH :

[root@tac-mxwireless ~]# cat /etc/raddb/certs/ca.pem

MIIE4TCCASMmgAwWIBAgIJAKLMHN4eZLjBMAOGCSAGSIb3DQEBBQUAMIGTMQswWCQYD
VQQGEWJGUJEPMAOGA1UECBMGUMFkaXVzMRIWEAYDVQQHEwW1Tb211d2h1cmUXFTAT
BgNVBAOTDEV4YW1wbGUgSW5jLjEgMBAGCSQGSIb3DOEJARYRYWRtaW5AZXhhbXBs
7S53b20xJjAkBgNVBAMTHUV4 YW1wbGUgQ2VydGlmaWNhdGUgQXV0aG9yaXR5MB4X
DTE3MDMzMTEXMTIXN10oXDTE3MDUzMDEXMTIXN]1owgZMxCzAJTJBgNVBAYTAkKZ SMQ8w
DQYDVQQIEWZSYWRpAXMxEJjAQBgNVBACTCVNVbWV3aGVyZTEVMBMGA1UEChMMRXhh
bXBsZSBIbmMuMSAWHgYJKoZIhvcNAQKBFhFhZG1lpbkBleGFtcGx1LmNvOTEMMCQG
A1UEAXMARXhhbXBsZSBDZXJ0aWZpY2F0ZSBBAXRob3IpdHkwggEiMAOGCSgGSIb3
DQEBAQUAA4 IBDwAWGGEKAOIBAQCOVIS53NN7J9vhpKhcB3BOOXLpeQFW]qolQOBIF
/8Lh2Hax2rzb9wx01i1MOyXR+kN22H7RNWUHET8VdyGUsA40dZWuyzI8sKi5H42GU
Eu6GDwl1YJvhHn4rVC360ZU/Nbaxj0eR8Z2G0JGsed ftQKLfckkvCOS5Q0Gn4X1elRS
OoFe27HRF+pTDHd+nzbaDvhYWvFoe6iA270d7AY/sDuo/tiIJWGAm90ocPz3+0IiFC
ay6dtG55YQ0OHxKaswH7 /HTkLsKWhS4YmXLgJXCeeJgooqgr+TEwyCDEaFaiX835Jp
gwNNZ7X5USO0FcjuuOtpIJI3hfQ8K6uXjEWPOKDEODANGP4 /n9AGMBAAG] ggEOMIIB
MDAdBgNVHQ4EFgQUysFNRZKpAlcFCEgwdOPVGV0waLEwgcgGA1UdIwSBwDCBVYAU
yvSFNRZKpAlcFCEgwdOPVGV0waLGhgZmkgZYwgZMxCzATBgNVBAYTAkZSMQ8wDQYD
VQQIEWZSYWRpAXMxE]jAQBgNVBACTCVNVbWV3aGVyZTEVMBMGA1UEChMMRXhhbXBs
ZSBIbmMuMSAWHgYJKoZIhvcNAQKBFhFhZG1lpbkBleGF tcGx1LmNVOTEMMCQGA1UE
AxXMARXhhbXBsZSBDZXJ0aWZpY2F0ZSBBAXRob3JpdHmMCCQCi5h5+HmS4wTAMBgNV
HRMEBTADAQH/MDYGA1UJdHWQVMCOwK6ApoCeGIWhOdHA6LY93d3cuZzXhhbXBszS57j



b20vZXhhbXBsZV9jYS5jcmwwDQYJKoZIhveNAQEFBQADggEBACSPR2j10FXnTsK4
lwnrrMyl1zZbl2gDugK+zKELox2mz1DMMK83tBsL8yjkv70KezZn821IzfTrTfvhzV
mjX6HgaWfYyMjYYYSw/iEu2JsAtQdpvC3dilOnGwVPH1zbozPdov8cztCb2lynfyY
Z6cNjx8+aYQIcsRIygAlIXMOBwIX0141TOmoODdgfX951poLlwgktRLkv17Y70owsz
ChYDO++H7Tewsxx5pQfm56dA2cNr 1 TwWtMvViKyX7GlpwlbBOxgkLiFJ5+GFbfLh
a0HBHZWhTKvEfbr62mkbfjCULJUAT3IxgYIzFwiwT+BetCIJgAGY8CT/gqmnO+NJIERO
RUVDhfE=

TR E-SHNBHERS R FINAERF , YREIERERSK.crt

S ER3 WM T % R i Install Certificate... 20 T B Ro

+

Contifacate ==

Geners Detnds | Cernficaton Pamh

iﬂi‘ Certificate Informaton

This CA Beoal certificabe is mol trusted To enalde trusl,
install this certificate i the Trusted Root Certifcation
Agthorbes store.

Isswmed lor  Evamgle Certificate AuShority

Isswed by: Example Certificale Auarity

Vald from 3/ 31/ 2007 bo 5 3 247

kel Covtificate...

LESIT mng about Der Bfcgieg

SRARBILZELIZICENRBRERENFEETE , WTERT.



Certificate Import Wizard

Cerlificate Slore
Certificate stores are system aneas where certificates are kept,

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automabically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificabe shore:

htu-rr-tﬂtt Certificaton Authorithes
| Trusted Publishers
U inbresched Parbfieabes

L T —
|| show physical stores

| o

1

BT WLANR B

$B1, H—THE "Start ( [ ) 1 BE/RIiEEZE Control panels , T EFFRo



Programs and Features

Power Oplions

Event Viewer

System

D Manager
Network Connechions

Disk Manapement

Compauter hManadgpement

Command Promgt

Command Proamgd (Acmin)

Task Manager
Conbrod Panel
File Expriorir
Search

R

Skt doam or sign out

F LT . il = T L5

S ER2. 88 ZNetwork and Internet > Network and Sharing Center>1% — T Set up a new connection
or network , 21 T~ EIFTRo

& Metwork and Sharing Center

A v ”T‘I-"J-“ * Control Panel * Metwork and Internet * MNetwork and Sharing {enterl

View your basic network information and set up connections

Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing cisco.com Access type: Internet

settings Damain network Connections: « Ethernet

5. Set up a new connection or netwark

Set up a broadband, dial-up, or VPN gonnection; or set up a router or access point.

- Troubleshoot prablems

Diagnose and repair network problems, or get troubleshooting information.

S REFEERDEFEMIE , AREENextas ( MEIFR ) o



'5' S0t Uip a Connction or Metwork

Choose a connection option

Q Cannect v the Intemet

§.S¢tupar¢wmﬂnrﬁ

S B4 ASSIDE BN Z £ E BIWPA2-EnterpriseI & , AREIE—TNext ( MEFTR ) »

- b4

d= e biaraally Connel 10 & wereheid Stk

Enter information for the warabegs network Yo want to aaa

Natmork rame SSID-name
Sedurity type WRAZ Enterprive

Ercrypron hpe AES

—

] S T o P ulara ey

[ ] Cormect ever i the networs s not brosdeastng

Warmeng 1 you telect Thit oplion, your domputer prmscy msght be 8% risk

4 B85.52$2Change connection settings A B ETWLANGR EREHVAHRE | I T BIFFRo



!-" Manually conrect Bo a winshess network

Successfully added ise-ssid

=+ Change connection settings
Open the connection properties 5o that | can change the settings

S ER6. BB FSecurityR 5|1 1BE , A% IR — T Settings , M T EIFf o



Ise-ssid Wireless Metwork Properties bt

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) ™

[-~| Remember my credentials for this connection each
time I'm logged on

Advanced settings

Ok Cancel

SR7 ERERBERFERADIUSHRER,

MREZR  FRAGARENEAXSICEENERRATMBR I RERNER | FERE
freeRADIUSHI B HEBHE,

#1ZConfigure 2 F Automatically use my Windows logon name and password...#% , #&#—T
OK , I BT,



Protected EAP Properties X

When connecting:
|| Verify the server's identity by validating the certificate

|| Connect to these servers (examples:srvl;srv2;. *\ srvd).com):

Trusted Root Certification Authorities:

|:|[ e Bo T L L s
|:||_._, i [T ET N T =

[ i ;

(] s S LT,
| QR SR R - (T T Tang 4 o

Q[‘ Tk e ey 4 -
L 4 >
Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) ’
[] Enable Fast Reconnect

[ ] Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy

EAP PMSCHAPWZ Properties >

When connecting:

Automatically use my Windows logon name and
L]
password (and domain if any).

| Ok Cancal

SR BLEMEAERR.




B2 T&£4, BER , #EFEAdvanced settings , 1§ 5 3 5 E & X 18 £ AUser authentication , It &
F1EfreeRADIUS L EL BV BIBUBREMERE | W TNEMT

Ir

ise-ssid Wireless Mebtwork Properties 4

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Chiodse a network authentication method:

Microsaft: Protected EAP (PEAR) - Settings
[+] Remember my credentials for this connection each
tiene I'm logged on

I| Advanced settings I




Advanced setlings 4

B02.1x settings 502,11 settings

[+] Specify authentication mode:

User authenthcation

Dedete crasdentials lor all users

[ Enable single sign on for this netwaork
Perform iImmediately before user logan
Peronm immadiately atter wser Kdgon
10 =

Aliove add@tional dialogs 10 be displaysd during $inghe
shgn on

Thies network uses separale virlwal LANS for maching
aml wser suthenlication

Windows Security
Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

user

OK Cancel

B

ERALXHRE , BELNHEEBRETEEER,

WLCLHREER



BITATHTUERSECAEN S HRFIBRE

> debug client <mac-add-client>
> debug dotlx event enable
> debug dotlx aaa enable

FRERTNEEFCAEREY  FEARREEIMETE !
B EEDMER

REREGE R

B el EE AR SR RS E

f,_{_I'III


https://cway.cisco.com/tools/WirelessDebugAnalyzer/
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