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AKX RAREER.
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Cisco ISREZERR , Hh A AL HEKABMCisco I0SPEE, fiin | HHRERSS1W,
857W. 871WHIS77W ISR , HZAEBTelnet/ e AR (SSH)F BB HE , AEARS LEETEE
(SDM)FRESEE, MLz T , EiF— 1JcISR(4’§IJIZD861W 881W. 891W‘ 1941W,

810W ) WEDEA WESEAZAP) , TRIBAPEEEENEBV)NE ( £ACUIR
Telnet/SSH ) EX&FHR,

A5 MRk —RISR
EEAIISR , FETERE 185 L# Ashow ip interface brief &5

MEANEEE R FENEWLAN-AP OFIS EWLAN Gig 0, AIRRERE T —RIBHAEZI ERARH
58— ﬂEI%A*ﬁ HEAP, BRI LUEIBCLIE A Telnet/SSHER EGUIEH R L Th E,

I0-1%=h ip int br
Interface IP-Lddr DE? Method 3tatus
ool
FastEthernet( unassigned TES unset up
FastEthernetcl unassigned TES unset douwn
FastEthernets unassigned TES un=at cdown
FastEthEerrner UNassi1o0ned TES unset o
FastEthernec4 unassigned TES NVEAM administratively
Vianl 10,.106.71.185% TES DHCP up

Mlan-GigahicEchernecO unassigned TE3 unset up

wlan-apd fES3 NVELM up

MIRE . IR EFES61W, 881W. 891WE1941WHI N EISE R EFINEWLAN-AP 0 , HIFR
THRHASAIIEER,

HAENRIKAHES , E&% Ashowip int brief 5K , @ERUTAR :

L Oe=800=1 I-I-

adminisztratively douwn
11 ]
1up

unset g

unset P

- il
administratively down dowr

I_J]_

1y

up

WMEFR , HAMERREER B REEEEIOS LE FIRadio/ M H.



RLIE

BEISRN A EZZESE. ERERHFIOSIEERNERINAR , BL4AEBEEVLANG
BVIStEIEERHAR, I/ , BAFABBBVIKRELEERENEMVLAN EFEE—E, MRE
P % (@RI =58 B ~F 5% (SSID) , Al ESSIDAEHMREIZEVLAN |, X BEEVIANLEBBERR
BVIST E#fBR 2 — RV RAEHE(BG).

F—FH, ELBEET—RISREF  GIESHLEMEE, X EAERBARIMNMAPCBEIER , WHE
BT MEMBEIAP—HKEEAP, S8 —EBVINE , ZNEEEZETFNE , TEBIZ{ESSIDA
VLANZ Y@

T—RISRtEAT A EBRFE—EBEEERCUWMEERES, BASTHAPEETERAKERF

EN BB E(LWAPP)/ B I BRI MM B (CAPWAP)E R | ZERX MBI ELFELANRFIES
(WLC)o ZAEIN B INMIASAPELR 1 B A FLWAPPE I,

BHEE - 861WARZELWAPPER .

HEi%ISRE R RHI
Wireless LAN Client

Wireless connectivity

Wired
connectivity

Wireless router

It 4B B2 ET 5 A RIMEIVLAN ( VLAN 1FIVLAN 2 ) | B EZEEIEEWIFHREEZH — BERA
£ (WPA-PSK)Z £ M RESSID:

en
conf t



vlan 2 mapped to GUESTRITS SSID..Use the vlan
as per the network configuration

dotll ssid GUESTRITS

vlan 2

mbssid

authentication open
authentication key-management wpa
wpa-psk ascii 0 ciscol23

dotll ssid INTERNAL
vlan 1 >> vlan 1 mapped to INTERNAL SSID
authentication open

mbssid

authentication key-management wpa

wpa-psk ascii 0 ciscol23
1

<<< Enables IRB. Allows bridging of
traffic

bridge irb

interface DotllRadioO
no ip address

mbssid

1

encryption vlan 1 mode ciphers tkip << Encryption

1

encryption vlan 2 mode ciphers tkip

1

ssid GUESTRITS

!

ssid INTERNAL

!

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0
basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0

station-role root

!

interface DotllRadio0.1 <<<

encapsulation dotlQ 1 native

bridge-group 1

bridge-group 1 subscriber-loop-control

Corresponding Sub Interface
configuration for Radio
Bridging between VLAN 1 and
Dotl1ll 0.1

<<<

bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
1

interface DotllRadio0.2
encapsulation dotlQ 2
bridge-group 2

bridge-group 2 subscriber-loop-control

bridge-group 2 spanning-disabled
bridge-group 2 block-unknown-source
no bridge-group 2 source-learning

no bridge-group 2 unicast-flooding
1

<<< Corresponding Sub Interface
configuration for Radio

<<< Bridging between VLAN 2 and
Dotl1ll 0/2



interface Vlanl

no ip address

bridge-group 1 <<< Bridging between VLAN 1 and
Dotl1ll 0/1

interface Vlan2
no ip address

bridge-group 2 <<< Bridging between VLAN 2 and
1 Dotl1ll 0.2
interface BVI1 << BVI 1 for VLAN 1

ip address 10.0.0.2 255.255.255.0
1
interface BVI2 << BVI 2 for VLAN 2

ip address 192.168.1.1 255.255.255.0
!

bridge 1 protocol ieee <<< Mandatory Bridging commands
bridge 1 route ip

bridge 2 protocol ieee

bridge 2 route ip

T—RISREE =5
SERUTHRURET — KBS -

1. EFBR RS LT AN R B FEN (/M EWLAN-AP 0) , R BESMAP BEER, A
LS ERY 1P b (FTIA % B IPtb ik |, S A IP unnumbered VLAN X 75 5) 3R 2 ELIP,

LA 2 AIP unnumbered VLANIE SR &5 61 :

en
conf t

int wlan-ap 0

ip unnumbered vlan 1
no shut

E &% Ashowipintbr v S , 8BTUTRE :

Y Hethod 3ItAatus Frotacol
up
down

down

adiministratively d
uy
p
up

ERBIREE AAPIEE,



2. & Aservice module WLAN-ap 0 session@n = A& A ZIAP,

EGL.T.12-800-1#zervice-module wlan-ap
EGL.T.192-500-1#service-module wlan-ap
Trying 10.106,.71.182, 2002 ... Open

Connecting to AP console, 1t _t * followed by X,

then "disconnect™ to return t© 1t prompt

ap#
apH

:ap;':,t'l

BERBREERVAPFIEANMEEBRERE, EEEMEE RS , BF2REERAIM
TechNotesZ 5| H,

MREHEBSE ZEVLANSESSID , BIAEMWLAN-GIG ONHERER AR HASLEATE
VLANR Fhitig,

BGL.T.19-300-1#sh run int wlan—-gigabitEthernet 0
Building configuration...

Current configuration : 146 bytes
|

interface Wlan-GigabitEthernetO
description Internal switch interface connecting to the enbedded AF
switchport mode tTrunk

no ip address
ehncd

ISR APHEBR B AR B4

A APIEITLWAPPEUE (5] 1AP801-RCVKOWS-M. AP801-RCVK9 "W8" -M ( ZRLWAPP )
W7 ( RRBEBE ) &, Configtin S FEE/ER ; apEEA BAMBGRETH T, AT HRILERE
, BAAAISR APEEREM A RE B E/Ho

BMANTHS

Router>en
Router#config t
Router (config t)#service-module wlan-ap0 bootimage autonomous

FRELGESTUERAPER, NREBEFEAPRAIETEEWG , B L —ARSheEs
Autonomous. MREFHLEAPE A FHLWAPPIKERE | nﬁﬁ)\Umf‘ed , RBEFERAUTHSEH
| AAP:

Router (config t)#serv1ce -module wlan-ap 0 reload

EERAPRERBR., ZEABRANRASHENH, BR , MREEINEE , ERAFBHBRE


//www.cisco.com/en/US/products/hw/wireless/ps4570/prod_configuration_examples_list.html
//www.cisco.com/en/US/products/hw/wireless/ps4570/prod_configuration_examples_list.html

1. BTFTPA32 THEEMEXHERI TR, [APSO1RI T HEFTRIIOSIRE !

Efi ECisco.com, E—THRIEZERETEZASupportEH ., = — T "Download Software s ., &
EWireless , AE N E R T LR E P # Eintegrated routers and switches, #iZRouter
Model, ZZEEMNIOSHE : 12.4(21a)JY(RESRAE , MREE),

2. R HBEAZIAPEE K ABWMANUTHS

AP>enAP#debug capwap console cligidebug Iwapp console cliAP#config t ( ttiHREIE TR
43 ) AP(config-t)#int GIG 0Bkint FA 0AP(config - int)#ip address <address > <mask> ( &
BAREEERIECHERKNIPHL , WEHMEMNRE—BFHH ) AP(config - int)#no
shutAP(config - int)#end

3. g Aarchive download®i &5 , #APFHIR A BE R .

AP#archive download-sw /force-reload /overwrite tftp://<TFTP ip address(laptops
IP)>/<Autonomous image.tar>AP#archive download-sw /overwrite /force-reload
tftp://10.0.0.4/ap801-kOw7-tar.124-21a.JY .tar

ERTRFBREBRE.

& . WRAPERBEXERN BLFERHERALWAPP , 55 Harchive downloadss I

ELWAPP RecoveryB & , M4 &Autonomous-Cisco Internetwork Operating
System(AIOS)# &,

B

BRI A EARLERHNERERER.

SRR

B el EE AR EEN BRI ET.

P

. ¥R — Cisco 800K FIEHES

. LA ERE — Cisco 800F BB B8

- EEISR L #Yy 4R 5 17 B 78 7l 5|l g I 7= 651
. F i Z EBR X # - Cisco Systems



//www.cisco.com/en/US/products/hw/routers/ps380/prod_models_comparison.html
/content/en/us/support/docs/routers/871-integrated-services-router/98499-ISR-Authentication.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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