EANATHE & TEERB(WGCB)ERE Fin

H &

BB

ISRl

ARRNMPEREFRABERTAREA LR , BB TAHABESEFIUEH,
B R

BREREBRMUT X

 9800#EARLaniZ HI2F(WLC) B = MERE
- TEHEBESR(WGB B SMEE

- AR EEUEHE(NAT)BLSFMERE

. RPPSMEE

BRA T

AXHHEARBIRA T R AERIRA



» 9800-CL WLC Cisco IOS® XE 26.1.1

« WGB WP-WIFI6-BE S 1E18213 R 4x26.1.17
- Catalyst IR182138E R 2% , Cisco I0S 17.15.4
+ 9300 ## | Cisco I0S 17.15.4

AXHFNEARBBREERERREANKENREL. XHEAZNMERERRCER (R
) BVAARESREAE), MRENEREET , FREACEBEMESURERNTE,

BRE

g_{l_l;

BFLEWGBERERWGBEEMNERE PRI A EWGBF R VLANG |, ERFVLANZEWGB,
WLCHRWLCERENMBIREEF T FHE.

FELRGIF , EANATARUEERETFREWLCEENMER (FEARX, WREK. ARSES
) BAMEREEMEEE,

B B &

Router & WGB

). om

Access Point

Vlan 3248 GW

Vlan 3246 GW

WLC

Vlan 3248

i

=JL =

A ;&



IEARLANYE HI 25

AEITHEWLAN, WLANKHEBERNREEBNELERE , LUEREBWCBERE YR ERE
FF4%(SSID).

VAN

AR EERHELSIBETHEAEEE NI REHERE FinEFIER.

HBR1.BESSID,

S E1.1. EE EConfiguration > Tags & Profiles > WLANs, #&—T T8, . & AProfileFISSIDA
. &—T "Applys o

GUI:



General Security Advanced

Profile Name* ‘ WGB | Radio Policy ®

SSID* ‘ WGB | Show slot configuration
6 GHz

WLAN ID* ‘ 6 | Status @ oisesLeD

Broadcast SSID

2.4 GHz
Wi-Fi 6E Compatibility 1/2 requirements met Status . DISABLED

802.11b/g | 802.11b/g v |
Wi-Fi 7 Compatibility 0/3 requirements met 0/3 bands enabled Policy B

WilanEl &

CLI:

config t

wlan WGB 6 WGB

radio policy dotll 5ghz
no shutdown

SEBR1.2.BESSIDRE5IH, BEPSK, B APSKEH , AEE—TApply.

GUI:



Edit WLAN x

General Security Advanced

Layer2 Layer3 AAA

® WPA + WPA2 O WPA2 + WPA3
MAC Filtering (]

Lobby Admin Access (]

WPA Parameters
WPA Policy O WPAZ Policy
GTK Randomize O OSEN Policy
WPAZ2 Encryption
AES(CCMP128) CCMP256
GCMP128 O GCMP256

Protected Management Frame

PMF | Disabled

WlanZ £t

CLI:

config t

wlan WGB 6 WGB

shutdown

no security ft adaptive

00

00

v

security wpa psk set-key ascii 0 12345678

no security wpa akm dotlx
security wpa akm psk
no shutdown

Add To Policy Tags

O WPA3

O Static WEP

Fast Transition

Status

Over the DS

Reassociation Timeout *

Auth Key Mgmt (AKM)
802.1X A ]
802.1X-SHA25E 0
PSK A |
PSK-SHA256 ]
PSK Format
PSK Type

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

O None

|' Disablad v |

O

E |

FT + 802.1X
CCKM A
FT + PSK
Easy-PSK

0000

| ASCII v

|. Unencrypted v |

Pre-Shared Key™

v
[=] Update & Apply to Device

$E21.3.7£SSIDFELEAironetlE, EffiF|AdvancedEE , Bt CCX Aironet IE , REE—T




Applyo

GUI:
Edit WLAN x
'
A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.
General Security Advanced Add To Policy Tags
Coverage Hole Detection Universal Admin (]
CCX Aironet IE OKC
Advertise AP Name (] Load Balance (]
P2P Blocking Action | Disabled v | Band Select (]
Multicast Buffer IP Source Guard (]
Media Stream Multicast-direct (] WMM Palicy | Allowed v |
11ac MU-MIMO mDNS Made | Bridging v |
Wi-Fi to Cellular Steering O Off Channel Scanning Defer
Wi-Fi Alliance Agile Multiband
Defer Priarit Oo O O:
Fastlane+ (ASR) @& /
mE O B@s
Deny LAA (RCM) clients (]
e 0O~
6 GHz Client Steering (]
Scan Defer 100
Latency Measurements (] Time
Announcements
Assisted Roaming (11k)
Max Client Connections
Prediction Optimization D
Per WI AN n v
[=] Update & Apply to Device
Aironet IE
CLI:
<#root>
config t
wlan WGB 6 WGB
shutdown

ccx aironet-iesupport
no shutdown



FR2 BEWLANRBEEER,

S E82 1. BE E Configuration > Tags & Profiles > WLANs, #&—T "#1i8, . #i AName, BES
Enable the StatusHPassive Client, R#%&#%E—T "Apply. -

GUI:

Add Palicy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

I| General Access Policies QOS and AVC Mobility Advanced

Name* | Policywas | WLAN Switching Policy

Description ‘ Enter Description ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics

CTS Policy

Inline Tagging O

SGACL Enforcement (]

Default SGT 2-65519

El Apply to Device

WLAN K B&

CLI:

<#froot>



config t

wireless profile policy PolicyWGB
passive-client

no shutdown

HER2.2 BB = Access Policies. #— TVLAN/VLAN Group , A%IZZEWGB vLAN,

GUI:

Edit Policy Profile q

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching (] vt ACL | . |
DHCP TLV Caching O - :
IPv6 ACL | v |@
WLAN Local Profiling
URL Filters 6]
Global State of Device Disabled (3) . |
Classification Pre Auth | A |
Local Subscriber Palicy | v Post Auth | v |
Name : ’ \ /
VLAN
VLAN/VLAN Group viAN3za6 X v @
Multicast VLAN ‘ Enter Multicast VLAN |

Note : Selecting a VLAN Group is a valid config only for Central
Switching 551Ds. Do not use with 5510s enabled for Flex Local
Switching

[=] Update & Apply to Device

Vianfd &



CLlI:

conf t

wireless profile policy PolicyWGB
shutdown

vlan VLAN3246

no shutdown

TR EERKER , WEHEARWCBERNIEAI(AP),

#E%3.1.BE = Configuration > Tags & Profiles > Tags. #— T Policy , A% & —TAdd, BARZRE
, REE —TAdd, EESSIDFPolicy Profile, #&—T "Apply. »

GUI:

Add Palicy Tag

Name* | WGBTag ‘

Description | Enter Description ‘

v WLAN-POLICY Maps : 1

-+ Add
O WLAN Profile Y  Policy Profile T
O wae PolicyWGB .
] 4 1 2 M - 50 - . items per page 1T-10f1ltems

Map WLAN and Policy

w
N n

Tag

CLI:



<ffroot>

config t

wireless tag policy WGBTag
wlan WGB policy PolicyWGB

S

BiEE | AR R RBRER T EESSIDVFIE AR

TERHHAE 3R

RENMHEWGCBLEMEE, LhEE L FFWGBEAREHEEE I BB VLAN3246E BELR

CLI:

configure
configure
configure
configure
configure
configure

% A 2R

ap hostname WGB1

ap address 1ipv4 static 10.10.246.4 255.255.255.0 10.10.246.1

ap management add username admin password POsswOrdl23! secret POsswOrdl23!
ssid-profile WGB ssid WGB authentication psk 12345678 key-management wpa?2
dotllRadio 1 mode wgb ssid-profile WGB

dotllRadio 1 enable

AEHNEWATEENATU L FFVLAN3248H 1Y B #R % F i BEVLAN3246 2 R AV E R

VLAN3248EfU R R F , B2 EEERIIWLCER M — IR,

B HESHITNATAUBIBWGBHSVLAN3248R B 1R E F im Ay i 2 55 2VLAN3246 R WL C & [ B #8 5%

falo

S

fiEE - WRERIIWCBR HIRHBRNERE IR , BT HEEVLANERE X | H—XERNE
B ENAT, TXEVLANREEH,

S B1.45VLAN 3246F1VLAN 3248FLE A — Bk Al



conf t
vian 3246
exit

vian 3248
end

HER2 (X A RR AL EWGBIR,

conf t

interface Wlan-GigabitEthernet 0/1/4
switchport trunk native vlan 3246
switchport trunk allowed vlan 3246
switchport mode trunk

S EBRI EEWGB vLANFIERE FisvLANK S EE T E(SVI).

#ER3.1. WGB SVIELE, IP#h#10.10.246.1REWLCERHE 3B X4 h FL EAYVLAN 3246HY 43RS
o BEHERPAUSVIEEEER T — @7 AP,

config t
interface V1an3246
ip address 10.10.246.2 255.255.255.0

SRR 2. BREFIWNEVLANEE, BRARTHAREFIRERAVLAN 3248, LSVIRAEHREF IR
MR , RACLEFIREFERIIRMEIIT, [USVIEEMH —KMACHLL,

config t

interface V1an3248

mac-address 6c13.d53f.aabb

ip address 10.10.248.1 255.255.255.0

A

AE  ASESVIELEM —HIMACHIE, FAKIERT , BESFEFIESVIEEAMEE/NMACH
i ENRESEBLERFINESR,

HRAREFBUEE(ACL)Y AT AR ER B IRAI M.

config t



ip access-Tlist extended NATACL
10 permit ip 10.10.248.0 0.0.0.255 any

HER5. BLE FLELACLFWGB T E #Y B8 FH AR,

conf t

route-map WGBACL permit 10
match ip address NATACL
match interface Vl1an3246

HER6. BLENAT,

HER6.1.7ESVIFEENAT, SVI 3248 AFBHINAT , 3246 2 A EFHINAT,

config t

interface V1an3248
ip nat inside

exit

interface V1an3246
ip nat outside

SER62EMRHBEPEENAT, FABBEHBRIEAR, LWHERAFFVLANI248 LW ERFERE R
WLC#VLAN3246H B {8 E 4R

config t
ip nat inside source route-map WGBACL interface V1an3246 overload

556. 3*&t*ﬁ%‘ﬁ§ﬂﬁ MRFEHRVLAN3246F WLCERER = E 5H BVLAN3248HWGBR E K 3=
B , Al BUBBNATEITEE,

flgn , Bl AT REAEREREE T HIMAIFEVLANS246 |, EBERREIWHE(RDP) , RREMABRRAHE
B MIPArit%10.10.248. 1089 WGBEWLCHY £ EY

FEVLAN 32487 |, AIBAEAEE , ERBURAN R HERRENEEFFTESHBHAZR ( SSH.
Telenet, RDP, HTTPZ ),

EERVLAN3246F K BiEIBRDPZEN10.10.248.10% & %H%RDP@%??E‘J%EH%E
(10.10.246.2)#13246 VLANKISVI , FF2RAERNERE —



config t
ip nat inside source static tcp 10.10.248.10 3389 interface V1an3246 3389

HER7 R HARAIVLAN 3248 B E B R T Finig,

config t

interface GigabitEthernet0/1/0
switchport mode access
switchport access vlan 3248

~
BfEE : LEECEEAVLAN 3248 AR E FinMBEIPbit, WRFEZEDHCP , AJLAEEH

2P BELEDHCP,

i)

BEEABREF RS HAVLAN 3246y WGBHSVIHELR, thoh , #EFRVLAN 3248 L B #REA
FinER M , MWLCZRIFERIVLAN 3246 FEEixping.

IRARLANE HI25

RWLCREEFEE FinsET B REAHSTE EAVLAN 32469 WGBHISVI,

| itoring~ » Wireless~ » Gliem3|
Clients
£
s
Selected 0 out of 2 Clients
Client MAC
O Address IPvd Address i IPvG Address i AP Name : SlaiD® : |SSDD i WLANID i |Clent Type i State
0O sct3.ds3tteis # | 10102482 MjA Co124AX1-B 1 WGE 5 WLAN (WGB Wired) | Run
O edb2cdof?90f £ ] 10.10.246.4 feB0::al5a:a617:9ed 7 edbe CO124AXI-B 1 WGE 3 WLAN (WGE)
N

WGBHWGB% i



CLI:

<{froot>

9800L#

show wi rel ess client sunmary

Number of Clients: 2
MAC Address AP Name Type

6c13.d53f.f8f4 C9124AXI-B WLAN
e462.c49f.790f C9124AXI-B WLAN

9800L#

show wi rel ess client sunmary det ai

Number of Clients: 2

MAC Address SSID AP Name
6c13.d53f.f8f4 WGB C9124AXI-B
e462.c49f.790f WGB C9124AXI-B
9800L#

show wi rel ess wgb summary

Number of WGBs: 1
MAC Address AP Name WLAN

ID State Protocol Method Role

Run
Run

State

1llac None
1llac None

10.10.246.2 3246
10.10.246.4 3246

Clients

e462.c49f.790f C9124AXI-B 6

TERHHAE 3R

BEEWGBE R A CELEFISSID,

<#froot>

WGB#

show wgb dot 11 associ ati ons

Uplink Radio ID : 1

UpTlink Radio MAC : E4:62:C4:9F:79:0F

SSID Name : WGB

Local
Local

5c64.f171.6eae
5c64.f171.6eae

Auth Method

[PSK]
[PSK]

Protocol Ch



Connected Duration : 0 hours, 7 minutes, 9 seconds
Parent AP Name : C9124AXI-B
Parent AP MAC : 5C:64:F1:71:6E:AE
Uplink State : CONNECTED

Auth Type : PSK

Key management Type : WPA2

Dotll type : 1llac

Channel : 36

Bandwidth : 20 MHz

Current Datarate : 104 Mbps

Max Datarate : 286 Mbps

RSSI : 41

IP : 10.10.246.4/24

Default Gateway : 10.10.246.1
IPV6 : ::/128

Assoc timeout : 5000 Msec

Auth timeout : 5000 Msec

Dhcp timeout : 60 Sec
Country-code : US

HESEVLAN 3246HSVIFEREWGBBER T,

<#froot>

WGB#

show wgb bri dge

***CTient ip table entries***

mac vap port vlan_id seen_ip confirm_ago fast_brg
6C:13:D5:3F:F8:F4 0 wired0 0 10.10.246.2 28.112000 true
5C:64:F1:71:6E:AF 0 wbridgel 0 0.0.0.0 1064.320000 true

% A 2R

MR B FEER T LA VLANS248E 4R BIVLAN3246 P WLCHE E M #85% | 6 B X Th,

<#root>

Router#

ping 10.10.246.1 source vlan 3248

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.246.1, timeout is 2 seconds:
Packet sent with a source address of 10.10.248.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/7/8 ms



FERDIEREEER T NATEIR,

<#froot>

Router#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp 10.10.246.2:12 10.10.248.1:12 10.10.246.1:12 10.10.246.1:12
Total number of translations: 1

MBFEANATHALEREBE SR |, BIFESRHVLAN3246FIvLAN3248H % B HYRDPELR A TH o
AXHEHHERANRRDP , BRAIUEAEMEMERAGE.

fEFAE IS I E8(10.10.246.2) PR B AYVLAN3246HISVI , TEVLAN3248H 5 FRES 4 M 4 B
10.10.248.10%4TRDP,

Remote Desktop
» Connection

Computer: | 10.10.246.2 v| I

Username: MNone specified

Youwill be asked for credentials when you connect.

= Show Options Connect Help

RDPRIREE



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



