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HA 2 B BY 45 TE A B (8 B ) B
W — IR IETH O RE
®BEX,

BIAPACER , BRIFAR
PACIIZM T EMEBH

BAESR | ISEREMEETLE  YWERSELER—AFELE. ANTLBE L BY , Bt
HEEBRFEPAC TTL.

ISEX®IREK BB EE — >HE — > E — > EAP-FAST -> EAP-FASTR EETE &,

WHERE
ERAFEARBEPACH —BEELH. EANETHARENER FETTLSREEN .

EAP-FASTEmESRIRER I : ERNERSFMEMERE (ERPAC),
A AR ERARAE

BERERETLSH A EZERMAIRES L REVATLS SessionlD. EIXETLSE FimHelloR & F imAS M N
SessionIDUAREERFE, XBREEEFEAERTLSRRER ARPACFRHE :

Source Destination | PrntucullLengtklImfn User-Name
16.62.148.109 10.48.17.14 RADIUS 378 Access-Request(l) (id=9, 1= anonymous
16.48.17.14 16.62.148.109 RADIUS B6 Access-Reject(3) (id=9, 1=4
16.62.148.109 10.48.17.14 RADIUS 301 Access-Request(l) (id=30, 1 anonymous
16.48.17.14 16.62.148.109 RADIUS 193 Access-Challenge(l1l) (id=30

148,109 17,14 RADIUS 510 Access-Request(l) (id=31, 1 anonymous

Length: 138
Type: Flexible Authentication wia Secure Tunneling EAP (EAP-FAST) (43)
[* EAP-TLS Flags: 0x01
~ Secure Sockets Layer
=~ TLSv]1 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0xG3061)
Length: 127
" Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 123
Version: TLS 1.0 (0x0301)
[* Random

Session ID Length: 32

Session ID: 9a3442e351082ectdbafthB8509c fO9kb4 fab64574bE272FEYE. ..
Cipher Suites Length: 52

[+ Cipher Suites (26 suites)
Compression Methods Length: 1

[* Compression Methods (1 method)

$EARRE ( ERPAC)



EAEMBREPACARREHEFRN T S NRENRERE,

EFmRERERRFC 4507, ARFAIEEZRIEMESR ; ARk , FFHRETLSEFikHelloBFEER
HIEEPHMMPAC, A% , ARF[EMBPAC, ERNEIXIFAMRB[AIRZEPACKH RHI :

| Source | Destination | PrctcccllLengtflInfn | User-Name
23 10.62.148.1089 10.48.17.14 RADIUS 301 Access-Reguest(l) (id=91, 1=259) anonymous
Z4 10.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(11l) (id=81, 1=151)
.148.1069 .48, RADIUS Access-Request(1l) (id=92, 1=624) anonymous
Z26 10.48.17.14 10.62.148.109 RADIUS 311 Access-Challenge(1l) (id=892, 1=269)
27 10.62.148.109 10.48.17.14 RADIUS 437 Access-Reguest(l) (id=93, 1=395) anonymous
Z8 10.48.17.14 10.62.148.109 RADIUS 226 Access-Challenge(11l) (id=893, 1=184)
29 10.62.148.109 10.48.17.14 RADIUS 468 Access-Reguest(l) (id=94, 1=426) anonymous
30 10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(11l) (id=84, 1=216)
31 10.62.148.109 10.48.17.14 RADIUS 516 Access-Reguest(l) (id=95, 1=474) anonymous
32 10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(11l) (id=85, 1=216)
33 10.62.148.109 10.48.17.14 RADIUS 452 Access-Reguest(l) (id=96, 1=410) anonymous

e == = (==

= TLSv]l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (Ox0381)
Length: 281
" Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 277
Version: TLS 1.0 (0Gx0301)
[ Random

Session ID Length: @
Cipher Suites Length: 52
[* Cipher Suites (26 suites)
Compression Methods Length: 1
[* Compression Methods (1 method)
Extensions Length: 184
“~ Extension: SessionTicket TLS
Type: SessionTicket TLS (0x00823)
Length: 180
Data (180 bytes)
[* AVP: 1=18 t=Message-Authenticator(80): Gch2477c0762a96d3balb024526291a8
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E". AnyConnect Profile Editor - Network Access Manager

File Help

Lo )]

2 Network Access Manager
{E} Client Policy
[% Authentication Policy

H

| Networks

Profile: ...ility ClientiNetwork Access Managerisystem\configuration.xml

: Metwarks
L 4B Network Groups

EAP Methods

") EAP-MD5 () EAP-TLS
{7) EAP-MSCHAPY2 {7) EAP-TTLS
(7) EAP-GTC (7) PEAP
(@ EAP-FAST
EAP-FAST Settings
Validate Server Identity
Enable Fast Reconnect I

Inner Methods based on Credentials Source
@ Authenticate using a Password
EAP-MSCHAPY2 EAP-GTC
If using PACs, allow unauthenticated PAC provisioning
(") Authenticate using a Certificate

When requested send the dient certificate in the dear
Only send dient certificates inside the tunnel

(@ Send dient certificate using EAP-TLS in the tunnel

Media Type

rs

Security Level

Connection Type

Machine Auth

Certificates

PAC Files

Credentials

User Auth

Certificates

PAC Files

Credentials

m

ZHRER , NAMDSEARBREPACKIBETLSEEE (ERES ). BR , ETEHEAREPACK
PITENRGEAE MR RE, it , BRFEEEFRNIHI EZNREER2,

ISER AR B AEMESTME. HRNAM , EERARZEPAC, BEPACHEAER "#FH

PAC, BIEHEITIRH,



- ¥ Allow EAP-FAST

EAP-FAST Inner Methods
Allow EAP-MS-CHAPvZ

[V Allow Password Change Retries |3 (Valid Range 0 to 3)
Allow EAP-GTC
[l Allow Password Change Retries|3 | (Valid Range 0 to 3)

Allow EAP-TLS
[ Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

() Use PACs () Don't Use PACs
Tunnel PAC Time To Live an Days -

Proactive PAC update will occur after| 10 % of PAC Time To Live has expired

[  Allow Anonymous In-Band PAC Provisioning

E Allow Authenticated In-Band PAC Provisicning
Senver Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning

E Allow Machine Authentication

Machine PAC Time To Live 1 | Wealks v |
E Enable Stateless Session Resume
Authorization PAC Time To Live 1 |H0ur5 v | i

Enable EAP Chaining
/] Preferred EAP Protocol EAP-FAST *

WRBATHEE | NAMEBERFEHAPAC, MMREISEREE T "FREMAPAC, Y HISEETLSIER
FURBIRZEPAC |, #S3R&E AT SEE IR EEAPHEE

BALLE

FEISER , EFEMAENTLS SessionIDIEFEIIRE ( HEBMHEAP-FASTERE ) » FARERTE
A

EAP FAST Settings

* Authority Identity Info Descnptiﬂn| Identity Services Engine |

* Master Key Generation Period | | Weelks v |

Revoke all master keys and PACs | Revoke |

PAC-less Session Resume
EI Enable PAC-less Session Resume

* PAC-less Session Timeout 7.200

(oset)

EitE, ReeERA—ERRIMNEFERE. ENSessionDHNEEBERAREPACEE , ERRFC



4507 W EBEBERRPACEE,

PACRRES ( 5F0FEEY )
PACTERROF BB, BRI :

. TLSB& &I
- BERE (RHEEE)
£BIBPAC TLV ( MIPAC TLVFESR ) ETLSBSE AR IhE T B ERRER | S/IEPAC

E&TLSESE

HAKREPKIERRENIE , U FERERTLSERE, ERTLSEEEAF ADiffie HellmanZRBEH
BE —TEEARSD[IAZFFHES. UHFZERSZ ZZEIMan in the Middle it ( 1#8# )

EEAIGEE  NAMEEUTE &2

TNREAPACAFFRERBNPACHE . (EEEARERFZRNATTE  RAMRTEHR
PKIERERE , AIEEERAERTFENRBEE) -

4k |, ISEEE £ Authentication Allowed Protocols FTELELA TR :
"RAFERFAPACTHE"

EEZ & APACREEHEAMTrustSec NDACHE ( R E - BB EIEAP-FASTE:E ) .
EREBNTLSEE

ERRTEMHERBNIEE, TLSHEBEERBEBERFBBNWRARSZZESEE, EEEARSHKE
PKIE#EERE , ISEEEZERRBAIENAMLE | ATLIEZR "BRIBAMKSES M, BE,

HWRISE , AW {EIF IR IR

[+ Allow Anonymous In-Band PAC Provisioning

[ Allow Authenticated In-Band PAC FProvisioning
server Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning

BE , EPACHE®R , BREXSBEEE  BHBERSEAPACENETSNERE, BR , HR
PACREB S HREETLSEBEHNEER , Rt T EERMERE , WEPACHERMEANRE

Access-Accept,

B_ERRENEFHESHETLSRE (EFEXRM LIHEPK ) . EAFEANEESORE
RIBETLSRRE , S5 ORIEBRBRI S AL EZEAPACHEMR. LEFE/IMUEERE — R
ARAERHTZISEGENES (ARNEMAR ) , XEEFEERK.
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BEMERE (BEREK ) NhEXE , ARSFEE —BIERKNNPBFERTLY (ETLSREE

B ), ZTLVAEEENBRETLVEER, Cryptobinding BA R A [ ARES M S MSE T EN

HH8ERFS. CryptobindingiBfEfE A 1SR ME2MEERN S BM B, LA | BN T —EEADN
TLV:EAP-Payload — EE B HiEsE ( BEEHEFERAE ). —BradiusfAREF(ISE) R E N B4
TLVEEWRFZER  ARFHBETRUTAR , YER T —BEAPHE (BEARERAE AR
&)

12126 EAP-FAST cryptobinding verification passed

MEMZBERBLRY , AZRBEAPEFES AN, MREP—ESOHRIFLAN , APITUEEFER
— Hitt | ISEAFEE SR B EFHNetworkAccess:EapChainingResult : Bt B ZEE#EE R

Mo chaining
User and machine both succeeded

User failed and machine succeeded

E B E =

User succeeded and machine failed
FUAEAP-FASTERAENEK S D EBRFER , NAM L& B BEUAEAP-Chaining.

MEEISEFHELEEAPER
PACEZENRFNIE
FEEERT , B3E M EBIEPACHETZTE <credential>— &i# B9 C:\ProgramData\Cisco\Cisco

AnyConnect Secure Mobility Client\Network Access Manager\system\internalConfiguration.xml/

o BEUMBLARE.



o\ © # w = 4\Network Access Manager\system\* * & -
+ MName Ed Size Date Artr + Name BEd Size Date Attr
|_T] [$Recyde Bin] <DIR> 07/02/2015 15:14—hs el <DIR> 06/30/2015 17-31—
I <DIR> 10/16/2014 16:40— || configuration xml 9.853 06/30,2015 17:25a—
[@ [Documents and Settings] <LMNK>  07/14/2009 07:08hs |=|internalConfiguration xml 4,108 07/03,2015 10:31a—

_gLister-[c:‘\PrDgramData\Cism\Ciscu AnyConnect Secure Moebility Client\MNetwork Access Manager\systemiinternalConfiguratio.., | = || =] @

File Edit Options Encoding Help

<?xml version=""1.8" encoding=""UTF-8"7>

<internalConfigurationData>

<group>

<groupHame>Local networks</groupHame>

<network>

<networkHame>eap-fast-pac</networkHame>

{credentials>
<credential>B81080808008d88c9ddfB115d1118c7afBc AUFc297eb 010080084 FE1F2976F 158bafda 6
479041b2d8204 00000003 000A0052006C BB6FBAG20ABAAE1B5500000001 00002 00BDAOBbBBGE31525
Fb11b1a5cd7726dc3c35Fef8A3b1655a09e4BbcB99cF68280a3bakionnanAAAe3 AAAOADAD2 00002 BE
08008282483 23bf8a33Fd5892F4AdF77b2b935040b3%ee63 441545602192 064a230335001000002563
F22ae5b5aB5071218b6b3I371F7b5E25cbdfAb96815da6bBe P97 8612F5e8F57054CAFD206e7d1a8a89
28b721871deaS%eed7ce?93aboc72df4689FfbUSFE82F3dd93d270e32F494b24c 632399900 D65 4ela
ed7d828706F8926e951ebfB1becH598d281417742083ch3AF59 005 B48656b6eFae77d52d69d8F9b7 D
26af48d27eb1831a79c32383aF66dbda?balcébcdyd7282bA38F185FL3A95F8803a8D69728F5a15a1
dd1acb86246dA515b59868eb10205d7438F58d7bb7 F3a2c6d2cFF972acd1d39986de3472a16b0e288
4A710e85536583a6a37699e72aac27dPaedl327d038499390ddalf1557a4c9176eeababeBcH03868ba
bAcb2269fee?d5e7FdSF7c22319bbfB6F84a293caedcAF1726ca73bed7%eef1097 72700 1b855949,
3286a7bB0214cB7925831F5982bbeSeF8F9575e8F043ccalPefca?fbb72bd954dd?abB52e23Bb8YcY
3f2defdbBf2c5663caesiBAOAN00aB1aLedBCYIF1e7247751cCcPd8254bb12e1824db 9392 1FC4213D
8510617864dfcac?2e518a2120e0e4dBld7892d2decc9f3be5A866eceB862a9a18542ecBeF75cFA113d7
1aBu</credential’

{credential>B10080000d88c9ddFe115d1118c7afBc B4Fc297ebB10000084bdFE1F2976F 15bardaB
479941b9d820400A0A0A3AAOANB52 006 BA6FAAG20A0OAD1 5500000001 00002 0000000 d324918b3
354db14525Fd199088da3A581390cE9662Fd859ba7obF976cacaalafonnanAAAe3 0AOOADAD2 0000200
8800A2bBase95%adad88cddafb?7F23aa219ady71185626Fa5170eBbeeab878a661acB01000B66CC
88055 adF5edPu7748Fa52bdab7 4BFabc9b42F681271aaa476dbF105a2cae120884d4a3F6523e50012
826084b3535FcBa7FF238e3a3442ed144ddBa2530b024F2a166383d8604d3503716891Ffdb3dFu153
265d34758e1eacef B4b27c4750acdBee B3944116d68613 dee3BeeafBadaBfbef
632FehF1ﬂzg?hddaFe3B196d2d??1ah293ﬂahEFhSEFc11l ‘h??hﬂSchh21cﬁﬂadud

95ad6df14e7830ddbde555e526551 014F5che 1861 46F 0d 9dceaddcfe5h837351

REPACEREFELREY , X EEHMEINAMRIE EH B R MER,
FERENRB R T sEMBREEE N ERPAC,

AnyConnect NAM 3.1584.0

54 %

AnyConnect 3.x NAMBL ERE RIFEB AT EEEFHEEPAC, LLIhsE2£AnyConnect 4.x

NAMEL B 1% 5= %8 25 M ER

E’ﬁ AnyConnect Profile Editar - Metwark &ccess Manager
File Help

(==

ﬂ

Metwork Access Manager : Networks

§8% Client Pol f :

oy . Profile: C:UsersiciscolDocumentsiconfiguration.xml
ﬁ Authentication Palicy
[E3EY!

5 Networks

¥ Network Groups PALC files

Add. .. Password protected

Media Type
Security Level
Connection Type
IMachine Auth
Certificates
PaC Files
Credentials
User Auth
Certificates
PAC Files
Credentials



BRBREZ BN R EE MR CSCuf3142fCSCua13140,

w24

Efnd B
EEANATEBRAHERNRTFRERE, £ BRI dERML,

Active
Directory

e

G1/0/2 61/0/6
3750%

Windows 7
AnyConnect 3.1

EAP-Fast , FE{EH &N ERPACE Y EAPER

BEIFRT , ISELFEHAEAP_chaining. B2 , TAHMEBRESCHA , IFMBENBERPAC. F
RACEREFABNERMPZEPAC, HRFRET , ISELEREMEBINSBHE (—EAR
M, —EARERE )  EEBUMNAK. ISETENEIESR, F-RE0RE (BH)

. R A EAEMPACEIETLSE FifkHello,
. (A IREFR B EMPACUBETLSPRE ( REARSE ) -
. Al AREEEA ¥ ESPACIE £ Active Directory F 1 1TIR 5 22 3 36 BkiB A 2B 5 5%,

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12174 Received Machine PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded
12132 EAP-FAST built PAC-based tunnel for purpose of authentication

24351 Account validation succeeded

24420 User's Attributes retrieval from Active Directory succeeded - example.com
22037 Authentication Passed

12124 EAP-FAST inner method skipped

11503 Prepared EAP-Success


https://tools.cisco.com/bugsearch/bug/CSCuf31422
https://tools.cisco.com/bugsearch/bug/CSCua13140

11002 Returned RADIUS Access-Accept

E_Es0RE (ERE) :

. EBERAEIBRZEPACEIXTLSE FigHelloo
. AIPREEEAMPACIBETLSPRE ( REARE ),
- HRBERARBEMREPAC , R LEARERH E(EAP-MSCHAP) 1T B 128 5 -

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12175 Received Tunnel PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded

12132 EAP-FAST built PAC-based tunnel for purpose of authentication

12125 EAP-FAST inner method started

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

24402 User authentication against Active Directory succeeded - example.com
22037 Authentication Passed

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

HEISERRFFMEmEH THabBiE, ot  SrHERENERSORBIZUTEER

EapChainingResult: No chaining

EAP-Fast ( EHPAC Fast ReconnectfYEAPER )
ERESD , BRI CHEEERNRBEPACLL K & M5 IR EPAC:

. R A EIBRZEPACEIATLSE FifHelloo

- A ARESERBPACEBETLSPRE ( REARE ),

. ISERABIEAPER , BRAFERATLSBEEFMTLVAME A& M SR iR EPAC,

. ISEER R IZHEPAC ( EERI AL ) , BiFEActive Directory R REFHEIRFE ( EEM S HEHE
), IRERR I,

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12175 Received Tunnel PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded

12132 EAP-FAST built PAC-based tunnel for purpose of authentication
12209 Starting EAP chaining

12210 Received User Authorization PAC

12211 Received Machine Authorization PAC

24420 User's Attributes retrieval from Active Directory succeeded - example.com
22037 Authentication Passed



24439 Machine Attributes retrieval from Active Directory succeeded - example.com
22037 Authentication Passed

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

HISEFFMmEN "HBE, o , FRUTEER:

EapChainingResult: EAP Chaining

A ERENERBBRASEER —BFEF , MTFAR

Username: cisco,host/mgarcarz-PC

EAP-Fast , BEAPER , PAC
HEHFED , NAMEB BT ERAPAC , ISEthEl BB EHAPAC ({EEHEAPES )

- ERAEFTFEARBREPACHIE R TEETLSE FimHello,
- ARSBEATLSHRENBESREHETERE,
- BRAVACEEARSIEFE  BTEEXETMNEFIRETE (XREEHAE ) , TLSBEEERK

-ISEETLS[S% NEEEFIHBFENTLVER , BBERATEEBR (TEEHREXAER T8
)0

- FRRIAEENMMSCHAPV2 B 0 5asE A B & MBI EAPER,

BB HRE  FRARISEEFTIMSCHAPV2 B 15

. RABEMPAC,

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST
as negotiated

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12807 Prepared TLS Certificate message

12809 Prepared TLS CertificateRequest message

12811 Extracted TLS Certificate message containing client certificate

12812 Extracted TLS ClientKeyExchange message

12816 TLS handshake succeeded

12207 Client certificate was requested but not received during tunnel establishment. Will
renegotiate and request client certificate inside the tunnel.

12226 Started renegotiated TLS handshake

12104 Extracted EAP-Response containing EAP-FAST challenge-response

12811 Extracted TLS Certificate message containing client certificate

12812 Extracted TLS ClientKeyExchange message

12804 Extracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12802 Prepared TLS Finished message

12226 Started renegotiated TLS handshake

12205 Client certificate was requested but not received inside the tunnel. Will continue
with inner method.

12176 EAP-FAST PAC-less full handshake finished successfully

12209 Starting EAP chaining

12218 Selected identity type 'User'



11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

24402 User authentication against Active Directory succeeded - example.com

22037 Authentication Passed

12219 Selected identity type 'Machine'’

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge
24470 Machine authentication against Active Directory is successful - example.com
22037 Authentication Passed

11503 Prepared EAP-Success

11002 Returned RADIUS Access-Accept

EAP-Fast , 88 EAPE & B MPACIE A
EREF , BRFEEERHFZEPAC , EEIBHREPAC:

. R A EBRREPACEIETLSE FifHello,

- A RSB FEPACY BETLSPHRE ( REARE ) .

. ISERRBIEAPEHR , FBRAFERATLSRREH N TLV A A & FME KKK inZEPAC,
- EPACIBER: , EAE MBI RIS =8 2 BB (EAP-MSCHAP),

- MESRERENIIE , FAENEKREPACHERE,

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12175 Received Tunnel PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded

12132 EAP-FAST built PAC-based tunnel for purpose of authentication
12209 Starting EAP chaining

12227 User Authorization PAC has expired - will run inner method
12228 Machine Authorization PAC has expired - will run inner method
12218 Selected identity type 'User'

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

24402 User authentication against Active Directory succeeded - example.com
22037 Authentication Passed

12219 Selected identity type 'Machine'’

24470 Machine authentication against Active Directory is successful - example.com
22037 Authentication Passed

12171 Successfully finished EAP-FAST user authorization PAC provisioning/update
12179 Successfully finished EAP-FAST machine authorization PAC provisioning/update

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

EAP-Fast ( EAPE&BEPACEIRH )
ELRER , IRTFEERHNPREPAC , g4 BRI ERNTETLSHE,



BER A EIX T ERZEPACHTLSE FiwHello,

FARSEFEATLSHENRER RARHTEE,

ERAEMVECEEARBIE  TSELFFHRE (HEEHAT ) | CERITLSEE,
ISEETLSREEREEEFmBENTLVER , BEERFTEE (EFTHEAFBRIEHRE )

- FRRZI A ENMMSCHAPV2 B 158 A B & MBI EAPER,

mEMRS0RE  EAREAENMSCHAPV2 & 78

- ERIAEBEPAC ( ZEISEEREFRA ) -

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12807 Prepared TLS Certificate message

12809 Prepared TLS CertificateRequest message

12105 Prepared EAP-Request with another EAP-FAST challenge

11006 Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Request

12816 TLS handshake succeeded

12207 Client certificate was requested but not received during tunnel establishment. Will
renegotiate and request client certificate inside the tunnel.

12226 Started renegotiated TLS handshake

12104 Extracted EAP-Response containing EAP-FAST challenge-response

12811 Extracted TLS Certificate message containing client certificate

12812 Extracted TLS ClientKeyExchange message

12804 Extracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12802 Prepared TLS Finished message

12226 Started renegotiated TLS handshake

12205 Client certificate was requested but not received inside the tunnel. Will continue with
inner method.

12149 EAP-FAST built authenticated tunnel for purpose of PAC provisioning

12105 Prepared EAP-Request with another EAP-FAST challenge

11006 Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12104 Extracted EAP-Response containing EAP-FAST challenge-response

12209 Starting EAP chaining

12218 Selected identity type 'User'

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge
24402 User authentication against Active Directory succeeded - example.com

22037 Authentication Passed

12126 EAP-FAST cryptobinding verification passed

12200 Approved EAP-FAST client Tunnel PAC request

12202 Approved EAP-FAST client Authorization PAC request

12219 Selected identity type 'Machine'’

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge
24470 Machine authentication against Active Directory is successful - example.com
22037 Authentication Passed

12169 Successfully finished EAP-FAST tunnel PAC provisioning/update

12171 Successfully finished EAP-FAST user authorization PAC provisioning/update
12170 Successfully finished EAP-FAST machine PAC provisioning/update

12179 Successfully finished EAP-FAST machine authorization PAC provisioning/update



11503
11002

Prepared EAP-Success
Returned RADIUS Access-Accept

RAEAPEZNERTLSRREPACTHE HEAP-Fast

EREF , BAPACHEEE TISEFMINAME R TLSPRE ( 2 7 AAPACHEHISE S 1758 F
TLSBRE ) , PACHRERM TR :

. EERAEIXTLSE FiHello , BEREX ZERIEEH,

. AR A TLS AR EFHelloMTLSE & Diffie HellmanZ 5 ( 440
TLS_DH_anon_WITH_AES_128 CBC_SHA ) #{T&fE,

CERAESREBR  UBEERTLSRE (FTXBEE)

- FERARI A EFNMSCHAPV2 B 2B 7% A F A & RUBIEAPER

BEUESORE  FRARSAEFTMSCHAPV & 357 .

- HREEREESRTLSRRE , HtFAFRFEAREPAC,

. IR [EIRadius Reject A HIFE R FEFETH MBI ( FAFAEHPAC)

12102

Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST

as negotiated

12800
12805
12806
12808
12810

12812
12804
12801
12802
12816
12131

12209
12218

11806

24402
22037

12162

Extracted first TLS record; TLS handshake started
Extracted TLS ClientHello message

Prepared TLS ServerHello message

Prepared TLS ServerKeyExchange message

Prepared TLS ServerDone message

Extracted TLS ClientKeyExchange message

Extracted TLS Finished message

Prepared TLS ChangeCipherSpec message

Prepared TLS Finished message

TLS handshake succeeded

EAP-FAST built anonymous tunnel for purpose of PAC provisioning

Starting EAP chaining
Selected identity type 'User'

Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

User authentication against Active Directory succeeded - example.com
Authentication Passed

Cannot provision Authorization PAC on anonymous provisioning. Authorization PAC can be

provisioned only on authenticated provisioning

12200
12219

24470
22037

12162

Approved EAP-FAST client Tunnel PAC request
Selected identity type 'Machine’

Machine authentication against Active Directory is successful - example.com
Authentication Passed

Cannot provision Authorization PAC on anonymous provisioning. Authorization PAC can be

provisioned only on authenticated provisioning

12169
12170

11504
11003

Successfully finished EAP-FAST tunnel PAC provisioning/update
Successfully finished EAP-FAST machine PAC provisioning/update

Prepared EAP-Failure
Returned RADIUS Access-Reject



EZTLSRE % Em R Wireshark E R a1 1E -

Source Destination | Prntncul|Lengtk|Infn User-Name

16.62.148.1058 10.48.17.14 RADIUS 301 Access-Request(l) (id=190, " anonymous

160.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(ll) (id=19

10.62.148.109 10.48.17.14 RADIUS 498 Access-Request(1l) (id=191, " anonymous
L14B8.109 RADIUS Access-Challenge(ll) (id=19

10.62.148.109 10.48.17.14 RADIUS JOE Access-Request(l) (id=192, anonymous

160.48.17.14 10.62.148.109 RADIUS 232 Access-Challenge(ll) (id=19

16.62.148.108 10.48.17.14 RADIUS 378 Access-Reguest(l) (id=183, " anonymous

10.48.17.14 10.62.148.109 RADIUS 226 Access-Challenge(ll) (id=19

16.62.148.108 10.48.17.14 RADIUS 468 Access-Request(l) (id=154, " anonymous

10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(ll) (id=19

Code: Reguest (1)

Id: 161

Length: 622

Type: Flexible Authentication via Secure Tunneling EAP (EAP-FAST) (43)
[* EAP-TLS Flags: 0x01
“ Secure Sockets Layer
= TLSvl Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x0301)
Length: 74
=~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 70
Version: TLS 1.0 (Gx0E301)
[* Random

Session ID Length: 32
Session ID: 4laeebhdb@65T481685c56144aa9dccdc 9367167 fhaebB6393., ..

Cipher Suite: TLS DH anon WITH AES 128 CBC SHA (0x0034)
Compression Method: null (@)

= TLSvl Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)

EAP-Fast , EfEFIEAPEEFE A& SRR

EHTRRS | BE 7 HAEAP-FASTHIE A & (EAP-TLS)HAnyConnect NAMLL & B s & 1D Br
(EAP-TLS). Windows PCERE , ERBMHFEAERIR. RIMEEIB02.1xE7E , NAMMKLEEE
, ERAREEAERE (HAFEEAEREFNESE ) ERESRRBEAK , BB A Th
— ISEE 1 ERREEMH " Network Access:EapChainingResult EQUALS User failed and machine
succeeded ) EmME. R , FRAEZABSREB S —BS0RE , FAENEREIBERID,

- R A EAEMPACEIETLSE FiwHello,

- ARESFEATLSE N R BB ETERE — RREIULMERXPACEETLSPEE
. ISERBIEAPER W ERERAEHH

-FERARAREMEZTH (FAEBERKMRE ) | THEAP-TLSAZBA .

. ISEBXRBREAESHD , BRAELREMR,



. ISEEIATLV , FRAGBR=-XK (ARERAEFHRE ).
. ISEXREIHZILHEAPKINHEE , ISEM& 4 Network Access:EapChainingResult EQUALS User
failed and machine succeeded 2/ &

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12174 Received Machine PAC

12805 Extracted TLS ClientHello message
12806 Prepared TLS ServerHello message
12801 Prepared TLS ChangeCipherSpec message
12802 Prepared TLS Finished message

12816 TLS handshake succeeded
12132 EAP-FAST built PAC-based tunnel for purpose of authentication

12209 Starting EAP chaining
12218 Selected identity type 'User'

12213 Identity type provided by client is not equal to requested type
12215 Client suggested 'Machine' identity type instead

12104 Extracted EAP-Response containing EAP-FAST challenge-response
12523 Extracted EAP-Response/NAK for inner method requesting to use EAP-TLS instead

12805 Extracted TLS ClientHello message
12806 Prepared TLS ServerHello message
12807 Prepared TLS Certificate message
12809 Prepared TLS CertificateRequest message

12816 TLS handshake succeeded
12509 EAP-TLS full handshake finished successfully

22070 Identity name is taken from certificate attribute
15013 Selected Identity Source - Test-AD

24323 Identity resolution detected single matching account
22037 Authentication Passed

12202 Approved EAP-FAST client Authorization PAC request

12218 Selected identity type 'User'

12213 Identity type provided by client is not equal to requested type
12216 Identity type provided by client was already used for authentication
12967 Sent EAP Intermediate Result TLV indicating failure

12179 Successfully finished EAP-FAST machine authorization PAC provisioning/update
12106 EAP-FAST authentication phase finished successfully

11503 Prepared EAP-Success

11002 Returned RADIUS Access-Accept

EAP-Fast, EEEAPERZN AR —BHNESTLSRERERE

ELRIEF | ISEEBBEARTLSRRER EPACHE , ENAMAE AL BERFNTLSRRE |, ISEASCH#
LTRE

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message



12814 Prepared TLS Alert message
12817 TLS handshake failed
12121 Client didn't provide suitable ciphers for anonymous PAC-provisioning

11504 Prepared EAP-Failure
11003 Returned RADIUS Access-Reject

ENAMEREABENTLSEBREKBRIENTLSEER K SR4EEERN — YEREAES
TLSBRERIISET #EZELER (EEZDHER )

REREGE R

ISE

HREEM B , ETEEEAPSNET R ERUAETHAAAGR .. LT 2R Hprrt-server.loghy 218 A 5%
Bl

4 K EKPAC:

DEBUG, 0x7£d5332fe700,cntx=0001162745, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,CallingStationID=00-50-B6-11-ED-
31,FramedIPAddress=10.0.13.127,Using IID from PAC request for machine, EapFastTlv.cpp:1234

DEBUG, 0x7£d5332fe700,cntx=0001162745, sesn=mgarcarz-
1s5e14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,CallingStationID=00-50-B6-11-ED-
31,FramedIPAddress=10.0.13.127,Adding PAC of type=Machine Authorization, EapFastProtocol.cpp:3610

DEBUG, 0x7£d5332fe700,cntx=0001162745, sesn=mgarcarz-
isel14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,CallingStationID=00-50-B6-11-ED-
31,FramedIPAddress=10.0.13.127,Eap-Fast: Generating Pac, Issued PAC type=Machine Authorization
with expiration time: Fri Jul 3 10:38:30 2015

PACFERE 4t :

INFO ,0x7fd5330£fc700,cntx=0001162745, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,user=host/mgarcarz-
pc,CallingStationID=00-50-B6-11-ED-31, FramedIPAddress=10.0.13.127,Eap-Fast: client PAC request
approved for PAC type - Requested PAC type=Machine, EapFastProtocol.cpp:955

INFO ,0x7fd5330£fc700,cntx=0001162745, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,user=host/mgarcarz-
pc,CallingStationID=00-50-B6-11-ED-31, FramedIPAddress=10.0.13.127,Eap-Fast: client PAC request
approved for PAC type - Requested PAC type=Machine Authorization, EapFastProtocol.cpp:955

PACERE :

DEBUG, 0x7£d5330£fc700, cntx=0001162499, sesn=mgarcarz-
1se14/223983918/29243,CPMSessionID=0A3E946D00000FE5131F9D26,user=anonymous, CallingStationID=00-
50-B6-11-ED-31, FramedIPAddress=10.0.13.127,Authorization PAC is wvalid, EapFastProtocol.cpp:3403

Eap,2015-07-03 09:34:39,208,DEBUG, 0x7fd5330£fc700,cntx=0001162499, sesn=mgarcarz-
1se14/223983918/29243,CPMSessionID=0A3E946D00000FE5131F9D26,user=anonymous, CallingStationID=00-
50-B6-11-ED-31, FramedIPAddress=10.0.13.127,Authorization PAC accepted, EapFastProtocol.cpp:3430

B Zh & R PACH fE Z R



DEBUG, 0x7£d5331£fd700,cntx=0001162749, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,user=cisco,CallingStationID=00-50-
B6-11-ED-31, FramedIPAddress=10.0.13.127,Conversation summary: Provisioning. Authenticated. Inner
method succeeded. Inner method succeeded. Generated PAC of type Tunnel V1A. Generated PAC of
type User Authorization. Generated PAC of type Machine. Generated PAC of type Machine
Authorization. Success

PACERE RN R R

DEBUG, 0x7£d5330£fc700, cntx=0001162503, sesn=mgarcarz-
1se14/223983918/29243,CPMSessionID=0A3E946D00000FE5131F9D26,user=host/mgarcarz-
pc,CallingStationID=00-50-B6-11-ED-31,FramedIPAddress=10.0.13.127,Conversation summary:
Authentication. PAC type Tunnel V1A. PAC is valid.Skip inner method. Skip inner method. Success

AnyConnect NAM

RENAMBIDART B S E A THEER
Bign , SEEAPIEEEE | Has B M RERFTRIRENER :

EAP: Identity requested
Auth[eap-fast-pac:machine-auth]: Performing full authentication
Auth[eap-fast-pac:machine-auth]: Disabling fast reauthentication

REPACER P ( FEAPHESFEMNEMS D 8RE ) -

Looking for matching pac with iid: host/ADMIN-PC2
Requested machine pac was sen

AEHE ( AAMSCHAP ) BNFrEAREE T4 LA T BEEHEREE -

EAP (0) EAP-MSCHAP-V2: State: 0 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 2 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 1 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 4 (eap_auth_mschapv2_c.c 73

NAMAFFELEER BiFc ke , RS HEMBEAPER Y K HRAFE EpcaptE R+, EHR
BARREBERLNEA (AEREEAEEANETHSMNERE L WEHEEAPERST ). EK
FHIjJEb , nﬁnﬁ“:@jﬁﬁleACIﬁgﬂio

BEEH

. Cisco AnyConnectZ£+BEIEFIREE BER , lR454.0 EAP-FASTE. &
- BRI S HERMCIEEESIER | lR41.4 EAP-FASTE#

- BRSS9 BRI | BERE F M

- fEAAnyConnect NAMFICisco ISEE REAPEE

. F i Z EBR X # - Cisco Systems



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/configure-nam.html#ID-1424-0000026d
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_010011.html#ID489
http://www.cisco.com/c/zh_tw/support/security/identity-services-engine/products-implementation-design-guides-list.html
/content/dam/en/us/solutions/collateral/enterprise/design-zone-security/howto_80_eapchaining_deployment.pdf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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