£ S R M iR AL EPPPEE A

Im
=

S (o
8 =
=3
&

Epl
%

B
I
&

fii]
B
it
a0

i

i/l

ax  E

B B &

fRBE

B

#£Windows 2000 ServerE#
S HEAR

SHHRIES

tHEIEEA

s

AN SRS ER BA 8 I SN BRI Y R0 BB AR 15 E (PPP) B A ME 78,

A E R

®mXR

LREREBANSEEAEREERERBNRE  BALEER B InEHBEHI2R50EZ2H 25
RIR(TACACS+)TiEim & BT BA LA ERB(RADIUS)ARSR. FIAIPbiLEIEREREEF

L
Ui o

HREERE K L£FEUTAR
- BREFEREREANEREZBNER (AERCREMETACACS+HRADIUS | HEERK

FH 25 £ 318 8 B M EURIEARER ) o
- PR E St A A A R REB% B Y IPHR 4L 75 3R

£RH U
AERPHEFARRBUAT ERNBER R,

BRI TR ERN2511 |, BEBEREE,

)



. A28 LA Cisco IOS®RRAS12.2(10b),
- DESNEBIEE H BiR
AXHHNEARBRBREERETRIBFANEKEEMEYL., XHERAINAMERESREER (B/FR
) MABRERE S, MREERERP I FREACEATMGSZIBRELEERE,

HEEm
OB TG LR B AR B T IR B M SK B AR A

- BEEFRSHTEMBINEAEEMES , SeWBREFERLS N H.
. ATBAERAWIC-2A/S, 8= 161EER L EEFINE,

5
MEXHEGINFRES , F2RERRMERED.
RTE

REFR AR EREAR PR I RER B A

AR EEHABAXETEANSTHEMES  FEADTERATEEREREF).
% =

AERSEATE PR RHRBRERE,

{16 Modems)

Metwrork

Cisco 2511

mod em

HELAE
AXRERMTRRNRE.

2511 R 5Bk 87 L S A Cisco IOSEREMA12.2(10b) IR T LB E, HENEKER K EARE
DRV AR FRER T E11.0(3) N E S R AFA 18 Y E At Cisco IOShR AN,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

Cisco 2511

Current configuration
!

version 12.2

service tinmestanps debug dateti ne nsec
no service password-encryption
no service udp-snall-servers
no service tcp-snall-servers
|
host nane routerl
!
enabl e secret <del et ed>
!
user nane jason password foo
usernane | aura password | etnein
usernane russ password opensesane
usernane syed password bar
usernane tito password knockknock

!l --- Usernames and passwords for clients making
incoming calls. nodenctap entry default !/--- Modemcap
named "default" is applied to the line 2 and line 3 !---
of Serial interfaces. Refer to the Modem-Router
Connection Guide !--- and modemcap entry for more
information. ! interface EthernetO ip address
192.168.39.1 255.255.255.0 ! interface Serial0 no ip
address ! interface Seriall no ip address ! interface
G oup- Asyncl !--- Async configuration for the external
modems. ip unnunbered ethernetO encapsul ati on ppp async
nmode interactive peer default ip address pool dialup /--

- Assigns ip address for incoming calls !--- from the
"dialup" pool. no cdp enabl e ppp authentication chap
group-range 1 16 !--- Includes lines 1 through 16 in the
group-asyncl interface. ! ip local pool dialup

192. 168. 39. 239 192.168. 39. 254 !--- Defines the range of
ip addresses available !--- to the "dialup" pool. ! line
con O loginline 1 16 !--- Line configuration for the
external modems. | ogin |local !--- Authenticate incoming
calls locally with username and password !--- configured

on the router. autosel ect during-login autoselect ppp !-
-- Launch PPP when PPP packets are received from the
client. modem I nQut !--- Allow incoming and outgoing
calls. transport input all mbdem autoconfigure type
default !--- Apply the modemcap "default" (configured
previously) to initalize !--- the modem. Refer to the
link Modem-Router Connection Guide !--- for more
information. stopbits 1 flowcontrol hardware |ine aux O
line vty O 4 exec-tineout 20 0 password letnein |ogin
end
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- show ip route

rout er 1#show users
Li ne User

* 0conO
tty 1

tty
tty
tty
tty
tty
tty
tty
tty
tty
tty
tty
tty
tty
tty

jason

©CoO~NOOUANWR
© o ~NO® U AW

=
o

10
11
12
13
14
15
16

e e e ol e
oA WN R

Interface User

Mode

Host ('s)

idle
Async interface
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Mbdem Aut oconfi gure
Idle

Peer Address

rout er 1#show interface asynchronous 1

Asyncl is up,

line protocol is up

Hardware is Async Seri al
Interface is unnunbered. Using address of EthernetO (192.168.39.1)

MIU 1500 bytes,

Encapsul ati on PPP,

BW 115 Kbit,
reliability 255/255,
| oopback not set

t xl oad 1/ 255,

DIR is pul sed for 5 seconds on reset

LCP Open
Qpen: | PCP
Last input 00: 00: 28,

Last clearing of
I nput queue:

out put 00: 00: 43,
"show i nterface"
1/ 75/ 0/ 0 (sizel max/drops/flushes);

Queuei ng strategy: weighted fair

Qut put queue:
Conver sati ons

Idle

00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:
00:
00:

DLY 100000 usec,
rxl oad 1/255
Keepal i ve not set

00:
00:
00:
00:
00:
00:
00:
00:
00:

To

00:
00:
00:
00:
00:
00:
00:

Locati on

00: 00
34
00
00
00
01
01
01
01
01
01
00
00
01
01
00

out put hang never
counters 00: 29: 49

t al

PPP:

0/ 1000/ 64/ 0 (size/ max total/threshol d/ drops)
0/1/16 (active/ max active/ max total )

Reserved Conversations 0/0 (allocated/ max all ocat ed)
Avai |l abl e Bandwi dth 86 kil obits/sec

5 mnute input
5 m nute out put

34 packets input,

rate 0 bits/sec,
rate 0 bits/sec,

3147 bytes,

0 packets/sec
0 packets/sec
0 no buffer

192.168.39.240

out put drops: O
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Recei ved 0 broadcasts, O runts, O giants, O throttles

2 input errors, 2 CRC, O frame, 0 overrun, O ignored, O abort
16 packets output, 383 bytes, 0 underruns

0 output errors, O collisions, 1 interface resets

0 output buffer failures, 0 output buffers swapped out

O carrier transitions

rout er 1#show line

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt
* 0 CTY - - - - - 0 0 0/0
A 1 TTY 115200/ 115200- i nout - - - 1 1 0/0
* 2 TTY 38400/38400 - inout - - - 0 0 0/0
* 3 TTY 300/ 300 - inout - - - 0 0 0/0
* 4 TTY 300/ 300 - inout - - - 0 0 0/0
* 5 TTY  1200/1200 - inout - - - 0 0 0/0
* 6 TTY 300/ 300 - inout - - - 0 0 0/0
* 7 TTY 300/ 300 - inout - - - 0 0 0/0
* 8 TTY 300/ 300 - inout - - - 0 0 0/0
* 9 TTY 1200/1200 - inout - - - 0 0 0/0
* 10 TTY 300/ 300 - inout - - - 0 0 0/0
* 11 TTY 300/ 300 - inout - - - 0 0 0/0
* 12 TTY 115200/ 115200- i nout - - - 0 0 0/0
* 13 TTY 115200/ 115200- i nout - - - 0 0 0/0
* 14 TTY 300/ 300 - inout - - - 0 0 0/0
* 15 TTY 300/ 300 - inout - - - 0 0 0/0
* 16 TTY 300/ 300 - inout - - - 0 0 0/0
17 AUX 9600/ 9600 - - - - - 0 0 0/0
18 VTY - - - - - 0 0 0/0
19 VTY - - - - - 0 0 0/0
20 VTY - - - - - 0 0 0/0
21 V1Y - - - - - 0 0 0/0
rout er 1#show line 1
Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt
A 1 TTY 115200/ 115200- i nout - - - 1 1 0/0

Line 1, Location: "PPP: 192.168.39.240", Type: ""

Length: 24 lines, Wdth: 80 col umms

Baud rate (TX/RX) is 115200/ 115200, no parity, 1 stopbits, 8 databits

Status: Ready, Active, No Exit Banner, Async Interface Active
Modem Det ect ed, CTS Rai sed

Capabilities: Hardware Flowcontrol In, Hardware Fl owcontrol Qut
Modem Cal | out, Modem Rl is CD, Line usable as async interface
Modem Aut oconfi gure

Modem st ate: Ready

Group codes: O

Line is running PPP for address 192.168.39.240.

0 out put packets queued, 1 input packets.

Async Escape map is 00000000000000000000000000000000

Modem har dware state: CTS DSR DTR RTS, Mddem Confi gured

Speci al Chars: Escape Hold Stop Start Di sconnect Activation
ANYX none - - none

Timeouts: ldle EXEC Idl e Session Mbdem Answer Session Di spatch

00: 10: 00 never none not set

Idl e Session Di sconnect Wrning

never

rout er l1#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter
* - candidate default, U - per-user static route, o - ODR

area



P - periodic downl oaded static route
Gateway of last resort is not set

C 192.168.39.0/24 is directly connected, EthernetO

FEWindows 2000 ServerE#

FEWindows 2000 F # FEX ERIRER,. REFEAERE. ZIBNEFRBARITELR,
20

Lizar nanme; m

Pasvaoid [ ...............

[ Save passeced

Dial |3011E =

Dial Carcel | Propsties | Hen |

BYBRERR  SHRARTEENERIGT S EIPBIt, R RAISUEEH B Hipconfigdn © 2
BREE—H. CEIRPERAPPPIEF.

C:\ Docunents and Settings\ Adm ni strator>ipconfig
W ndows 2000 | P Configuration
Et her net adapter Local Area Connection:
Media State . . . . . . . . . . . : Cable Disconnected
PPP adapter Dial-up Connection:
Connection-specific DNS Suffix .
IP AddresS. . . « « + « o« o o o« o 3 192.168.39.240
Subnet Mask . . . . . . . . . . . ¢ 255,255,255.255
Default Gateway . . . . . . . . . ¢ 192.168.39.240

ERFEEWindows 200017 B 28 E#EZICisco 251188 HESHERE BN , AR EMpinglEHES 2
KIBEWEFEFRETEN. EEN192.168.39.1 2 HEFH Z KIBIEIPHE,

C.\ Docunents and Settings\ Adm ni strator>ping 192.168.39.1

Pinging 192.168.39.1 with 32 bytes of data:

Reply from 192. 168. 39. 1: bytes=32 tine=170ms TTL=255
Reply from 192.168.39. 1: bytes=32 tine=111ns TTL=255
Reply from 192.168.39. 1: bytes=32 tine=110ns TTL=255
Reply from 192.168.39. 1: bytes=32 tine=100ns TTL=255

Ping statistics for 192.168. 39. 1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),



Approximate round trip tines in mlli-seconds:
M ni mum = 100nms, Maxi num = 170ms, Average = 122ns

REREDERR
AER AR T AR HA RS T R R
BRERET

BHERSET S(EHEMEFER)XEX Eshowin & , It T B A[ZE &R showds T HHY 247,
AR : #iHdebuglE T 2Hl , MASMERIDebugiE THEZEH

- debug ppp negotiation — R E F ik 2 & EEEEPPPHME. EREERE it iHH 6,
- debug ppp authentication — {7 & F ik 2 5 EIE S 7 58RE.
. debug ppp error — FEREEPPPIE#R 17 i FIREH B MY 1 E SR BR M SRR R ET E A

- debug modem — 2 173% H 85 2 B R EUIRM W E A FAR.
. show line [# tty line] — A EIRMIFERARRE,

#Cisco 2511 BB L T#H., ©fIFE RWindows 200017 fR 88 IE 7£ 4T Cisco 251 1HIPSTNIE
I PPPELR,

rout er 1#debug ppp negotiation
PPP protocol negotiation debugging is on
rout er 1#debug vtemplate
Virtual Template debugging is on
rout er 1#show debug
PPP:
PPP protocol negotiation debugging is on
Dec 10 18:43:59.079: Asl LCP: | CONFREQ [Closed] id 1 len 50

Dec 10 18:43:59.083: Asl LCP: ACCM 0x00000000 (0x020600000000)

Dec 10 18:43:59.087: Asl LCP: Magi cNurmber Ox59F402A1 ( 0x050659F402A1)
Dec 10 18:43:59.087: Asl LCP: PFC (0x0702)

Dec 10 18:43:59.091: Asl LCP: ACFC (0x0802)

Dec 10 18:43:59.091: Asl LCP: Cal | back 6 (0x0D0306)

Dec 10 18:43:59.095: Asl LCP: MRRU 1614 (0x1104064E)

Dec 10 18:43:59.099: Asl LCP: Endpoi nt Di sc 1 Local

Dec 10 18:43:59.099: Asl LCP: (0x131701714C44FOEC8F45BABDC596D14B)
Dec 10 18:43:59.103: Asl LCP: (0x79DB5300000000)

Dec 10 18:43:59.107: Asl LCP: Lower layer not up, Fast Starting

Dec 10 18:43:59.107: Asl PPP: Treating connection as a dedicated |ine
Dec 10 18:43:59.111: Asl PPP: Phase is ESTABLISHING,

Active Open [0 sess, 0 load]

Dec 10 18:43:59.115: Asl LCP: O CONFREQ [Closed] id 3 len 25

Dec 10 18:43:59.119: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

Dec 10 18:43:59.123: Asl LCP: Aut hProt o CHAP (0x0305C22305)

Dec 10 18:43:59.127: Asl LCP: Magi cNunber 0x002AF05C (0x0506002AF05C)
Dec 10 18:43:59.127: Asl LCP: PFC (0x0702)

Dec 10 18:43:59.131: Asl LCP: ACFC (0x0802)

Dec 10 18:43:59.135: Asl LCP: O CONFREJ [REQsent] id 1 len 11

Dec 10 18:43:59.139: Asl LCP: Cal | back 6 (0x0D0O306)

Dec 10 18:43:59.139: Asl LCP: MRRU 1614 (0x1104064E)

Dec 10 18:43:59. 155: %LINK-3-UPDOWN: Interface Asyncl,

changed state to up

Dec 10 18:43:59.263: Asl LCP: | CONFACK [REQsent] id 3 len 25
Dec 10 18:43:59.267: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)
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Dec 10 18:43:59. 267:
Dec 10 18:43:59.271:
Dec 10 18:43:59.275:
Dec 10 18:43:59.275:
Dec 10 18:43:59.279:
Dec 10 18:43:59. 283:
Dec 10 18:43:59. 287:
Dec 10 18:43:59. 287:
Dec 10 18:43:59.291:
Dec 10 18:43:59.291:
Dec 10 18:43:59. 295:
Dec 10 18:43:59.299:
Dec 10 18:43:59. 303:
Dec 10 18:43:59. 307:
Dec 10 18:43:59. 311:
Dec 10 18:43:59. 311:
Dec 10 18:43:59. 315:
Dec 10 18:43:59. 315:
Dec 10 18:43:59. 319:
Dec 10 18:43:59. 323:
Dec 10 18:43:59. 327:
Dec 10 18:43:59. 327:
by this end [0 sess,
Dec 10 18:43:59. 331:
Dec 10 18:43:59. 459:

0x59F402A1 MBRASVS. 00

Dec 10 18:43:59. 463:
0x59F402A1
MBRAS- 1- LAB- W N2K- PC
Dec 10 18:43:59. 467:
Dec 10 18:43:59. 479:
Dec 10 18:43:59. 483:
Dec 10 18:43:59. 487:
Dec 10 18:43:59. 491:
(0x0306C0A82701)

Dec 10 18:43:59.567:
Dec 10 18:43:59.571:
(0x120600000001)

Dec 10 18:43:59.575:

Asl LCP: Aut hProt o CHAP (0x0305C22305)

Asl LCP: Magi cNurmber 0x002AF05C ( 0x0506002AF05C)
Asl LCP: PFC (0x0702)

Asl LCP: ACFC (0x0802)

Asl LCP: | CONFREQ [ACKrcvd] id 2 len 43

Asl LCP: ACCM 0x00000000 (0x020600000000)

Asl LCP: Magi cNurmber Ox59F402A1 ( 0x050659F402A1)
Asl LCP: PFC (0x0702)

Asl LCP: ACFC (0x0802)

Asl LCP: Endpoi nt Di sc 1 Local

Asl LCP: (0x131701714C44FOEC8F45BABDC596D14B)
Asl LCP: (0x79DB5300000000)

Asl LCP: O CONFACK [ACKrcvd] id 2 len 43

Asl LCP: ACCM 0x00000000 (0x020600000000)

Asl LCP: Magi cNurmber Ox59F402A1 ( 0x050659F402A1)
Asl LCP: PFC (0x0702)

Asl LCP: ACFC (0x0802)

Asl LCP: Endpoi nt Di sc 1 Local

Asl LCP: (0x131701714C44FOEC8F45BABDC596D14B)
Asl LCP: (0x79DB5300000000)

Asl LCP: State is Open
Asl PPP: Phase is AUTHENTICATING,

1 loadl]
Asl CHAP: O CHALLENGE id 2 len 25 from "routerl™"
Asl LCP: | IDENTIFY [Cpen] id 3 len 18 magic

Asl LCP: | IDENTIFY [Cpen] id 4 len 28 magic

Asl CHAP: | RESPONSE id 2 len 26 from "jason"
Asl CHAP: O SUCCESS id 2 len 4

Asl PPP: Phase is UP [0 sess, 1 |oad]

Asl I PCP: O CONFREQ [Closed] id 1 len 10

Asl IPCP: Address 192.168.39.1

Asl CCP: | CONFREQ [ Not negotiated] id 5 len 10
Asl CCP: M- PPC supported bits 0x00000001

Asl LCP: O PROTREJ [Open] id 4 len 16 protocol CCP

(0x80FD0105000A120600000001)

Dec 10 18:43:59. 599:
Dec 10 18:43:59. 603:
(0x0206002D0F01)

Dec 10 18:43:59.607:
Dec 10 18:43:59.611:
Dec 10 18:43:59. 615:
Dec 10 18:43:59. 615:
Dec 10 18:43:59.619:
Dec 10 18:43:59. 623:
Dec 10 18:43:59. 627:
(0x0206002D0F01)

Dec 10 18:43:59. 631:
Dec 10 18:43:59. 635:
Dec 10 18:43:59. 639:
Dec 10 18:43:59. 643:
Dec 10 18:43:59. 647:
Dec 10 18:43:59. 651:
Dec 10 18:43:59. 735:
Dec 10 18:43:59. 739:
Dec 10 18:43:59. 743:
Dec 10 18:43:59. 747:
(0x0306C0A827F0)

Dec 10 18:43:59. 835:
Dec 10 18:43:59. 839:

Asl I PCP: | CONFREQ [ REQsent] id 6 len 40

Asl | PCP: ConpressType VJ 15 slots ConpressSlot|D
Asl | PCP: Address 0.0.0.0 (0x030600000000)

Asl | PCP: PrimaryDNS 0.0.0.0 (0x810600000000)

Asl | PCP: PrimaryWNS 0.0.0.0 (0x820600000000)
Asl | PCP: Secondar yDNS 0. 0.0.0 (0x830600000000)
Asl | PCP: Secondar yW NS 0.0.0.0 (0x840600000000)
Asl | PCP: O CONFREJ [REQsent] id 6 len 34

Asl | PCP: ConpressType VJ 15 slots ConpressSlot|D
Asl | PCP: PrimaryDNS 0.0.0.0 (0x810600000000)

Asl | PCP: PrimaryWNS 0.0.0.0 (0x820600000000)
Asl | PCP: Secondar yDNS 0. 0. 0.0 (0x830600000000)
Asl | PCP: Secondar yW NS 0.0.0.0 (0x840600000000)
Asl I PCP: | CONFACK [REQsent] id 1 len 10

Asl | PCP: Address 192.168.39.1 (0x0306C0A82701)
Asl I PCP: | CONFREQ [ACKrcvd] id 7 len 10

Asl | PCP: Address 0.0.0.0 (0x030600000000)

Asl | PCP: O CONFNAK [ACKrcvd] id 7 len 10

Asl IPCP: Address 192.168.39.240

Asl I PCP: | CONFREQ [ACKrcvd] id 8 len 10
Asl | PCP: Address 192. 168. 39. 240 (0x0306C0A827F0)



Dec 10 18:43:59.843: Asl I PCP: O CONFACK [ACKrcvd] id 8 len 10

Dec 10 18:43:59.847: Asl | PCP: Address 192. 168. 39. 240 (0x0306C0A827F0)
Dec 10 18:43:59.851: Asl IPCP: State is Open

Dec 10 18:43:59.863: Asl IPCP: Install route to 192.168.39.240

Dec 10 18:44:00.483: %.| NEPROTO 5- UPDON:

Line protocol on Interface Asyncl, changed state to up

HERE A
 ERSREE HEE

. modemcapf& B
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- B #fiZ#® - Cisco Systems
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