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FEMDSXK iz LA TS , ABRETUEBTEAFIRERUETER !

aaa aut hentication |ogin console |ocal

FAFLDAPZHREX 2 M i AN RBEBNERE, ARGIPER "Admin,

feature | dap
| dap- server host 10.2.3.7 rootDN "cn=Adn n, cn=User s, dc=ci scopr od, dc=cont
password fewhg port 389

LbES | EEZAELDAPRIARES LY —EEAE (Wcpam ) . ERABEPIEUTERE :

shel | : r ol es="net wor k- adni n"

ETXR , fFEEswitchh BB EMEK, LT RHIAEDescriptionFlMemberOff /R Aattribute-
name:

HARE -

| dap search-map sl

userprofile attribute-name "description" search-filter "cn=$userid"
base- DN "dc=ci scopr od, dc=cont

H ¥ MemberOf:

| dap search-map s2

userprofile attribute-nane "nenmberOf" search-filter "cn=$userid"
base- DN "dc=ci scopr od, dc=conf

Flan |, MRE={EFERERADMRRES P HabcI R E |, BIMDSRKR# M N BEEEFRAFEF URENT
# & & & Mabc,

FA&E1 — fHabcHI K B
FA&2 — fHabcHI K B
&3 — fHabc K E

rol e name abc
rule 1 permt clear
rule 2 pernit config
rule 3 permt debug
rule 4 pernmit exec
rule 5 permt show

BE , IRUsertZE AT I B ALDAPE.EEMEmemberOf |, BlAUser1 2B T EEFEE
HEEFAEN A tabe,

it EmemberOfB Rt EMEER,

1. XN AL BREBEADARSEBEZBIA , RE
2. EADfIREE LB — @& A network-admin, KR , WASFRE SV EFE R BB E Bnetwork-
adminfB K &,

BHEE :



-H memberOfB M & < Windows AD LDAPAIBREE X 8, OpenLDAPMIREEF X &
memberOf & 4.
- memberOfEL BEENX-OS 6. 2(1)RESMAFZHIE,

BETR, FRAEENESBEISHER. REMGEIRAAAE , WEBE BRI MWLDAPE S ¥R,
WEIFTR |, BT AR R B © B R 17 F DescriptionsMemberOf, LR R REIF | s1ARRH
FRESHRE, NREMFEHAMemberOf e X &5 E |, BIFT LA tkAs2,

aaa group server |dap |dap2
server 10.2.3.7
| dap-search-map sl

aaa aut hentication |ogin default group |dap2

s, MRLDAPRIAREREZSE  LEESKSNREERS S, EREZRMERE

aaa authentication login default fallback error |oca

B
ERKEAS  RREHEREE T,
ATHBLDAPREHMDSRABASER T  BEAN TN :

MDSA# test aaa group ldap2 cpam Cisco_123
user has been authenticated

SRR AR

REFR B EF TR R ARRET R,

Cisco CLI Analyzer ( EE2dMEFER ) TEXL show 5. EA Cisco CLI Analyzer #13
show IETH I D,

LTR-EARIE[MENEASRT

- show Idap-server

- show Idap-server groups

- show ldap-server statistics 10.2.3.7
- show aaa authentication

MDSA# show ldap-server
timeout : 5

port : 389

deadtine : O

total nunber of servers : 1

followi ng LDAP servers are configured
10.2.3.7:
idle time:0



test user:test
test password: *x**xxkx
test DN: dc=t est, dc=com

timeout: 5 port: 389 rootDN:. cn=Adnin, cn=Users, dc=ci scopr od, dc=com

enabl e-ssl : fal se

MDSA# show ldap-server groups
total nunber of groups: 1

followi ng LDAP server groups are configured:

group | dap2:

Mbde: UnSecure

Aut henti cation: Search and Bi nd

Bi nd and Search : append wi th basedn (cn=$useri d)

Aut hentication: Do bind instead of conpare

Bi nd and Search : conpare passwd attribute userPassword
Aut henti cati on Mech: Defaul t (PLAIN)

server: 10.2.3.7 port: 389 tinmeout: 5

Search map: sl

MDSA# show ldap-server statistics 10.2.3.7
Server is not nonitored

Aut hentication Statistics

failed transactions: 2

successful transactions: 11

requests sent: 36

requests timed out: O

responses with no matching requests: 0
responses not processed: 0

responses containing errors: 0

MDSA# show | dap- sear ch- map

total nunber of search maps : 1

foll ow ng LDAP search maps are confi gured:
SEARCH MAP s1:

User Profile:

BaseDN: dc=ci scoprod, dc=com

Attribute Name: description

Search Filter: cn=$userid

MDSA# show aaa authentication
default: group | dap2
consol e: | ocal

dhchap: | ocal
iscsi: local
VDSA#
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