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fit & — Cisco Unity Connection(CUC)

13738 ¥ 1848

2 FBTFTPRRESE

3 FTIEE S 4R

4. FEE=FCAHCUCMEBNHERE

fit & — Cisco Unified CM(CUCM)
1.EVSIPREZ S RERESR

2BV RESIPHE

3.HETLSHISRTPE R

4. F{ECUC TomcatE ( EARSARIEC )

5.2 VEKHER

.BVEEHHS|IE, EEHHRBERIEHESBEIEDN
BlE —HE=-FCAHERECEBNBEHITES (LR )
R

Z 4 SIPHEER %

ZERTPHIUERFE

MHEBEFA

T

AERNBERT — R IZE7ECisco Unified Communication Manager(CUCM)#ICisco Unity
Connection(CUC)fAIfR 88 2 B 2 £ SIPER N E EFBRF

Next Generation Security over SIP interfaceR#FISIP T E A ERTLS 1.2, SHA-2HAES2561% i
fYSuite BE . T AFIRIBERSARECDSAZBNE LIEFIEFETEERBES, EUnity
ConnectionFCisco Unified CMZ B EAHE , ZIBNE=ZHAB SIS EMRETRIE. UT=2
T—RNBZENERE.

MREHECRABAF = SEEEEEBRENRTE , IREESI RENIESEEHE (KE — B
E=ZACAHERECERMNBEES )
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AN AHHEFARRIFA T SR ANE LIRS

BEERXTHCUCM 1.0 KR E S R4
CUCKRA11.0BREERA

ANHHNEARBBRBEERETREANKEMEL. XHERAINMARESREHER (R
) BIERESREAE) . MREHMEEE EEER |, FRACEEBEMES TREKNFE,

A% M =

LB ERE TRAT —RINEXER , FCUCMACUCZ BEL Z £ ERNIBEE:

CUCM cuc

Aok
& ¢

Y
v
L1
AV

4

1. TLS connection
|Default TCP 5061/5IP)

2. Client Hello
(List of all supported ciphers by the client)
3. Server Hello
(Cipher selected for this communication)

TLS setup

il

4, Certificate
RSA key based ciphers negotiated - Tomcat.pem or
EC key based ciphers negotiated - Tomcat-ECDSA.pem

-
4. Server Key Exchange, Certificate Request, Server Hello Done

.
-

5. Certificate
RSA key based ciphers negotiated - CallManager.pem or
EC key based ciphers negotiated - CallManager-ECDSA.pem

b. Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake message

- 4. Secure TLS connection established >
Invite
—dowte
Secure signaling ;
] —
(encrypted traffic) - e
0006
—
A
A

R EER



#£Cisco Unity Connecton ERIA T —RMEZEXZER  BLEREBERIBER,

. AN ERRSAE NN ZR
fERAKNCUCME R EANCUCHE EFEICUCMER = H
CallManager.pem ( %% ) Tomcat.pem ( B%%E ) %ﬁﬁ:g}izcwl > CallManger-trusti &=
by BH S sk
CallManager.pem ( E%28CA ) Tomcat.pem ( CAZR ) ?éﬁ;gg%iﬂ?ﬂguc TR AECAR &1 %&E;
CallManager.pem ( E22CA ) Tomcat.pem ( %% ) %ﬁﬁﬂiﬁcwl > CallManger-trusti %ﬂ;;

B | BEICUCMIICUCRAFECAR B>

CallManager.pem ( BE%§% ) Tomcat.pem ( CA%H ) CalManagertrust %

TCUCIB A #CARE 2 18 B Unity connection Tomcat®¥ & (Tomcat.pem)fICARE,

2 CUCMig s ch #8 CAR Z 2 8 5 BCUCM CallManager Z(Callmanager.pem)JCAR E,

. BEERECEMN TR
ERMCUCVEE ERNCUCER %L{!@JCUCMH@% = SICUCHER
C E FHFICUCMHY
allManager- Tomcat-

Tomcat-ECDSA.pem £E.
> CallManger-trust
ZrERCcucvry  ELEFCUC >

ECDSA.pem ( BE%% ) ECDSA.pem ( B%E®)

CallManager- Tomcat- cucEMqgca®E CallManager ™Sty
ECDSA.pem ( CA%®# ) ECDSA.pem ( CA%% ) *1 > CallManager- CUCMiRFIHiE
trust CAEE*2,
EFHICUCM> ELEFCUC >
CallManager- Tomcat- CallManger-trustfy  CallManager-trust#y
ECDSA.pem ( CA%® ) ECDSA.pem ( E%% ) Tomcat- CUCMAR 1/ &
ECDSA.pem, CAEE,
E FEZICUCMEY
CallManager- Tomcat- CUCRMTHECARE

ECDSA.pem ( B%% ) ECDSA.pem ( CA%® ) &> CallManager-
trust

T CUCHB A #ECARE R EE B EAUNityEHECH Tomcat® = (Tomcat-ECDSA.pem) I CAE =

o

2 CUCMABHI P #ECAR E 255 2CUCM CallManagers¥ & (CallManager-ECDSA.pem) I CAZ &

o

1. f¥EE : Tomcat-ECDSA.pemBEEE11.0.1iR K CUCH T A CallManager-ECDSA.pem,
CUC 11.5xH , BECEH & ATomcat-ECDSA.pem.

Bl E — Cisco Unity Connection(CUC)
1.5 5848

BfinFCisco Unity Connection Administration EE>EFFE&>184H , AR FIEAJD New, HEREF



Enable Next Generation EncryptionZE 7 2.

New Port Group

Phone System | phoneSystem ¥

Create From | (&) pgr Group Type | SIP Y

Port Group | PhoneSystem-1 ¥

Port Group Description

Display Name™ |F'h|:|nE5',.-'5terr1—}_' B

Authenticate with SIP Server
Authentication Username

Authentication Password

Contact Line Mame

SIP Security Profile | S061/TLS ¥ |

¥| Enable Next Generation Encryption

¥| Secure RTP

Primary Server Settings

IPv4 Address or Host Name (10.48.47.109

IPvE Address or Host Name

Port S051

1.8 A "RAT KM=, REARE , ESSLIEF # RS £ A Unity Connectionfy Cisco
TomcatEE,
-EHEERECDSANZBNERLT , ERECE#MWtomcat-ECDSAR EAMASSLIE
¥,
EHEAERRSANZENERT , ENRSAS#NtomcatHE ERAMNSSLEF.

2. HMTFTPRREESE

f£Port Group BasicsEH t , Effi FIEdit > Serversi FICUCMELEM TF TP AR 25 AYFQDN,
TFTP{RIREFAIFQDN/E ¥ E X AELCallManagerB EH 2 A& (CN)EHL, {AARESHIPHEuE R ER
, EFHEETRITLER, Hit , DNSEBXEEIR DB EHDNSH AR BT 1T T,



| Delete Selected | | Add |

| | Order IPv4 Address or Host Name

@ [ | [10.28.47.105 B |

| Delete Selected | | Add |

| Delete Selected | | Add |

| | Order IPv4 Address or Host Name

g [ ] CUCMv11 | |

| Delete Selected | | Add |

—

i EICisco Unity Connection Serviceability > Tools > Service Management , £ & {E& % L E#
X&) Connection Conversation Manager. EffEE4A N , HEHTIIRE,

1. B¥BE : Unity connectionf A httpst# € £ Z 2697218 (URL: https://<CUCM-TFTP-
FQDN>:6972/ITLFile.tiv)f# CUCMIITFTP T HITLIE R (ITLfile.tiv)e CUCMMAERAESER
, BBCUCIEERITLEREH "CCM+TFTP, ThEERE,
BREEFEREES>RE>-RBEAEARER , Y EBHMETIEHNIEE,

Port Group
Display Name™ PhnneSystem—l ]
Integration Method |51p |

ﬂ‘EEEt Status |Reset Required | | Reset |

Session Initiation Protocol (SIP) Settings

O Register with SIP Server
| authenticate with SIP Server

1. {ifE . B XEBRER , CUCARBHFLEBERIICUCMARBEFREAFHFZNITLESR

o

3MMEFT B4R

B B EFEE S (Telephony integration)>#(Port) , A% BHZ T8 T (Add new)AS 18 5718 B 37 2 3 1Y
iil%ﬁ-o



New Phone System Port

¥ Enabled
Number of Ports |1

Phone System | PhoneSystem ¥

Port Group PhoneSystem-1 ¥

SEMver cucvll ¥

Port Behavior

¥ Answer Calls

¥| perform Message Notification

¥| Send MWI Requests (may also be disabled by the port group)
¥ Allow TRAP Connections

4. L BE =1 CANCUCMBN F E=E =

MRBE=FFE , LA Unity ConnectionfyCallManager-trust = EEE = HF B EHEBEBIR
BENDBEFE, EEF=HCAHEHMCall ManagerB EX B , TEE T, BEiBEMRT
Cisco Unified OS Administration > Security > Certificate Managementif 25i2Upload Certificate 3R
BATULIRAE

—Upload Certificate /Certificate chain

*

Certificate Purpose ICa Manager-trust il

Description{friendly name) |

Upload File | Choose File |C.E-._r-::-nt_—_4lil‘36_|-f.ey.crt

| Upload | | Close |

BB — Cisco Unified CM(CUCM)
1.EVSIPREZLRRER

BMEICUCMEE>RF>L 2> SIPFREZLEEERYMEHEERLER. X509ERERBLAR
CUCA Rz FQDNIEEL .



—SIP Trunk Security Profile Information

Name™* cuc-secure-profile-EDCS E|
Description
Device Secunty Mode [Encr',rpte-:l 'J
Incoming Transport Type™® [TLS v]
Qutgoing Transport Type [TLS 7]

Enable Digest Authentication
Monce Validity Time {mins)* 600

%.509 Subject Name [CL,ICvj_l |

Incoming Port™® S061

Enable Application level authorization

Accept presence subscription

s Accept out-of-dialog refer**

¥ Accept unsolicited notification

¥| Accept replaces header

Transmit secunty status

Allow charging header

1. §E:CLIGE % "show cert own tomcat/tomcat.pemJ ®J#EUnity Connection - B R ERRSAE 8
HtomcatHEE, HCNAEECUCM EEEMX.509FEEZBMITE ., CNZERUnityf@REFH

FQDN/E#Z ., ERECEBHEEEHSubject Alternate Name(SAN) B 2 EFQDN/E #
Fo

2BV Z4SIPhi

BfinEDevice > Trunk > Click and Add new3f 2 37 Fi A E2Unity ConnectionZ £ B & M ZAESIPH &

o

| ¥| SRTP Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information. |
Consider Traffic on This Trunk Secure™ When using both sRTP and TLS v

Default r

Route Class Signaling Enabled *

Use Trusted Relay Point™® Default r

PSTN Access

Run On All Active Unified CM Nodes



—Inbound Calls

Significant Digits* All v
Connected Line ID Presentation* [ pefault v
Connected Mame Presentation® | pDefault v
Calling Search Space = None = v
AAR Calling Search Space = Mone = v
Prefix DN

#| Redirecting Diversion Header Delivery - Inbound

—Outbound Calls

Called Party Transformation CS5 < None > bl

#| Use Device Pool Called Party Transformation CSS
Calling Party Transformation C55 = Mone = L

#| Use Device Pool Calling Party Transformation CSS

Calling Party Selection® Qriginatar ¥
Calling Line ID Presentation® Default il
Calling Name Presentation * Default ¥
Calling and Connected Party Info Format™ | Deliver DN only in connected party v

#| Redirecting Diversion Header Delivery - Outbound

Redirecting Party Transformation C35 = Mone = v

#| Use Device Pool Redirecting Party Transformation C55

r Destination
Destination Address is an SRV
Destination Address Destination Address IPvG Destination Port
1* |10.48.47.123 5061

MTP Preferred Originating Codec®

BLF Presence Group® Standard Presence group v

SIP Trunk Security Profile * | cuc-secure-profile-EDCS v |

Rerouting Calling Search Space < Mone = o
Qut-Of-Dnalog Refer Calling Search Space | « MNone = b

SUBSCRIBE Calling Search Space < MNong > v

SIP Profile™® | Standard SIP Profile ¥ w
DTMF Signaling Method*® Mo Preference v

3. A ETLSFISRTPH T

1. B¥&E :  Unity Connection#Cisco Unified Communications Manager 2 [ 5 B BURA £ 8 LA
THRHENTLSEIBEE : EUnity Connection7t & A keS8 , TLSZ#E 1 E M Cisco Unified
CMEENEIRIE, EHEMENRECDSANZIEE , ERECE#@Mtomcat-ECDSAEE AR
SSLIEF, HHAENARSANFIER , ENRSAS BN tomcatEEASAMNSSLIEF, EUnity
Connection®® E& Fim i , TLSZ U5 E M Unity ConnectioniZZH) BIEIE,

E fi7 B Cisco Unified CM > Systems > Enterprise Parameters , AR TLSFISRTPZE T iR E
BEMENZERE,



r Security Parameters
Cluster Security Mode *
LBM Security Mode *
CAPF Phone Port *

CAPF Operation Expires in (davs) *

TFTP File Signature Algorithm *

Enable Caching *
Authentication Method for APT Browser Access *

1

Insecure r
3804
10
SHA-1
True

Basic

- - - - - -

TLS Ciphers * All Ciphers RSA Preferred
SRTP Ciphers * All Supported Ciphers
HTTPS Ciphers * RSA Ciphers Only

EfnF|Cisco Unified Serviceability E [ Tools > Control Center-Feature ServicestiZZECM
Services FHYCisco Call Manager , 1 & B & % £ E# BB Cisco Call Manager iR %

EfnZlCisco Unity Connection Administration EE>RMERE>FHREE , RARETLSHMSRTPER

THREREFHENZRER,

Edit General Configuration

Time Zone

System Default Language

System Default TTS Language

Recarding Format

Maximum Greeting Length

Target Decibel Level for Recordings and Messages
Default Partition

Default Search Scope

When a recipient cannot be found

(GMT+01:00) Europe/\Warsaw Y
English{United States) ¥

English{United States) ¥

G.711 mu-law ¥

a0 B

-26

cucvll Partition ¥

cucvll Search Space ¥

Send a non-delivery receipt ¥

IP Addressing Mode IFvd v

TLS Ciphers All Ciphers RSA Preferred v
SRTP Ciphers All supported AES-256, AES-128 ciphers ¥

HTTPS Ciphers Fs& Ciphers Qnly ¥

B ZICisco Unity Connection Serviceability > Tools > Service Management , £ S {E& % L E 5

Bt E)Connection Conversation Manager,

ERERIEFIEFNTLSHRER
TLSEWRIZE

B8 — EAES-256 SHA-384:RSAH E

{& PR Strong-AES-256 SHA-384:ECDSAH i

{ERPRAES-256 AES-128:RSAE IE

ER P HAES-256 AES-128:ECDSAE #

BB %A RSN TLS B

- TLS_ECDHE_RSA_WITH_AES_256_GC M_SHA384
- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_

SHA384
- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3

84

- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
- TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384

- TLS_ECDHE_ECDSA_WITH_AES_256_GCM
_SHA384

- TLS_ECDHE_RSA _WITH_AES_128_GCM_SHA256

- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA2

56
- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3



FIEZWBRSARE ( )

BHIEFT A ZIEECDSA

BB S IEFBES B SRTPEZIEIEIE
SRTP#iEi1®# 18

FT B X EHAES-256, AES-128Z 15

AEAD AES-256, AES-28 GCMELZTH
EERAEAD AES256 GCMHI 1%

84

- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA2

56

- TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3

84

- TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA2

56

- TLS_RSA_WITH_AES_128_CBC_SHA
- TLS_ECDHE_ECDSA _WITH_AES_256_GCM_SHA3

84

- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
- TLS_ECDHE_ECDSA _WITH_AES_128_GCM_SHA2

56

- TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
- TLS_RSA _WITH_AES_128 CBC_SHA

BELIEFHEFIRISRTP

- AEAD_AES_256_GCM

- AEAD_AES_128_GCM
- AES_CM_128_HMAC_SHA1

_32

- AEAD_AES_256_GCM

- AEAD_AES_128_GCM
- AEAD_AES_256_GCM

4. E{8CUC Tomcati@# ( ERRSAFIEC )

E 7 2OS Administration > Security > Certificate Management , ¥ #&M{ECUC Tomcat®E & ( ER
RSAMIEC ) L& Z|CallManager-trustf#Z[E,

—Upload Certificate /Certificate chain

*

Certificate Purpose CallManager-trust i

Description{friendly name)

Upload File Choose File | tomcat-ECDS4.pem

Upload | | Close |




— Upload Certificate fCertificate chain

*

Certificate Purpose || CallManager-trust

Description{friendly name) |

Upload File Choose File | tomcat.pem

| Upload | | Close |

1. X% . MREHHECDSAREE , AIEER K LEREUNty TomcatEE, EEBERT , &

RECHTomcatZEMEH T

MRRF=FHE B4 ALEF=_SHERRUBHRIBENPERE. EEE=FCAE

Unity Tomcat® & L2 A8 , TEZLLINEE,

R

PN

—Upload Certificate/Certificate chain

*

Certificate Purpose |CaIIManager-tru5t

Description{friendly name) |

Upload File | Choose File | CA_root_-_40%6_kev.crt

| Upload | | Close |

EFTEE % E EFHRE Cisco Call Managerif2 LA FEF B i,
5.2 VMM

E 7 B|Call Routing > Route/Hunt > Route Pattern , Bt Bigm EEREPENBHRER . EAKRHE

X4 5% B A B 0 i T R 4B RE S B 51

— Pattern Definition

]

Route Pattern® |2IIIEIEI

Route Partition < Mone =
Description

Mumbering Plan -- Not Selected --
Route Filter < MNone =

MLPP Precedence® Default

Apply Call Blacking Percentage
Resource Priority Mamespace Network Domain | < None =

Route Class® Default

Gateway/Route List* ClUCw11

Route Option ® poute this pattern

Block this pattern | No Error

6.EVEEEMHSIN, BEHHEEERESH D ERDN
BEEEMNE-FEB-BEB451E  REARTETHMH5IE.



—Voice Mail Pilot Information
Voice Mail Pilot Number |2000

Calling Search Space = MNone = v

Description Default

BYRSTHBAEEERUBAAREERE 'Sk, > "EEHM4. > "THEBHEEER

—Voice Mail Profile Information

Voice Mail Profile VoiceMailProfile-8000 (used by 0 dewvices)

Voice Mail Profile Name*W
Description

Voice Mail Pilot™* 2000/ < None > v

Voice Mail Box Mask

JBiB ¥ £ Call Routing > Directory number , ¥ B INEETBHEEERIBEAEANRRZLEESH
DN

— Directory Number Settings
Voice Mail Profile VioiceMailProfile-8000 v |{Chnose <MNone= to use system default)
Calling Search Space = None = r
BLF Presence Group™ Standard Presence group r
User Hold MOH Audio Source < None = W
Metwork Hold MOH fudio Source | = None = =

BE — HE=1LCAHERECERNBWETESR (TE)

ERERBKCENRLES 2 , BETUHE=ZFCAZE, BRUTHTREMBERKLEBEZSE

o

Cisco Unity Connection

1. #CUC Tomcat-ECDSAE R EEHEBER(CSR) , YHE=ZFCARERE
2. CARMME LB EMEE (CARERE ) MICAERE (CARRRE ) , TR
B CAREE L ERltomcat-trustfE Z[E
K EHRE LERtomcat-EDCSHEE
3. ZCUC L EF B HFEEE S
Cisco Unified CM

1. £ CUCM CallManager-ECDSAMICSR , ¥ HE =S CARKERE

2. CARMXAE LB EMFEE (CARERE ) MICAERE (CARRRE ) , TR
#CARE & L EFcallmanager-trustf& 1%
1 5 % & £ EZ|callmanager-EDCSfZ[E

3. E B {EE R L EFRE Cisco CCMMTFTP AR

E—BEEANEZFENRSATRNEE , HP , ACUC TomcatEE MCallManager®&E E4 &K
CSR , ¥4 5l L& Zltomcatf##F Mcallmanagerf@F .



B

ERASAS , BRENEESE EEEE,
RESIPHERE

BEF LN TEREBM4 L RAFUFEEN. WREREN D HAREUNty ConnectionRifi LEE
, BEZRIREBIRE.

HE |, AT LABASIP OPTIONRIHEAR LA BEIRSIPh g rEE, ATLAE D B4 SIPHR M SIPE B8
FERALLIRIE, RUALLIhAER | BRI LUEiBDevice > TrunkESESipHREREE | INRATR :

v Ibegins with ¥ |k:UCv11 | Clear Filter EI
| Select item or enter search text ¥ |
(e Description Calling Search Space Device Pool Route Pattern Trunk Type SIP Trunk Status SIP Trunk Duration
CuCvil Default 2000 SIP Trunk Full Service Time In Full Service: 0 day 0 hour 0 minute

RERTPHUERE

B ¥ Unity Connectionfy I 2 R HIRMEHE T, EXRTRTPRENE (LELRLHEERLY
BREFEHET) , M TFEMT

'S Cisco IP Communicator
(g 08 16 03/31/15

§ Connected

&, B 4 —nn

R

. 1B AR Cisco UnityiB#RIRA11. xHISIPE S5
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