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Mew SIP Certificate

SIP Certficate  Eesst  Help

Mew SIP Certificate
Display NamMe&® Secure SIP integration with CUCMy10.5.2

Subject Name® gecureConnection
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Phone System Basics [FhoneSystem)

Phone System  Edit  Refresh  Help
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’-._ﬁ The phone system cannot take calls untd 8 port group iS Set. Use the Related Links (o add a port group.

Phone System
Phone Systém Name® phonesysnem

| Default TRAP Phone System
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MNew Port Group

Fort Group  Reset  Help

Mew Port Group

Fhone System Secure SIF integration
Create From @ pgrt Group Type SIP -

Port Group -

Port Group Description
Display Name™* Secure SIP integration-1

| Authenticate with SIP Server
Authentication Username

Authentication Password

Contact Line Rlame

SIP Security Profile SOALSTLE -
SIP Certificate Secure SIP integration with CUCMy10.5.2 -
Security Mode Encrypted -

E Secure RTP

Primary Server Settings

1Pvd Address or Host Name

104647.110
IPwE Address or Host Name

Port S0ED
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Fort Group  Edit  Refresh  Help

| Save | | Debete | | Previows | | Hext |

Statis

iy The phons system carmol take calls if it has no ports. Use the Related Links to add ports.
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Port  Reset  Help

Status

iy Because it has no port growps, PhoneSystem is not listed in the Phone system field.

Savia

Hew Phone System Port

¥ Enabled
Number of Ports 3

Phone Sysem  Secure SIP mtegration =
Part Group Secure SIF integration-1 =

Server cuclipub -

Port Dehavior
[ answer Calls
[# parform Message Motification

[¥] send MWI Requests (may also be disabled by the port group)
[#] amow TEAP Connsctions

[save |
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SIPE & #Subject Namet# i PLEL,

~S1P Trunk Security Profile Information

Name* \Secure_sip_trunk_profile_for_CUC [F]
Description

Device Security Mode Encrypted bl
Incoming Transport Type®* TLS A
Outgoing Transport Type TLE -

Enable Digest Authentication
Monce Vakidity Time (mins)®* GO0

¥.509 Subject Name SecuraConnection

Incoming Port® 5061

Enable Application level authorzation
Accept presence subscription

| Accept out-of-dialeg refer**

¥| Accept unsolicited notification

4 fccept replaces header
Transmit security status

Allow charging header
SIP W.150 Outbound S0P Offer Filtering * Use Default Filter -

2.MESIPREER

MRESEEEAEMSERE , FEMEDevice > Device Settings > SIP Profile. &8I , & A LUfE
AEESIPEEBRER,
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— Trunk Information
Trunk Type* SIP Trunk -
Device Protocol® SIP =
Trunk Service Type* None(Default) -
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Trunk Configuration
s
rStatus

@ Status: Ready

rDevice Information

Product: SIP Trunk

Device Protocal: SIP

Trunk Service Type None(Default)

Device Name* SecureSIPtoCUC

Description Trunk for secure integration with CUC

Deviee Pool® Default hi
Cormrman Device Configuration < Mone = -
Call Classification™ Use System Default A
Media Resource Group List < Mone = -
Location* Hub_None -
AAR Group < None > *
Tunneled Protocol® Haone -
Q516G Variant™ Mo Changes

ASH.1 ROSE OI0 Encoding® Mo Changes

Packet Capture Mode™® None -
Packet Capture Duration 0

"I Media Termination Point Required
¥ Retry Wideo Call as Audio
Path Replacemnent Support
" Transmit UTF-8 for Calling Party Name
Transmit UTF=-8 Names in QSIG ARPDU
[Cunattended Port

[V sRTP Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.

Consider Traffic on This Trunk Secure® Wwhen using both sRTP and TLS b
Route Class Signaling Enabled™® Default hd
Use Trusted Relay Point™ Default bl
PSTN hccess

" Run On &ll Active Unified CM Nodes

ETRUNKEE B #Inbound CallsZp% , B AL T &R :
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~ Inbound Calls

Swgnificant Cigits ® all o
Connected Ling 1D Presentation™ Default -
Connected Name Presentation™®  Default -
Calling Search Space ANPhanes b
AAR Calling Search Space < Mone = -
Profiz DN
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CHR) Calls (MY ) #9 , MALLTER :
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~Duthound Calls

Called Party Transformation CS5 o Mong = -

FIUse Device Pool Called Party Transformation C55

Calling Party Transformation £55 < None > et
¥ Use Device Pool Calling Party Transformation C55

Calling Party Selection® Criganator -

Calling Line 10 Presentaton™ Donf st -

Calling Marne Prasentation® Crefault -

Calling and Connected Party Info Format® Deliver DM only in connected party -

¥ Radirscting Diversion Header Dalivery - Outhound
Redirecting Farty Transformation C55 < Hone > =

o | Uze Davice Pocl Ra directing Party Transfarmation C55
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- EXRETILESEE
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- SIPECERES :
~SIP Information
- Destination
Destination Address is an SRV
Destination Address Destination Address TPwG Dastimatinm Port
1*  10.48.47.174 E0&1
MTP Preferred Originating Codec® 71 1ukaw 3
ELF Presence Group® Standard Presence group -
SIF Trunk Security Profile® Secure_sip_trunk_profile_for_CUc -
Rerouting Calling Search Space < Mone > hd
Out-0f-Diabeg Refer Caling Search Space < Mone > -
SUBSCRIBE Caling Search Space < Mone = -
51P Profse® Standard SIP Profile * View Detals
DTMF Signaling Method* Mo Preference -
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Route Pattern Condsgueralson

[ Paltern Definition

Rt Patterm® 8000 L]
Ronife PATRG < None & b
Description

Numibenng Plan

Route Fiter < I
MLPP Procedente Doelani =
Apghy Cal Blocking Percentage
Resourcn Prionty Namespaoe Hetwork DOMan =< None > =
Route (s " DeTaE -
Gateway/Route List® SecureSIPLOCUC - (EdE)
MELN Do & poute this pattern
Black this pattern Mo Error -
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~Voice Mail Pilot Information

Voice Mail Pilot Number gpoo

Calling Search Space < None > =
Description

|| Make this the default Voice Mail Pilot for the system
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- Voice Mail Profile Information

Voice Mail Profile Name™® |vaicemail-profile-8000] [£]
Description Secure Voicemail
Voice Mail Pilot** 8000/< None > v

Voice Mail Box Mask

"I Make this the default Voice Mail Profile for the System
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Directory Mumber Configuration

Qam xl:uua %Rﬂd & Appty Contig cﬂ;mm

= Directory Number Settings

Waice Mail Profile Secure_SIP_[ntegration = [(Choose <None= to use system default)
Calling Sesrch Space < None = -

BLF Presence Group" Standard Prasance grosp -

Uzar Hold MOH Audio Saurcs < Mong = -

Matwork Hold MOH Audid Sourc® < None > -

Auto Answer® Auts Answer OFf -

] Reject Anonymaous Calls
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¢ System Basics (PhoneSystem)

Phone System  Edit  Refresh  Help
| Sove | [ Delete | | Brewous | [ hext |

Status
[.h The phone System cannot take calls untld & port group i5 Set, Use the Relabéed Uinks to add a port group,

Phone System
Phice S-TELEI'I'I Nase™ Mﬁtm

¥ Default TRAP Phone System
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B, WAUTER :
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- HEZWFE* CiscoUM1-VI
- MWI On7# -

- MWIEBEA 2 # -

B RE : WAL E 4 EEBECUCM LR Bl & TR,

Ltatus

-;.ﬂ The phone systemn carmod take calls if it has no ports. Use the Related Links to add ports.
m Created Fort Group{s)

Part ﬁﬂllll:l
Digplay Nama™ Serurg SO0
Integeation Methiod | coca ioiinng

Dewvica Nasme Pralfod™ Cigasiimi-y
Reget Status Rasel Mot Reaguased [ Resat

Messaga Waiting Indicalor Seltings

[ Enabie Message Wasing Indicators

MWl On Exiensicn SOa% ]

MWL Odf Extension Qo0a0

Dalay bataeen Feaguasts a millisscands
Maximwwm Concurrent Requests [}

Retries After Successful Atternpt i)

Retry [nterval After Successful Attempt < millisaconds

Frelds marked with & astansk (®)] are requinad,
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SIP Servers

| Delete Selected | | Add |

[T [ omar
B o

| Delete Selected | | Add |

TFTP Servers

| Delete Selected | [ Add |
o Onder
Fl o

| Delete Selected | [ Add |

[10.48.47.110 o]
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Status
|74.E Because it has no port groups, PhonaSystem is not listed in the Phone system Ffield.

| Save |

Mew Phone System Port

¥| Enabled
Mumber of Ports g
Fhone System Sacure-SCCP -

Port Group Secure-SCCP-1 =

Server cucld =

Port Behavior

[¥] answer Calls

[¥| perform Message Motification

[¥] send MW Reguests (may also be disabled by the port group)

'_“‘*' Sllow TRAF Connections
Security Mode Encrypled -

Irimﬁe!

Bl ECUCM
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- Status

@ Stabus! Resdy

~Device Information

Pagistratenn: Regutersd with Chco Unified Communications Manager 10.458.46.183
1Pvd Address: 1048, 48,184

id Devien i trusted

Port Hame® ChecaUMi-VIa

Dascription VH-pecn-petuns-portd

Devics Pool® Default =
Comemen Device Conliguralion « Mo > -
Caling Search Space £ Mome = -
AaR Calling Sesrch Spaos < Moms > -
Lecation™ Fi_Rana -
Daviee Secarty Mode® Enerepled vawe blal Ban -
Use Trasted Relay Point® Defauk -
Geolocation < Mona > -

= Directory Humber Information

Carectary Mumber” 955001

Partition o Mo > -
Caling Search Space < Momne > -
AAR, Group < Mo = =
Inkernal Caller 1D Display WoioeMail

Internal Calier 1D Display (ASCII format) ypicasail
Externad Humbeer Hack

(ioavs.] [-osiers | [cooy,] [.Ranet.] .apolyGontie ] [_addmum,|

2.#$CUCHR & & L A CallManager-trust

E720S Administration > Security > Certificate Management > Upload Certificate/Certificate
Chain , A #& LlCallManager-trust?Efit & AEECUCH REF BT EE B L £ EECUCIREE,



Certificate List

E‘ﬁ Generste Sed-aigned Eg’ Upisad CertfeateCetdoate chan Lﬂ‘mm

| Certificate List

Eéumm [Tg cose

| Status

Fird Cartificabe List

| Certificabe
Caftanagar @ Warning: Usloading o cluster-vade cerpficate will digtrdbute if 1o ol servers i thie clester
CalManager-Erust

1

| CallHanager-trust ~Upload Certificate/Certificate chain
CalManager-trun g

| callita - Cartiicate Purpade CaliManager-trust

CallManager-trust Cescription{friendly namae) CUC rock oart

| ColManager-tnas Uphond File [ Browsa_ | S7260e66.0
CalManager-trust ————

| CallManager-trust

| CAPF-trust

| CaPF-trust
CAPF-trust
CAFF-Drust

| CAPF-trust

| CAPF-trust

| CARFprust

Iupluad%lam.

@ *. indieates requared mam,

E . LEFER  EEEHECisco CallManager [RIFEAEH E £ K.

3. BEH B EFRMMWI)B/BIIKE

E 7 F/CUCM Administration > Advanced Features > Voice Mail Port Configuration , A% El &
MWIBE/BIE. MWIimsR A AECUCHE & mhL,

- Message Waiting Information
Message Waiting Number* gggggq

Partition < Mone > |ﬂ
Description MWI on

Message Waiting Indicator® @ on Toff
Calling Search Space < Mone = ¥

[sve |




- Message Waiting Information

Message Waiting Number* gaggap

Partition < None > =
Description MWI off

Message Waiting Indicator® = o0 @

Calling Search Space < None > %

ARREETHHE|R

ABSBUZETBHSIB(ERIE>-EEBH-EETB45IE), BANTE:

- 78 EEB#F%I%{%E%
- PR S 22 HpaEas AFEs IS mEN N 2 8E>

- VWoice Mail Pilot Information

Voice Mail Pilot Number goog
Calling Search Space < None > -

Description

Make this the default Voice Mail Pilot for the system

5.8V AT 4K EME

BURTBAREERUEMEREERE —E( "Rk, > THEBH, > 'EEB4REEE
1) WALTERR:

L %lg .
BEELAE
- Woice Mail Profile Information

Voice Mail Profile Name™ liaicemail-profile-8000| O
Description Secure Voicemail
Voice Mail Pilot** 8000,/< None > -

Voice Mail Box Mask

Make this the default Voice Mail Profile for the System

6.4 55 F B B MR 2 E4EDN

RESHMRESRIEITEEALZEEEHDN, EXNDNRER , #— TApply Configizéh :

Effi FCall Routing > Directory number , AR E XA :



- BEEHEEER

Voicemail-profile-8000

- Mrectory Number Settings
Vokoe Maill Profile
Caling Search Space
BLF Préessnce Group”
Uiser Hpid MOH Audsd Souroe

Reject Anonymous Cals

Vilcemail- profie-8000

= Nome >

Standard Presence groep
L Mo 2

Kebwork Hold MOH Audso Source < None

(Choose <Mone> to use sysbem default)

7. BUREBH4RESA

a) #T S T A0 AR AEL (PP AL B el > B El/ B AR> AR B 4E)

- Line Group Information

Line Group Name®*

|1.r4;:||:ernail-lg

RNA Reversion Timeout® 1p

Distribution Algorithm®

Lengest Idle Time

b)#TH8#7 49 38 T B4 S AR B (PP AL BR > 3% B/ B AR>BARR )

~ Hunt List Information

E Device is trusted
Name*

Deescrption

¥ For Volce Mail Usage

C)RT 18 # i) B4R 5| I (P AU 3% B > 3% Eh/ B4R > B4R 5| W)

woloedmail- i

Cisoo Unified Communications Manager Group®  Defauit

#| Enable this Hunt List (change effective on Sawve; no reset required)

= Pattern Definition

Alerting Mame
ASCII Alerting Name
Route Option

R

Hunt Pilot® (8000

Eoute Partition < None >
Description

Mumbering Flan < Mone =
Route Filber 2 Mone =
MLPP Precedence”  Default
Hunt List™® vobcemail- hi
Call Pickup Group < None >

@ Route this pattemn
Block this pattern Mo Error

(£}

(Edit)



SCCPEREME

1 ZICUCM Administration > Advanced Features > Voice Mail > Voice Mail Ports , A& EaFHI1BST
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b e | i Bl | Cma Al | Ol ekl | Smiel BeskBad | e et b Bl

EEFE LHVoice Mailiz# LA I ZE Z B4, MRERAER D #REUnity ConnectionRift LELE
, e B B B 45 R R

RESIPHERE

REFE LM Voice Mailiz# A IUFE S #H, IR KFEUnity ConnectionRIELELEFEAESH , &
e 2 EEIB R EIREE.

HE , B LIEASIP OPTIONRIFEZAEILESIPHEERRE, TUEDBGSIPHENSIPEERSR
FREUALEE, BALLIhAER | B LUEIBDevice > TrunkES 2 Siph#ARAE | I T BFT R

Trunks [1 - 1of1}

Findd Trunks wihere  Cwsvide i = D witf - Fared Clgw Filfs ey -
LHerT BT & SRR SEAN LWt ¥

" Dicrglion Calling faach Spits Duwke Posl ot PiSamn Padbeon Roote Griup  Pricety Tourk Tepa 5 Truak Sabum £ Trenk Derabicn
‘ DU SIFOLU lag gl SIF Trunk Mo Sérvice Thrss 3t in MUl Service: O Qi O hogr O st

RERTPHUERE

B ¥ ¥t Unity Connectionfy LA 2R HIRHEE R, ERTRTPHRENE (REXLHEERL
ARLFEET) , MTEMT.



'S/ Cisco IP Communicator
fgm 08 16 03/31/15

§ Connected

Lo s N

REREGF R

1. — R BEBEBR R TR

BREUTSBIRE  HESBARTHRELR -
g E%%# BT, - CallM TFTP. CUC — =5
-%Eiﬁ@%%gﬁm%hﬁéﬁﬂﬁﬁﬁﬁ?m%%%%m#&xmg L R
R e | BIAENER L,

2. B U S 3R it

WIS IR M SRR T B S,
. #8CUCMMICUC B & £
. CallManager iR i
BRNYEEEERY

oL TERUEREMED -

SATECUCM L 44T B 7% -

http://www.cisco.com/c/en/us/support/docs/voice-unified-communications/unified-communications-

manager-version-50/112040-packet-capture-cucm-00.html

A £ CUCR AR 2% L BUF BR Bt


https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507
https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507

http://www.cisco.com/c/en/us/td/docs/voice ip comm/connection/10x/troubleshooting/quide/10xcu
ctsgx/10xcuctsg010.html

EREE

RO BMERYRSER (RACAEH )
ffE—RRBREERNIHEE , BITLSEH,

1 0. 000000 2 13I0.239.200.241  130.239.203.249 TCR inet]_bagte > https [SyM] Séqe=0 Win=16384 Lén=0 MSS=1460

2 0. 000452 130.235.203.249  13I0.235.700.741 TCR https > Insti_boots [SyM, ACK] Seqed Ackel wWine5540 Lone( MSS5a
30, OO0 0 130.235.201. 241  130.235.203.249 TEP instl boots > hitps [Ack] Seqel Acke=l win=17520 Lens=0

4 0. 001074 130.235.2001.241 130.235.205.249 L client Hella

5 0. 001341 130.235_203.24% Y30, F35.200.741 TR https > inst1_boots [ACK] Seqel Acke=l4]l wWineA43Z Lan=0

G 0. Q05269  130.235.203.24% L30.235.201.241 TLSL Server Hello,

7 0.005838  130.235.205.249 130.2535.200.241 TLSW1 certificare, server Hello Dane
B . O B 130,235 200,247 130, 2‘3'&.}'33.2—19 TR inst]_boots = hititps [ACk] Seg=141 Ack=18%% Win=17520 Len=0
L9 0. 00905 330,235 200 241 13D,231,?ﬂ3 ?49 T1. 5] Alert fLevel: Pa:aT DEicr1pIﬁnﬂ Lﬂkﬁnhn ;a“J

i i, 3 b . £33, . INST | _000LsS = It kA Seqeidls c }]

11 0. 072262 130,235,200, 241 130,235, 203, .M'.i TR inst]_bootec = https [ETM] ch- n'lr\--ll‘.‘u?ﬂ-'-l Len=0 ﬁss-u-.':

12 0.072706  L3I0.235.203.24% 130.235.301.741 TCP mtps > Inst]_ l‘«:ll:l o [5vmM, #ck] Seqed Ackel Win=58540 Len=0 M5S=
1z 0.072751 130.235.201.241  130.235.205.249 TCR inst_boorc > hitps [Ack] Seqel ackel wWin=17520 Len=0 w

>

%F mEARIFHRHER  BHAPSHERANCAHR , FREERTFHE LRI ARFJEENE

REREMERNR :
1)CUCMMEE & KR AICA

- MR ERNCUCREERS LBEIECUCR RS EAN MRS L.
. E{R1E AR FERY A IR 25 £ EFT R B CallManagerfR#.
2)CUCHE T Unknown CA

FCUCHH EJ:E’JPort Cp d| Servers BLEHR R A IEH#B A TTFTP IPihit,
%T‘J %iﬂﬂﬁ%%a&laﬁ Y] TETPfAfRRS.

: UCM TFTPJ: CTLAE .aauﬁ# 1% Tshow ctly #9%a HE20S Admin EH EREREY

E1T LR ZZD%/X 1 17CTLClient,

G e o B R R R A Ea S cucm TrTPE S FRCTLE S

S

BT
ﬁmumw

1B
=
42 ERCUCM TFTP FRCTLiESR
EYESEERN R B IS

M uGener al , 25, FAI LED Port group 'PhoneSystem 1' attenpt set InService(true), error retrieving
server certificates.

M uGeneral , 25, Error executing tftp conmmand 'tftp://10.48.47.189:69/CTLFile.tlv' res=68 (file not
found on server)

M uGeneral , 25, FAI LED Port group ' PhoneSystem 1' attenpt set InService(true), error retrieving
server certificates.

Arbiter,-1,Created port PhoneSystem 1-001 objectl d="7c2e86b8- 2d86- 4403- 840e- 16397b3c626b' as

I D=1

M uGeneral , 25, Port group object 'blc966e5-27f b-4eba-a362- 56a5f e9c2be7' exists

M uGener al , 25, FAI LED Set | nServi ce=true parent port group is out of service

RRFR :


/content/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html
/content/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html

1.7£Port group > Edit > Serversfii & P BARETFTPARIF[TEE EHE.
2RFCUCMEERBTENRZEER,

3.BECUCM TFTPL 2B FECTLESR,

55132 4R R EE

HHFREERRME P HBR I IRR

M uSki nny, 23, Failed to retrieve Certificate for CCM Server <CUCM | P Addr ess>

M uSki nny, 23, Fail ed to extract any CCM Certificates - Registration cannot proceed. Starting
retry timer -> 5000 nsec

M uGeneral , 24, Found |l ocal CTL file [/tnp/aaaaaaaa- XXXX- XXXX- XXXX- XXXXXXXXXXXX. t | V]

M uGeneral , 25, CCMCer ti fi cat eCache:: Retri eveServerCertificates() failed to find CCM Server '<CUCM
I P Address>'" in CTL File

BRAFR :
1. ERTEEER2HMNCUCMACUC LICTLIE M MASKER T ITHE |, E2HR
BE. EFRECUCHRESLARIFCTLESR,

BRRHBREMA
HE , AR T 5 AREAR B S MERCTLESR !

REMmp/ BRI RAMBRCTLERE EERA, EAIUHERAITMISENRETR
I 7 M BR 2 BT EE1T LL R
CUCM: [root@vfrscucm1 trust-certs]# md5sum /usr/local/cm/tftp/CTLFile.tlv
e5bf2ab934a42f4d8e654 7dfd8cc82e8 /usr/local/cm/tftp/CTLFile.tlv
CUC: [root@vstscuct tmp]# cd /tmp
[root@vstscuc1 tmpl# Is -al *tlv

-rw-rw-r— 1 cucsmgr customervice 6120 2 A5H 15:29 a31cefe5-
9359-4cbc-a0f3-52eb870d976c¢.tlv

[root@vstscuc1 tmp]# md5sum a31cefe5-9359-4cbc-a0f3-
52eb870d976¢.tlv

e5bf2ab934a42f4d8e6547dfd8cc82e8 a31cefe5-9359-4cbc-a0f3-
52eb870d976¢c.tlv

sk, R AR A HEDERRIER

ik Bl

CSCum48958 - CUCM 10.0 ( IP#ziit RETRIERE )



https://tools.cisco.com/bugsearch/bug/CSCum48958/

CSCtn87264 — B4 SIPEMTLSEZR KK

CSCur10758 -#& %5 B /m $5#Y & & Unity Connection

CSCur10534 - Unity Connection 10.5 TLS/PKIE & {ETTERCUCM

CSCved7775 -FAREFHRMBECUC LHCUCM CTLFile5 3:RIThEEsER



https://tools.cisco.com/bugsearch/bug/CSCtn87264/
https://tools.cisco.com/bugsearch/bug/CSCur10758/
https://tools.cisco.com/bugsearch/bug/CSCur10534/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve47775/
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