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https://radkit.cisco.com/
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B Downloads

N Documentation

Cisco Remote Automation Development Kit (RADKit)

cisco RADKr.
FROM NETOPS TO DEVOPS.

RADER is a network-wide orchestrator.

1,_\ Experience a radical new way of addressing
’ = )}/ your equipment, boost your Cisco Services,
5

“ and expand your capabilities.
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INDEX OF /DOWNLOADS/RELEASE/1.4.9/

ol

docs ) 04=-Ape=2023 11:45 =
cisco radkit 1.4.9% doc html.tgz 04=Apr=2023 11:43 BOOIBG3
gisco radkit 1.4.9 macos arm64 signed.pkg 11-Apr-2023 10:41 T4l42354
cisco radkit 1.4.9% macos x86 64 signed.pkg 11-Apr-2023 10:41 77265560
cisco_radkit 1.4.9 pip linux.tgz 04=Apr=2023 11:49 146189048
gisco radkit 1.4.9% pip macos.tgz 04-Apr-2023 11:49 37257192
giaco radkit 1.4.% pip win.t9z Od-Apr-2023 11:49 35365652
gisco radkit 1.4.9 winbd signed.exe O4=Apr=20231 13:18 104692424

S 4. EPCHMAMRSE LETZERER, HTLXHBRED , RadkitEELRH =R AHRER : RadkithR
. Radkit® FimfMRadkitiEig 12 &8,

RADKItBR# ( SEFH & uw )
£ S

S B 1 ERKBE ERADKItIRIS , 5 E M BlApplicationsit #% EIRADKIt Service. E—XNETEHEHE
THR TEAREIE,

& RADKit Service, 1.4.9

~Service status

not yet bootstrapped

Domain: PROD Service ID: None [E]

~Actions -Logs
Configure RADKit - Logging level:

Open logs dir Show logs

Exit




#$ B2 % — T Configure RADKit , BIEsS S B E®H , WHERURL
https://localhost:8081/bootstrap.

« BsuperadminfE A ER I ZHE , A% L — T Submit,
- BIRR B EE RIS B AR FE R tbsuperadminfE Al & B B ZE,

e, B

C15CO 4 RADKit
SERIGE

Reqgister superadmin user

Mo superadmin user was found.
Please fill in this form to create a superadmin account,

A suparadmin user must be created. Please enter a strong password for this usar. This
password will be requested in the future to (re)start or manage RADKIt Service.

LUsarnamie FASSWORD REGQUIREMENTS:

=  Minimwm 1 lowercase lettar
Password * = Minimum 1 uppercase letter
= Khrmiem 1 namber
= = inimwm 1 symbal
Repeat Passwond ¥

= kdinimuwem 8 characters

Submit

S ER3.# R — T Submiti® , BB i B EHE [0 Ehttps://localhost:8081/#/connectivity/,

F£Connectivity > Service Enrollment T , EMEFGREF L | E—BF AN —XHEERE,


https://localhost:8081/bootstrap
https://localhost:8081/#/connectivity/

&« @ 0 & MotSecurs | hitpsyflocalhost:B081/#/connectivity/ b 00 R« O0F MO e :

% Bookmarks Tochrszal Sorvese W Cloud - Bufoar e u Cigoo Infprnal WAL SO oMy B Cico Gongral H B Sithor Bookmarks

'Ciscnul.-?,-'-‘-.DKI{ S Domain: PROD Seriaknone E DISCONNECTED T o w |

Service Enrollment 3 Claud Infarmation
DORAIN: PROD
(i) This RADKIt Service needs lo be BASE URL: hitps://prod radkit-cloud, cisco, com
enmolled o becomea funciional. Plaase
select an enrollmant mathod by =
clicking cne of the buttons below. Forwarder Endpoint | Status Latency [ms]
Recommanded:

Sanghe Sign-0n

RADKIt Service ldentity Certificate

Auclvanced:

Coni-Tima Passwoind

Certificate wamings:
= Mo corfificate availabie,

End-to-end encryption (E2EE) status

EZEE I not enalblad

HERASET ME R ERE AREHCEC,



Single Sign-0n Enrollment pd

o Checking prerequisites

. Email address + 89

Provide email address for SSO login:

‘ cesavila@cisco.com

3 Connecting to the Access Senvice
4  OAuth connect

5  Waiting for 350

& Requesting service certiicate OTP

7 Requesting service certificate

SR EREBEWSTEHRISE , BRET "EAMEREMAVREE | xxxx-xxxx-xxxxs , ¥EHE—T
Closels , fr#& = AConnected,

I @ Service enrolled with new identity: k321-0evx-594g

c g Remole Automaton Developament

Cisco RADEKIt Service Domain: PROD  Serial: k331-0evx-594g [0 g COMNNECTED 5
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3 )
EE

. MREFETRADKtIREN ARFIEEERNE |, BIRR T E@RIEZ/PCAE LEZREN
, EEEARADKItIRE ERIIRIEEHLLEST
RADKIT_CLOUD_CLIENT_PROXY_URL=http://proxy.example.com:80,

HEEE

SEB1. EE FDevices , A% — T Add Device,


http://proxy.example.com:80

“ C v A MotSecure | https:llocalhost:3081/8/ Gt OO0 = OFR MO €

% Bookmarks &5 Technical Service.. @ iCloud - Buscarmi.. [l Ciscolnternal &% www.cisco.comfel.. B3 CiscoGeneral » | B Other Bookmarks
= ﬁu'CISCG RADKit Service Domain: PROD  Serial: k331-0evx-s94g 0 Eﬁ Imm'?| L ‘
4 Add Device = i}
o'y Edit Tray +iy v
Q. Search ?

B | Active Device Name Hostname or IP Address Device Type In tray | Description | Actions

SB2BEERET —EFMAER
- HEZRE
. B IPHbhtER TR
- EERF

o, L AREBETCPE K ERREMEANE , FERRADKIEFiRE. EARHH , £H
VIR R443FRGUIEHRE |, 8443ARRTMT,

K%, BETANEERE , BEABHPATerminalMIHTTP,

Add New Device X
Device Name*(as it will appear in RADKit)? Device Type*

cesavilacucm CUCM -
Management IP Address or Hostname* % Jumphost Name

10,88 247 197 - Optional jumphost - -
Forwarded TCP ports 7 Description

443;8443

Q, Label search ? RBAC status: ENABLED
Available Labels - 2 of 2 (click to add Selected Labels - 0 (click to delete

P 2zemmmmennea
( @ Create new ) © (0 None added |
i

nSiainis kilamamasossnt D

@l ) Active (remotely manageable) 7] Terminal Netconf Swagger [#|HTTP SNMP




SRR ABEEEHELREERNRE , ARE—TAdd & Close,
lerminal
Connection method Allow connecting using obsoletefinsecure S5H algorithms

® 5SH Telnet

Lise 55H Tunneling when using this device as a jumphast

Usarname Password
admin
[ laft blank, will be S&t to *° as defa
Pert Enable Passweord 7
¥

SERAFERER  LAERBFEPETRKEKE , TURA/ZAZEEETERSE.

— PCisco RADKit Service Domain: FROD  Serial: k331-0svi-s94g ) [By [CONNECTED & | o -
+ Add Device ® o
0%y Edit Tray i =
Cl, Searc 2

Dravice Narrie Hostrame or P Address Device Type I trayf Dascription | Actions

[ | | Active

Showing 1 to 1 of 7 entries. | Selected: 0. Page size [(158 [ 35 [ 60 [EEEY 250 1

casavilaCUCM 10.88.247.187 UMENOWN il

Aomate
Users

3

RERmEME

TR, EERTHEABHRADKIREFEENEENHBFFTE | FEFIRemote Usersiti& 12
Add Users,

—

- ¢ Rty Sunomation Dissslopmiin e
= P Cisco RADKit Service Domain: PROD  Serial: k331-0evx-s34g 0  [B |CONNECTEDS | 2 ~ |

<+ Add User = Q. Search 7

nm Remaining Time Full Narme Description Actions

Showing 0 to 0 of 0 entries. | Selected: 0. Page size [ 15 | 25 | 50 [EDDQ 250 | ; 1+ »

TR BEEREFMEN
E 7Bt



« &F (&)
° E&Fﬁﬁﬁﬁ%o
- EEXEFHRFIRAERREREHEUR TFRERENS BT TE,

Add New User X
User Email™

cesavila@cisco.com @ | Activate this user
Full Name USER ACCESS POLICY

Cesar Avila ® Manual

Description L) Time slice (h/m):

24

+ Add & close - Add & continue

S ER3.1###Add & Close,
RADKit®E F i ( TACH; )
A

FE1EFEF®RPCL , M RAREN AL XFIRADKItE F i,
HR2. EASSOR AR EFinfHlE,

<#root>

>>>

client = sso_login("cesavil a@i sco.com')



- ® cesavila — radkit-client — 117x32

Example usage:
client sso_login(

client cate_login(
ent ace ken

>»>» client sso_login(

|

SRR EZHEBER L HBFEBMHISSORERER.

& v @& prod.radkit-cloud.cisco.comfauth/oauth?oode=Wivdu Mmoo O 0MmME$ = O N0 El :

¥ Bookmarks Technical Service. & iCloud - Buscar m E Cisca Internal www.cisco.comicl.. [ Cisco General " B2 Odher Bookmarl

?N Cisco RADKIt Access

Do you accept this authorization request?
Ervironment: PROD
Client IP address: 128.107.241.164

Client hostname: MjA

This page means that a RADKIX mstance is attempting (o connect to the RADER Cloud
with your 350 credentials.

If you ol not initiate this request, please chick “Deany”™ now: If vou are cenain that
this request s legibmate, chck “Acceptt

ssion may have been granted access in the past,
chick the "Log out alf sessions® hutton below 10 immediately log out all RADK 550 sessions
associated with your user 1D, This will nat log out your S50 sessions in other applications




‘ﬁb Cisco RADKIit Access

Authentication result: Success

You may now close this window and return to your application.

If you suspect that an illegitimate session may have been granted access now or in the past,
click the button below to immediately log out all RADKIt 550 sessions associated with
yiour user 1D, This will not log out your 330 sessions in other applications,

Log out all sessions

HERA £ A (£ A E WERADKItBR % — B REM P ERAE BV 7 518 22 ML AR #5451 38

— ~ 4 Remote Automation Development

= Cisco RADKit Service Domain: PROD | Serial: k331-Oevx-3594g| ) E CONNECTED 5
™
<#root>
>>>

service = client.service("k331-0evx-s94g")

»»> service client service(

B5:16:36.349Z INFO | internal Connecting forwarder [uri='wss://prod.radkit-cloud.cisco.com/forwarder-2/websocke
t/']

B5:16:37.163Z INFO | internal Connection to forwarder successful [uri='wss://prod.radkit-cloud.cisco.com/forwarder

-2/websocket/']

B5:16:39.5232 INFD | internal Connecting forwarder [uri='wss://prod.radkit-cloud.cisco.com/Fforwarder-3/websocke
t/']

B5:16:408.333Z INFO | internal | Connection forwarder successful [uri='wss://prod.radkit-cloud.cisco.com/forwarder
-3/websocket/"']




MiEE : servi

ce—EEE , ATUAREMEE,

SERS I E A HE AR E,

<tfroot>
>>>

service.inventory

5>
»»> service.inventory

zradkit client.s ¥NC . de

N

ERIH

ik
Tt

JeviceDict object at 8x >
device_type Terminal Netconf Swagger HTTP

False False

55 F A dv S update_inventory,

description

failed



<{froot>

>>> service. update_i nventory().wait ()

SSH&LfE

TERINBERERVER,

<ffroot>

>>> cucm = service.inventory[' cesavilacucm ]

»»» service.inventory
ikit_clien i

description failed

cesavilacucm 1@.88.247.197 UNKNOWN

Untouched inventory from service k331-Bevx-s94g.
2>
5> cucm service.inventoryl ]

B2 fF Hinteractivem D RIEISSHE S,

<tfroot>

>>> cucminteractive()

EEH]

»>> cucm.interactive()

85:35:23.882Z INFO | internal | starting interactive session (will be closed when detached)

85:36:24.766Z INFO | internal | Session log initialized [filepath='/Users/cesavila/.radkit/session_logs/client/282304
-cesavilacucm.log']

Attaching to
Type: MM to detach.
a8l for other shortcuts.

When using nested SSH sessions, add an extra Bl per level of nesting.
Command Line Interface is starting up, please wait
Welcome to the Platform Command Line Interface

VMware Installation:
2 vCPU: Intel(R) Xeon(R) Silver 4114 CPU @ 2.28GHz
Disk 1: 208GE, Partitions aligned
4896 Mbytes RAM
WARNING: DNS unreachable
WARNING: Ungraceful shutdown detected - A rebuild of this node is highly recommended
to ensure no negative impact({such as configuration or file system corruption). For
rebuild instructions, see the installation guide.

SERIRELTUEREERE,



AE
- EEAEREDRER , FRREEBRMANVELT.
« RADKitAEREERIKETE,
s REFEREFT , FONETEAEX
- ERHHEFPRBIERERLZ R,

GUIFL
- HTTPRE

SR BRBHTTPRF|HE IR EE E - WRADKItARE .
S EB2 fERadkitE Fis EEXEIHTTP Proxy , I E 2 AR ELR EIProxy A it 18,

<tfroot>



>>> http_proxy = client.start_http_proxy(4001)

F35
»»> http_proxy = client.start_http_proxyl(4881)

22:24:19.9817 WARNI | HTTP proxy is NOT PROTECTED by username/password
»>>

S ER3.HEWebBI B 22 & /i Fhttps://localhost: 4001 , AREBIBEEZMN R

< C M ® localhost:4001

W Bookmarks ¥ Technical Services... ® iCloud - Buscar mi... Cisco Internal www.cisco.comyc/... [ Cisco General [ BUFF [ Dedicated Instance

deh RADKIt Client Proxy

sServices

Choose any of the following services:

1. r7nz-6n40-x3su
2. ckt7-tvBec-uale

S B4R — T ERERE LM Go to Web Pagei2 I LLEAFEIHBH,

] @ localhost: 400 service/rFnz-6nd0-x3su

¥ Technical Services,, # iCloud - Buscar mi... Cisco Internal woerw. ciseo.comfel.. [ Cisco General [ BUFF [ Dedicated Instance [ WxCCaling [ wolee [ i

RADKit Client Proxy

Service ID: r7nz-6n40-x3su

Device name  TCP port forwards Supports HTTP Reset Session
Vi Y
expressway-c  443:;8443 & Go to web page | Reset /:
. -
axpressway-e 4438443 & Go to web page Reset '::
= _z" "\_
cucmhg 443;8443 & Go to web page L Reset /:

™y
| € Goback |


https://localhost:4001

= E—RTERADKItEFis EEREHTTP Proxyls , BB EERHREERECIE—TF
BEENEBIRE,

HR5 B R R,



C M © Not Secure  hitps:[lexpressway-e.r7nz-6n40-x3su.http.proxyfoverview

% Bookmarks #/ Technical Services... ® iCloud - Buscar mi... Cisco Internal it www.cisco.comfc/... [ Cisco General 3 BUFF

atfear]n
CISCO Cisco Expressway-E

Status » System » Configuration » Applications » Users » Maintenance »
Overview
Selected modes Generic - Do you want to Run service setup?
System name expwy-e-03
Up time 23 days 4 hours 46 minutes 24 seconds
Software version xX12.7.1
|IPv4 address LAN 1: 192.168.15.8 LAN 2: 10.1.15.8
Options 51 Rich Media Sessions, 0 Room Systems, 0 Desktop Systems, 1800 TURN Relays, Traversal Server, Emcrypti
|
Registered calls Current video 0
Current audio (SIP) 0
Peak video 0
Peak audio (SIP) 0

- ERREX

TR BEAEERENTCPERIER,

<#root>

>>> cucm forwarded_tcp_ports

»>»>» cucm.forwarded_tcp_ports

=»» ]

SR HEERKEN B REHRAAIBIRE | KAFEARMIEHBEREGUI,

<tfroot>

>>> cucm forward_tcp_port (| ocal _port=8443, destination_port=443)



>3
»3> cucm. forward_tep_port(l:
[RUNNING] - kit ecldiant . &vne

RUNNING
serial Mo
device_name cesavilacucm
local_port 12443
destination_port 443

#active
fifailed
#closed
#total
bytes up
bytes down
exception

SERIFERBEESRYMAURL , EhIELTB2PRERELRIE | hitps://localhost:8443,

RAETLAGBEEERNGUL

@ NotSecure  hBitps:/localhost: 8443

lll'lllll
CISCO

Installed Applications

« Cisco Unified Communications Manager

+ Cisco Unified Communications Self Care Portal
« Cisco Prime License Manager

+ Cisco Unified Reporting

+ Cisco Unified Serviceability

Platform Applications

» Disaster Recovery System
+« Cisco Unified Communications O3S Administration


https://localhost:5500

Mzt : EFEEMOGUI , BNMAFTERAZTANRR , ALLEREAEEY —BAREER
Bk LAERA R

SEAE S
« RTMT

SRR BFEIR8443 R B ERKERENTCPERIEH,

<#root>

>>> cucm forwarded_tcp_ports



»»» cucm. forwarded_tcp_ports
s3> ]

HER2 G E —RBA43MEBRA IR | A MR FIR8443ERRER B AVEHEITH IR,

<ffroot>

>>> cucm forward_tcp_port (| ocal _port=8443, destinati on_port=8443)

»>»>» cucm. forward_tcp_port(
[RUNNING] <radkit_client.sync.port_forwarding

status RUNNIMNG
serial Mone
device_name cesavilacucm
local_port 8443
destination_port 8443
#active

#failed

#closed

#total

bytes up

bytes down

exception

SR FAMRTMTI £ E#IP#b it F# A 127.0.0.1 , ©EE B B ffF F 188443,

Real-Time Monitoring Tool Login -

Host IP Address: [127.0.0.1

Ok | Cancel Certificates

SERAGERERNBER A



Authentication Required

A username and password are being requested by hitpsi1127.0.0.1:8443

User Hame: admin

Password: Y .

Ok Cancel

S5 RTMTE T

- Cisco Unified Real Time Manitoring Tool (Cumently Logged into 127.0.0.1) | = o S
Real Time Mmrtnrlng Tool
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L] ] Cisco Unifeed Real Time Monitoring Tool (Currestly Logged into: lacalbost)
Eile Fystem Voboe/Vides AsalysisManager I and Presende Edin Window Application  Help

FReal Time Monitoring Tool Fertems tied Conmniaions Boion
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S ER7 B EBNodesMAJILAEL B EfF HlocalhostE RN TCPEF BN E BN FMAEN,

@ ] Cisco Unified Real Time Monitoring Tool [(Currently Logged into: localhost)

Eile Systesn Yolce/\Vides AnalysizManager IM and Presende Edit Window Application Help
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l". Add Node 1
Node Type*® CUCM VoiceNideo v
IP/Host Name* 127.0.0.1 |

*  Transport Protocol® HTTPS bl
Port Number* 8443 |
User Name* admin |
Password® sessnsese |
Confirm Password* ssssssse |
Description |
Associated Call Record Repositories - |

, Associated Trace File Repositories — |
Associated Group vl AlINodes
~ Advanced...

* Required Fields
Save Cancel | s

| 8

SRS EREMIRE LI "o EEE ) (Analysis Manager) , AEIRIE TH&818 , (Preferences).

[ (] Cisco Unified Real Time Monitoring Tool (Currently Logged into: lecalhost)

Eile System Euir_eﬂﬁd!n|gnln.lshl“u“| IM and Presence Edit Window Application Help

" W W ]
Real Time Monitoringlkisssid
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Status Summary:

Collecting traces from 1 nodes.
Downdoad bocation is 'fUsers/cesavila/Download s/ 202 3-04-27_21-59-30/".

127.0.0.1: 3 files (796,97 Kbytes) downloaded,
Callection completed: 3 files (796.97 Kbytes) downloaded successfully fram 1 nodes.

-

Status Details:

Thu Apr 27 21:59:34 CDT 2023 127.0.0.1; gening list of files to download,
Thu Apr 27 21:59:40 COT 2023 127.0.0.1; geting list of files swoeessful,

3 files (F96.97 Kbytes) will be downloaded.

Thu Apr 27 21:59:40 COT 2023 Downloading “S50L001_100_000110.ta.gz” from "127.0.0.1' to
"fUsers/cesavila /Downloads (2023 -04-27_21-59-30/127.0.0,1 fem/trace fccm/sdl,

Thu Apr 27 21:59:42 CDT 2023 Download of 'SOLO01_100_000110.x.g92' from '127.0.0.1" succeeded.
Thu spr 27 21:59:42 COT 2023 Downloading "S00L001_100_000111.mt.gz” from "127.0.0.1' 1o
'fUsers/cesavila [Downloads (2023 -04-27_21-59-30/127.0.0.1fcm/trace foom//sdl.

Thu Apr 27 21:59:44 COT 2023 Download of 'SDLOO1_100_00011 1.9z’ from "127.0.0.1" succeeded.
Thu Apr 27 21:59:44 CDT 2023 Downloading "SDLOD1_100_000112,wt.gze” from "127.0.0.1° 1o
'fUsers/cesavila [ Download s (2023 -04-27_21-59-30/127.0.0.1 fem/rrace /oo sdll,

Thu Apr 27 21:59:46 CDT 2023 Download of 'SOLO01_100_000112 mxr.gzo' from "127.0.0.1° succeaded.
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identity -esavi isco.com
service_id ckt7-twéc-uale
device_name cucmsiteb

method POST

uEl flegeollectionservice2/services/LogCollectionPortTypeService

status_code 208 0K

content
X¥16hnblixe

S BABREFIERFUENAPCH#E TR RBESR,

<tfroot>

>>> content = r.content



>>> with open(' SDL0O02_100_000819.txt.gz', 'wb') as file:
file.wite(content)
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