il B B Al — B EEEE(CUCM) L HISSOL ¥ &
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M {E % E /- AD FS
[E] FE o 44 7R BB B £ 5K
CLIFIGUI B # SSOAREET

HHEEE
&
RNEMBCUCMARISSOThEE, EE. MEHRRER, ROIBFITMERUERAEER,

AR

BREERRREE — 2 A (SSO)ME :



- ZEEEHRRFES(SAVL) -AREE A EAXRE HBREFNREERNRBREE

- BRIFRMHE(SP) - SPREAERBNER. EAXES , BRKE—BAEERCUCM)ZRESE

- PRREHEE(P) - IPRRBEAERBRENER. SORITYSPELER , RULBBALUR
BB~ EREER/ERE, IPHEFRERETEORER  SER—EEHS , KEEX
IEFR , YEFIREEMDESP

- BS- IIPERYBREBEAEREENERBEHRRENES. LESHENEOSPRHARE
EREEAENEA

- BE-ERARNTERCEBESAMLBEREN SRS E, ERR-—BAERERAHTTP

- BERR-ARBRREXBAFNSAMUEERR (KBS, HE. B ) NEERNRTES
o AIEINERN B BIERRAISingle Sign-OnELERER , BAIERCUCMERMN G E

- BREMN-ERHDCBARMNEEENE. TEIENSAMLERE, XSG (HIMIdPH
SP). XENPABEE, HEBEF , URARBFENZERIOENBREAFEN

o

BRA T

- BRHE—BAEEE(CUCM) 12.5.1.14900-63
* Microsoft Windows Server 2016
- Active DirectoryBi& & 1752 3% IR ¥ (AD FS) 4.0

ANFHEARBBBEERETRREANEENEL. XPEAZNAMBERERREAR ( HER
) BVAAREREAE), MRENEREET , FRACEBEMESAURERNTE,

BERE

SSOMEBEMRECAENEESHAFBSAINSHEREA K MEFTUIBAEALITEBNSOR
Fo RUASSOBLLT #{ELFE

- HRERAEFTREHUTRER LNHERSHERBARE , RItARALEED.

- ERENRERIEERARANRREOIE=ZRR. SEIIPPHNRBRUE EEIL —E
FER , RFFIdPRRSPHEREETH D BRE,

- ERANBEUREEIIP. RBEREEREAEZBEENRIEET . SSOtLERBEMINE
BFEEIIPERHREHEE cHERENBEAS

- THURLEABRBREXRMAERBENER , femEERE,

FEE

HEESSOHREZFFREEENER , EMEBmetadatatE RESPHIdPZ B R#, SPEBRERER
BERBRHEEENNERS , AR - LHMEREHR , MBS BRRBERSIENHTTP
POST/REDIRECTE /M, IIPERFRERNERTEHBEUR —LEHRIIPHENEMET . BHLEAR
SPRFRERBAIP , WiEIIPERRERBASPLEYEEE, BE L , SPERIPPEENEEHE
VBB RETHEZMMNE |, IIPRIFEASPEENESHAERNEMAES (EE ) ETHRLMM
#o

N orE o mESPrMEEERRETER , Bl FHE/TLREEF A (FQDN)HE B/ MERE
( Tomcat=iITLRecovery ) , EEBEMEHEITH. HSPTHINRFZERNERLKEEAT



NP, MEEBIPHEEERRESY | BRIP T RGNS RE R W BHETSSOR
B, METMEHSP LW AN, MRETREONERRERRES — ARE LEHUR
B IRPEHERE, PRENEFEI-BHEEAENE  fiBEREHERSSON
ENERSE  AHSEAREEE,

===
AX XE
8B B &
BESSORANRENTEM® :
Service Provider ldentity Provider
sp.example.com idp.example.org
Resource
Assertion Single
ﬁl;cesks Consumer Sign-On
e Semice Service
Access [Redrect wilh GET using | Chafll!:le;nge
: =puthrRequest i
resource | | <A uthnRequest= credertials
: _ Signed
FOST signed =Responses User
Supply <Response= iy HTML form login

0 o ®
‘ T . |
\ (-UEE'I’IJI’U.-&LHE’HIEIFI j/
Browser l:\\ lUser or UA action /j
N 2

N B ERrHBRTRENATENIESEETRN. BRE , SPRCUCM , IIPRE=HER

La|
iARE

*CUCMAEE , SSOBLEIFE L, ECUCM 115K ER/RAH , KA LLEESHEENSEH



SSO,

« ECUCM 1.5 | SR EESSOEREMAETH LRE L MRSFtomcatEE , RAREEEH
RE-—A#RENER (LERERTEXERY , ALBEAHFHLAEETHENtomcatEE
) o

« ECUCM 120K ESMAH , A LLEEUse system generated self-signed certificate AR &
BEESSO, IiEE M HITLRecoveryB & M IEtomcat :

S50 Mode

®' Cluster wide (One metadata file per cluster)

Per node (One metadata file per node)
certif

®' Use system generated self-signed certificate

Use Tomcat certificate
*Note:If S50 mode is Cluster Wide, Tomcat certificate must be multi-server CA signed certificate

- BEHSSORCUCM 1152 BINFEREE. EEESENEER  SEFTHBEECHRE
ERERFZEATIIP , RAHDH T —EE M IEEEOFEAEUNETSHERE.

o BEALAECUCM 11.5FBARTMTINSSO, FERRIBRT , ERBAR , H{IMRCisco Unified
CMEE>P¥5I8>ARTMTEASSO,

N B UTRBEI120M125L HEE  RAMBESSORR AEREE  TomcatEESERS
ARECAEERE I ACTE—ERBLUESF(BRRAID CSCvra9382).,

BRTELREE I , SSONHREEMEIIP L, BIFERENIIP , BESRAULESAERANTRE
o BENEGUSRERLERE RIIPHLER

+ Microsoft AD FSHL &5
{ OktaFE [ E{5F)

+ PingFederatefit i& 15

+ Microsoft AzureFl ESFE

5%E 2 D AR
BN EH

A THSSORBEETHIED , BHSSORMBEAFH. MEBIBGUISSOBFRAIRERE
o EMESSOHMMABIFRE Hdebug , FEECLIFIEITIL T : set samltrace level debug

N s HeeTELERGS  RUEEATASRSSORRNSESY LETZHS.

1% B R AR EAARR  ERBELRCUCMBENTER :


https://tools.cisco.com/bugsearch/bug/CSCvr49382
https://www.cisco.com/c/zh_tw/support/docs/unified-communications/unified-communications-manager-callmanager/211302-Configure-Single-Sign-On-using-CUCM-and.html
https://www.cisco.com/c/zh_tw/support/docs/unified-communications/unified-communications-manager-callmanager/211302-Configure-Single-Sign-On-using-CUCM-and.html
/content/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/okta/12_0_1/cucm_b_saml-sso-okta-identity-provider.html
/content/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/okta/12_0_1/cucm_b_saml-sso-okta-identity-provider.html
/content/en/us/td/docs/voice_ip_comm/uc_system/V10-5-1/config/CSR10-5-SAMLSSO-PingFederate-on-Windows-Configuration.html
/content/en/us/td/docs/voice_ip_comm/uc_system/V10-5-1/config/CSR10-5-SAMLSSO-PingFederate-on-Windows-Configuration.html
/content/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/Azure/cucm_b_saml-sso-microsoft-azure-idp.html
/content/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/Azure/cucm_b_saml-sso-microsoft-azure-idp.html

« Cisco SSOH3&
« Cisco TomcatH &

RZESSOMEERESESSORFHEREE NN , BEELERT , TomcatBF L EREEE,
35 5 Mt
RETACERZENHEBEN

CUCM ( BR¥s4RMH™ ) -

o FRA : 12.5.1.14900-11
* FQDN : 1cucm1251.sckiewer.lab

Windows Server 2016 ( {72 HER ) :

« Active DirectoryBt & & 13 58 3% B #53.0
« FQDN : WinServer2016.sckiewer.lab

CUCMH 5###

tomcat/logs/ssosp/log4dj/

%%%%% A user has attempted to access Cisco Unified CM Administration
2021-04-30 09:00:53,156 DEBUG [http-bio-443-exec-83] filter.SSOAuthAgentFilter - servlet path :/showHom
2021-04-30 09:00:53,157 DEBUG [http-bio-443-exec-83] filter.SSOAuthAgentFilter - recovery URL :/showRec

%%%%% You can see the SP and IdP EntityIDs here
2021-04-30 09:00:53,194 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: spEntityID is
2021-04-30 09:00:53,194 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: idpEntityID :

%%%%% The client is redirected to the SSO URL Tisted here
2021-04-30 09:00:53,196 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: SingleSignOnSe

%%%%% CUCM prints the AssertionConsumerService URL and you can see that CUCM uses an HTTP-POST

2021-04-30 09:00:53,196 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: AssertionConsu
2021-04-30 09:00:53,196 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: AssertionConsu
2021-04-30 09:00:53,196 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: AssertionConsu

%%%%% Here CUCM prints the AuthnRequest to the client. The client is redirected to the IdP with a 302 a
2021-04-30 09:00:53,199 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: AuthnRequest:<
ID="5s29fd87c888ef6a4bc8c48d7e7087a8aeb997dd76f" Version="2.0" Issuelnstant="2021-04-30T13:00:53Z" Desti
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">1cucml251.sckiewer.lab</saml:Issuer>
<samlp:NameIDPolicy xmIns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" Format="urn:oasis:names:tc:SAML:
</samlp:AuthnRequest>

%%%%% You can see that CUCM has received an encoded SAML response that is base64 encoded
2021-04-30 09:01:03,986 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - SAML Response

%%%%% Here is the encrypted SAML response from the client. You can see that the InResponseTo value matc
2021-04-30 09:01:04,005 DEBUG [http-bio-8443-exec-85] fappend.SamlLogger - SPACSUtils.getResponse: got
<samlp:StatusCode xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
Value="urn:oasis:names:tc:SAML:2.0:status:Success">

</samlp:StatusCode>



</samlp:Status><EncryptedAssertion xmlns="urn:oasis:names:tc:SAML:2.0:assertion"><xenc:EncryptedData xm

%%%%% Here you can see that the IdP uses a supported binding type
2021-04-30 09:01:04,010 DEBUG [http-bio-8443-exec-85] fappend.SamlLogger - SAML2UtiTs.verifyResponse:bi

%%%%% The decrypted assertion is printed here. You see that a lot of important information covered Tate
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - <Assertion xml

%%%%% CUCM Tooks at its current time and makes sure that it is within the validity timeframe of the ass
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - Time Valid?:tr
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - SAML Authentic
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - Attributes: {u

%%%%% CUCM prints the username here

2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - userid 1is ::ad
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - Realy state s
2021-04-30 09:01:04,091 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - http request c

%%%%% The client is redirected to the resource it initially tried to access

2021-04-30 09:01:04,283 INFO [http-bio-8443-exec-85] servlet.RelayToOriginalAppServilet - relayUrl ::/cc
2021-04-30 09:01:04,284 INFO [http-bio-8443-exec-85] servlet.RelayToOriginalAppServlet - redirecting to

EARBSAMLERFE S
SAMLEES

BEESAMLE RN 2 MEHA

AuthnRequest:<samlp:AuthnRequest xmIns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"

%%%%% The ID from the request is returned in the assertion generated by the IdP. This allows CUCM to c
%%%%% This 1og snippet was taken from CUCM 12.5, so you use the AssertionConsumerServicelndex rather th
ID="s529fd87c888ef6adbc8c48d7e7087a8aeb997dd76f" Version="2.0" Issuelnstant="2021-04-30T13:00:53Z" Desti
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">1cucml251.sckiewer.lab</saml:Issuer>

%%%%% The NameID Format must be transient.
%%%%% The SP Name Qualifier allows us to see which node generated the request.

<samlp:NameIDPolicy xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol”™ Format="urn:oasis:names:tc:SAML:
</samlp:AuthnRequest>

=

BHASAMLEERN 2T ME

illll

<#froot>

<Assertion xmlns="urn:oasis:names:tc:SAML:2.0:assertion" ID="_23d2b89f-7e75-4dc8-b154-def8767a391c" Iss

%%%%% You can see that the issuer of the assertion was my Windows server
<Issuer>http://WinServer2016.sckiewer.lab/adfs/services/trust</Issuer>



<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#_23d2b89f-7e75-4dc8-b154-def8767a391c">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xm1-exc-cl4n#"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>aYn1NK8NiHWHshYMggpeDsta2GyUKQI5MmRmx+gI374=</ds:DigestValue>
</ds:Reference>

</ds:SignedInfo>
<ds:SignatureValue>rvkc6QWoTCLDTy8/MoRCzGcuOFIr6PSu5BTQt3gp5ua7]/AQbbzWn7gWK6TzI+xcH2478M2Smm5mIVVINXnG
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>
<ds:X509Certificate>MIIC8DCCAdigAwIBAgIQQ2RhydxzTY1GQQ88eF3LWjANBgkahkiGOwOBAQsFADAOMTIWMAYDVQQDEY1BREZ
</ds:X509Data>

</KeyInfo>

</ds:Signature>

<Subject>

%%%%% The NameID Format is transient which is what CUCM expects
<NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient" NameQualifier="http://WinServer201
<SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">

%%%%% You have an InResponseTo value that matches our SAML request, so you can correlate a given assert
<SubjectConfirmationData InResponseTo="s29fd87c888ef6a4bc8c48d7e7087a8aeb997dd76f" NotOnOrAfter="2021-0
</SubjectConfirmation>

</Subject>

%%%%% You can see here that this assertion is only to be considered valid from 13:01:03:891-14:01:03:89

<Conditions NotBefore="2021-04-30T13:01:03.891Z" NotOnOrAfter="2021-04-30T14:01:03.8917">
<AudienceRestriction>

<Audience>1cucml251.sckiewer.lab</Audience>

</AudienceRestriction>

</Conditions>

%%%%% AttributeStatement is a required section that provides the ID of the user (admin in this case) an
<AttributeStatement>

<Attribute Name="uid">

<AttributeValue>admin</AttributeValue>

</Attribute>

</AttributeStatement>

<AuthnStatement AuthnInstant="2021-04-30T13:01:03.844Z" SessionIndex="_23d2b89f-7e75-4dc8-b154-def8767a
<AuthnContext>
<AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</AuthnContextCl
</AuthnContext>

</AuthnStatement>

</Assertion> XML Representation

BEBHCLIGT



« utils sso disable -f1RSSOFEER , AILMERTE

« utils sso status -F R EI R L SSOM E B ARAE

« utils sso recovery-url enable - A=A REURL

« utils sso recovery-url disable -F AR kB URL

- show samltrace level -EE/RSSO A 5K & 81 B 71k Bl

- set samltrace level -A ZERESSOAFHN AFEBIR. EMLAREARADEBUG , EXEMF
BB it HERR R,

#AssertionConsumerServiceURLE & A AssertionConsumerServicelndex
ECUCM 1.5/ 18 INEEEHESSORF , CUCMATBIESAMLEE R F B A AssertionConsumerService

(ACS) URL, #/& , CUCME& & AAssertionConsumerServicelndex, s8Z2BRBESAMLERHIT
RIBER -

CUCM 11.5.1 ZBIKI RS :

AssertionConsumerServiceURL="https://1cucml10]1.sckiewer.lab:443/ssosp/sam1/SSO/alias/Icucml1101.sckiewer

CUCM 1151 REShRZ :

AssertionConsumerServiceIndex="0"

E1MS5RESHAY , CUCMTERIIPERARRHPHACSESI# , LUEELREBRER LENRRER
EBRPEHACS URL, ILCUCMERERER BRI T ERS|0HBIBIRY ( M AEARESHY ) POST
URL :

<md:AssertionConsumerService index="0" Location="https://cucml4.sckiewer.lab:8443/ssosp/sam1/SS0/alias/

REBRFETUERTE , Y AIIPABFEHAACSESIEMARACS URL, BREFFMEN ,
2/ BREEID CSCvc56596,

wREE
mAS R RRE RN BT

fECUCM 12.x7 , BRI —1FERREB MK HIIMERKWebERAFEHASSO, MREMASSOKE
AERELERARER KR HIE403865 , AIMERHRCUCMEARFEFEAEID, HBREER

MERAELERABEARSIACMERE, TTREEMNBEEANKIRERER, it , CUCME AR
FAEERKBIIPEHBRBHMEREID , HIttCUCMIRE403 Forbidden, ZXSZEEAMA 43 204A 438 B #Y

3


https://e07r7m-cucpub2.gsa.gov/ssosp/saml/SSO/alias/e07r7m-cucpub2.gsa.gov%22
https://tools.cisco.com/bugsearch/bug/CSCvc56596
https://www.cisco.com/c/zh_tw/support/docs/unified-communications/unified-communications-manager-callmanager/213517-configure-sso-for-os-admin-and-drs-in-cu.html

EAERMERED , LEFERARXAKIEASSO,

NTP# &

SSOHRFEHER , RAIMPER "ARUREHHEE. MMIES. ERFHEARERENRAIHH
B , BRI ESSORFHEA LIS :

2

2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - Time Valid?:tr
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - SAML Authentic

MRAESSOHFEHEBTime Valid ? : false , FHESEEM "Conditions, #0 , ABE L ESZ
EERAENNEEER -

<Conditions NotBefore="2021-04-30T13:01:03.891Z" NotOnOrAfter="2021-04-30T14:01:03.8917">
<AudienceRestriction>

<Audience>1lcucml251.sckiewer.Tab</Audience>

</AudienceRestriction>

</Conditions>

BN EHEERAX B BRPEINHESFTRE2021F4HA308113:01:03:8917%(14:01:03:8917 2 &
B, EHESES , 2ECUCMKEILESHNEELBRECREEMSNARYR, MR
CUCMREHENREEHENY , ERRHENRE, #ARCUCMMIIPERE L ZIE—NTPHE RS
, RASSOFEED K NE.

EUH B HERR

EUSEZHESHW O, XREEBattributeFFEANEE., B —BAERERIIPIREBMES
, BERMRIIPTEEBMET. EAS2E | E2 —EE MM AttributeStatement :

<AttributeStatement>

<Attribute Name="uid">
<AttributeValue>admin</AttributeValue>
</Attribute>

</AttributeStatement>

MREEFZREIIPHES , EERTBMED , FHEIIPEREBHHEN —EE£THXENER , HUE
HiMEEQ, LEERIPTE , ERLESSD , LEAPTEENEALERBFERFEEINS
0 /\EAttnbute Namei%E Auid , HAttnbuteVaIueEﬁCUCMﬁﬂEﬂFE’EIEEEFH_H‘EE’JEFH%EEE
, BARER Y,

MEEEBEFE-ADFS



It B E4S E R Microsoft AD FS, EAD FSEMZZEBENEEIHR , Windows Serverié B B 4 BT
BE A EBRZEFSEZBEH., B4 SEENE  ADFSERERNTEMEREEFS, FIHERE
BEREHETSSORIG R A se® & EIRV #5528 B AError while processing SAML response,

N EE  BESAVMLEER S AR E AR , Bt , MREEDNER , FIBREER
jﬁ&ﬂ’gﬁ:ﬂ%o %ﬁ%ﬁﬁggﬁ%E’QSSOHiﬁo

MREDMHER , FRRSSORFAEHINATAR :

2018-12-26 13:49:59,581 ERROR [http-bio-443-exec-45] authentication.SAMLAuthenticator - Error while pro
com.sun.identity.saml2.common.SAML2Exception: The signing certificate does not match what's defined 1in

BERRTEATCUCMMIPRREREE —EHERE , AR FHUSAMLBF ERAWIIPT
Pehl, LLIRRREEHAMNAD FSEAMEREAREEMRE, ERKBENSIHE  ADFSEEHE
EHBE. LLEARAD FSTHEHHMNERRENER  RETCRF—EAXENMNBEE , AHHEA
FCUCM, EftIdPtEEREENNHEERE  AUTREAFHEN TRE , ERARRAKETEN
HERNFRREBEREAZICUCM,

MRBET LIRFEER

- WMRFEAADFS , F2EERIFEID CSCuj66703
- MREFRFEAADFS , FBERIPHREFRMEZRERERIASHEACUCM

[E] FE 7 1Y AR RERS S 3

ERMEMAD FSEERF RAVEER

Invalid Status code in Response. This may be caused by a configuration error in the IDP. Please check t

HEFABRBRT , ERAD FSIRBRAUNBEE, BASRAURMLIEEAF | BNENER
ID, REMRARGCEARE EFIAD FSH, BEEERT  EREREFEH R ERER/BL A6
BB R LR AT R A& R FE R

EHHRANS —EE REERIdPESP FQRDNH X/NB & R E BER T Mentity DR TE, BE
Windows Server FNEH@R85 HEE  UEERERENWERE,
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[TPor LR, gt oo oot b 2 Pl Pty Bl pomae] ol B sl
Mageruioe Hwore N ke st

e delai
i o A0 . et e e s o prntis W st o i s b,

BaEBESREE , 55RMNamelDA1cucm1251.sckiewer.lab , T EEAINamelD A
1CUCM1251.sckiewer.lab, 7EE 4% Bl 5EEActual NamelDE | 55RAINamelD % BB SP# 5%
BRERFPWentityDIEEL, ZEEEIELEE  REEFEHASPH/NEFQDNREHREEHR A,

CLIFIGUIZ BRI SSOMEER ITHEL
ERLEERT | utils sso statusFIGUIRT ABE REBSSORAEREANTEENR,. HBRLEE
NWEEESEREAMEHRMASSO, ERABREY , EHEZNERNCIASEN , ALERF

BEMMAELERRTAEN, EASHEBAT , BUUABRAZIGUEFHANERBMAMTEH
BEE , B2 , EREEEBMEURLEEGE R MMAMREEN , e FEITHER

T
CISCO

HTTP Status 404 7 /ccmadmin/localauthlogin

type: Status Report
Message: /ccmadmin/localauthlogin

Description: hitp 404

BA L REBEGUIABRIREURLES 2IR1E | EW L ECLIA utils sso status#i H



admin:utils sso status

SSO Status: SAML SSO Enabled

IdP Metadata Imported Date = Fri Apr 09 09:09:00 EDT 2021

SP Metadata Exported Date = Fri Apr 02 15:00:42 EDT 2021

SSO Test Result Date = Fri Apr 09 09:10:39 EDT 2021

SAML SSO Test Status = passed

Recovery URL Status = enabled

Entity ID = http://WinServer2016.sckiewer.lab/adfs/services/trust

BE A REEEHRRE. EARMG , BUNEIERESER TSSO (
1cucm1251.sckiewer.lab#Jtkssomodefd ) :

Afl

B2

m
\)ft
§EII]1

admin:run sql select pkid,name,tkssomode from processnode

pkid name tkssomode
00000000-1111-0000-0000-000000000000 EnterpriseWideData 0
04bff76f-ba8c-456e-8e8f-5708ce321c20 lcucml251.sckiewer.Tab 0

admin:run sql select * from typessomode
enum name moniker

0 Disable SSO_MODE_DISABLE
1 Agent Flow SSO_MODE_AGENT_FLOW
2 SAML SSO_MODE_SAML

EEMBENMEE , SEREHYRE L VtkssomodeB{AI5R[E2 , LIELREEHIZBERURLEA

admin:run sql update processnode set tkssomode='2' where name ='lcucml251.sckiewer.lab’

Rows: 1

admin:run sql select pkid,name,tkssomode from processnode

pkid name tkssomode
00000000-1111-0000-0000-000000000000 EnterpriseWideData 0
04bff76f-ba8c-456e-8e8f-5708ce321c20 lcucml251.sckiewer.Tab 2

s SBIERIR B URL I 48 & # 1T Disable > Re-enable of SSO , E B CUCMEH RGP WA S|
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