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LOAP_OPT_PROTOCOL_VERSION, 3);
% Error 0 = idap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap LDAP_OPT_SSL,(void*)&iv});
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P .com.
Retrieving base DSA information...
Getting 1 entries:
configurationNamingContext:

CN=Configuration,DC= ,DC=com;
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC= NC=com;
dnsHostName: WIN-H2Q74S1U3%P com,
domainControllerFunctionality: 6 = ( WIN2012R. );
domainFunctionality: 6 = { WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-

H2Q7451U39P,CN=Servers,CN=Default-First-Site-

Name, CN=5Sites, CN=Configuration, DC=

m,
forestFunctionality: 6 = ( WIN2012R2 ;
highestCommittedUSN: S00892;
isGlobalCatalogReady: TRUE;
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UPDATE_STATS ); 1.2.840.113556.1.4.2204 = ( N
TREE_DELETE_EX ); 1.2.840.113556.1.4.2206 = ( |
SEARCH_HINTS ); 1.2.840.113556.1.4.2211 = (
EXPECTED_ENTRY_COUNT ); 1.2.840.113556.1.4.2239 =

( POLICY_HINTS ); 1.2.840.113556.1.4.2255;

3269

supportedSASLMechanisms (4): GSSAPL GSS-SPNEGO;
EXTERNAL; DIGEST-MDS;

0x0 = Idap_unbind(id);
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id = idap_sslint("WIN-H2Q745S1U39P
Error 0 = ldap_set_option(hLdap,
LDAP_OPT_PROTOCOL_VERSION, 3);
Error 0 = ldap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap,LDAP_OPT_SSL, (void*)&lv);
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P
Retrieving base DSA information...
Getting 1 entries:

configurationNamingContext:
CN=Configuration,DC=network218 DC=com;
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC=network218,DC=com;
dnsHostName: WIN-H2Q7431U39P .
domainCaontrollerFunctlionality: 6 = ( WIN2012R2 );
domainFunctionalty: 6 = ( WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-
H2Q7451U39P,CN=Servers,CN=Default-First-Site-
Name,CN=Sites, CN=Configuration,DC=

forestFunctionality: 6 = ( WIN2012R2 );
hichestCommittedlISN° 500892
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@ Wwarning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

-Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat-trust v

Description(friendly name) |

Upload File No file selected.
]
Upload Close @ File Upload
@ % i dicates renn « v 4 » This PC » Desktop » LDAPS » cert w & Search cert
Organize = Mew folder -
B Desktop ol Name i Date modified Type Size

< LDAPS & ~CERTCA2012-CA.cer 3/27/2020 8:57 AM it b & L 2KB

N ToDo =] -%-qumluzgp- CAnet.. 3/ : Security Certificate 2KB
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5% upoad [T Close

- Status
® Success: Certificate Uploaded

@ Restart Cisco Tomcat Service using the CLI "utils service restart Cisco Tomcat”.
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EMRERENE Cisco Unified OS Administration o

About

»
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admin Search Documentation Logout

| 1f | @ File Upload
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| e » ThisPC » Desktop » LDAPS » cert
| rUpload
|
i Certifi  Organize ~ New folder
| Descrip [ Desktop Lyl Name Date modified
Upload
- LDAPS | -CERTCA2012-CA.cer 3/27/2020 8:57 AM
ToDo & IN-H2Q74S1U39P-CA.net...  3/27/2020 8:55 AM
Uploa 237000 856 AR
& Cisco 5 WiN-H2Q7451U39P com.cer 3/27/2020 8:56 AM
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$ B 4. B EICUCME # {a) R 23 Cisco Unified Serviceability > Tools > Control Center - Feature
Services , B Cisco DirSynclR =& EMAMEE ( MEFR ) , MRFEA T Cisco
CTIManagerfR# ( RER ) , FESEHE L EHRBZRE
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il Cisco Unified Serviceability QEREUERY Cisco Unified Serviceability

CISCO  gor Cisco Unified Communications Solutions
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ontrol Center - Feature Services GERIEHIRULEN Service Activation I Go I

Start () Stop L:J Restart (@ Refresh Page

Status:
(DReady

Select Server

Server” | cycmpub218 com--CUCHM VoceVideo | Go

Performance and Monitoring Services

Service Name Status: Activation Status Start Time Up Time
Cisco Serviceability Reporter Started Activated Fri Nov 8 09:30:34 2019 146 days 00:27:49
Cisco CallManager SNMP Service Started Activated Fri Nov & 09:30:36 2019 146 days 00:27:47

Directory Services
Service Name Status: Activation Status Start Time Up Time
= Cisco DirSync Started Activated Wed Mar 25 12:17:13 2020 7 days 22:41:10
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rGroup Information

User Rank™* 1-Default User Rank

Access Controd Groups
Add to Access Control Group

Remove from Access Control Group

Feature Group Template | = None >

Apply mask to synced telephone numbers to create a new fine for inserbed users
Mask

Assign new line fram the pool list if one was not created based on a synced LDAP telephone number

Order DN Pool Start ON Pool End

-LDAP Server Inf ion
Host Mamé or IP Addréds for Server® LDAP Port” Use TLS
WIN-HZQT4S1UISR .com ||838

__Add Another Redundant LDAP Server

SEE  ERERT , ZELDAPRRE S HE B 10.5(2)SU2F19.1(2)SU3 FQDNAR AR %
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LEAP Configuration Hams® Bab-318
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LOAP Password®
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@ 3 records found

User  (1-30f3) Rows per Pagel 50 .|
Find User where | First name | beging with -~ Find | | Clear Filter 4 =

O User ID Maating Humbar Firat Hama Laat Name Dapartmant Dirgctony URE Usar Status Usar Rank

|| gsiagy 2183 Gwen Stacy gstacy @ ~Com Active Enabled LOAP Synchronized User 1

O hosborn 2182 Harry Gsborn hesborn@ Lam Active Enabled LDAP Synchronized User 1

(| RRArkeT 2181 Pater Parker pparkerd: . Active Enabled LDAP Synchronized User 1

$ B 4.8fnElccmuserE (https://<cucm pubBipittit>/ccmuser) BB E A EEARB K.
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My Phones

Phone Settings

Company Phones
These are the phones provided to you by your company. You may set personal preferences for these in Phone Settings
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Canfirm Password * [snsnne sesnns .
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