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æ€�ç§‘æ•´å�ˆé€šè¨Šç®¡ç�†å“¡•
X.509æ†‘è‰•
Windowsä¼ºæœ�å™¨•
Windows Active Directory(AD)•
Windows Internetè³‡è¨Šæœ�å‹™(IIS)•
NTï¼ˆæ–°æŠ€è¡“ï¼‰LANç®¡ç�†å“¡(NTLM)é©—è‰ •

æŽ¡ç”¨å…ƒä»¶

æœ¬æ–‡ä¸çš„è³‡è¨Šä¿‚æ ¹æ“šä»¥ä¸‹è»Ÿé«”å’Œç¡¬é«”ç‰ˆæœ¬ï¼š

CUCMç‰ˆæœ¬12.5.1.10000-22•
Windows Server 2012 R2•
IPé›»è©±CP-8865/éŸŒé«”ï¼šSIP 12-1-1SR1-4å’Œ12-5-1SR2ã€‚•



æœ¬æ–‡ä¸çš„è³‡è¨Šæ˜¯æ ¹æ“šç‰¹å®šå¯¦é©—å®¤ç’°å¢ƒå…§çš„è£�ç½®æ‰€å»ºç«‹ã€‚æ–‡ä¸ä½¿ç”¨åˆ°çš„æ‰€æœ‰è£�ç½®çš†å¾žå·²æ¸…é™¤ï¼ˆé �è¨ï¼‰çš„çµ„æ…‹ä¾†å•Ÿå‹•ã€‚å¦‚æžœæ‚¨çš„ç¶²è·¯é�‹ä½œä¸ï¼Œè«‹ç¢ºä¿�æ‚¨çžè§£ä»»ä½•æŒ‡ä»¤å�¯èƒ½é€ æˆ�çš„å½±éŸ¿ã€‚

èƒŒæ™¯è³‡è¨Š

 æœ¬æ–‡èªªæ˜Žè©²åŠŸèƒ½çš„è¨å®šå’Œç›¸é—œè³‡æº�ä»¥ä¾›å…¶ä»–ç ”ç©¶ä¹‹ç”¨ã€‚

é©—è‰ä¼ºæœ�å™¨æ™‚é–“å’Œæ—¥æœŸ

ç¢ºä¿�Windowsä¼ºæœ�å™¨é…�ç½®äº†æ£ç¢ºçš„æ—¥æœŸã€�æ™‚é–“å’Œæ™‚å�€ï¼Œå› ç‚ºå®ƒå½±éŸ¿ä¼ºæœ�å™¨çš„æ ¹CAï¼ˆè‰æ›¸é ’ç™¼æ©Ÿæ§‹ï¼‰è‰æ›¸å�Šå…¶é ’ç™¼çš„è‰æ›¸çš„æœ‰æ•ˆæ™‚é–“ã€‚

æ›´æ–°ä¼ºæœ�å™¨é›»è…¦å��ç¨±

é �è¨æƒ…æ³�ä¸‹ï¼Œä¼ºæœ�å™¨çš„é›»è…¦å��å…·æœ‰éš¨æ©Ÿå��ç¨±ï¼Œä¾‹å¦‚WIN-
730K65R6BSKã€‚å•Ÿç”¨ADåŸŸæœ�å‹™ä¹‹å‰�éœ€è¦�å�šçš„ç¬¬ä¸€ä»¶äº‹æ˜¯ï¼Œç¢ºä¿�åœ¨å®‰è£�çµ�æ�Ÿæ™‚ï¼Œå°‡ä¼ºæœ�å™¨çš„é›»è…¦å��æ›´æ–°ç‚ºæ‚¨å¸Œæœ›ä¼ºæœ�å™¨çš„ä¸»æ©Ÿå��å’Œæ ¹CAé ’ç™¼è€…å��ç¨±çš„å��ç¨±ï¼›å�¦å‰‡ï¼Œåœ¨å®‰è£�ADæœ�å‹™ä¹‹å¾Œï¼Œéœ€è¦�åŸ·è¡Œè¨±å¤šé¡�å¤–çš„æ¥é©Ÿä¾†æ›´æ”¹æ¤è¨å®šã€‚

å°Žèˆªåˆ°Local Serverï¼Œé�¸æ“‡Computer nameä»¥é–‹å•ŸSystem Properties•
é�¸æ“‡ChangeæŒ‰éˆ•ä¸¦é�µå…¥æ–°çš„é›»è…¦å��ç¨±ï¼š•

é‡�æ–°å•Ÿå‹•ä¼ºæœ�å™¨ä»¥æ‡‰ç”¨æ›´æ”¹•

è¨å®š

ADæœ�å‹™ã€�ä½¿ç”¨è€…å’Œè‰æ›¸æ¨¡æ�¿

å•Ÿç”¨å’Œé…�ç½®Active Directoryæœ�å‹™

åœ¨ä¼ºæœ�å™¨ç®¡ç�†å™¨ä¸é�¸æ“‡æ–°å¢žè§’è‰²å’ŒåŠŸèƒ½é�¸é …ï¼Œé�¸æ“‡åŸºæ–¼è§’è‰²æˆ–åŸºæ–¼åŠŸèƒ½çš„å®‰è£�ï¼Œç„¶å¾Œå¾žæ± ä¸é�¸æ“‡ä¼ºæœ�å™¨ï¼ˆæ± ä¸å¿…é ˆå�ªæœ‰ä¸€å€‹ï¼‰ï¼Œç„¶å¾Œé�¸æ“‡Active
DirectoryåŸŸæœ�å‹™ï¼š

•



ç¹¼çºŒé�¸æ“‡NextæŒ‰éˆ•ï¼Œç„¶å¾Œé�¸æ“‡Install•
å®‰è£�å®Œæˆ�å¾Œï¼Œé�¸æ“‡CloseæŒ‰éˆ••
ã€ŒServer Manager > AD 
DSã€�ä¸‹é�¢å°‡å‡ºç�¾ä¸€å€‹è¦å‘Šé �ç±¤ï¼Œæ¨™é¡Œæ˜¯ã€ŒConfiguration required 
for Active Directory Domain Servicesï¼ˆActive 
DirectoryåŸŸæœ�å‹™æ‰€éœ€çš„é…�ç½®ï¼‰ã€�ï¼›é�¸æ“‡ã€Œmoreã€�é€£çµ�ï¼Œç„¶å¾Œé�¸æ“‡å�¯ç”¨æ“�ä½œä»¥å•Ÿå‹•å®‰è£�åš®å°Žï¼š

•

æŒ‰ç…§åŸŸè¨å®šåš®å°Žä¸çš„æ��ç¤ºæ“�ä½œï¼Œæ–°å¢žä¸€å€‹å…·æœ‰æ‰€éœ€æ ¹åŸŸå��çš„æž—(æœ¬å¯¦é©—ä½¿ç”¨michamen.com),ä¸¦åœ¨å�¯ç”¨æ™‚å�–æ¶ˆé�¸ä¸DNSæ¡†ï¼Œå®šç¾©DSRMå¯†ç¢¼(æœ¬å¯¦é©—ä½¿ç”¨C1sc0123! 
C1sc0123!):

•



éœ€è¦�æŒ‡å®šNetBIOSåŸŸå��(æœ¬å¯¦é©—ä¸ä½¿ç”¨äº†MICHAMEN1)ã€‚•
æŒ‰ç…§åš®å°Žå®Œæˆ�æ“�ä½œã€‚ç„¶å¾Œä¼ºæœ�å™¨é‡�æ–°å•Ÿå‹•ä»¥å®Œæˆ�å®‰è£�ã€‚•
ä¸‹æ¬¡ç™»å…¥æ™‚éœ€è¦�æŒ‡å®šæ–°åŸŸå��ã€‚ ä¾‹å¦‚MICHAMEN1\Administratorã€‚•

å•Ÿç”¨å’Œé…�ç½®è‰æ›¸æœ�å‹™

åœ¨ã€Œä¼ºæœ�å™¨ç®¡ç�†å™¨ã€�ä¸ï¼Œé�¸æ“‡ã€Œæ–°å¢žè§’è‰²å’ŒåŠŸèƒ½ã€�•
é�¸æ“‡Active 
Directoryè‰æ›¸æœ�å‹™ï¼Œç„¶å¾ŒæŒ‰ç…§æ��ç¤ºæ–°å¢žæ‰€éœ€åŠŸèƒ½ï¼ˆæ‰€æœ‰å�¯ç”¨åŠŸèƒ½å�‡å¾žç‚ºæ¤å¯¦é©—å•Ÿç”¨çš„è§’è‰²æœ�å‹™ä¸é�¸æ“‡ï¼‰

•

å°�æ–¼è§’è‰²æœ�å‹™ï¼Œè«‹æª¢æŸ¥è‰æ›¸é ’ç™¼æ©Ÿæ§‹Webè¨»å†Š•



åœ¨Server Manager >AD DSä¸‹å¿…é ˆå‡ºç�¾ä¸€å€‹è¦å‘Šé �ç±¤ï¼Œæ¨™é¡Œç‚ºActive 
Directoryè‰æ›¸æœ�å‹™æ‰€éœ€çš„é…�ç½®ï¼›é�¸æ“‡moreé€£çµ�ï¼Œç„¶å¾Œé�¸æ“‡å�¯ç”¨æ“�ä½œï¼š

•

åœ¨AD-CSå®‰è£�å¾Œé…�ç½®åš®å°Žä¸ï¼Œå°Žèˆªåˆ°ä»¥ä¸‹æ¥é©Ÿï¼š •
é�¸æ“‡è‰æ›¸é ’ç™¼æ©Ÿæ§‹å’Œè‰æ›¸é ’ç™¼æ©Ÿæ§‹Webè¨»å†Šè§’è‰²•
é�¸æ“‡å…·æœ‰ä¸‹åˆ—é�¸é …çš„ä¼�æ¥CA:•
æ ¹CA•
å»ºç«‹æ–°çš„ç§�é‘°•
ä½¿ç”¨ç§�é‘° â€” SHA1å’Œé �è¨è¨å®š•
ç‚ºCAè¨å®šå…¬ç”¨å��ç¨±ï¼ˆå¿…é ˆèˆ‡ä¼ºæœ�å™¨çš„ä¸»æ©Ÿå��åŒ¹é…�ï¼‰ï¼š•

å°‡æœ‰æ•ˆæœŸè¨å®šç‚º5å¹´ï¼ˆå¦‚æžœéœ€è¦�ï¼Œé‚„å�¯ä»¥è¨å®šæ›´å¤šï¼‰•
é€šé�Žåš®å°Žçš„å…¶é¤˜éƒ¨åˆ†é�¸æ“‡ä¸‹ä¸€æ¥æŒ‰éˆ••



ç‚ºCiscoRAå»ºç«‹è‰æ›¸æ¨¡æ�¿

é–‹å•ŸMMCã€‚é�¸æ“‡Windowsé–‹å§‹å¾½æ¨™ï¼Œç„¶å¾Œåœ¨ã€Œé�‹è¡Œã€�ä¸é�µå…¥mmc•
é–‹å•ŸMMCè¦–çª—ä¸¦æ–°å¢žä»¥ä¸‹ç®¡ç�†å–®å…ƒï¼ˆç”¨æ–¼é…�ç½®çš„ä¸�å�Œé»žï¼‰ï¼Œç„¶å¾Œé�¸æ“‡ç¢ºå®š:•

é�¸æ“‡File > Saveï¼Œä¸¦å°‡æ¤æŽ§åˆ¶æª¯æœƒè©±å„²å˜åˆ°æ¡ˆé ä»¥å¿«é€Ÿé‡�æ–°è¨ªå•�•
å¾žç®¡ç�†å–®å…ƒä¸ï¼Œé�¸æ“‡Certificate Templates•
å»ºç«‹æˆ–å…‹éš†æ¨¡æ�¿(æœ€å¥½æ˜¯ã€Œæ ¹è‰æ›¸é ’ç™¼æ©Ÿæ§‹ã€�æ¨¡æ�¿ï¼Œä¸¦å°‡å…¶å‘½å��ç‚ºCiscoRA•

ä¿®æ”¹æ¨¡æ�¿ã€‚æŒ‰ä¸€ä¸‹å�³é�µè©²å±¬æ€§ä¸¦é�¸æ“‡å±¬æ€§•
é�¸æ“‡Generalé �ç±¤ï¼Œå°‡æœ‰æ•ˆæœŸè¨å®šç‚º20å¹´ï¼ˆå¦‚æžœéœ€è¦�ï¼Œä¹Ÿå�¯ä»¥è¨å®šå…¶ä»–å€¼ï¼‰ã€‚åœ¨æ¤é �ç±¤ä¸ï¼Œç¢ºä¿�æ¨¡æ�¿çš„ã€Œé¡¯ç¤ºå��ç¨±ã€�å’Œã€Œå��ç¨±ã€�å€¼åŒ¹é…�•



é�¸æ“‡Extensionsé �ç±¤ï¼Œçª�å‡ºé¡¯ç¤ºApplication Policiesï¼Œç„¶å¾Œé�¸æ“‡Edit•

åˆªé™¤åœ¨å‡ºç�¾çš„è¦–çª—ä¸é¡¯ç¤ºçš„æ‰€æœ‰ç–ç•¥•
é�¸æ“‡ã€ŒSubject Nameã€�é�¸é …å�¡ï¼Œç„¶å¾Œé�¸æ“‡ã€ŒSupply in 
Requestã€�å–®é�¸æŒ‰éˆ•

•

é�¸æ“‡Securityé �ç±¤ä¸¦æŽˆäºˆé¡¯ç¤ºçš„æ‰€æœ‰çµ„/ä½¿ç”¨è€…å��ç¨±çš„æ‰€æœ‰è¨±å�¯æ¬Š•



ä½¿è‰æ›¸æ¨¡æ�¿å�¯ä¾›é ’ç™¼

åœ¨MMCç®¡ç�†å–®å…ƒä¸é�¸æ“‡è‰æ›¸é ’ç™¼æ©Ÿæ§‹ï¼Œç„¶å¾Œå±•é–‹è³‡æ–™å¤¾æ¨¹ä»¥æ‰¾åˆ°ã€Œè‰æ›¸æ¨¡æ�¿ã€�æª”æ¡ˆå¤¾•
åœ¨åŒ…å�«ã€Œå��ç¨±ã€�å’Œã€Œç›®æ¨™ç”¨é€”ã€�çš„æ¡†æž¶ä¸çš„ç©ºç™½è™•æŒ‰ä¸€ä¸‹å�³é�µ•
é�¸æ“‡Newå’ŒCertificate Template to Issue•
é�¸æ“‡æ–°å»ºç«‹å’Œç·¨è¼¯çš„CiscoRAæ¨¡æ�¿•

Active Directory CiscoRAå¸³æˆ¶å»ºç«‹

å°Žèˆªåˆ°MMCç®¡ç�†å–®å…ƒï¼Œç„¶å¾Œé�¸æ“‡Active Directoryä½¿ç”¨è€…å’Œé›»è…¦•
åœ¨æœ€å·¦çª—æ ¼ä¸çš„æ¨¹ä¸é�¸æ“‡Usersè³‡æ–™å¤¾•
åœ¨åŒ…å�«ã€Œå��ç¨±ã€�ã€�ã€Œåž‹åˆ¥ã€�å’Œã€Œèªªæ˜Žã€�çš„æ¡†æž¶ä¸çš„ç©ºç™½è™•æŒ‰ä¸€ä¸‹å�³é�µ•
é�¸æ“‡Newå’ŒUser•
ä½¿ç”¨ä½¿ç”¨è€…å��ç¨±/å¯†ç¢¼(ciscora/Cisco123ç”¨æ–¼æœ¬å¯¦é©—)å»ºç«‹CiscoRAå¸³æˆ¶ï¼Œä¸¦åœ¨é¡¯ç¤ºæ™‚é�¸ä¸Password
never expiresè¦ˆå�–æ–¹å¡Š

•



IIS èº«ä»½é©—è‰å’ŒSSLç¹«çµ�é…�ç½®

å•Ÿç”¨ NTLM é©—è‰  

å°Žèˆªåˆ°MMCç®¡ç�†å–®å…ƒï¼Œç„¶å¾Œåœ¨Internetè³‡è¨Šæœ�å‹™(IIS)ç®¡ç�†å™¨ç®¡ç�†å–®å…ƒä¸‹é�¸æ“‡ä¼ºæœ�å™¨çš„å��ç¨±•
åŠŸèƒ½æ¸…å–®é¡¯ç¤ºåœ¨ä¸‹ä¸€å¹€ä¸ã€‚æŒ‰å…©ä¸‹AuthenticationåŠŸèƒ½åœ–ç¤º•

é�¸ä¸Windows 
Authenticationï¼Œç„¶å¾Œåœ¨ã€Œæ“�ä½œã€�æ¡†æž¶ï¼ˆå�³çª—æ ¼ï¼‰ä¸é�¸æ“‡Enableé�¸é …

•

æ“�ä½œçª—æ ¼é¡¯ç¤ºAdvanced 
Settingsé�¸é …ï¼›é�¸æ“‡è©²é�¸é …ä¸¦å�–æ¶ˆé�¸ä¸Enable Kernel-mode authentication

•

é�¸æ“‡Providersä¸¦æŽ’åº�NTMLï¼Œç„¶å¾Œå�”å•†ã€‚•



ç”Ÿæˆ�Webä¼ºæœ�å™¨çš„èº«ä»½è‰æ›¸

å¦‚æžœå°šæœªå‡ºç�¾é€™ç¨®æƒ…æ³�ï¼Œæ‚¨éœ€è¦�ç‚ºWebæœ�å‹™ç”Ÿæˆ�è‰æ›¸å’Œèº«ä»½è‰æ›¸ï¼Œè©²è‰æ›¸ç”±CAç°½å��ï¼Œå› ç‚ºWebä¼ºæœ�å™¨çš„è‰æ›¸æ˜¯è‡ªç°½å��çš„ï¼ŒCiscoRAç„¡æ³•é€£ç·šåˆ°è©²æœ�å‹™ï¼š

å¾žIISç®¡ç�†å–®å…ƒé�¸æ“‡Webä¼ºæœ�å™¨ï¼Œç„¶å¾ŒæŒ‰å…©ä¸‹Server 
Certificates(ä¼ºæœ�å™¨è‰æ›¸)åŠŸèƒ½åœ–ç¤ºï¼š

•

é �è¨æƒ…æ³�ä¸‹ï¼Œæ‚¨å�¯ä»¥çœ‹åˆ°æ¤è™•åˆ—å‡ºçš„ä¸€å€‹è‰æ›¸ï¼›å�³è‡ªç°½å��çš„æ ¹CAè‰æ›¸ï¼›å¾žæ“�ä½œé�¸å–®ä¸é�¸æ“‡å»ºç«‹åŸŸè‰æ›¸é�¸é …ã€‚åœ¨é…�ç½®åš®å°Žä¸è¼¸å…¥å€¼ï¼Œä»¥å»ºç«‹æ–°è‰æ›¸ã€‚ç¢ºä¿�å…¬ç”¨å��æ˜¯å�¯è§£æž�çš„FQDNï¼ˆå®Œå…¨é™�å®šåŸŸå��ï¼‰ï¼Œç„¶å¾Œé�¸æ“‡ä¸‹ä¸€æ¥:•



é�¸æ“‡æ‚¨çš„æ ¹CAçš„è‰æ›¸ä½œç‚ºé ’ç™¼è€…ï¼Œç„¶å¾Œé�¸æ“‡å®Œæˆ�:•

æ‚¨å�¯ä»¥å�Œæ™‚æª¢è¦–åˆ—å‡ºçš„CAè‰æ›¸å’ŒWebä¼ºæœ�å™¨çš„èº«ä»½è‰æ›¸ï¼š•

Webä¼ºæœ�å™¨SSLç¹«çµ�

åœ¨æ¨¹æª¢è¦–ä¸é�¸æ“‡ä¸€å€‹ç«™é»žï¼ˆæ‚¨å�¯ä»¥ä½¿ç”¨é �è¨ç¶²ç«™æˆ–ä½¿å…¶æ›´ç´°åŒ–åˆ°ç‰¹å®šç«™é»žï¼‰ï¼Œç„¶å¾Œå¾žã€Œæ“�ä½œã€�çª—æ ¼ä¸é�¸æ“‡ç¹«çµ�ã€‚æ¤æ™‚å°‡é¡¯ç¤ºç¹«çµ�ç·¨è¼¯å™¨ï¼Œå…�è¨±æ‚¨å»ºç«‹ã€�ç·¨è¼¯å’Œåˆªé™¤ç¶²ç«™çš„ç¹«çµ�ã€‚é�¸æ“‡Addä»¥å°‡æ–°çš„SSLç¹«çµ�æ–°å¢žåˆ°ç«™é»žã€‚•

æ–°ç¹«çµ�çš„é �è¨è¨å®šè¢«è¨å®šç‚ºåŸ 80ä¸Šçš„HTTPã€‚åœ¨Typeä¸‹æ‹‰é�¸å–®ä¸é�¸æ“‡httpsã€‚å¾žSSL
Certificateä¸‹æ‹‰é�¸å–®ä¸é�¸æ“‡åœ¨ä¸Šä¸€ç¯€ä¸å»ºç«‹çš„è‡ªç°½å��è‰æ›¸ï¼Œç„¶å¾Œé�¸æ“‡OKã€‚

•



ç�¾åœ¨ï¼Œæ‚¨çš„ç«™é»žä¸Šæœ‰ä¸€å€‹æ–°çš„SSLç¹«çµ�ï¼Œå‰©ä¸‹çš„å�ªæ˜¯å¾žé�¸å–®ä¸é�¸æ“‡Browse
*:443(https)é�¸é …ï¼Œç¢ºä¿�é �è¨çš„IISç¶²é �ä½¿ç”¨HTTPSï¼Œä»¥é©—è‰å…¶æ˜¯å�¦æœ‰æ•ˆï¼š

•

è«‹è¨˜å¾—åœ¨é…�ç½®æ›´æ”¹å¾Œé‡�æ–°å•Ÿå‹•IISæœ�å‹™ã€‚ä½¿ç”¨ã€Œæ“�ä½œã€�çª—æ ¼ä¸çš„é‡�æ–°å•Ÿå‹•é�¸é …ã€‚•

CUCMé…�ç½®



å°Žèˆªåˆ°AD CSç¶²é �(https://YOUR_SERVER_FQDN/certsrv/)ä¸¦ä¸‹è¼‰CAè‰æ›¸•

å¾žOS Administrationé �é�¢å°Žèˆªåˆ°Security > Certificate 
Managementï¼Œç„¶å¾Œé�¸æ“‡Upload Certificate/Certificate 
chainæŒ‰éˆ•ï¼Œä»¥ä¸Šå‚³CAè‰æ›¸ï¼Œä¸¦å°‡purposeè¨å®šç‚ºCAPF-trustã€‚

•

...æ¤æ™‚ï¼Œæœ€å¥½ä¸Šå‚³èˆ‡CallManager-
trustç›¸å�Œçš„CAè‰æ›¸ï¼Œå› ç‚ºéœ€è¦�ç‚ºç«¯é»žå•Ÿç”¨ï¼ˆæˆ–å°‡å•Ÿç”¨ï¼‰å®‰å…¨ä¿¡ä»¤åŠ å¯†ï¼›å¦‚æžœé›†ç¾¤è™•æ–¼æ··å�ˆæ¨¡å¼�ï¼Œå‰‡å�¯èƒ½éœ€è¦�æ¤è‰æ›¸ã€‚

å°Žè¦½è‡³System > Service Parametersã€‚åœ¨ä¼ºæœ�å™¨æ¬„ä½�ä¸é�¸æ“‡Unified CM 
Publisherä¼ºæœ�å™¨ï¼Œåœ¨ã€Œæœ�å‹™ã€�æ¬„ä½�ä¸é�¸æ“‡Cisco Certificate 
Authority ProxyåŠŸèƒ½

•
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