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aliwl,  Cisco Unified CM Administration PSR <1z Unifiec OM adminmsracon ¥ | Go

CI€0 ., Cisco Unified Communications Soluthens

Sysem +» ColRouting = Meda Rescurces «  Advanced Fealues = Deévice » LA v Bk A . Hilp =

Servioe Parameter Configuration L PR R Pavameters for All Servers * | Go

ad é’ Set 1 Detanst Q’ Advined

Select Server and Service -
Server® 10.106.125.174--CUCM Voice/Video (Active) v

Sorvice® - .
Service Cisco Extersnn Mobity

All paramoters aoply only to the current raCept parameters that are m the custer-wide groun(s

- Cisco Extension Mobility (Active) Parameters on server 100106, 125.174--CUCM Voice /Video (Active)

Parameter Name Farametes Yalae TaEygeated Value
r Clusterwide Parameters (Parameters that apply to all
-'."'r'il” 3 Allowe - Multiple Logns Not Aowed I
~ : Foe

There are hasden parameters in thes group. Ciick on Advanced button to see hudden parameters.

Save | Set to Default || Advanced

@ . indicates required itermn

@ **The Set-to-Default button restores all parameters that have been madified to thewr origmal default values. oie]
FEExtension mobility R BEEH , BAIEEILATEIE -
2019- 01- 26 10:55:59, 109 INFO [ Thread-68 ] ServiceParaneters R
Begin Service Paraneters ----------------
2019- 01- 26 10:55:59, 109 INFO [ Thread-68 ] ServiceParaneters - Max Duration
Enabl ed = fal se
2019- 01- 26 10:55:59, 109 INFO [ Thread-68 ] ServiceParaneters - Intra-duster
Max Login Duration String =0
2019- 01- 26 10:55:59, 109 INFO [ Thread-68 ] ServiceParaneters - Inter-cluster
Max Login Duration String = 10:00
2019- 01- 26 10:55:59, 109 INFO [ Thread-68 ] ServiceParaneters - Milti Login
Pol i cy = multi K
2019- 01- 26 10:55:59, 109 INFO [ Thread-68 ] ServiceParaneters - Max Concurrent
Sessi ons =15
2019- 01- 26 10:55:59, 109 INFO [ Thread-68 ] ServiceParaneters - Is I P Check
Enabl ed = fal se
2019- 01- 26 10:55:59, 110 INFO [ Thread-68 ] ServiceParaneters - Trusted I P List
2019- 01- 26 10:55:59, 110 INFO [ Thread-68 ] ServiceParaneters - EM Devi ce Cache
Si ze = 10000

2019- 01- 26 10:55:59, 110 INFO [ Thread-68 ] ServiceParaneters - Al ow Proxy



= fal se

2019-01- 26 10:55:59, 110 I NFO [Thread-68 ] ServiceParaneters - EMCC All ow

Pr oxy = true

2019-01- 26 10:55:59, 110 I NFO [ Thread-68 ] ServiceParaneters L
End Service Paraneters ----------------

RO2ZEEATREERTAFSERA

R# S| BT PR

alils,  Cisco Unified CM Administration

CICO 1y, Cisco Unifled Communications Solutions admin

System +=  CalRouting = Meda Resourdss =  Advanced Fealines = Deviee =  Application = Lser Management =  Bulk Aominsiration = Halp =

Service Parameter Conliguration LR FLEEER O Parameters for All Servers * | Go
Q save 5? Sal to Defaur Q Atvanced
[ Select Server and Service &
Server® 10.106.135.174--CUCHM Voice/iden [Active] v
Service® Cisco Extangson Mobibty {Actrea) w

All parameters apply only 1o the current server except parameters that are n the cluster-wide growp(s).

r Cisco Extension Mobility (Active) Parameters on server 10106125 174--CUCM Voloe /Wideo {Active)

Pargmater Name Paramater Ve Suggested Value
FClusterwide Parameters (Parameters that apply 1o all servers)
Endice [is-¢luster Maimye Login Time Fakse ¥ False
T 0 8:00
L el = Liza * Jo-00 jo-00
Multiple Login Behavior * Multiple Logins Not Allowed ¥ Multiple Logins Mot Alowed I
oA B s = Troe v o
Bemember the Losk User Logged In * Fale - Falun
Chiar Call Legs on [nge-Cluster EM * Fakse ¥ False
There ace hadden parameters in thes group. Chck on Advanced button to see hidden paramesers

Save | | Setto Default | | Advanced

@ *- indicates required item,

| @ **The Set-to-Defauk button restares all parameters that have been madified 1o thair origmal default valuee,

fEExtension mobilityfR# BEEH , BRI UFEILAT 5|

2019-01-24 22:12:15,916 INFO [Thread-68 ] ServiceParaneters T
Begin Service Paranmeters ----------------

2019-01-24 22:12:15,916 INFO [Thread-68 ] ServiceParaneters - Max Duration
Enabl ed = fal se
2019-01-24 22:12:15,916 INFO [Thread-68 ] ServiceParaneters - Intra-Custer

Max Login Duration String =0

2019-01-24 22:12:15,916 INFO [Thread-68 ] ServiceParaneters Inter-cluster

Max Login Duration String = 10:00

2019-01-24 22:12:15,916 INFO [Thread-68 ] ServiceParaneters - Multi Login

Pol i cy = nolLogi n

2019-01-24 22:12:15,916 INFO [Thread-68 ] ServiceParaneters - Max Concurrent
Sessi ons =15

2019-01-24 22:12:15,916 INFO [Thread-68 ] ServiceParaneters - I's I P Check
Enabl ed = fal se

2019-01-24 22:12:15,916 INFO [Thread-68 ] ServiceParaneters - Trusted IP List
2019-01-24 22:12:15,916 INFO [Thread-68 ] ServiceParaneters - EM Devi ce Cache

Si ze = 10000



2019- 01- 24 22:12:15,917 INFO [ Thread-68 ] ServiceParaneters - Al ow Proxy
= fal se

2019- 01- 24 22:12:15,917 INFO [ Thread-68 ] ServiceParaneters - EMCC Al | ow

Pr oxy = true

2019- 01- 24 22:12:15,917 INFO [ Thread-68 ] ServiceParaneters R
End Service Paraneters ----------------

SFERINENFRAT -

2019-01- 26 10:54: 45,661 ERROR [ htt p-bi 0- 8443-exec-19] EMservi ceServl et - 110:

Logi nService: Dev: test2- Error# 25-com cisco.enservice. M/Exception: Policy Violation:
com ci sco. enservi ce. Pol i cyVal i dat or Exception: Not allowed to log into nultiple devices

2019-01- 26 10:54: 45,661 | NFO [http-bio-8443-exec-19] EMbserviceServl et - 110: Request
succeeded returni ng<response>

<failure>

<error code="25">Policy Violation: comcisco.enservice. PolicyValidatorException: Not allowed to
log into nmultiple devices.

</error>
</failure>

</ response>

HER L FEREER.
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aliln  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System » CallRouing *  MedaResgurces »  Advanced Features =  Device v  Application = User fianagement »  Buk Admnstation *  Help =
Service Parameter Configuration

u; Save Gﬁkllnmfm Qm

r Select Server and Service

LEBIEL LT Parameters for All Servers «

T4--CUCM VoiceVideo [Active) il

ety {Actoe) ol

All parameters apply only to the carrent senver except parameters that ane in the duster-wide growsp(s).

Cisen Fxtension Mobility (Active) Parametars on server 10,106,125, 1 74--CUCH Vaice/Viden [Adctive )

Parammutar Hama Bararnatr vahie Suggercted Walis

Clhistarwide Parameters (Paramators that apply to all servars)

Multiple Login Bebavior *

Aute Logout b
TR True e
Berrembier the Last User Logoed In * Fale v
Chear Call Legs on Intra-Cluster EM * False w

There are hidden parameters in thes group. Click on Advanced button to see hidden parameters.

Save | | 5ot to Daleull || Advanced

@ *- inditates required item

@ * *The Sct-to-Defaulk button restores sl parameters that hewe been medified to their original default walues,




F£Extension mobility [R# BFEH , BRI A HRA5IH -

2019-01-26 10:57: 30,641 | NFO

Begi n Service Paraneters

2019-01-26 10:57: 30,641 | NFO

Enabl ed

2019-01-26 10:57: 30,641 | NFO

Max Login Duration String

2019-01-26 10:57: 30, 641 | NFO
Max Login Duration String =

2019-01-26 10:57: 30,641 | NFO

Pol i cy

2019-01- 26
Sessi ons

2019-01- 26
Enabl ed

2019-01- 26

2019-01- 26
Si ze

2019-01- 26
= fal se

2019-01- 26
Pr oxy

10:

10:

10:

10:

10:

10:

57:

57:

57:

57:

57:

57:

30, 641

30, 641

30, 641

30, 641

30, 641

30, 641

2019-01-26 10:57: 30, 641
End Service Paraneters

EMCC B2 47
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2019-01- 26 13:45: 36, 635
ht t p¥8A%2F%2F10. 106. 125

3Dt rue

2019-01-26 13:45: 36, 637
2019-01-26 13:45: 36, 637
to connection | P=10. 106
2019-01-26 13:45: 36, 637

processEnccRequest :

Devi ceSecuri t yMbde:

I NFO

I NFO

I NFO

I NFO

I NFO

I NFO

DEBUG [ htt p- bi 0- 8443- exec- 1]
. 1749%8A8080%2Fenapp¥2 FEMAppSer vl et ¥8Fdevi ce¥8DSEPF8ASC59E1126%26doLogout %

DEBUG [ ht t p- bi 0- 8443- exec- 1]
I NFO [ htt p-bi 0-8443- exec-1] EMServiceServlet -
.125. 174
I NFO [ htt p-bi 0-8443- exec-1] EMServiceServlet -
Recei ved EMCC Home Cl uster
2019-01-26 13:45:36,637 I NFO [ http-bi o-8443-exec-1] EMServiceServlet -
1 Homed uster SecurityMde: 0
2019-01-26 13:45:36,637 I NFO [ http-bi o-8443-exec-1] EMServiceServlet -

[ Thread- 68

[ Thread- 68

[ Thread- 68

0

[ Thread- 68

10: 00

[ Thread- 68

[ Thread- 68

[ Thread- 68

[ Thread- 68

[ Thread- 68

[ Thread- 68

[ Thread- 68

[ Thread- 68

Logi

] ServiceParaneters

] ServiceParaneters

= fal se

] ServiceParaneters

] ServiceParaneters

] ServiceParaneters

= aut oLogout

] ServiceParaneters

15

] ServiceParaneters

] ServiceParaneters

] ServiceParaneters

] ServiceParaneters

] ServiceParaneters

= true

] ServiceParaneters

EnccSaxHandl er -

EMBer vi ceSer vl et -

n Request for :rak

EMURI

101:

101:

101 :

101 :

101:

- Max Duration

Intra-C uster

Inter-cluster

Mul t

Login

- Max Concurrent

- |Is I P Check
fal se

- Trusted IP List

- EM Devi ce Cache

- Al'l ow Proxy

- EMCC Al l ow

Parse Conpl ete
Setting renotel PAddr

137 : atbabu:
137

authenticate pin for



rak

2019- 01- 26 13:45: 36,650 I NFO [ http-bi 0-8443-exec-1] EMServiceServlet - 101 : 137 : atbabu:
EnccHonelLogin : Perform ng Home Device Login for :rak

2019- 01- 26 13:45: 36,650 I NFO [ http-bi 0-8443-exec-1] EnctcData - 101: get Renoted usterlnfo: Pkid
for cluster atbabu is d23ef9ea-8392- dbbf-61db-1d9e1d505243

2019- 01- 26 13:45: 36, 650 DEBUG [ htt p- bi 0- 8443- exec-1] EnctcData - 101: get RenoteC usterl nfo:
Host nane = 10. 106. 125. 174

2019- 01- 26 13:45: 36,650 I NFO [ http-bi 0-8443-exec-1] Authenticator -

101: Aut henti cat or. user Exi sts: UserID: rak- Calling cmdb.isLocal User(osUserlD)...

2019- 01- 26 13:45: 36, 650 DEBUG [ htt p- bi 0- 8443- exec-1] CMDat abase - Userid being passed to the
query is rak

2019- 01- 26 13:45: 36, 651 DEBUG [ htt p-bi 0- 8443- exec-1] CMDat abase - CMDat abase. i sLocal User ()
SELECT i sl ocal user FROM EndUser WHERE ny_| ower (userid)= ny_l ower(?) : paraneter ( 'rak' )
2019- 01- 26 13:45: 36, 655 DEBUG [ htt p- bi 0- 8443- exec-1] CMDat abase - PKID for the RONis

2019- 01- 26 13:45: 36, 655 DEBUG [ htt p- bi 0- 8443- exec-1] CMDat abase - CMDat abase. i sLocal User ()

i sLocal user : true

2019- 01- 26 13:45: 36, 656 DEBUG [ htt p-bi 0- 8443- exec-1] CMDbat abase - is Local user value :true
2019- 01- 26 13:45: 36,656 | NFO [ http-bi 0-8443-exec-1] Authenticator -

101: Aut henti cat or. user Exi sts: User|D: rak- cndb.isLocal User(osUserl D) returned

2019- 01- 26 13:45: 36,656 DEBUG [ htt p-bi 0- 8443- exec-1] EMServiceServlet - 101: 137: atbabu:

per f or nHoneDevi ceLogi n for devi ceNanme: SEPF8A5C59E1126

2019- 01- 26 13:45: 36,656 | NFO [ http-bi 0-8443-exec-1] EMServiceServlet - 101:

conput eLogi nDur ati on: Device: SEPF8A5C59E1126 EMCC Request: true EM APl Request: fal se Duration
Requested through EM APl : -1

2019- 01- 26 13:45: 36,658 I NFO [ htt p-bi 0-8443- exec-1] CMDat abase -

C\MDat abase. get EndUser EmvaxLogi nTi me() : SELECT EmvaxLogi nTi me FROM EndUser WHERE useri d=? :
paraneters ( 'rak')

2019- 01- 26 13:45: 36,659 I NFO [ http-bi 0-8443-exec-1] EMServiceServlet - Effective Login Duration
: 36000 seconds

2019- 01- 26 13:45: 36, 659 DEBUG [ htt p-bi 0- 8443- exec-1] DBRequestor - 101 : 137 : atbabu:

per f or nHoneDevi ceLogi n: Exceuting Stored Procedure:

W —AREREARE —EAE

2019-01- 26 13:45:56, 442 DEBUG [ htt p-bi 0-8443-exec-8] EntcSaxHandler - EMJR =

ht t p¥8AYR2FY2F10. 106. 125. 174%3A8080%2Femapp%2FEMAppSer vl et ¥8Fdevi ce¥8DSEPBO00B4BA01F1%®26doLogout %
3Dt rue

2019-01- 26 13:45:56, 442 DEBUG [ htt p-bi 0-8443-exec-8] EMServiceServlet - 103: Parse Conplete
2019-01- 26 13:45:56,445 I NFO [ http-bi 0-8443-exec-8] EMserviceServlet - 103: Setting renotel PAddr
to connection | P=10.106. 125. 174

2019- 01- 26 13:45:56,445 | NFO [ htt p- bi 0- 8443-exec-8] EMServiceServlet - 103 : 139 : atbabu:
processEnccRequest: Received EMCC Hone Cluster Login Request for :rak

2019-01- 26 13:45:56,445 I NFO [ http-bi 0-8443-exec-8] EMserviceServliet - 103 : 139 :

Devi ceSecurityMdde: 1 HoneC uster SecurityhMde: 0O

2019-01- 26 13:45:56,445 I NFO [ http-bi 0-8443-exec-8] EMserviceServlet - 103: authenticate pin for
rak

2019- 01- 26 13:45:56,469 | NFO [ htt p- bi o- 8443-exec-8] EMServiceServlet - 103 : 139 : atbabu:
EnccHoneLogin : Perform ng Home Device Login for :rak

2019-01- 26 13:45:56,469 I NFO [ http-bio0-8443-exec-8] EntcData - 103: getRenmpteCd usterlinfo: Pkid
for cluster atbabu is d23ef9ea-8392- dbbf-61db-1d9e1d505243

2019-01- 26 13:45:56,470 DEBUG [ htt p-bi 0- 8443-exec-8] EntcData - 103: get RenpteCd usterlnfo:

Host name = 10. 106. 125. 174

2019-01-26 13:45:56,470 I NFO [ http-bi 0-8443-exec-8] Authenticator -

103: Aut henti cat or. user Exi sts: UserID: rak- Calling cndb.isLocal User(osUserlD)...

2019-01- 26 13:45:56,470 DEBUG [ htt p-bi 0- 8443- exec-8] CMDat abase - Userid being passed to the
query is rak

2019-01- 26 13:45:56,470 DEBUG [ htt p-bi 0-8443-exec-8] CMbat abase - CMDat abase. i sLocal User ()
SELECT i sl ocal user FROM EndUser WHERE ny_| ower (userid)= ny_lower(?) : paraneter ( 'rak' )
2019-01-26 13:45:56,476 DEBUG [ htt p-bi 0- 8443-exec-8] CMDatabase - PKID for the ROVNi s

2019-01-26 13:45:56,477 DEBUG [ http-bi 0-8443-exec-8] CMbat abase - CMDat abase. i sLocal User ()

i sLocal user : true

2019-01- 26 13:45:56,478 DEBUG [ http-bi 0-8443-exec-8] CMbatabase - is Local user value :true
2019-01-26 13:45:56,478 I NFO [ http-bi 0-8443-exec-8] Authenticator -



103: Aut henti cat or. user Exi sts: User|D: rak- cndb.isLocal User(osUserl D) returned

2019- 01- 26 13:45:56,478 DEBUG [ http-bi 0- 8443- exec-8] EMServiceServlet - 103: 139: atbabu:

per f or nHoneDevi ceLogi n for devi ceNanme: SEPBO0O0B4BA01F1

2019- 01- 26 13:45:56,478 I NFO [ http-bi 0-8443-exec-8] EMServiceServlet - 103:

conput eLogi nDur ati on: Devi ce: SEPBOO0B4BAO1F1 EMCC Request: true EM APl Request: fal se Duration
Requested through EM APl : -1

2019- 01- 26 13:45:56,482 I NFO [ http-bi 0-8443- exec-8] CMDat abase -

CMDat abase. get EndUser EmvaxLogi nTi me() : SELECT EmvaxLogi nTi ne FROM EndUser WHERE useri d=? :
paraneters ( 'rak')

2019- 01- 26 13:45:56,485 I NFO [ http-bi 0-8443-exec-8] EMServiceServlet - Effective Login Duration
: 36000 seconds

2019- 01- 26 13:45:56, 485 DEBUG [ htt p-bi 0-8443- exec-8] DBRequestor - 103 : 139 : atbabu:

per f or nHoneDevi ceLogi n: Exceuting Stored Procedure:

HEEE

BXBIBEFES ARG R(SEPFSBA5C59E1126)

2019- 01- 26 13:45:46, 786 DEBUG [ nj unnur ] EntcCommuni cator - 137: postMsg - Ul =

https://10. 106. 106. 200: 8443/ enservi ce/ EMSer vi ceServl et m_i Ht t psTi meout = 120000

2019- 01- 26 13:45: 47,055 DEBUG [ njunnur ] EnctcCommuni cator - 137: Retrieved actual user from
renote cluster : 'rak’

2019- 01- 26 13:45:47,056 DEBUG [ njunnur ] EntcCommuni cator - 137: perfornCheckUser: Num of DP is
1

2019- 01- 26 13:45:47,056 DEBUG [ njunnur ] CheckUser Thread - 137: PerfornCheckUser: Hone C uster
for Userld: rak is :https://10.106.106.200: 8443/ enser vi ce/ EMSer vi ceSer vl et

2019- 01- 26 13:45:47,056 DEBUG [ http-bi 0-8443-exec-7] EnccData - 137: cacheUser Tod uster for
user: rak

2019- 01- 26 13:45:47,057 I NFO [ http-bi 0-8443-exec-7] EMServiceServlet - 137: EntclLogi nRequest:
Home Cluster URL for User:rak is : https://10.106.106. 200: 8443/ enser vi ce/ EMSer vi ceSer vl et

2019- 01- 26 13:45:47,057 I NFO [ http-bi 0-8443-exec-7] EMServiceServlet - 137: EntclLogi nRequest:
Device Profile for this user is: Prerna-EM

2019- 01- 26 13:45: 47,057 DEBUG [ htt p-bi 0- 8443- exec-7] EMServiceServlet - 137:getEncclLoginlnfo -
SEPF8A5C59E1126

2019- 01- 26 13:45:47,057 DEBUG [ htt p-bi 0- 8443-exec-7] DBRequestor - 137: getEntclLoginlnfo: Query
= execute function get EnccLogi nl nfo(' SEPF8A5C59E1126' )

2019- 01- 26 13:45:47,131 DEBUG [ htt p-bi 0-8443-exec-7] DBRequestor - 137: <VEMAPP>

WE —AREFEARE —EAHE

2019- 01- 26 13:46: 06, 784 DEBUG [ nj unnur ] EntcConmmuni cator - 139: postMsg - Ul =

https://10. 106. 106. 200: 8443/ enservi ce/ EMSer vi ceServl et m_i Htt psTi meout = 120000

2019- 01- 26 13:46: 06,901 DEBUG [ nj unnur ] EntcCommuni cator - 139: Retrieved actual user from
renote cluster : 'rak’

2019- 01- 26 13:46: 06,902 DEBUG [ nj unnur ] EntcConmmuni cator - 139: perfornCheckUser: Num of DP is
01

2019- 01- 26 13:46: 06,902 DEBUG [ nj unnur ] CheckUser Thread - 139: PerfornmCheckUser: Home C uster
for Userld: rak is :https://10.106.106. 200: 8443/ enser vi ce/ EMSer vi ceSer vl et

2019-01- 26 13:46: 06,902 DEBUG [ htt p-bi 0- 8443- exec-20] EntcbData - 139: cacheUser Tod uster for
user: rak

2019-01- 26 13:46: 06,903 I NFO [ http-bi 0-8443-exec-20] EMServiceServlet - 139: EntclLogi nRequest:
Home Cluster URL for User:rak is : https://10.106.106. 200: 8443/ enser vi ce/ EMSer vi ceSer vl et
2019-01- 26 13:46: 06,903 I NFO [ http-bi 0-8443-exec-20] EMServiceServlet - 139: EntclLogi nRequest:
Device Profile for this user is: Prerna-EM

2019-01- 26 13:46: 06,903 DEBUG [ htt p-bi 0- 8443- exec-20] EMServiceServlet - 139: getEntcLogi nlnfo -
SEPBO00B4BA01F1

2019- 01- 26 13:46: 06,903 DEBUG [ htt p-bi 0- 8443- exec-20] DBRequestor - 139: getEntclLogi nlnfo: Query
= execute function get EnccLogi nl nf o(' SEPBOO0B4BA01F1")

2019-01- 26 13:46: 06, 909 DEBUG [ htt p- bi 0- 8443- exec-20] DBRequestor - 139: <VEMAPP>

BARY



2019- 01- 26 13:46: 07, 143 I NFO [ htt p- bi 0-8443- exec-20] EMServiceServlet - 139: EntclLogi nRequest:
Performing Visiting Device Login for :rak

2019- 01- 26 13:46: 07, 144 I NFO [ htt p-bi 0- 8443- exec-20] EMServi ceServl et -

139: perfornVisitingDevi ceLogin - SEPBOO0B4BA01F1

2019- 01- 26 13:46: 07, 144 DEBUG [ htt p- bi 0- 8443- exec-20] DBRequestor - 139:

perfornVi sitingDevi ceLogi n: Query:

execute function visitingDevicelLogin(' SEPBOOOB4BA01F1', ' mjunnur',

"http://10.106. 125. 174: 8080/ emapp/ EMAppSer vl et ?devi ce=SEPBO00B4BA01F1&doLogout =true', 'rak',
'10. 106. 106. 200", 'null', '10.106.106.200', 'null")

2019- 01- 26 13:46: 07,166 DEBUG [ htt p-bi 0- 8443- exec-20] DBRequestor - 139: t

2019- 01- 26 13:46: 07,167 DEBUG [ htt p-bi 0- 8443- exec-20] EMServi ceServlet - 139: EntclLogi nRequest:
Resul t:

<?xm version="1.0"7?>

<r esponse>

<success/ >

</ response>

ROP2ZEBATRRERTAFZHEEA
EHE
ARE—EERE

2019-01-26 14:34:43,093 I NFO [ http-bi 0-8443-exec-16] EMServiceServlet - 109 : 142 : atbabu:
processEnccRequest: Received EMCC Hone Cluster Login Request for :rak

2019-01-26 14:34:43,093 INFO [ http-bi 0-8443-exec-16] EMServiceServlet - 109 : 142 :

Devi ceSecurityMbde: 1 HonmeC uster SecuritybMde: 0

2019-01-26 14:34:43,093 INFO [ http-bi 0-8443-exec-16] EMServiceServlet - 109: authenticate pin
for rak

2019-01-26 14:34:43,112 I NFO [ http-bi 0-8443-exec-16] EMServiceServlet - 109 : 142 : atbabu:
EnccHoneLogin : Perform ng Home Device Login for :rak

2019-01-26 14:34:43,112 INFO [ http-bi 0-8443-exec-16] EnctcData - 109: getRRenpteC usterlnfo: Pkid
for cluster atbabu is d23ef9ea-8392- dbbf-61db-1d9e1d505243

2019-01-26 14:34: 43,112 DEBUG [ htt p-bi 0-8443-exec-16] EnccData - 109: get Renoted usterl nfo:
Host name = 10. 106. 125. 174

2019-01-26 14:34:43,112 INFO [ http-bi 0-8443-exec-16] Authenticator -

109: Aut henti cat or. user Exi sts: UserID: rak- Calling cndb.isLocal User(osUserlD)...

2019-01-26 14:34: 43,112 DEBUG [ htt p-bi 0- 8443-exec-16] CWMDat abase - Userid being passed to the
query is rak

2019-01-26 14:34: 43,113 DEBUG [ htt p- bi 0- 8443- exec-16] CMDat abase - CMbat abase. i sLocal User ()
SELECT i sl ocal user FROM EndUser WHERE ny_| ower (userid)= ny_lower(?) : paraneter ( 'rak' )
2019-01-26 14:34: 43,119 DEBUG [ htt p-bi 0- 8443-exec-16] CMDatabase - PKID for the RONi s
2019-01-26 14:34: 43,119 DEBUG [ htt p-bi 0- 8443- exec-16] CMDat abase - CMbat abase. i sLocal User ()

i sLocal user : true

2019-01- 26 14:34: 43,119 DEBUG [ htt p-bi 0- 8443- exec-16] CMDat abase - is Local user value :true
2019-01-26 14:34:43,120 I NFO [ http-bi 0-8443-exec-16] Authenticator -

109: Aut henti cat or. user Exi sts: User|D: rak- cndb.isLocal User(osUserl D) returned

2019-01- 26 14:34: 43,120 DEBUG [ htt p- bi 0- 8443- exec-16] CMDat abase - Userid being passed to the
query is rak

2019-01-26 14:34: 43,122 I NFO [ http-bi 0-8443-exec-16] CMbat abase -

CMVDat abase: get Loggedl nDevi ceNanes: quer y=SELECT decode(d. tkcl ass, 249, entd. devi cenane, d. nane)
name FROM Device d left outer join enccdynani ¢ encd on d.pkid = entd. fkdevice I NNER JO N

ext ensi onnobi | i tydynam ¢ end ON d. pki d=end. f kdevi ce AND end. f kenduser= ? AND end.logintine is
NOT NULL AND D.tkDeviceProfile=0 : paraneter ( '952a2d32-14e5-fd43-d192-742c4a50d5ab’ )

2019- 01- 26 14:34: 43,129 DEBUG [ htt p-bi 0- 8443-exec-16] EMServiceServlet - 109: 142: atbabu:

per f or nHoneDevi ceLogi n for devi ceNanme: SEPF8A5C59E1126

FRFE—ERAEFZRER,



2019- 01- 26 14:38: 05,841 ERROR [ http-bi 0-8443-exec-12] EMServiceServliet - 111: Not allowed to |og
into nmultiple devices.

2019- 01- 26 14:38: 05,841 I NFO [ http-bi 0-8443-exec-12] EMServiceServlet - 111: EnctcRequest
Processing Time: 38

2019- 01- 26 14:38: 05,842 ERROR [ http-bi 0-8443-exec-12] EMServiceServlet - 111: Error processing
EMCC request :com cisco. enservice. PolicyValidatorException: Not allowed to log into multiple
devi ces.

2019- 01- 26 14: 38: 05,842 DEBUG [ htt p-bi 0- 8443- exec-12] EMServiceServlet - 111: EMCC. Decrenent
Count er

2019- 01- 26 14:38: 05,842 I NFO [ http-bi 0-8443-exec-12] Counters - 111: Counters --

>111, 31, 4, 18,0, 0,0, 15, 3,0, 33,0, 71, 3,0

HEEE

2019-01- 26 14: 34:53, 341 DEBUG [ njunnur ] EntcConmuni cator - 142: postMsg - Ul =

https://10. 106. 106. 200: 8443/ enservi ce/ EMServi ceServl et m.i Htt psTi neout = 120000

2019-01- 26 14:34:53,558 DEBUG [ nj unnur ] EntcCommuni cator - 142: Retrieved actual user from
renote cluster : 'rak'

2019-01- 26 14:34:53,558 DEBUG [ nj unnur ] EntcConmuni cator - 142: perfornCheckUser: Num of DP is
1

2019- 01- 26 14:34:53,558 DEBUG [ nj unnur ] CheckUser Thread - 142: PerfornmCheckUser: Home d uster
for Userld: rak is :https://10.106.106. 200: 8443/ enser vi ce/ EMSer vi ceSer vl et

2019-01- 26 14: 34:53,559 DEBUG [ htt p-bi 0- 8443-exec-16] EntcData - 142: cacheUser ToCd uster for
user: rak

2019-01-26 14:34:53,560 I NFO [ http-bi 0-8443-exec-16] EMServiceServlet - 142: EntclLogi nRequest:
Home Cluster URL for User:rak is : https://10.106. 106. 200: 8443/ enser vi ce/ EMSer vi ceSer vl et
2019-01-26 14:34:53,560 I NFO [ http-bi 0-8443-exec-16] EMServiceServlet - 142: EntclLogi nRequest:
Device Profile for this user is: Prerna-EM

2019-01- 26 14:34:53,560 DEBUG [ htt p-bi 0-8443-exec-16] EMserviceServlet - 142:getEntclLogi nlnfo -
SEPF8A5C59E1126

2019-01- 26 14:34:53,560 DEBUG [ htt p-bi 0-8443-exec-16] DBRequestor - 142: getEntclLogi nlnfo: Query
= execute function get EntcLogi nl nfo(' SEPF8A5C59E1126' )

2019-01-26 14:34:53,576 DEBUG [ htt p-bi 0- 8443-exec-16] DBRequestor - 142: <VENAPP>

BB,

2019- 01- 26 14:34: 53,822 DEBUG [ htt p-bi 0- 8443- exec-16] EMServi ceServlet - 142: EntclLogi nRequest:
Resul t:

<?xm version="1.0"7?>

<response>

<success/ >

</ response>

REE—BPEEFAREA

2019- 01- 26 14:38: 16,081 DEBUG [ nj unnur ] EntcCommuni cator - 145: postMsg - Ul =

https://10. 106. 106. 200: 8443/ enservi ce/ EMSer vi ceServl et m_i Ht t psTi meout = 120000

2019- 01- 26 14:38: 16,287 DEBUG [ nj unnur ] EnccCommuni cator - 145: Retrieved actual user from
renote cluster : 'rak'

2019- 01- 26 14:38: 16,288 DEBUG [ nj unnur ] EntcConmmuni cator - 145: perfornCheckUser: Num of DP is
01

2019-01- 26 14:38:16,288 DEBUG [ nj unnur ] CheckUser Thread - 145: PerfornmCheckUser: Home C uster
for Userld: rak is :https://10.106.106.200: 8443/ enser vi ce/ EMSer vi ceSer vl et

2019-01- 26 14:38: 16,290 DEBUG [ htt p-bi 0-8443-exec-2] EnccData - 145: cacheUser ToCl uster for
user: rak

2019-01-26 14:38:16,291 | NFO [ htt p- bi 0- 8443-exec-2] EMServiceServlet - 145: EncclLogi nRequest:
Home Cluster URL for User:rak is : https://10.106.106. 200: 8443/ enser vi ce/ EMSer vi ceSer vl et
2019-01- 26 14:38:16,291 | NFO [ htt p- bi 0- 8443-exec-2] EMServiceServlet - 145: EncclLogi nRequest:



Device Profile for this user is: Prerna-EM

2019- 01- 26 14:38: 16,291 DEBUG [ htt p-bi 0- 8443- exec-2] EMServiceServlet - 145:getEncclLogininfo -
SEPB000B4BA01F1

2019- 01- 26 14:38: 16,292 DEBUG [ htt p-bi 0- 8443- exec-2] DBRequestor - 145: getEncclLogi nlnfo: Query
= execute function get EnccLogi nl nf o(' SEPBO0O0B4BA01F1')

2019- 01- 26 14:38: 16, 328 DEBUG [ htt p- bi 0- 8443- exec-2] DBRequestor - 145: <VEMAPP>

TRAHFF—EEAEREA,

2019-01- 26 14:38: 16, 449 DEBUG [ htt p- bi 0- 8443- exec-2] EnctcCommuni cator - 145:

par seHoneLogi nResponse

2019-01- 26 14:38: 16,452 ERROR [ htt p-bi 0- 8443-exec-2] EnccComuni cator - 145:

handl eEntcError Response - 25: Not allowed to log into nmultiple devices.

2019-01- 26 14:38: 16,452 ERROR [ http-bi 0-8443-exec-2] EMServiceServlet - 145: Not allowed to | og
into nultiple devices.

2019-01- 26 14:38: 16,452 | NFO [ htt p- bi 0- 8443-exec-2] EMServiceServlet - 145: EnctcRequest
Processing Tine: 438

2019-01- 26 14:38: 16,453 ERROR [ http-bi 0-8443-exec-2] EMServiceServlet - 145: Error processing
EMCC request :comcisco. enservice. M/Exception: Not allowed to log into nultiple devices.
2019-01- 26 14:38: 16,453 DEBUG [ htt p-bi 0- 8443-exec-2] EMServiceServlet - 145: EMCC. Decrenent
Count er

2019-01-26 14:38: 16,453 I NFO [ http-bi 0-8443-exec-2] Counters - 145: Counters --

>145, 96, 29, 10, 0, 0, 0, 33, 34,0, 0,0, 32,0, 21
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2019- 01- 26 15:24: 47,080 I NFO [ Thread-6861 ] EntcVisitingLogout Thread - 117EntcLogout Thr ead:
Logout Request sent to visitng cluster

https://10.106. 125. 176: 8443/ enser vi ce/ EMSer vi ceSer vl et

2019- 01- 26 15:24: 47,080 DEBUG [ Thread-6861 ] EntcComuni cator - 117: perfornDoLogout

2019-01- 26 15:24: 47,080 DEBUG [ Thread- 6861 ] EnccConmuni cator - 117: fornVi sitinglLogout Xm
<entc><vi si ti ngLogout ><r equest Nun>117</r equest Nunmr><devi ceNane>SEPF8A5C59E1126</ devi ceNanme><cl ust
er | d>nj unnur </ cl ust erl d></vi si ti ngLogout ></ entc>

2019- 01- 26 15:24: 47,080 DEBUG [ Thread-6861 ] EnccComunicator - 117: postMsg - WUl =
https://10.106. 125. 176: 8443/ enservi ce/ EMServi ceServl et m.i H t psTi meout = 0

2019-01- 26 15:24:47,139 DEBUG [ htt p-bi 0- 8443- exec-12] DBRequestor - 117: t

2019-01- 26 15:24:47,140 | NFO [ htt p-bi 0- 8443-exec-12] Logout Schedul er - 117:

Logout Schedul er. renpvelLogout (): Dev: SEPF8A5C59E1126- renoved | ogout

2019- 01- 26 15:24:47,140 | NFO [ htt p-bi o- 8443-exec-12] DBRequestor - 117:

DBRequest or . | ogout DevNane: Dev: SEPF8A5C59E1126- devi ceLogout returned

2019- 01- 26 15:24: 47,141 DEBUG [ http-bi 0- 8443-exec-12] EMServiceServlet - 117: 151: atbabu:

per f or nHoneDevi ceLogi n for devi ceNanme: SEPBO0O0B4BA01F1

2019-01- 26 15:24: 47,141 I NFO [ http-bi 0-8443-exec-12] EMServiceServlet - 117:

conput eLogi nDur ati on: Devi ce: SEPBOO0B4BAO1F1 EMCC Request: true EM APl Request: fal se Duration
Request ed through EM APl : -1

2019- 01- 26 15:24: 47,143 I NFO [ htt p-bi 0-8443- exec-12] CMDat abase -

CWVDat abase. get EndUser EmvaxLogi nTi me() : SELECT EmvaxLogi nTi ne FROM EndUser WHERE useri d=? :
paraneters ( 'rak')

2019- 01- 26 15:24: 47,152 | NFO [ htt p-bi o- 8443-exec-12] EMServiceServlet - Effective Login Duration
: 36000 seconds

EREEM , F2RAUTES :

http://www.learncisco.net/courses/cucm-basics/mobility-features/extension-mobility-
configuration.html



http://www.learncisco.net/courses/cucm-basics/mobility-features/extension-mobility-configuration.html
http://www.learncisco.net/courses/cucm-basics/mobility-features/extension-mobility-configuration.html
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https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-
manager-callmanager/200599-Enable-UC-servers-for-Extension-Mobility.html



/content/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200599-Enable-UC-servers-for-Extension-Mobility.html
/content/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200599-Enable-UC-servers-for-Extension-Mobility.html
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