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. Expressway X8.1.15 ¥ & iR 4~

. Cisco Unified Communication Manager(CUCM)kR4%9.1.28% & & ki 2
. ERTCH#K I

- CEBxFEEMEZRESMUMA "84G, EAFOEE

A T
AX PN ERRRIBA T REANERARA -

- VCS X8.1. 1 E F iR A&
. CUCM 9.1(2)SUT=E B IR A LA K IM & Presence 9.1(1)R & & kxR A
- TC7T 1R ESRANEE (BREATC7.2)
. VCS#2#IE2Expressway/Expressway % /U238 #&
. CUCM
. TCIn 3
ANFHEARBRBECERETREANEBFEL. XHPERAZINFTEEBERREER (AR
) WARRESRRNE), REHBIREEER K FRACERBTMAESTHEERNTE,

RIE

ELEESRBREEESKEEENTCHKRNETZERERM, RLAMARERN , EER
BEBNMERFSEFBRIZEFEANANRE , RARETAEFEERRCUCMELNZERERE
B,

HB1.ECUCMLLIFODNEX B R+ BEARER (7).

1. ECUCMH | iE1ESystem > Security > Phone Security Profile,
2. #%&—T "TAdd New. .

. EEFEENTCHRmAERISAELTEIE

4. %% — Secure-EX90.tbtp.local ( BEFQDN#ER )



5. RBREEN — OB
6. BEwAE —TLS
7. SIPEFEE — 5061

Phone Security Profile Configuration
Lg Save x Delete D Copy % Reset 2 Apply Config Ehnfa Add Mew

~Status

@Add successful

-Phone Security Profile Information

Product Type: Cisco TelePresence EXGO0
Device Protocol: SIP

Name* Secure-EX20.thtp.local
Description

Monce Validity Time* gon

Device Security Mode Encrypted -
Transport Type* TLS -
__|Enable Digest Authentication

_ITFTP Encrypted Config
Exclude Digest Credentials in Configuration File

-Phone Security Profile CAPF Information
Authentication Mode* By MNull String -
Key Size (Bits)* 2048 -

Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

~-Parameters used in Phone

SIP Phone Port* spe1

- | save 1| [ Delete ; [ Copy l | Reset l [ dpply Canfig j [ Add New

SR RREBREMAB(1)—BE (TR ),

1. £CUCMH |, #EiESystem > Enterprise Parameters.
2. [a T R 8 Z Security Parameters > Cluster Security Mode > 1,

|'Eecurit'r Parameters

Cluster Security Mode ® 1

MRZEFRT, AIRRECUCM, MRREERN  EEESFTERREMEXE 2 —URE
CUCM,

CUCM 9.12) & £ 15F

CUCM 10& £ 15



/content/en/us/td/docs/voice_ip_comm/cucm/security/9_1_1/secugd/CUCM_BK_C0395F44_00_cucm-security-guide-91.html
/content/en/us/td/docs/voice_ip_comm/cucm/security/10_0_1/secugd/CUCM_BK_C68276B4_00_cucm-security-guide-100.html

SRR3.ECUCMA RERTCHRIREVE RER.,

1. £ECUCMH , i#$EDevice > Phone,

2. #%—T "Add New. »

3. BEENTCHKRIFEBILE BTS2 : MACHIE — ERATCHEBHNIMACH I 418 2 B4R
NMFEE —EAEMEEFERED — BEBEHNFMEELERLHERER — LolE
HYBL & £ 22 (Secure-EX90.tbtp.local)SIPEL EE R — FESIPEREEERZIUTNELNEFEE

R CES
Phone Configuration Ll BT LG Back To FingfList
_‘3 Save xl:-:m D CERy G| Fesel o Apoy Config ::":-. Skl Kew
Ltatus
m Ipdate suearssfi
- Associalion Inlommalion rPhone Type
|_f-;l'.n'- ¢ aten :“..l.l;' Product Type: Cisca TelePresemce LEYD
= . Dewics Prolocol; SIP
I wmeline [l 2718 i Raselae Telefresense FT
-------==- Unassigned assooated bems ---------- | CRevice Infornalion
Z '::3_|.I.IJ:_LZ'_'|"L.|.'.|_LI_1'.“_EH. RegisTakicn Uakpown
P tedress Lnkrawn

[ cavice iz active

[ cavice iz trusmes

MAS Adiress® QUF0EINESATE
Crescripaorn S EMAL
Dhpwice: Poet™ Base ne_TelePrasapsa-T0 » Yies Delgils
Cemnmorn Deves Cenficuration < Mene + Wiew Dietails
Faors Buton Tempate™ Grendare Cisoo Telefrssepzs LHY0 -
Cemmon Phane Profis® Standase Commnan fheae #rafile -

Qwner @ User ) Anonymous (Public/Shared Space)

Cwner User ID* pstojano -

Phone Load Mame

—Protocol Specific Information

Packet Capture Mode* None e
Packet Capture Duration 0
BLF Presence Group™ Standard Presence group -

MTP Preferred Originating Codec™®  711ulaw

Device Security Profile® Secure-ExX90.thtp.local -
Rerouting Calling Search Space = Mone = -
SUBSCRIBE Calling Search Space = Mone = -
SIF Profile* Standard SIP Profile For Cisco YCS -
Digest User < Mone = -

"I media Termination Point Required
“lunattended Port

"l peguire DTMF Reception

SBRAN L L EBRIES B H MBI Expressway-C/VCS-CEENSANT ( & ) .

1. fEExpressway-C/VCS-CH , Efi 2l M>L 2B E>FREBTE.
2. #%—T "Generate CSR. o



3. BB TREHEFERCSR), W , ¥#RUnified CMEELZLEBEREEER2RERS

(FQDN)EX I HN ERBFELZLEEMR. §/0Secure-EX90.thtp.local, MI&EE : Unified

CMEF L £ E BB MHI1ESubject Alternate Name(SAN) R K EHE.
4. BCSREFEFIAIBHRE=H BREREEM(CA)UESE,
5. &£ Maintenance > Security Certificates > Server Certificate , 7% & L EF|Expressway-

C/NVCS-C,
Generate CSR

COImImon rame

COMmman Name

COmman NEme G & il apmaar

Alternative maine
Sugjed aterralive names

Additional sibsrmative names [Comme ssparatadd)

Ikt 2ned Presence chat node abazes (federated grous

chat)
Lirified O phane securily profie rames

Altetriativie reatie &2 it vl appasr

_fvdditional nformation

Kery length (in bid=)

oy

Stata ar province

Locaity (hosvn name)
Crganization (company name)

Crganizatiorsl unt

Generale CSR |

“ou are hera; Mainken Gnca * =acuty ol

FRDN of Expressway -

RTP-TAITE-EXPRVYY-C1 totp bocal

FADN of Expressway chuster plus FRENs of sl peers inthe chesler -

conference-2-SandaloneCheterSacdda thip local Farmad
Secure-EH90iMp local

DhE RTR-TETE-EXPRWY.C thip local

L TP TBTR-EX PRV Y- Totp docal

Lo RTP-TETP-EX PR Y-C2 totp bocal

HMPP conference-2-StanddoneCiustersacSa thip local

Dz Secure-EXA0 ko oo

4056 - I

= LIS

M

+ RTP

& Cigco

* TelePresence

S B5.48UCH ¥ ¥ ElExpressway-E/VCS-ER &

FMPRAddress w

1. F£Expressway-E/VCS-EH , i#{EMaintenance > Security Certificates > Server Certificate.

2. 3% —T TGenerate CSR. .

i

3. EECSREM LR "Unified CMEEME . B EERTCH K imASLAIH A [ R 25 (DNS) R &
H(SRV)#E K M H 8 & 1E:18 & (collab-edge) FB R Y =

4. BCSREIXGEXEN A E=5CA,

5. & £Maintenance > Security Certificates > Server Certificate , %% & - & F|Expressway-

E/VCS-E,



Generate CSR Yol are here: Bsintenance @ Securiby

_| Common name
COmingn nsme FQON of Exprasswsy custet - |

Cormmen feme 33 ilwil appear RTP-TETP-EXPRY-E

I
| Alternaties name

Subiect aiternative names FGOM of Expresswsy custer plis FADNs of all pesrs inthe cluster «

Acditions sterrative remes (Comma separated) bt bocal i

Lirified CM registrations domasing 1kt ocal Format  SRVMame - |
Attarnatiee mame az it wil appese DHSETP-TETR-EXFRWY-E

DS RTP-THTP-EXERY-E2 thip local
DS RTP-TETP-EXFRNY-ET thip local
DSt Jocal

SRV _collab-sdige._ts fbipdocal

|
| Bddinnal mfarimation

ey dangthy {in bis) 4098 - 1

Cipinitey * LS i

Sknte or province W MO i
Locsiey (fowwn nams] * RTP i
CrganiTation [Compgany names) * I-]EEEI i
Crgpanizationsal unit * TelePresence i

Ganerate C5R J
SR6. K BENZEECARBLZRIERTCHIKIUR,

1. EERTCH#Kim , EiEConfiguration > Security,

2. BIECAER , X 2B BEXpressway-E/VCS-ERREMNCARE,

3. #—TAdd certificate authority. FifE : FXIIFTIERER , BEBFIZXREET "R/EL BFEH
HlH,

Security

Suzcessfully imported the caddicate Plaas2 reboot for changes 10 1ake afiact.

Cerldcales (S Fromslilled T Sbroeg secunly Mode Marraersstieal Mocs CLICM
Cestilicate Issuar
IEETARER S et BT G Fpas- U RIS -G Jelale Wime Cedificala

Add Cerificate Authonby
GA file o file selectec Brrozg. ..

Thiz syatem supports PER farmatiad files { pem) b oae o more GA cerificates withn Tha file

Ao cedificats autharty...

IS : TC72B8E8TELH#CABE, MREHEExpressway EXRENCABSHEMFES | AIESE
BITARE S HE SR,



# Moz L Callonmal 4 Gonfiguration i Dlagnostics £ nalntenznce & acmin

Security

Cetihcalgs ] Fremstalled Cas strong Secunty fdode horrgersistent Meode CLICH

This CA T=t iz used for Cieca LCH vis Exaressway (Edge] prosisioning only.
Coardigurs provigioning no,

These certificalas ara used 1a velidsda the servers cortacted nuer the imarne when tha endpairt uses LG via Exareseway provsioning The cerldicaias can be
erhled and digabled cdmcaally, e all of Therm @2 once using e "Deable AlYErsable A0 bullon Male Thal Thes Sulton eals allects e cedieal es sled an ths
page. Certiicates ane ceddcale aulhonties upleaded globally on 1he systesoars nal aflected.

Canificate |zauer Dizakla &

t AcTrusl fises. § Bchecheibasysteme im efakir 2
A-Truet-nliuald3 ] E Ol ails... w Dz atle
! Diaterwerkehr GmbH : ’

AA8 Cerdicala Sarices Comodo ©4 Lnided Oelails.. . w Misahle

Sociedad Carmeral de Cenificaciéa Digits! - Caricdmars

AL Rz Canlzéamans 54, Tyt Jaails.. w Dizalale
=N B

ACEONCCM Raot EDIG Details... o Digakle

AddTrest Extarnal Ca Root addTrus 4B Jatails... W Dizsble

fiEE . MRERCAHEEES —EHEN "UHRERLR, &t , ZIRBIRECEZEAT —H
KSR FTRR AT R B

SRR BEARUEERTCH IR

- EERATCH#K IS |, i#ZiZConfiguration > Network , Y #E{RFEDNSEP % T [EFEIE B 15 LEAF (L -
HH
{al AR B8 {2 11k

- EERTCH#A RS , iEiZConfiguration > Provisioning , 3 fE{R [EFEIEE LA 1L :
LoginName — ZECUCMA E %
B — &
i — ECUCMHESR
HEBEES
Address - Expressway-E/VCS-Ef E#5
5 — FEEEEEEC S



PrgviSigni ng = Hafrazh A Caollapse all s Expand all

s
Connactivity External E| Save
Httphethod GET E| Save
Logintame pstojano Save ([0 to 80 characlers)
kode Edge E| Save
FPassword Save | ([0 to B4 characters)
Externalkianager b
Addrass HIF-TETF-EXFEYWY-E.ibtp. local SAYE 12 to b4 characters)
Allermalesddress Save 0 to B4 characters)
Dormain thipe local save U to b4 characters)
Fath Save | ([0 to 255 characters)
FProtacal HTTF= v Sare

B

ERAGRE  BRCNEREEERER,
ERTCHI# iR

1. EWeb GUI# |, EfiZE] "Home, » ZE# "SIP Proxy 11 Z4 LAEE "E5M. g, KRB
ek 2 R BV Expressway-E/VCS-E,

SIP Proxy 1

Status REQiSIEFEd
Prox 105.108
URI 9211 @tbtp.local

2. FECLIH# Axstatus //prov. MRECEHM , ZEZEED "EHEL WAEMRE,
xstatus //prov
*s Network 1 1Pv4 DHCP Provisi oni ngDonai n:
*s Network 1 1Pv4 DHCP ProvisioningServer:
*s Provisioning CUCM CAPF LSC: Installed
*s Provi sioning CUCM CAPF Mdde: |gnoreAuth
*s Provisioning CUCM CAPF QOperati onResul t: Not Set
*s Provisioning CUCM CAPF OperationState: NonPendi ng
*s Provi sioning CUCM CAPF Server Nane:



*s Provi sioning CUCM CAPF ServerPort: O

*s Provisioning CUCM CTL State: Installed

*s Provi sioning CUCM Ext ensi onMbbi l ity Enabl ed: Fal se

*s Provi sioni ng CUCM Ext ensi onMbbi l ity LastLoggedl nUser | d:
*s Provi si oni ng CUCM Ext ensi onMbbi l ity Loggedl n: Fal se

*s Provisioning CUCM I TL State: Installed

*s Provi sioning CUCM Provi sionSecurity: Signed

*s Provisioning CUCM TVS Proxy 1 | Pv6Address:

*s Provisioning CUCM TVS Proxy 1 Port: 2445

*s Provisioning CUCM TVS Proxy 1 Priority: O

*s Provisioning CUCM TVS Proxy 1 Server: "xx.xx.97.131"
*s Provisioning CUCM UserId: "pstojano"

*s Provisioning NextRetry:

*s Provi sioning Reason:

*s Provisioning Server: "xx.xx.97.131"

*s Provisioning Software Current Conpl et edAt:

*s Provisioning Software Current URL:

*s Provisioning Software Current Versionld:

*s Provisioning Software UpgradeStatus Last Change: "2014-06-30T19: 08: 40Z"
*s Provisioning Software UpgradeStatus Message:

*s Provisioning Software UpgradeStatus Phase: None

*s Provisioning Software UpgradeStatus SecondsUntil Upgrade: O
*s Provisioning Software UpgradeStatus Sessionld:

*s Provisioning Software UpgradeStatus Status: None

*s Provisioning Software UpgradeStatus URL: ""

*s Provisioning Software UpgradeStatus Versionld:

*s Provisioning Status: Provisioned

** end

CUCM

ECUCMHA |, #i#EDevice > Phone. EHEERRBFENKIFBRFE, FEXEEFE 'E@
%CUCM_IP%SEM ) M8, LhAiRa Pt FES 2 {32 SHM & Expressway-C/VCS-Co

: ) SEPRI SIS GERFE o) EX00 Badehns TelsPraspfes-DF SIF Ragisterad with 97 10E 0 Fi
dam
87,133

Expressway-C

. FEExpressway-C/VCS-CH , i#1#EStatus > Unified Communications > View Provisioning
sessions.

- RIBERTCHR IR IPHIEITBIR, BFRARACHENFEREERNEEH

Rggords: T Pags 1 ol

e L b L T AT % AT . A 5 FETEITH  le L s

[ B0 | S Fa K v CemcalT 17130 200025 02085

REREGF
AEIR G T T A EHE B 1T SRR

AfEEAERRZERRERN , 2EDNS, HEHE, KEF, K788 —EZEREE , 5
BB E R B B RN AT UROARN. NRGENDRGAT NG EE | RS
BEER,

IR

B, FIEUHEERN TR,



TCHR R

Web GUI

- all.log

- HRER ARG E (B RTRERIHE)
CLI

LT HREHESREAERA

- log ctx HttpClient debug 9
- log ctx PROVFEE9
- log output on < — FERBIBIE H18E B FEFC &%
ENBEVBEENERS EREWeb GUIF A EERTE "Edges YIHE| TOff, |, REERE T

Edge. . #&iE W LA AxConfiguration Provisioning Mode: @5 -
BTN

- BT RS

- tcpdump
CUCM
. SDI/SDL R it

&/ 1:Collab-edgefc &1 ] R Hl/zk = # & F rI 4T
BAIAE R, AR BB |, get_edge_configk Mo

TCHR 4% A&

15716. 23 Htpd i ent HTTPO i ent Curl error
(https://RTP- TBTP- EXPRWY- E. t bt p. | ocal : 8443/ d&0cC5) b20/ get _edge_config/):
' Couldn't resolve host name'

15716. 23 PROV Provi si onRequest failed: 4 (Couldn't resolve host name)

15716.23 PROV |: notify_http_done: Received O (Couldn't resolve host nane) on request
https:// RTP- TBTP- EXPRW- E. t bt p. | ocal : 8443/ d&0cC5j b20/ get _edge_confi g/

R

1. BB RS FESEEGREIIR D ERNEHRE,
2. MR EFin LEENDNSHARREARS ERE,

BE2.CATEERTCHRR LN ZEECAFES
TCHIRm B


https://supportforums.cisco.com/document/12291871/obtaining-system-configurations-xconfig

15975.
15975.
15975.
15975.
15975.
15975.
15975.
15975.
15975.

85
85
85
86
86
86
87
87
87

Htpdi
Htpdi
Htpdi
Htpdi
Htpdi
Htpdi
Htpdi
Htpdi
Htpdi

port 8443 (#67)
15975. 87 Httpd i
15975. 87 Httpd i

CApat h:

15975.
15975.
15975.
15975.
15975.
15975.

88
88
88
89
89
89

Htpdi
Htpdi
Htpdi
Htpdi
Htpdi
Htpdi

certificate cha
15975.89 Httpdi
15975.90 Htt pd i
(https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/):
'Peer certificate cannot be authenticated with given CA certificates’

ent
ent
ent
ent
ent
ent
ent
ent
ent

ent
ent

ent
ent
ent
ent
ent
ent
n

ent
ent

Tryi ng xx.xx.105.108...
Addi ng handl e: conn: 0x48390808
Addi ng handl e: send: O
Addi ng handle: recv: O
Cur|l _addHandl eToPi pel i ne: | ength:
- Conn 64 (0x48396560) send_pipe: 0, recv_pipe: O
- Conn 65 (0x4835a948) send_pipe: 0, recv_pipe: O
- Conn 67 (0x48390808) send_pipe: 1, recv_pipe: O
Connected to RTP- TBTP- EXPRWY-E. t bt p. | ocal (xx.xx.105.108)

O Ok

successfully set certificate verify |ocations:
CAfile: none

/config/certs/edge_ca_li st

Configuring ssl context with special Edge certificate verifier
SSLv3, TLS handshake, dient hello (1):

SSLv3, TLS handshake, Server hello (2):

SSLv3, TLS handshake, CERT (11):

SSLv3, TLS alert, Server hello (2):

SSL certificate problem self signed certificate in

Cl osi ng connection 67
HTTPClientCurl error

15975. 90 PROV ProvisionRequest failed: 4 (Peer certificate cannot be

authenticated with given CA certificates)

notify_http_done: Received O (Peer certificate cannot be
authenticated with given CA certificates) on request
https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/
15975. 90 PROV EDGEProvisionUser: start retry timer for 15 seconds

15975. 90 PROV | :

EEp

1. BRI LY Security > CASHB TR EFIH T HE=HCA,
2. MRFIHTCA, FRECEE LM,

S/ 3:Expressway-EX B HESANH S HUCHE,

TC#in B#E

82850.02 CertificateVerification ERROR [verify_edge_domain_in_san]: Edge TLS
verification failed: Edge domain 'tbtp.local' and corresponding SRVName

' _collab-edge._tls.tbtp.local' not found in certificate SAN list
82850. 02 Httpdient
82850. 02 Httpdient
82850. 02 Httpdient
82850. 02 Httpdient
(https://RTP- TBTP- EXPRWY- E. t bt p. | ocal : 8443/ d&0cC5j b20/ get _edge_config/):
'Peer certificate cannot be authenticated with given CA certificates'

Expressway-E SAN

SSLv3, TLS alert, Server hello (2):

SSL certificate problem application verification failure
Cl osing connection 113

HTTPC i ent Curl error

X509v3 Subj ect Alternative Nane:
DNS: RTP- TBTP- EXPRWY- E. t bt p. | ocal , SRV:_collab-edge._tls.tbtppppp.local

K



1. EF 4 K Expressway-E CSREAEIFEUCH,

2. ZETCH#&# £ | ExternalManager Domain5| 2 AJ8ER 3% E AUC Domainky{E. MRREERE

R, EBATEE,
FE4TCRERRERTRUNEAES BN/ RBRT LR

TC#¥s HES

83716. 67 Htpd i ent Server auth using Basic with user 'pstojano’
83716. 67 Hitpdient GET /d&0cC5) b20/ get _edge_config/ HITP/ 1.1
Aut hori zation: XXXXXX

Host: RTP-TBTP-EXPRWY-E.tbtp.local:8443

Cooki e: JSESSI ONI DSSO=34AFA4A6DEE1DDCESB1D2694082A6D0A

Cont ent - Type: application/ x-wwformurl encoded

Accept: text/xm

User-Agent: Cisco/ TC

Accept - Charset: |SO 8859-1,utf-8

83716.89 HtpCient HTTP/1.1 401 Unauthorized

83716.89 Httpdient Authentication problem Ignoring this.
83716.90 Httpdient WWV Aut henticate: Basic real n="Ci sco- Edge"
83716.90 Httpdient Server CE C ECS is not blacklisted
83716.90 Httpdient Server: CE_C ECS

83716.90 Httplient Date: Thu, 25 Sep 2014 17:42:51 GMI
83716.90 Httpdient Age: O

83716.90 Httpdient Transfer-Encodi ng: chunked

83716.91 Httpdient Connection: keep-alive

83716.91 Httpdient

83716.91 HitpCient O

83716.91 Httpdient Connection #116 to host RTP- TBTP- EXPRWY-E. t bt p. | ocal
left intact

83716.91 Httpdient HTITPCientCurl received HTTP error 401

83716. 91 PROV ProvisionRequest failed: 5 (HTTP code=401)
83716.91 PROV |: notify_http_done: Received 401 (HTTP code=401) on request
https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/

Expressway-C/VCS-C

2014- 09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C edgeconfi gprovi si oni ng
UTCTi ne="2014-09-25 17: 46: 20, 92" Modul e="net work. htt p. edgeconfi gpr ovi si oni ng"
Level ="DEBUG' Action="Received"
Request-url="https://xx.%xx.97.131:8443/cucm-uds/user/pstojano/devices"
HTTPMSG

|HTTP/1.1 401 Unauthorized

Expires: Wed, 31 Dec 1969 19:00: 00 EST

Server:

Cache-Control : private

Date: Thu, 25 Sep 2014 17:46:20 GVI

Content - Type: text/htm ;charset=utf-8

WAWM Aut hent i cate: Basic real m="C sco Wb Services Real nf

2014- 09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C UTCTi ne="2014- 09- 25 17: 46: 20, 92"

Modul e="devel oper. edgeconfi gprovi si oni ng. server" Level =" DEBUG'

CodelLocati on="edgeprotocol (1018)" Detail="Failed to authenticate user against server"
Username="pstojano" Server="('https', 'xx.xx.97.131', 8443)"

Reason="<twi sted. python.failure.Failure <type 'exceptions. Exception' >>
"2014-09-25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C edgeconfi gprovi si oni ng:



Level ="I NFO' Detail="Failed to authenticate user against server" Username="pstojano"
Server="('https', 'xx.xx.97.131', 8443)" Reason="<tw sted.python.failure.Failure
<type 'exceptions. Exception'>>" UTCTi me="2014-09-25 17: 46: 20, 92"

R

1. BB ETCHK IR LA ProvisioningEH T ANEAE B/ ZHEEE .
2. st CUCME Bl E B 38 Bi%o
3. lRA10 — fEF B B BRI =
4. fRA9 — FERACMER &EEIE
REA OKURLAERE : https://%CUCM%/ucmuser/

MRHBRFFAIETRER  FREABELACTERERE

- ERUABRZECTI
- BAECCMMIRERE

FEM : ENTCAYK IR MHER

i SEPOOSOS0DEEAFE Sto) EX90 Bassline TelePresence-DPF SIP Rejectad 37 10E
(g )

CUCMIR it

08080021. 043 | 16: 31: 15. 937 | Applnfo | SIPStati onD(18400) - validTLSConnection:TLS
InvalidX509NameInCertificate, Rcvd=RTP-TBTP-EXPRWY-C.tbtp.local,

Expect ed=SEPO0506006EAFE. W | check SAN the next

08080021. 044 | 16:31: 15.937 | Appl nfo | SI PStationD(18400) - validTLSConnection: TLS
I nval i dX509Nanmel nCertificate Error , did not f£ind matching SAN either,
Rcvd=RTP-TBTP-EXPRWY-C.tbtp.local, Expected=Secure-EX90.tbtp.local

08080021. 045 | 16: 31: 15.937 | Appl nfo | ConnectionFailure - Unified CM failed to open
a TLS connection for the indicated device Device Name:SEP00506006EAFE

| P Addr ess: xx. xx. 97. 108 | PV6Address: Devi ce type: 584 Reason code: 2 App ID: G sco
Cal | Manager d uster |D: StandAl oned uster Node | D: RTP- TBTP- CUCMB 08080021. 046

| 16: 31: 15.938 | AlarnmErr | AlarnC ass: Cal | Manager, Al arnmNane: ConnectionFail ure,

Al arnBeverity: Error, Al armvessage: , AlarnDescription: Unified CMfailed to open
a TLS connection for the indicated device, Al arnParaneters:

Devi ceNane: SEPO0O506006EAFE, | PAddr ess: xx. xx. 97. 108, | PV6Address:,

Devi ceType: 584, Reason: 2, ApplD: G sco Call Manager, C usterlD: StandAl oned uster,
Nodel D: RTP- TBTP- CUCMVB,

TCHn %

SIF Prosy 1

Status: Failed: 403 Forbidden

R PEExpressway-C/VCS-C

X509v3 Subject Alternative Name:
DNS: RTP- TBTP- EXPRW- C. t bt p. | ocal , XMPP: conf er ence- 2- St andAl oneCl ust er 5ad9a. t bt p. | ocal

L4 E B RHIF |, Expressway-C/VCS-CEESANFEAT I EEF LR LM ERRFQDN,
(Secure-EX90.thtp.local), TEFHEL 2 (TLS)IEFH , CUCMIEEEXpressway-C/VCS-CHY fal B 25



HAESANFERARZEEER , Rt eeiHEgE

=o , YR & E A £ AFQDNE LAY
ERREHRERR

?

K

1. R Expressway-C/VCS-CE H A RSB EWSANF EEFQDNIE RN EFZLHER R,

2. MREFEAFODNE RN LZLEERR , FHRFEEECUCMHERAEENZLEEER.

3. EtL A AEH CiscofR 21D CSCuq863765|i#E, MR IBIEEIBEN , FFMEEXpressway-C/VCS-C
SANK/PHEFRLEEERESANFTIVE,

SR : ERTCHYRIRRE XM — MUDS AR 28

Lt 8438 2478 7£ Diagnostics > Troubleshooting T 35

Error: Provisioning Status
Provisioning failed: XM. didnt contain UDS server addres

TC#& % B &
6 A REN AR AR 8 ER

9685. 56 PROV REQUEST_EDGE_CONFI G

9685. 56 PROV <?xm version='"1.0" encodi ng=" UTF-8' ?>

9685. 56 PROV <get EdgeConf i gResponse versi on="1. 0" ><servi ceConfi g><servi ce><name>_ci sco- phone-
t ft p</ nane><er r or >NanmeEr r or </ err or ></ servi ce><ser vi ce><nanme>_cupl ogi n</ nane><er r or >NameEr r or </ er
ror></servi ce><servi ce><name>_ci sco-

uds</ nane><server><priority>1</priority><wei ght >1</ wei ght ><port >8443</ port ><addr ess>cucm donai n.
i nt </ addr ess></ server ></ servi ce><servi ce><nanme>t f t pSer ver </ name><addr ess></ addr ess><addr ess></ ad
dress></ servi ce></servi ceConfi g><edgeConfi g><si pEdgeSer ver ><ser ver ><addr ess>expe. domai n. conx/ add
ress><t| sPort>5061</t| sPort></server></si peEdgeSer ver ><si pRequest ><rout e>&l t; si p: 192. 168. 2. 100: 50
61;transport=tls;zone-

i d=3; di rected; | ré&gt; </route></si pRequest ><xnppEdgeSer ver ><ser ver ><addr ess>expe. donai n. conx/ addr e
ss><t| sPort >5222</t| sPort ></ server ></ xnppEdgeSer ver ><ht t pEdgeSer ver ><ser ver ><addr ess>expe. domai n
. conx/ address><t | sPort >8443</t| sPort ></ server ></ htt pEdgeSer ver ><t ur nEdgeSer ver/ >

</ edgeConf i g></ get EdgeConf i gResponse>
9685. 57 PROV ERROR Edge provisioning fail ed!
url =" https://expe. domai n. com 8443/ ZXUuY2hl Z2cuY29t/ get _edge_config/', message=' XML didn't
contain UDS server address'
9685. 57 PROV  EDGEProvi sionUser: start retry timer for 15 seconds
9700.57 PROV |: [statusCheck] No active VcsE, reprovisioning!

K

1. BRE—EARBEEELRNCTI UCKkRBERIRFEAEIRSHER , ZIRFARNBBMRARKER
IR

2.E 7 FJCUCM admin > User Management > User Settings > UC Service , AR%E 2 #EICUCME
IPEICTI UCHR# ( BIMRA_UCHRH )

E 7 FICUCM admin > User Management > User Settings > Service Profile , AR BRI FHEE
1= ( BIMRA_ServiceProfile ) o


https://tools.cisco.com/bugsearch/bug/CSCuq86376

AEFBRBEERERS , RBIKES , ARE "'CTIRERR. H2 , EEERIRENFCTIHR -
BARS (BIMRA_UCHRT ) , ARE—T "#7F. -

5.3 ;1 ZCUCM admin > User Management > End User , A& & AR EBMRARE B RKIwHA
BRERAERS,

C.ERFEAENRBRET 6 BHRED "EE£H, YA "R BARKEEER) RBREEIHH
RISEERER ( BIMRA_ServiceProfile ) , REBZR—T "#1%F. o

TERVRFELSERE, ERERAKK INARER T EESERENFAR , UREKIKRR
EREEM.
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/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-2/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-2.pdf
/content/dam/en/us/td/docs/telepresence/endpoint/ex-series/tc7/getting-started-guide/video-systems-getting-started-guide-tc72.pdf
/content/en/us/td/docs/voice_ip_comm/cucm/admin/9_1_1/ccmcfg/CUCM_BK_A34970C5_00_admin-guide-91.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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