EEEBCTLHCUCMEESER
H 8%

BB
B

WRiEEeTokensEES RS E

e R EF|EEeTokens

WM CTURR RN B EEE

&

RN BER/T R EEUSB eTokenskCisco Unified Communications Manager(CUCM)Z& £
MeENER,

AR

BEREBEBMCUCM 10.0(1)RRESIRA, thoh , BT

« CUCMARZ<11.5.1SU3 K% B /& KR A< 19 5'F 7J 7 fal Bl 28 24 ZE = Cisco Prime License
Manager(PLM)11.5.1SU25 & & iR A

ERRACUCMIMRA11.5.1SUSEENFRF IR RBMAESER , MPLMAE11.5.1SU2 28I R &N
R,

BRIGHMEE , 552 B Cisco Prime License Managerix4~11.5(1)SU28) 21757 B0,

o BECUCME MMM T S ECLVEEEREHBF TR,
o WAILIEHRREREUSB eTokens , i BEMPCLERECTLEFiniE , ARERSEROME
FAiEReTokensHiE S,

ATEBRNRE HWEREESETMFEEHE —EFEUSB eTokenViEEBEF EH, KZH
ANEPEEUSB eToken®I ATREMETR /D,

- BEPHNABCUCMEIH CEERTLER, E—HFREE , HACTLERBIBSSHIERE
Wit E(SFTP)ER B E RN B

- BEFHWEREDB)ERITELEE , ARSI UUNKFERESR.

- BEREBEAT , BEBPHNEEXERZE(TVS).


/content/en/us/td/docs/voice_ip_comm/cucm/plm/11_5_1_SU2/releasenotes/cplm_b_release-notes-cplm-1151su2/cplm_b_release-notes-cplm-1151su2_chapter_01.html
/content/en/us/td/docs/voice_ip_comm/cucm/plm/11_5_1_SU2/releasenotes/cplm_b_release-notes-cplm-1151su2/cplm_b_release-notes-cplm-1151su2_chapter_01.html
/content/en/us/td/docs/voice_ip_comm/cucm/plm/11_5_1_SU2/releasenotes/cplm_b_release-notes-cplm-1151su2/cplm_b_release-notes-cplm-1151su2_chapter_01.html
/content/en/us/td/docs/voice_ip_comm/cucm/plm/11_5_1_SU2/releasenotes/cplm_b_release-notes-cplm-1151su2/cplm_b_release-notes-cplm-1151su2_chapter_01.html

#& 7] LA A Cisco Unified Reporting#8 B (https://<CUCM IPZXFQDN>/cucreports/) #yUnified CME
MUEEEE  MERERBERTIELZENEE,

~ SEE  FERERT |, Cisco JabberH5F % Cisco TelePresencesCisco 7940/7960% 5/ IPEE
BRIFAXERLYE, NREEZEATEATIELZSMNEELBETENCTL , AIHE
R EE T E M RREE LA CallManagerB EN EHAF S ILIELE BN IEF IhEE
, BEIFBHMERCTL, FARBERT , XESecurityfWEE ( 10179457965 FFF R FEHARA
) BESHTE B MER LM CallManagerB EEMBRECTLER , RAEMAUNEAGERERE
(TVS),

BRA T

AXHFHNEFRBIBUTEHREMNERERA
« CUCMHARZ<10.5.1.10000-7 ( A F{E ST S4B X RO BEEE )

« Cisco 7975R 5IIPEFE BB & B MR ASCCP75.9-3-1SR4-1SHYE & = i 12 il 1 E (SCCP) & ff
- MEENZ2THE , AREACTLEFInBIEBEERERAREEER

AXFHNEARBBREERERRANKENREL. XHEAINMERERRCER (R
) BVAAREREAE) . MRENEREET , FRACEBETMESIRERNTE,

BEREM

FERERACAERUSBE T THENEAERUSBEF THREINESBAEERCUCMZE
EMCZENER,

FAERENMASREEBRBIRCEFECTLNESEERS , UARAXRBRRRNEBEREREE
BN,

ESHEACTLRECUCM 10.0() R ESRATN —IBFRE , AFFHIPEFENFUHE S MEEET I
2, MEFERATERUSB eTokensMCTLE Fimsh i | R LABIRICUCMAR A R ER,

EACLIGTHREEENESEAR  CTLEREARMARI[EIWCCM+TFTP ( ARR ) BE
HEITER , WHCTLERFP R FeToken&EE,

N orE . ERHARE L EFERCalManagerCCMATETP) B ER  SEXRENESE. &
SER T A ER AN EENEB O FESHNCTLESR RENSARELTHME
CTLREZ, SRS, SSBEAYRNERES FIHNRE—EER,

kL EEXTBESEN (ERECTL)

AENMRBBCLIECUCMERZ M B EMixed BT EANIBE,



HEUERZE , CUCMEREZLEN , EXREFAMH I LB AFHECTLER , X HEMNIPE
REREROEEEE(TLER , MU THHAT

<#root>

admin:

show ct

Length of CTL file: O

CTL File not found

. Please run CTLClient plugin or run the CLI - utils ctl.. to
generate the CTL file.

Error parsing the CTL File.

admin:

N mREREAENRAERE  EARE LRI - 1CTL$§$,E§%%E¥%EJ&HM%
1‘%‘% REBLOFESEN L HAREHREFMBRCTLESR

& o file delete activelog cm/tftpdata/CTLFile. tivi# CUCMB¥SEE h IV BT B MIBRCTLARER ; BR
, FEESEAHRLWART T, B2ER , EEARSERCTLERERERENEEENRE
, TEAkGS,

BRERRTRMNESERWRIE S £ 268 Hrun sql select paramname , paramvalue from
processconfig where paramname='ClusterSecurityMode'#i %, MRS BEE0 , AIEHTE
RBEER,

run sql select paramname,paramvalue from processconfig where paramname='ClusterSecurityMode'
paramname paramvalue

ClusterSecurityMode 0



el 19:43 06/03/15
v Trust List
1

. & ITL File

D706 CB 7D 9554 72 AD 3A
83 4A EC 98 E5 83 A3

T.Eﬂunfinuratinn [sined]

-__._.

Select Security Setting )

BTERAFNESHAOCTLERCUCMBEE L2 BIESER  FERUTHE :
1. BEECUCME Mes B B CLIN EE B B FT Al .

2. TECLI & A utils ctl set-cluster mixed-mode#s $ :

<ttroot>

admin:

utils ctl set-cluster m xed-node

This operation sets the cluster to Mixed mode. Do you want to continue? (y/n):y

Moving Cluster to Mixed Mode

Cluster set to Mixed Mode

Please Restart the TFTP and Cisco CallManager services on all nodes in the cluster
that run these services

admin:

3. Ef7EICUCM Admin Page > System > Enterprise Parameters , ¥R BRERBCRES
Mixed mode({E 13k RMixed mode):



—Security Parameters
Cluster Security Mode * 1
LEM Security Mode * Insecure ¥
CAPF Phone Port * 3804
CAPF Qperation Expires in (days) * 10
Enable Caching * True v

4. EETELRENBENNMEE L L EFHMETFTPMCisco CallManagerBR#.
5. EFIREIFAEIPESE , LETCF AT UAMRCUCM TFTPIRISECTLESR,

6. EERMBCTLERNAR , SBECLIFE Ashow ctlifF,
7. ZECTLERH , JUAFRICUCME MR IREFETEMICCM+TFTP ( fAfkss ) BRERARECTLE
RETER (ZBEREHEDVAFEARSFILERZMEEN ), AT 2E@HEH -

<#root>
admin:

show ct

The checksum value of the CTL file:

0c05655de63f e2a042cf 252d96c6d609( MD5)

8c92d1a569f7263cf4485812366e66e3b503a2f5(SHAL)

Length of CTL file: 4947
The CTL File was last modified on Fri Mar 06 19:45:13 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1156
2 DNSNAME 16 cucm-1051-a-pub
3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL
FUNCTION 2 System Administrator Security Token
5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

ST=Malopolska;C=PL
6 SERIALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140



8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D 21
A5 A3 8C 9C (SHA1 Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D 21
A5 A3 8C 9C (SHA1 Hash HEX)

10 TIPADDRESS 4

The CTL file was verified successfully.

8. EIPERE , B RERBEFRER , ERE TR TTFTPRAMRF LB FENCTILER
( EBCUCMmYE iAH L , MDSERFIPTEL ) -

N oo BRBES L OKRAE  SREIMDSHSHA! , SEIGRAEEHA,



el 19 54 06/03/15
v Trust List
| B

- 8 ITL File
97 C814646FB2BA43239F

1D C94C 55 D8 C2

' LA
Select I':jftc:urrt'g.r 'Settlng

 Select [_f__— i
RiEREeTokensBIETEBRA R

REIMBMAAECUCMBI E L £ TEBeTokens BR BIFE A MNESEERT X,

EREEFSLT , EeFERACTLEFIKECUCMLEEEEREER Y HIPEFEEHAZSERUSB
eTokensFBEEHCTLER,

TEJH:*% 2, CTLERARBEHEHT —EUSB eTokensI B EXR B W T REIPEFE L, U TR

]

"'I—l_l_-

<#root>
admin:

show ct |

The checksum value of the CTL file:

256a661f 4630cd86ef 460db5aad4e91c( MD5)

3d56cc01476000686f007aac6c278ed9059fc124 (SHAL)

Length of CTL file: 5728



The CTL File was last modified on Fri Mar 06 21:48:48 CET 2015

CTL Record #:5

BYTEPOS TAG LENGTH
1 RECORDLENGTH 2

2 DNSNAME 1

3 SUBJECTNAME 56

4 FUNCTION 2

5 ISSUERNAME 42

6 SERTALNUMBER 10

83: E9: 08: 00: 00: 00: 55: 45: AF: 31

7 PUBLICKEY 140
9 CERTIFICATE 902
10 TIPADDRESS 4

VALUE

cn="SAST-ADN008580ef ";ou=IPCBU;o0="Cisco Systems
System Administrator Security Token
cn=Cisco Manufacturing CA;o=Cisco Systems

85 CD 5D AD EA FC 34 B8 3E 2F F2 CB 9C 76 BO 93
3E 8B 3A 4F (SHAl Hash HEX)

This etoken was used to sign the CTL file.

The CTL file was verified successfully.



w21 53 06/03/15
v Trust List
1=

- & ITL File
F4 41 38 43 70 1D 2B 5F 82 05
F3 48 D6 DC B1 E3

¥

'11q,__

Select 'Sec:urrt',r 'Settlng :
SRUTHR , UESCUCMER R MBEERESIEHCTL
1. BEUH CUCM B8R B RECLIRY E = 5 B AT AT

2. B Autils ctl update CTLFile CLIE < :

<#root>
admin:

utils ctl update CTLFile

This operation updates the CTLFile. Do you want to continue? (y/n):y
Updating CTL file
CTL file Updated

Please Restart the TFTP and Cisco CallManager services on all nodes 1in
the cluster that run these services

3. HEMELRENBLEFNFIE TS EEFRRETFTPH CallManageriR#

4. EFREFABIPES , LETCHITULCUCM TFTPARIEERICTLEZ,



5. ZECLIFE Ashow ctlis & , UBRBECTLERNAR, ECTLERF , B LIERCUCME i
RESEFBEAICCM+TFTP ( AfRES ) REARBCTLERETHRS , M TE2HERUSB
eTokens PR EHEITES,

6. FLERHIF , Z—EEENEFIZ , FIEERUSB eTokensHI B EMMCTLERPMBR. UT
=

<#root>
admin:

show ct |

The checksum value of the CTL file:

1d97d9089dd558a062cccf cbldc4c57f ( MD5)

3b452f9ec9d6543df80e50f8b850cddc92fcf847 (SHAL)

Length of CTL file: 4947
The CTL File was last modified on Fri Mar 06 21:56:07 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

ST=Malopolska;C=PL
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL
6 SERTIALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 IPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2



BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1 Hash HEX)

10 TIPADDRESS 4

The CTL file was verified successfully.

N EE ELEBES | MBECUCMBARRENCCM+TETP ( ARE ) BERESE
EBEENERSMNBERSER  RAEEAAESEBASEEESY,

 EIPERR , SR LIBRRIPEFENRBR , e THT EHMBCTLERRAE ( ECUCMA &
HARLL , MDSRBR M PTE ) -



el 22 06 06/03/15
v Trust List
| B

- 8 ITL File
80 E1 A7 DE AF 35 8E CD 3E

98 72 EC 67 9F 28 A2

¥

e

e

—E- =

Select I':jftc:urrt'g.r 'Settlng :
RESBH R RE|TE®eTokens

REMBUARECUCMBE R SRR ED R REB EEBBeTokens,

tu%ﬁﬁcuﬁ%ﬂ%cucmﬁ%z@;ﬁi:% TRE. X, ¥ B #EHACUCM Publisherfi 5#Y

CCM+TFTP ( falfkas ) MEHCTLERETHS , BICTLERF T FER B ERUSB eTokensiy &
=

[= N¢]

Hit , EFETCTLEFmUEFHCTLER ( REFEHAEReTokens ) B , BBERUTEHIVES -

The Security Token you have inserted does not exist in the CTL File
Please remove any Security Tokens already inserted and insert another
Security Token. Click Ok when done.

EEERERE ( ERATERE ) BT aFEutls s SR 10XxZBIREAWIERF , E—HALHE
=

SR CTLERERFHLinuxBILinux(L2) W ARBEFHER (HARKREENR ) , ¥ACFEE
BIEREEIWeTokenEE, AT 2 HEH -



<#root>
admin:

show ct

The checksum value of the CTL file:

1d97d9089dd558a062cccf cbldc4c57f ( MD5)

3b452f9ec9d6543df80e50f8b850cddc92fcf847 (SHAL)

Length of CTL file: 4947
The CTL File was last modified on Fri Mar 06 21:56:07 CET 2015

Parse CTL File

Version: 1.2
HeaderLength: 336 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 149

4 SIGNERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

5 SERIALNUMBER 16 70:CA:F6:4E:09:07:51:B9:DF:22:F4:9F:75:4F:C5:BB

6 CANAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

7 SIGNATUREINFO 2 15

8 DIGESTALGORTITHM 1

9 SIGNATUREALGOINFO 2

10 SIGNATUREALGORTITHM 1

11 SIGNATUREMODULUS 1

12 SIGNATURE 128

65 ba 26 b4 ba de 2b 13

b8 18 2 4a 2b 6c 2d 20

7d e7 2f bd 6d b3 84 c5

bf 5 f2 74 cb f2 59 bc

b5 c1 9f cd 4d 97 3a dd

6e 7c 75 19 a2 59 66 49

b7 64 e8 9a 25 7f 5a «c8

56 bb ed 6f 96 95 c3 b3

72 7 91 10 6b f1 12 f4

d5 72 e 8f 30 21 fa 80

bc 5d f6 c5 fb 6a 82 ec

fl1 6d 40 17 1b 7d 63 7b

52 f7 7a 39 67 el 1d 45

b6 fe 82 0 62 e3 db 57

8c 31 2 56 66 c8 91 <8

d8 10 cb 5e c3 1f ef a

14 FILENAME 12

15 TIMESTAMP 4

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL



4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERIALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2

COMFTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

CTL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1138

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 60 CN=CAPF-e41e7d87;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2 CAPF

5 ISSUERNAME 60 CN=CAPF-e41e7d87;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERIALNUMBER 16 74:4B:49:99:77:04:96:E7:99:E9:1E:81:D3:C8:10:9B

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 680 46 EE 5A 97 24 65 BO 17 7E 5F 7E 44 F7 6C OA

F3 63 35 4F A7 (SHA1 Hash HEX)
10 TIPADDRESS 4

CTL Record #:4



BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1161

2 DNSNAME 17 cucm-1051-a-subl

3 SUBJECTNAME 63 CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2 CCM+TFTP

5 ISSUERNAME 63 CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERIALNUMBER 16 6B:EB:FD:CD:CD:8C:A2:77:CB:2F:D1:D1:83:A6:0E:72

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 696 21 7F 23 DE AF FF 04 85 76 72 70 BF B1 BA 44

DB 5E 90 ED 66 (SHA1l Hash HEX)
10 TIPADDRESS 4

The CTL file was verified successfully.

admin:

EiSRF , TRUATTRANTLZEEHRCTLESR , MEFMERE KReTokenstViBE ( BT
BIPEFLFEBHMERCTLES )

1. BEECUCME firar B B CLIRY E IR RA IR W

2. TE B MBS BT BECLIFR Ea Afile delete tftp CTLFile tivin 5 SAMIBRCTLIES :

<#root>
admin:

file delete tftp CTLFile.tlv

Delete the File CTLFiTle.tlv?
Enter "y" followed by return to continue: y
files: found = 1, deleted = 1

3. EZ# 7 CTLE FixfMicrosoft WindowsE ¥ L BRiSafeNetF 58 & Fin ( ERECTLEF
mEBRE) :



F =y
(®) SafeMet Authentication Client Tools BT

(-Safe

SafeNet Authentication Client

eToken PRO
Rename Token

W9  Change Token Password

Unlock Token

Disconnect SafeMet eToken Virtual

www.safenet-inc.com

4. ESafeNetH M BBERFinT , EMISHRE:
'@ SafeMet Authentication Client Tools -e - | =1fC ﬁ1

@af&_

SafeNet Authentication Client

5 fASE—{EEBEUSB eToken,

6. £User certificatesERI R N RIFFE , WA HEHIPCLHNER K, ERXRRER R AZER
, S FEERZ B Cisco123:




(&) SafeMet Authentication Client Tools

AN
\Safe

SafeNet Authentication Client

woE

Certificate Data
(=1 Safefet Authentication Cient Tools

- &% Tokens Serial number
E W EToken PRO Izzued to
= E] User certificates Tssued by

(N S

Delete Certificate

Export Certificate

- Ul Settings
L ff ChentSettngs

Privale Key Data
Key oize
Container mame
Maduls
Key spedhcation
Default key contamer
Auxdiary key container

45 da a2 af 00 00 00 27 9 3c
SAST-ADNDOS4F509

Cisco Manufacturing CA
06/05,/2010

(06,020 20

Chent Authentication

1024 bitg

015023 75-009-4bE T-h4ec-flabec 2e Sefeb

815 ee 24d0 P2 b9 D de 05 8102 7747 44 24dc 9408 3209 ¢
AT_KEYSIGNATURE

Yeg

Tes

www.safenet-inc.com

7. HE —(BFERBUSB eTokenEBE U THR | UEMEFRESHEHLEIPC:

-~

Mame Date modified Type Size
SAST-ADMO054£509 06-03-2015 22:32 Security Certificate 1KBE
Gl )
SAST-ADMO0ES80ef 06-03-2015 22:33 Security Certificate 1KE
= )

8. EARREBAEERROS)EE , ARBEETLL>BREE> LERRE:

Cisco Unified Operating System Administration

For Cisco Unified Communications Solutions

cisco

Show +  Settings +» Security = Software Upgrades »  Services = Help -

Certificate List

[gjn Generate Self-signed Eﬂ% Upload Certificate/Certificate chain | | & | Download CTL LE—J:A Generate CSR

9. R#E#EHEE RUpload Certificate HE, fCertificate Purpose T #1112 8 A& 1EPhone-SAST-
trust, WBRFERXFE-—RAEFSEPELNES .



i, l
sty Upload Certificate/Certificate chain - Google Chrome E@lﬂ

[AELE

(B b#ps.//10.48.47.155/cmplatform/certificateUpload.do

Upload Certificate f Certificate chain

Eé' Upload [ﬂ Close

— Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/ Certificate chain
Certificate Purpose® Phone-SAST-trust
Description(friendly name) |1st eToken Cert

Upload File Wybierz pik | SAST-ADNO054f509.cer

| Upload | | Close |

@ *_ indicates required item.

10. TRBIENS R , LERSE —EeTokenEHNEE :

-
Ml: Upload Certificate/Certificate chain - Google Chrome E@g

LlED

x b#s://10.48.47.155/cmplatform/certificateUpload.do

Upload Certificate/Certificate chain

Eéi Upload [g Close

rStatus

@ Success: Certificate Uploaded

—Upload Certificate/ Certificate chain
Certificate Purpose ™ Phone-SAST-trust

Description(friendly name) |2nd eToken Cert

Upload File Wybierz plik | SAST-ADN0O08580ef.cer

| Upload | | Close |

1. BTCTLEFim , RHCUCME M RESE M IPHut/THE W ACCMEEEREE :




=,

[ ¢ CTL Client v5.0 = | 5 [
Cisco CTL Chent M

CISCO

Cisco Unified Cammunications Manager server l

Hosthame or [P Address: [10.45.47.155 Port: 2444

Username: admin
FPasswaord: |
Help Cancel [ et

12. BERBEERENREEN BRI EFRFECTLER , ABBERUTES HR(R
—TOKLAZEEE):

No CTL File exists on the server but the Call Manager Cluster Security Mode

is in Secure Mode.
For the system to function, you must create the CTL File and set Call Manager

Cluster the Secure Mode.

13. ECTLEFiwH , ¥ — T Update CTL FileEi®##%4R , A% IE— T Next:



.
¢, CTLClientv5.0

Cisco CTL Chent

Cluster Secunty Mode |

& Update CTL File

NINIr
c15co

" Set Cisco Unified Callkanager Cluster to Mixed Mode

" SetCisco Unified Callkanager Cluster to Non-Secure Mode

Help

Cancel

=N

14. BAE—RBELZETE , REE—TOK:

CTLClient

28

j lj Please insert a Security Teken. Click Ok when done,

‘ OK I

Cancel

15. BERZETHFEENAR , —TAdd:



[ ¢ cTLclient 5.0 = | B S |
Cisco CTL Chent il
CI5CQ

security Token Information |

Subject Name: cn="SAST-ADNO0BRS0ef  "ou=IPCBLU;0="Cisco Sy

Issuer Name: cn=Cisco Manufacturing CAo=Cisco Systems

Yalid Fram: 05172012

Expires an: 05/17/2022

Help Cancel Addd

16. B RCTLERMARE , I— TAdd Tokens A #7118 & —{EUSB eToken:



-
¢ CTL Client v5.0

Cisco CTL Chent wliln
CI5CQ
CTL Entries |
Type | Hasthame/|... | Issuer Name Subject Name
CAFF 10.45.47.155 CH=CAFF-ed1e/di7. 0Ol CHN=CAFF-e41e/da?,0l=T

CCM+TFTR 10.48.47.156 CM=cucm-1051-a-sub1;0..  CM=cucm-1051-a-sulk1;0L):
COM+TFTF 10.458.47.155 Ch=cucm-105T-a-pub;0..  CM=cucm-1051-a-pub;0l=
security T —MNoHostna,.. cn=Cisco Manufacturing ... cn="SAST-ADMNOOB5E0et

Help Add TFTF Add Firewall

Cancel Addd Takens Delete Selected

Finish

17. BREZE2THHFMERAR , —TAdd:



.
¢ CTL Client v5.0 ENENTX

Cisco CTL Chent N
CI5CQ
mecurity Token Information |
SubjectName: cn="SAST-ADNO054B08  "ou=IPCBL:0="Cisco Sy:
lssuer Mame: cn=Cisco Manufacturing CAo=Cisco Systems
“alid Fram: 05092010
Expires an: 0B/03/2020
Help Cancel Addd

18. BE/RCTLEERMA AR , ]—TFinish, ERXARIR T~ ARG | 558 ACisco123:



¢’ CTL Client v5.0

(= | O s

Cisco CTL Chent wlinln
CI5CQ
CTL Entries |
Type | Hasthame/|... | Issuer Name Subject Name
CAFF 10.45.47.155 CH=CAFF-ed1e/di7. 0Ol CHN=CAFF-e41e/da?,0l=T
CCW+TFTE 10.45.47.156 CM=cucm-1051-a-sub1;0..  CM=cucm-1051-a-sulk1;0L):
COM+TFTF 10.458.47.155 Ch=cucm-105T-a-pub;0..  CM=cucm-1051-a-pub;0l=
security T —MNoHostna,.. cn=Cisco Manufacturing ... cn="SAST-ADMNOOB5E0et
security T... —MNoHostna.. cn=Cisco Manufacturing ... en="3AST-ADNOD54f509
‘ b
Help Add TFTF Add Firewall
Cancel Add Tokens Delate Selectad Finish

19. HIECTLE ZFMEMCUCMMAIPRESFERF , #&— T Done:



-

¢’ CTL Client v5.0

Cluster.

Help

Cisco CTL Chent NI
CISCO
SErEr | File Location | Status
10.48.47 155 fusrflacalfcm/ftitp/CTLFIe ty Fagssed
10.48.47 1560 fusrflacalfcm/ftitp/CTLFIe ty Fagssed

Y'ou must restart all the Cisco Unified Communications Manager and TFTF nodes in the

Done

20. EETELRBNBAETHNAMESE LEFHMETFTPHCallManager R % -
21. EFREFEIPERE , METF AR CUCM TFTPIRISEEFT R AW CTLIE =R,

22 EERECTLERMNANE , BECLIFE Ashow ctlff . ECTLIERS |
USB eTokensfIFEE ( HPh —AARYCTLERETESR ). UT2@WHBEH :

<#root>
admin:

show ct |

The checksum value of the CTL file:

2e7a6l13eadbdae67f f a918d81376902( MD5)

d0f3511f10eef775cc91cce3fa6840c2640f11b8 (SHAL)

Length of CTL file: 5728

The CTL File was last modified on Fri Mar 06 22:53:33 CET 2015

A LAE EIRE R E



23.

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN0054f509 ";ou=IPCBU;o="Cisco Systems
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 42 cn=Cisco Manufacturing CA;o=Cisco Systems
6 SERTIALNUMBER 10

3C. F9: 27: 00: 00: 00: AF: A2: DA: 45

7 PUBLICKEY 140

9 CERTIFICATE 902 19 8F 07 C4 99 20 13 51 C5 AE BF 95 03 93 9F F2
CC 6D 93 90 (SHA1 Hash HEX)

10 TIPADDRESS 4

This etoken was not used to sign the CTL file.

CTL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN008580ef ";ou=IPCBU;o="Cisco Systems
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 42 cn=Cisco Manufacturing CA;o=Cisco Systems
6 SERTALNUMBER 10

83: E9: 08: 00: 00: 00: 55: 45: AF: 31

7 PUBLICKEY 140

9 CERTIFICATE 902 85 CD 5D AD EA FC 34 B8 3E 2F F2 CB 9C 76 BO 93
3E 8B 3A 4F (SHAl Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

The CTL file was verified successfully.

KIPERER , BUUREFIPEFRENMBR , EMATRT EMHVCTLERKRA ( HECUCMEE

HARLL , MDSRBR M PTEL ) -



el 23 20 06/03/15
v Trust List
| B

- 8 ITL File
79 79 CE 05 94 E9 92 69 A2

73 BB CF 16 EE 14 61

!'F LA
Select I':jftc:urrt'g.r 'Settlng .

soloct UNAN Et o

HERRAEN , BALZAIERiGeTokenZ EEH I LEFCUCMRBESEE , szHIP FEAES
BEHAAIEFE IR EANBRBEECUCMLETHNEERERB(TVS) HCTLEREITES,

I AR BRERBIPEFZ AU ECUCM TVS , BEREBE R A MWeTokenHE |, ZFEELPhone-
SAST-trustF =\ L& , W HZEF :

<#froot>

/7

In the Phone Consol e Logs we can see a request sent to TVS server to verify unknown
certificate

8074: NOT 23:00:22.335499 SECD: setupSocketToTvsProxy: Connected to TVS proxy server
8075: NOT 23:00:22.336918 SECD: tvsReqFlushTvsCertCache: Sent Request to TVS proxy,
Ten: 3708

/7

In the TVS | ogs on CUCM we can see the request coming froman | P Phone which is being
successfully verified

23:00:22.052 | debug tvsHandleQueryCertReq

23:00:22.052 | debug tvsHandleQueryCertReq : Subject Name is: cn="SAST-ADN0O08580ef
";ou=IPCBU;0="Cisco Systems

23:00:22.052 | debug tvsHandleQueryCertReq : Issuer Name is: cn=Cisco Manufacturing



CA;0=Cisco Systems
23:00:22.052 | debug tvsHandleQueryCertReq :subjectName and issuerName matches for
eToken certificate
23:00:22.052 | debug tvsHandleQueryCertReq : SAST Issuer Name 1is: cn=Cisco
Manufacturing CA;o=Cisco Systems
23:00:22.052 | debug tvsHandleQueryCertReq : This is SAST eToken cert
23:00:22.052 | debug tvsHandleQueryCertReq : Serial Number is: 83E9080000005545AF31
23:00:22.052 | debug CertificateDBCache::getCertificateInformation - Looking up the
certificate cache using Unique MAP ID : 83E9080000005545AF31cn=Cisco Manufacturing
CA;0=Cisco Systems
23:00:22.052 | debug ERROR:CertificateDBCache::getCertificateInformation - Cannot find
the certificate in the cache
23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - Looking up the
certificate cache using Unique MAP ID : 83E9080000005545AF31cn=Cisco Manufacturing
CA;0=Cisco Systems, len : 61
23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - Found entry
{rolecount : 1}
23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - {role : 0}
23:00:22.052 | debug convertX509ToDER -x509cert : Oxa3ea6f8
23:00:22.053 | debug tvsHandleQueryCertReq: Timer started from tvsHandleNewPhConnection

//

In the Phone Console Logs we can see reply from TVS server to trust the new certificate
(eToken Certificate which was used to sign the CIL file)

8089: NOT 23:00:22.601218 SECD: clpTvsInit: Client message received on TVS proxy socket
8090: NOT 23:00:22.602785 SECD: processTvsCIintReq: Success reading the client TVS
request, len : 3708
8091: NOT 23:00:22.603901 SECD: processTvsCIntReq: TVS Certificate cache flush
request received
8092: NOT 23:00:22.605720 SECD: tvsFlushCertCache: Completed TVS Certificate cache
flush request

ETHNCTLERASRNEZTRE

FHNEEERAETHENCTLAERSRE , MAERERCUCMBELZERE,
ECUCMMEEIBRE S , AR ERCUCMEB S Ei B CallManager® &,
BEEEBEANEASRERTHE, Foud , EESHERES (HRAERIEINHAY ) .
EHMCTLERZ , FAREIPEFR LZENCTLERPFENEETRNEBESETES,

EEFHCTLERTHES B2 , EIPEERREANYCTLERETEZNRARER
, EEBECUCM EN TSRS

~ HE TVSARSPEEMNRIPEFREERD , WHRIPEFELEE > CallManageril ¥J 8% Z|
CUCMfABR&S

BIOETVSAREETRRER  IPEFSEAMRAEMECTLESR, UTHEREREUTEHS
1. CTLERFHERCUCMMIPEFE L, CUCME AR RAICCM+TFT ( AMkss ) EEAR



HCTLERETHS -

<#root>
admin:

show ct

The checksum value of the CTL file:

7b7c10c4a7f a6de651d9b694b74db25f ( MD5)

819841c6be767a59ecf2f87649064d8e073b0fe87 (SHAL)

Length of CTL file: 4947
The CTL File was Tlast modified on Mon Mar 09 16:59:43 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1156
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
4 FUNCTION 2

System Adni ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
6 SERIALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156



2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

The CTL file was verified successfully.



Certificate Defails for cucm-1051-a-pub, CallManager

[E.L Regenerate [E.L Generate CSR |'a'| Download PEM File | 8| Download DER File

— Certificate Settings

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Cescription{friendly name) Self-signed certificate generated by system

— Certificate File Data

[ -
Wersion: W3
Serial Number; FOCAFG4ED20751B2DF22F49F7S4FCSEE
Signaturedlgorithm: SHA1withRSA (1.2.5840.113549.1.1.5)
Issuer Mame: L=Krakow, ST=Malopolska, CM=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Walidity From: Thu Jun 05 18:31:39 CEST 2014
To: Tue Jun 04 15:31:38 CEST 2019
Subject Mame: L=Krakow, ST=Malopolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30818902818100950c9f8791e7677c5hf1a48f1a933549f73ef58d7c0cB871b5b77d23a842aa14f5h293
Q0e586e5945060b109bdf359b4c283cdf21699e3edabdbiad 7hbasf3c0dcd7dafaefeffdac0fecf3cadb
2ec3?938605%ae4352e77d647da25faes19dedf9ebb0e0bdd98f8ce70307bal106507a8919df8bafdofa
N3068a52640a0a84487a90203010001

Extensions: 3 present P

2. B EHE M CallManager.pemiE®E ( CCM+TFTPRE ) |, BULLEIBENFIHREE X



Certificate Details for cucm-1051-a-pub, CallManager

[ﬂ Regenerate [ﬂ: Generate CSR 'a'| Download PEM File 'a'| Download DER File

- Certificate Settings

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description(friendly name) Self-signed certificate generated by system

— Certificate File Data

[
Wersion: V3

Serial Mumber: BB1D357B6841740B078FEE2A1813D5D6

Signaturedlgorithm: SHAZS56withRSA (1.2.840.113549.1.1.11)

Issuer Mame: L=Krakow, ST=Malopolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL

Validity From: Mon Mar 09 17:06:37 CET 2015

To: SatMar 07 17:06:36 CET 2020
Subject Mame: L=Krakow, ST=Malopaolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Key: RSA (1.2.840.113549.1.1.1)
kKey value:

3082010a0282010100c363617e37830eal5312fdeb3fet8c74e7a037453d26a0514e52476e56d02f78
c19e83623952934279b8dee9b394452a43c21714502db749c4141edc4666358974f 2248200158928
8ab08e%albcief74267e413e03d5d53e61f0705fb5a4aldd2744553840f579a183cd29e9bh3e0d5d689 -
e067b6426c8c8c49078c5cd4cclbicbbfectiid3leetta61517bfS60ef0c01fSec0S6db0docd746402af2a
b3ed4dea521fad0b795acd8f78deaafh324dc30962ffa%e 960861 5ccebelanl247f217cA3bf324fb3d5c .

3. FECLIF % A T utils ctl update CTLFilefn 5 A E#HHCTLRESR :

<#root>
admin:

utils ctl update CTLFile

This operation updates the CTLFile. Do you want to continue? (y/n):y

Updating CTL file

CTL file Updated

Please Restart the TFTP and Cisco CallManager services on all nodes 1in
the cluster that run these services

admin:

4. TVSIREFERAFVCTLERFHEFENETERE -

<#root>



17:10:35.825 | debug CertificateCache::TocalCTLCacheMonitor -

CTLFile.tlv has been
nodi fi ed

. Recaching CTL Certificate Cache
17:10:35.826 | debug updatelLocalCTLCache :

Refreshing the local CTL certificate cache

17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::

6B1D357B6841740B078FEE4A1813D5D6
CN=
cucm 1051- a- pub

;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL, length : 93
17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::

6B1D357B6841740B078FEE4A1813D5D6
CN=
cucm 1051- a- pub

;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL, length : 93
17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::
744B5199770516E799E91E81D3C8109BCN=CAPF-e41e7d87;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL, length : 91
17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::
6BEBFDCDCD8CA277CB2FD1D183A60E72CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL, length : 94

RBREBECTLERARE , AUFIZERCEAZMARSFEH N FCallManagerffl 25 % &%
=2

<#root>
admin:

show ct

The checksum value of the CTL file:

ebc649598280a4477bb3e453345¢c8c9d( MD5)

ef5c006b6182cad66197fac6e6530f15d009319d (SHAL)

Length of CTL file: 6113
The CTL File was last modified on Mon Mar 09 17:07:52 CET 2015



CTL Record #:1

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1675
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
4 FUNCTION 2

System Adni ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
6 SERTALNUMBER 16

6B: 1D: 35: 7B: 68: 41: 74: 0B: 07: 8F: EE: 4A: 18: 13: D5: D6

7 PUBLICKEY 270

8 SIGNATURE 256

9 CERTIFICATE 955 5C AF 7D 23 FE 82 DB 87 2B 6F 4D B7 FO 9D D5
86 EE EO 8B FC (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1675
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERTALNUMBER 16

6B: 1D: 35: 7B: 68: 41: 74: 0B: 07: 8F: EE: 4A: 18: 13: D5: D6

7 PUBLICKEY 270
8 SIGNATURE 256
9 CERTIFICATE 955 5C AF 7D 23 FE 82 DB 87 2B 6F 4D B7 FO 9D D5

86 EE EO 8B FC (SHA1l Hash HEX)



10 TIPADDRESS 4

The CTL file was verified successfully.

. #€Unified Serviceability B , TFTPHICisco CallManagerfRIEAS 15 E1TIE L RIS MY SEBE R 1Y
FREE % EEHAE,

PEFBRENME , CMSRTVSARSEBE , UREBEREARENRANCTLERETESR
HIRAEE

<#froot>

//

In the Phone Consol e Logs we can see a request sent to TVS server to verify
unknown certificate

2782: NOT 17:21:51.794615 SECD: setupSocketToTvsProxy: Connected to TVS proxy server
2783: NOT 17:21:51.796021 SECD: tvsReqFlushTvsCertCache: Sent Request to TVS
proxy, len: 3708

//

In the TVS I ogs on CUCM we can see the request conming froman | P Phone which is
bei ng successfully verified

17:21:51.831 | debug tvsHandleQueryCertReq

17:21:51.832 | debug tvsHandleQueryCertReq : Subject Name is: CN=cucm-1051-a-pub;
OU=TAC;0=Cisco;L=Krakow;ST=Malopolska

17:21:51.832 | debug tvsHandleQueryCertReq : Issuer Name 1is: CN=cucm-1051-a-pub;
OU=TAC;0=Cisco;L=Krakow;ST=Malopolska;

17:21:51.832 | debug tvsHandleQueryCertReq : Serial Number is:
6B1D357B6841740B078FEE4A1813D5D6

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - Looking up the
certificate cache using Unique MAPco;L=Krakow;ST=Malopolska;C=PL

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - Found entry
{rolecount : 2}

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - {role : 0}

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - {role : 2}

17:21:51.832 | debug convertX509ToDER -x509cert : 0xf6099df8

17:21:51.832 | debug tvsHandleQueryCertReq: Timer started from

tvsHand1leNewPhConnection

//

In the Phone Consol e Logs we can see reply from TVS server to trust the new
certificate (new CCM Server Certificate which was used to sign the CTL file)

2797: NOT 17:21:52.057442 SECD: clpTvsInit: Client message received on TVS
proxy socket
2798: NOT 17:21:52.058874 SECD: processTvsCIntReq: Success reading the client TVS



request, len : 3708

2799: NOT 17:21:52.059987 SECD: processTvsCIintReq: TVS Certificate cache flush
request received

2800: NOT 17:21:52.062873 SECD: tvsFlushCertCache: Completed TVS Certificate
cache flush request

8. &% , HKIPEFR L , BUURBCTLEREEERAMRAETER , UARIMCTLIERNMDSR
B M R B ECUCMAYRER AR ITEL -

el 17:33 09/03/15 3001
4 Trust List al=
8=

- 8 ITL File
94 ED 3B A0 C9 5F 2A DO 31

CC 3512215C 70 FA

'— —_—

e
B

Select Security 'Settlng
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