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i Add Relying Party Trust Wizard

Welcome

Steps:
@ Welcome
@ Select Data Source

@ Choose |ssuance
Authorization Rules

@ Ready to Add Trust
@ Frish

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD F5 configuration database. Relying parbes
consume claims in security tokens that are issued by this Federation Service to make authertication and
The refying party trust that this wizard creates defines how this Federation Service recognizes the relying

party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party
after you complete the wizard.

< Previcus | Start I Cancel | Heldp

4. & EImport data about the relisting party from a filei®18 , ;&2 5 ffCUCM T H Y
SPMetadata_CUCM.xmI#& 5 EBHER |, A%EIE— T Nexto




Wi Add Relying Party Trust Wizard _

Select Data Source

Stepa
@ Welcome

@ Select Data Source

@ Choose lssuance

Authorization Fules
@ Readyto Add Tnust
@ Finish

Select an option that this wizard will use to obtain data sbout this refying party:

™ Import data about the relying party published online or on a local networdk

Use this option to import the necessany data and certficates from a relying party organization that
publishes its federation metadata online or on a local network.

Federation metadaia address fhost name or URL):

Example: fs contoso com ar hitps /Awww comtoso coms/app

¥ Import data about the relying party from a file

Lize thiz option to import the necessany data and certficates from a rehing party organization that has
exported is federation metadaia to a file. Ensure that this file is from a tusted source.  This wizand will
not validate the source of the file.

Federation metadata file location:

N sers \Adminstratort Desktopt oPMetadata CLUCM xml Browse |

" Enter data about the relying party manually
Lse this option to manually input the necessany data about this relying party organization,

<Previous || Net> | Cancel Help

5. AARTERE  ARE-TT—%.




¥ Add Relying Party Trust Wizard

Specify Display Name

@ Welcome
@ Select Data Source

@ Readyto Add Trust
@ Finish

6. EEAMMBEEAESELERS K ARE-TT—%F,



i Add Relying Party Trust Wizard

Choose Issuance Authorization Rules

Steps
@ Welcome

@ Select Data Source
@ Specity Display Name

@ Choose |ssuance
Authorization Fules

@ Readyto Add Trust
@ Finsh

lszuance authonzation rules determine whether a user is pemmitted to receive claims for the relving party.
Choose ane of the following options for the intial behavior of this relying party’s issuance authorization
rules.

% Permit all users to acoess this relying paty

The issuance authorization rules will be configured to parmit all users to access this relying party. The

relying party service or application may still dermy the user access.
" Deny all users access to this relying party

The issuance authorization rules will be configured to deny all users access to this refying party . You must

later add issuance authonzaton rules to enable ary wsers to access this relving party.

fou can change the issuance authorzation nies for this relying party trust by selecting the relying party

trust and clicking Edit Claim Rules in the Actions pane.

<Previoss || Net> | cancel |

Help

7 REBERARAERSEERKR TRBESHRAL BESR , AREE "EHHAL .




%3 Add Relying Party Trust Wizard

8. #%—T "Add Rule. -



""'E Edit Claim Rules for CUCM ;IEIEI

lssuance Transform Rules | |ssuance Authorization Hul&al Delegation Authorization Hul&al

The following transform rules specify the claims that will be sent to the relying party.
Order | Rule Name lzzued Claims
Add Rule. .. Edit Rule. . | Remowve Rule... |
ok | Camcel | opy Help

9. #— T Next , AR E &5 RI#ERE& E ASend LDAP Attributes as Claims,



ﬁﬁdﬁl'l’nnsfnnn Claim Rule Wizard

Select Rule Template

Steps
@ Choose Rule Type

@ Configure Claim Rule

Select the template for the daim rule that you want to create from the following list. The descripion
provides details about each claim rule template.

Claim rule template:
| Send LDAP Attributes as Claims [

Claim rule template description:

Using the Sand LDAP Atribuie as Claims nule template you can select attributes from an LDAP atiribute
store such as Active Directory to send a5 claims 10 the relying party. Multiple astributes may be sert as
multiple claims from a single rule wsing this rule type. For example, you can use this nue template to
create a nule that wil extract attribute values for suthenticated users from the displayName and
telephone Mumber Active Direclory attibutes and then send those values as two diferent outgoing
claims. This rule may also be used to send all of the user's group memberships. Fyou want to only send
individua group memberships, use the Send Group Membership as a Claim rule template.

Tl me more about this nile template..,

¢ Freviaus | M > I Cancel | Help

10. £ Configure Rule® , M AE &R AIA R , #iFActive DirectoryE 5B 4/ , Bt ELDAP
Attribute #1Outgoing Claim Type ( Z1 FEIFFTR ) , A& E — TFinish,

BHEE

— RAE &5 R E(LDAP) B EECUCM LI B #k[E 2 B ITh,

- rUidJ @Eﬁﬁ /J\go




Wi Add Transform Claim Rule Wizard §

Configure Rule

epe You can corfigure this nie to send the values of LDAP attibutes as claims. Select an attribute store from
@ Choose Ruile Type which to extract LDAP atiributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the e .
@ Corfigure Claim Fule
Claim nule name:
[Name ID

Rule template: Send LOAP Atiributes as Claims

Aitrbute store;
| Active Directory |
Mapping of LDAP attributes to outgoing claim types:
LDAP Attribute | Claim Type
3 SAM-Accourt-Name | e EII
=

<Previeus [ Fsh |  Cancd | Heb

11. ¥ —TAdd Rule , i###Send Claims Using a Custom RuleffAE &R AR , REZE—T
Next.



¥ Edit Claim Rules for CUCM =) =

lssuance Transform Rules | Issuance Authorization Rules I Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Drder‘ Rule Mame ‘ lzzued Claims |

AddRue. | EdtRue. | Remove Rule.. |

oK | Cancel | Apply Help




T2 Add Transform Claim Rule Wizard _ |

Select Rule Template

Steps Select the tempiate for the claim ne that you want to create from the folowing ist. The description
@ Choose Rule Type provides detals about each claim nule termplate.
@ Configure Claim Rule Claim nule template:

Send Claims Using a Custom Rule

Claim rule template descrption:

Using a custom rule, you can create rules that can't be created with a rule template. Custom ules are
writen in the AD FS 2.0 claim rule language. Capabilities that require custom rules include:

* Sending claims from a SOL attibute stone

* Sending claims from an LOAP atiribute store using a custom LOAP fiter

* Sending claims from a custom attribute store

+ Sending claims only when 2 or more incoming claims are present

* Sending claima only whan an incoming claim value matches a complex pattem
* Sending claims with complex changes to an incoming claim value

* Creating clams far use only in later nules

Tell me mare about this rule template...

< Frevious || Neo = I Cancel | Help |

12.MAEERAUSBHER , ALHECustom rule TREMW ZERPERLUTES

c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=>
issue (Type = "http://schemas.xmlsocap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, OriginalIssuer = c.OriginalIssuer, Value = c.Value, ValueType =
c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"]
= "http://<FQDN of ADFS>/com/adfs/services/trust",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier
"] = "<FQDN of CUCM>");

(MEE : MRERWEE EREELERFNNE , FEIERLEFREKBAEAUNICODEMRA
(") EH#EASCIIBIHR("). UNICODERF#EHEER KK, )



x|
Configure Rule

= You can configure @ custom clsim rule, such as a rule that requires multiple incoming caims o that extracts
@ Choose Rule Type claims from a SOL atiribute store. To configure a custom rule, type one or more optional condtions and an

igsuance statement using the AD FS 2.0 claim rule language.
@ Configure COaim Rule
Claim rule name:
|Cal Manager Claim Fuie

Rule template: Send Oaims Using a Custom Rule
Custom rule:

“http://achemas.microscft. com/wa/ 2008/ 06/ identity/claims/windowsaccon ;I
ntname™]=%* izsue (Iype =

“htep://achemas. ¥xml 30ap.org/wa,/2005/05/1dencity/claima/nameidentifier
"; Igguer = c.lgguer, Originallssuer = c.0riginallssuer, Value =
z.Valoe, ValuseType = c.ValueIype, Properties
["http://schemas.umlsoap.org/wa/2005/05/identity/clainproperties/fom
AL"] = Turn:oasis:names:to:SAML:Z.0:nameid-FormAt:cransient”,

Properties

["hetp://schemas . xmlssan. org wa,/2005/05/identity/claisproperties/name
qualifier®] = "htcp:///ADF51.CISCOLIVE.COM/com/adfs/services/trust™,
FPropertiea

["http://achemas.xmlscap.org/ws/2005/05/identicy/claimproperties/spna
mequalifier™] = "COCM.CISCOLIVE.COM™):

More about the claim rule [snguage...

<Previous |[ Fnsh |  Cancel Helo

BIEE :

RIS | CUCMAADFSE £ [REH % (FQDN)EE % T EEBRCUCMFIAD FS , AEH
HETIERAREEBHIRE

- CUCM/ADFSHYFQDNEZD K/NE |, X ARZ IR ERERITH,

13. #—F TFinishy (%% ),
14. 42— TApplys , ##% TOKJ .
15. f£Services.mscE#T R EIAD FShiZ<2.0fk %5 .
#CUCM IMAIR LR EF IR RERSGEE
1. RBRKECUCMTRREREABENRE  EESRIEN , RREEHTIR2,

2 WMAESHRAEBNAERE , ECustom rule FIREMZRHPERIATEE

c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=>
issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
= c.Issuer, Originallssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"]



= "http://<FQDN of ADFS>/com/adfs/services/trust",

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"

] = "<FQDN of IMP>");

¥ Add Transform Claim Rule Wizard

Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

*fou can configure @ custom claim ruke, such as a nule that requires multiple incoming claims or that exdracts
claims from a 50L atfribute store. To corfigure a custom ruke, type one or more optional conditions and an
issuance statement using the AD F5 2 0 claim rule language .

Clam rule name:

|Custom Rule for IMP

Rule template: Send Claims Uising a Custom Rule
Custom nie;

"http://achemas.microsoft.com/wa,/2008/06/identity/claims/windowsaccou EI
ntname"]=» iasue (Iype =
"http://achemas.xmlscap.org/wa,/2005/05/identity/claims/nameidentifier
*, Iasuer = c.Ilzsuer, Originallssuer = c.0riginal Tasuer, Value =
c.Value, Valuelype = c.Valuelype, Properties

["hrttp://schemas . Xml Soap. org,/ Wwa,/2005/05/ identity/claimpropercies/ form
at™] = "urn:casis:names:tc:SAML:2.0:nameid-format:trangient”,
Froperties
["http://achemas.xml3cap.org,/wa/2005/05/identity/claimproperties/name
gualifier™] = "http:///ADF51l.ciscolive.com/comn/adfa/servicea/trust”™,
Properties

["http://achemas.xmlacap.org,/wa/2005/05/identity/claimproperties/apna

mequalifier®] = "IMP.clacolive.com™) ; =

More about the claim nie language...

<Previous |[ Fnsh | Cancd | Hem

SEN
Al /.

= ARBIFHIM and PresencefIAD FS FQDNTEE % T EEBIM and Presencef1AD

FS , B RHHETERALEENRE.

3.%—T "Finishy (#X ).

4.3 —T TApplys , A% "OKJ o

5. #tServices.mscEFH A EIAD FSHRA<2.0fR %o
BUCXNIFT R AEESEE

1. BRRCUCMTHRBERMASBENRE , EESR1E12 , ARBEIITSR2,

2. RAEGRAZBAA—ERE  YEAERRATRANZEORESILLTE

=Pz

c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=>



issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
= c.Issuer, Originallssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"]
= "http://<FQDN of ADFS>/com/adfs/services/trust",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"
] = "<FQDN of UCXN>") ;

Wa Add Transform Claim Rule Wizard x|

Configure Rule

' *ou can configure 3 custom claim rule. such as a rule that requires multiple incoming claims or that extracts
@ (hoose Rue Type claims from a 501 attibute stors. To configure a custom nule, type one or more optional condtions and an
Bsuance statement using the AD FS 2.0 claim rule language.
@ Configure Claim Rule

Claim rule name:
|Custom Rule for UCXN|

Rule template: Send Claima Using a Custom Rule
Custom rule:

=> imsue(Type = -]
"http://achemas.xmlacap.org/ws/2005/05/identity/claima/nameidentifier
", Izsuer = c.lzsuer, Originallssuer = c.0riginall=zsuer, Value =
c.Valoe, ValueIype = c.ValueType, Properties
["http://achemas.xmlscap.org/wa/2005/05/identity/claimproperties/fomm
at™] = "urn:oasis:names:tci:SAML:2.0:nameid-format:transient”™,
Propercies

["http: //fachemas.&mlscap.org/ws/2005/05/identity/claimproperties/name
gualifier™] = "http:///ADFSl.ciscolive.con/com/adfs/servicea/truat™,
Propercies

["http://achemas.&mlscap. org/wa/2005/05/1dentity/claimproperties/spna
mequalifier™] = "UCHNl.ciscolive.com™):

-

Maore about the claim nile lanquage...

<Pevious [ Frsh | Canced | Hep |

AR, HIRFIH , UCXNFIAD FS FQDNTRIER 7 BEBRUCXNHMADFS |, #AH HETE
FREERENIRIEITE

&

3.4 —T "Finishy (&%),
4. % —"T "Applys , A% "OKu .
5. #tServices. msc EFTRABIAD FShR2<2.0BR %,
#éCisco PrimeREAR MR ABR S EE
1. ERCUCMFMRAREE A EENERE , EESR1E12, AREEH TSR,

2WMAESRABEBNAERE , YECustom rule TIREMZHEEHIATEE



5.

c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer

= c.Issuer, OriginalIssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"]
= "http://<FQDN of ADFS>/com/adfs/services/trust",

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"
] = "<FQDN of PCP>");

x|
Configure Rule

Stepe “You can configure a custom daim rule, such as a nule that requires multiple incoming claims or that exdracts

@ Choose Fule Type ciaimz from a S0IL athibute store. To configure & custom nule, type one or more optional conditions and an
issuance statemert using the AD FS 2.0 claim rule languags.

@ Corfigure Claim Rule

Claim nule name:
|Custmn Fule for PCP

Rule template: Send Claims Using a Custorn Rule
Custom rule:

ntnama"] _:J
=» 13sue (Type =
"http://achemas. xmlscap. org/wa/2005/ 05/ identity/claima/nameidencifier
", Iasuer = c.Ilssuer, OriginalTssuer = c.0riginal Tasuser, Value =
c.Value, Valuelype = c.ValueType, Properties
["http://achemas.xm]lspap.org/wa,/2005/05/identity/claimpropertiea/form
at®] = "urn:oasis:names:tco:SAML:2 . 0:nameid-formar:transient”,
Properties
["hrep://3chemas.xmlsoap.org/ ws,/2005/05/1dencity/claimpropercies,/ nams
gunalifier™] = "http:///ADFS5l.ciscelive.com/com/adfs/services/trust™,
Propercies

["http://3chemas.xmlscap.org/wa/2005/05/identity/claimproperties/spna
mequalifier™] = "PCF.ciacolive.com™);

Mare abait the claim nie language. ..

=z

s EE , Prime Provisioning#AD FS FQDN 2 FE1E 7t 4 R~ | 7 B9 B 5 = Prime Collaboration
Provisioning(PCP)fAD FS , X E¥HE TN T se Bl R RIFITEL,

.3 —T "Finishy (&%)

.E—T TApplys , &% "OK. o
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RRTEAD FSHRA2.0% , RERABREEER LHSAML SSO.



R

BRIRBERARLERNEBRERERF.
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AD FSHZ B E BRI RAEMHBFF. EAD FSIARET L /Y Bk 85 & 2 25 B8 BiDiagnostics ->
Event Viewer -> Applications and Services -> AD FS 2.0 -> Admin

EFEHAD FSIEBIFC KAV EEER

E.. server Manager il
(Fle Aen Vew Hep
| #|m @M

1 Server Manager (CUC-ADFS) Admin Number of events: 21
# @ Roles

Level Date and Time

i Features | Level
5 fm Diagnostcs (i) Information 6/25/2016 11:18: 12 AM ADF52.0 337 MNone
5 [ Event Viewer (@) nformation 6/28/2016 11:18: 12 AM ADF52.0 336 MNone
|3 Custom Views (D 1nformation 6/28/2016 11:17:12 AM ADFS2.0 390 None
B iy Windows Logs (i) Information 6/28/2016 11:17:12 AM ADFS 2.0 386 None
= Applications and Servic § | IJ Information 6/28/2016 11:17: 12 AM ADFS52.0 395 None
= ] ADFS 2.0 () tnformation 6/28/2016 11:17:12 AM ADF52.0 157 None
i+ Admin (i) Information 6/28/2016 11:17:12 AM ADFS 2.0 156 None
5] Hardware Events |l (§) information 6/27/2016 11:18:02PM ADFS2.0 337 MNone
] Internet Explorer | () rnformation 6/27/2016 11:18:02PM ADFS2.0 336 None
_ & Key Management 5 § (33 information 6/27/2016 8: 12:59 PM ADFS 2.0 388 Nene
# | Microsoft O eror 6/27/2016 B:12: 11 PM ADFS2.0 364 None
fs] Windows PowerShe ra 291  None
, 1 Subscriptions b =
sQiamm | Quimn T armarizon g =
2 Device Manager = = i st
_: Configuration
g — Event 321, AD 5 20 x
General |Dm.|,|

|»

The SAML authentication request had a NamelD Policy that could not be satisfied.
Requestor: ciscouc-105-impsl. ciscouc.org

Lo Lis |

Name identifier format: ¢ #cSAML:2.0:nameid-format:transient
Log Name: ADFS 2.0/Admin e
Source: ADFs20 Logged: 6/27/2016 8:12:11 PM
Event ID: 3 Task Category: None -

4] | o
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