HEASALFERAR RS HREEEAnyConnect
VPNESE

A ERHEE R , RBWMAEE B BEZEEE(ASA)FMCallManagerE & , A7ECisco IPEFE
EEITHAnyConnectE PRzt B ESHRT. TRUBEER , ERIPEFETURE I FIASAK
VPNER , RIARERREBN

DEGRHF

B3R
ERltAREZH , BRARESUTER
. AnyConnect Premium SSLEF 1] 3%
. AR Cisco VPNEJAnyConnectE 5E 5F Al &
RIBASAIRA |, IRE B FIASA 8.0.xiRH TBAMLinksysEFERIAnyConnect; TRASA 8.2 xiREE
ShRAH TiE A Cisco VPNEZER AnyConnect, o
BRAxH
BN HNEARBBEUATREBANERRAE
. ASA - 8.0(4) IR E S RA



. IPEEERISE — 7942/ 7962/ 7945/ 7965 / 7975
. BFE — 8961/9951 /9971 , #9.1(1)EN &
- Phone - 9.0(2)SR1Skx — Skinny Call Control Protocol(SCCP)= & & kiR A<
- BRHRE—EAEEEF(CUCM)- 8.0.1.100000-4 X 21 5 /= kiR A<
LEARREE 5 P E B R A 4E

. ASA 9.1(1)R
. CallManager — hx7<8.5.1.10000-26
BECUCMIRAFSZXEEFNTEEE , XA THER

1. FRBRILURL:https://<CUCM Server IP Address>:8443/cucreports/systemReports.do

2. ##EUnified CMBFEZH B /M B> £ UMM er>Th e | EHFAAMERE
ANFHEARBRBREERETRBANKREMEY.,. XHEAINMERELEREER (ER
) NIERERRE), MRENMEEER , FRARECEEBEMETAIREKRNEE,

"5
2R ERBRMRE N ESURESE 28 EHNEA.

EEEEE5
ENEREFEANTERES .

C BEEREBEMIC) — FTE7941. 7961 HIBHH B Cisco IPEEHITEMIC. MICRHER
BREREEM(CA)EEMN2048U B BE. WREAEMIC , MIEZELZHEXREREELSC),
R/ TECUCMEEMICESE , cEHREEEREPERAALENCAEECAP-RTP-001,
CAP-RTP-002#1Cisco_Manufacturing_CA,

LSC —HERERELZLERNETHHRI|IMER , LSCERBCUCMMERT 2 BIRVELR.
LSCHEE BRRIPEFEMN LR , R MHACUCMEERENREDRE(CAPRHIBER ., EREER
E (EEAMICHER ) , EARAFEESEFBHARMC Cisco IPEFETHMBECTLER. KE
: HRZ2EIEM |, CiscoRZRERMICHRLSCZE  MAREBFEM, #Cisco IPEFEE
BEAFEAMCETERELZS(TL)REIARNTMEMENNEFRFFEFTAERR,

BB
REREARRER AR RER B/
iRt : ERADTEHNTE(EHOERETFER) TENAHHEAN G THFMAET.

LU
AREERRA U THELE -

- ASAELE
. CallManagerfi &


/content/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

. CallManager L B9VPNEL &
EHELHNBERE
ASAELE

ASAKEL B B AFAnyConnect® Fin E GEREIASARNE BLTHE. B2 , UTRHEEA

- BREE S EEBgroup-url, HLURLGZECMHHVPNHEBEURLTE E
- RBTBIERIBE,
Jtl:ﬁﬂgéﬁ%%HEASA%EE’J;zé%?&—?—)%‘(SSL)EEE%EEPEEE%I]ZE%E’JASA( BRBAHE=7 )&
yu%n¥%ﬂiﬁnﬂ ) nﬁ/ﬁl’/{-r*;gf

- ASABXFEIRRE=FHEREFEUARWebVPNELE R 5l
. ASA 8.x:ff FHAnyConnect VPNE Fix £ B 2% & VPN L B EL & =51
ASAHHBREES :

ip local pool SSL_Pool 10.10.10.1-10.10.10.254 mask 255.255.255.0
group-policy GoupPolicy_SSL interna

group-policy GoupPolicy SSL attributes

split-tunnel -policy tunnelall

vpn-tunnel - protocol ssl-client

tunnel -group SSL type renpote-access

tunnel -group SSL general -attributes

addr ess- pool SSL_Pool

def aul t - group-pol i cy G oupPolicy_SSL
tunnel - group SSL webvpn-attributes
authentication certificate

group-url https://asab520-c. cisco.conl SSL enabl e

webvpn

enabl e outside

anyconnect image di sk0:/anyconnect-w n-3. 0. 3054- k9. pkg
anyconnect enabl e

ssl trust-point SSL outside

CallManager®i iE
EERASAE HFHEZ I &R E 4 APhone-VPN-TrustH Z[E A CallManager , HRA TSR -

1. ICUCME4ERHRE,
2. MERAMSSLEE

ASA(confi g) #show run ssl
ssl trust-point SSL outside

3. BHEE.

ASA(confi g) #crypto ca export SSL identity-certificate

Privacy Enhanced Mail(PEM){RIBH B FESWNT :

----- BEG N CERTI FI CATE- - - - - ZHUxFj AUBgkghki GOw0BCQ WVBOFTQT UL NDAwWHHhc NMIMmVIT MMM ML Ve EmWhc NV Miv
MT1 4MIMLMz B AnMMAVCg YDVQQDEWNE ZHUX Fj AUBgk ghki GOWOBOQ WBOFTQTUL

NDAWg Z8WDQYJKoZI hvc NAQEBBQADg YOAM GJAoGBAMYcr ysj Z+MawkKBx8Zk69SWIAR
FSpV6FPcUL7xsovhwehsJE/ 2VDgd3pkawc5j cl 5vkcpTkhj bf 2xC4C1lg6ZQawpahde22sdf 1

wsi dpQAg1DDr JID1IWe83L/ oqmhkW O7QF Nr GZhOLv9x OpR7BFpZd1lyFyzwAPkoBI 1

----- END CERTI FI CATE- - - - -

4. RBIHGERNFUAEHESES pemiER
5. & A F|CallManagerif i# £ Unified OS Administration > Security > Certificate Management >


//www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_certs.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/99756-asa8-x-anyconnect-vpn.html

Upload Certificate > Select Phone-VPN-trustiA L TR REFHREERETLE,

CallManager 89 VPNE &

1. i B Cisco Unified CM Administrations
2. {#E W+ iREAdvanced Features > VPN > VPN Gateway.

whaln  Cisco Unified CM Administration

cisco

For Cisco Unified Communications Solutions

Cisco Unified CM AdniFem -

System version: 8.5.1.10000-26 rtercompany Media Services 4

Please visit the License Report Page for more detaiis.

¥miware Installation: 2 vCPU Intel{R) Xeon{R) CPU E5540 i@ ‘E.SBGHI,! WP Gatesny

Systerm = Call Routing = Media Resources -

Last Successful Logon: Feb 5, 2013 5:55:45 PM

oice Mail 4

SAF b

Fallback

5PN PR Frofile

WP Groug

PR Feature Configuration

3. EVPNWBBEE BRE S , TR THE - VPN Gateway Nametfifud , AZE, LR
E{AE M. VPN Gateway Descriptiont{z 9 , # AR ( & ) . £VPN Gateway URL##
s, B AFEASA L EZEHgroup-url, FELMEFRHVPNRERALT , BEZ LEE

CallManagertV & , UEH

REEEEBBELVE,

Advanced Fesfures = | Device =  Application = User Management = Bulk Administradion

Systsm v CallRouking = Medi Resoirces =

Agvanced Feslwes =  Davice v Spplicslion = User Marapeeiert = Bul Administstion = Hak =

VPN Gatewray Configuration

log sove S oote [ ooy o stbiew

r&talus

. Status: Ready

~¥PH Gateway Information

VPN Gateway Name®  azp PhonevE
VPN Gateway Description

UFH Gabteway URL®

itps: A asas 5o s com's S

~¥PH Gateway Certificates

URN Certificetes in your Truststore | SppIECT

SUBIECT

UPH Certificates in this Location™

P CR=10,193,16. 136 unstrocturediarme=10, 193,16, 136 155UER ! CH=10,193,16. 136 unstructuredianc=
SUBIECT:

Ch=10,193,16. 140, unstructurediare=10,193,16, 140 155UER: CH=10,193,16.140,0unstructuredilanc=

P CM=L10,193, 16 140 5443 IESUER: CH=10,1%98,16,140:82443 5/ evieZi72af
SUBIECT:

CH=ASAS5L0-F- 1P -PHOMNE unstructura dlame=RS855 10<F ciscocom 1SSUER: CH=ASAS5L10-F-1FFHOR

L

unsftructursdhame=ASA5520-C osca.com, CN=ASAES520-C cisco.cam [EEUER: DC=com DC=crtac,0iC

-

Save | Drexlebe | Copy ] [ Add Mew

4. 1RIZE @+ iEFEAdvanced Features > VPN > VPN Group.



System * CallRowting =  Media Resources = | Advanced Features = | Device =  Application =  User Management «  Bulk Admines

0 H H }
SAF ¥

BS&WE xDeIete Copy Q} Akl e |

- Stntus Intercompany Media Setvices L4
Falllaack L4
@ Update successful
WP L WP Priofile L
~¥PH Gateway Information WPN Group I
VPN Gateway Name™ ASA_PhonevPN WP Gatewray
YPN Sateway Description WP Faature Configuration
YPH Gateway URL* https:/fasaS520-c.cisco, com/SEL

5. 7£All Available VPN Gatewayst##{ /|, BB H EZ VPN Gateway, ZHiE[O T ETEAS IR
MBI B B Lt VPNAE L Y Selected VPN Gateways.

Svatem *  Call Bouting = hedia Rezourcez *  Advanced Features = Device = Application = User Manac

VPN Group Configuration

LB Save x Delete Copy E:} Acdd Mewy

— Status

@ Status; Ready

—¥PH Group Information

WPN Group Mame®  asa PhonevpN

WPM Sroup Description

—¥PMN Gateway Information

all available WPMN Gatewars a

Move the Gateway dovwmn

vA {'_l}

Selected VPN Gateways in this WPN Group® A58 PhoneWYPN -

* <

6. #*i1ZE # +iZ#EAdvanced Features > VPN > VPN Profile.



7. ERBVPNEBRER ,

Svatem +  Call Bouting +=  Media Resources -

System +  CallRouting «  Meds Resources | Advanced Festures -

¥PMN Group Configuration

Lgsim XDeIutu ID Cooy |:|'szd

SAF
EMCC

Intercompsany hadia Services

Device +  Applicafion +  User Management = Bulk Adminizt
“Yoice Ml k
¥

1

- VPN Group Information
VPN Group Name®  aca PhonewPN

YPM Group Description

Fallback

WEh WEM Profie
WP Groug
WPN Gateway

BEBAEE R WAL

WPM Feature Configuration

Advanced Features -

Device = Spplication -

VPN Profile Configuration

B Save x Delete Copy E:}E A Mewy

—¥PH Profile Information

Name®  nsa_PhonevPn

Description

"l Enable auto Netwark Detect

—Tunnel Parameters
MTL* 1290

Fail to Connect® 3p

" lEnable Host 1D Check

—LClient Authentication

| Enable Passward Persistence

Client Authentication Method*  certificate

—[ Save l [ Delete ] [ Capy ] [ add MNew ]

BAADEBKRA  REKA , VPNESEping TFTPRIRSS , RAKTIERE , ISR
VPNE#., BATHMIDRE : MREEA , VPNEFEESVPNHERURLHNFQDNEEEN

CN/SANETHE, MREFHEIACERFEAFEERCNERAZARE | AEFIRELRER
o BABEAKMY : EAFVPNEFERIN T RAVPNERNERHERZBNRE,

8. £Common Phone Profile ConfigurationtfR &+ , & — T Apply Config A FE A #THYVPNELE .



BRLMER "TREBAESREREER.) BV HTHNEERER,

Device - | Application + User Management *  Bulk Administration + Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

Device Settings » Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
Softkey Template

Phone Services i

SZIP Profile

Common Device Configuration

Commaon Phone Profile

System *  Call Routing *  Media Fezources *  Advanced Features +  Device = £

Common Phone Profile Configuration

Q Save x Delete Copy % Reset £ Apply Config Iﬂl} Acdcd Mewy

¥PHN Information

VPN Group  Asa_PhoneWPHM -
VPN Profile 454 PhonewPn A

0. MRZBARBEEFT/FAERL THHRERER , FEF "EFEEE, RE. £Common Phone
Profilet@{Z & , i##EStandard Common Phone Profile.



wurez v | Device » | Applcafion » User Management + Bulk Adminitration + Help «
- ST Related Links: EERCL LTS
Galekeeper
Soafio. 0 Gateway I
el )
Phone L
MAC BCBE4FS75113
Trunk L
Desg Ruto 1000
: Remote Destination -
Devi Default » View Details
Device Settings LI : ;
Com = None = « Yiew Details
Fhone Button Template® Standard 7962G SCCP -
Softkey Template Aualige Phoges -

@n_mnn Phone Profile® Standard Cemmon Phone F‘rl:Tﬁ_l_;} -

10. B)X[ECallManagersEMERE , LME TEHFEE.
RESORENE

EREXREFMHRE , FB5TECallManagerMASAFTERIA TS :

1. #)8 E {§ F 832 Advanced Features > VPN > VPN Profile.
2. FE5XClient Authentication Method4# iz 2 5% £ A& Certificate.



Swvaten «  CallRouwting = Media Rezources »  Advanced Features = Dewice «  Application

VPN Profile Configuration

| HSave xDEIete Copy I{JJ Acdd Mewy

— Status

@ Status: Ready

—¥PM Profile Information

Name®  asa_PhoneWPn

Description

| Enable auto Metwaork Detect

~Tunnel Parameters
MTU* 17490

Fail to Connect® 5

| Enable Host ID Check

;_[:Iient Authentication \\
Client Authentication Method® Certificate o
" |Enable Paz i

. & AZ|CallManager. %5 #+iEZUnified OS Administration > Security > Certificate
Management > Find,

EHFIERESMRRI T AN IERREE | MIC:Cisco_Manufacturing_CA — EFAMICEEIPE
i

Fired Cartifizate st wikere File Mams »* hegnswich o« | Find [ Cleér Filter H"—_‘F” =]
Cafifizatz Nams Cedificate Tvpe -7EM Fla

btormicat carts tomcat.aam

ipeac carts ipeec.parn

Lz l=le sl Lrusl=cerls CUCHES, e

|pe=c-Trust trust-certs CUCHMES.pem

CalManager carks CallManagzr.oem

CHAPF carts CRPFpenn

TVE oarks NS oam

|Gd|h1:|||d|_.|l:r-L|u:~L Lrus-uenls ey Manuldclusiny S8 e

CalManager-trust trust-certs CAaP-RTP-001 pem

ZCalManager-trust thusT-certs Cece oot CA 2048 pem

CalManager-trust trust-certs CaPF-15cf4ie nem

Z @ iMana ger-trust tHIET-Carte CAP-RTR-002 parn

LSC: BRI BE R R INBE(CAPF) — EALSCEHEIPER



Comitificabs Maimes Caibiicabe Typs -*CK Fils

ameal CEMS IDMEAT. faT tOmEZT. dar
peic Cane DEsc.cam Ipeac Jar
mmmcal-trust trist-cers CUCHES. pmrr CLOMAS det
pEac-trus tnet-cers CLICHES. pam Ol CIES dgr
ZalManager carte CalMasacernien o= Il

| zeer cems CAPF.perr CAPFder_|
™5 cans W, DEM WS dar
ZalManaper-trust trist-cerk Crsro Manutactinna C.oem

5. BEFRE ( Cisco_Manufacturing_CAZCAPF ) . T&E.pemERAESF A XIER
6. FASALEVUFMNETH  YEAUNRENZEREFETH. ERKRTEEH Abase-641R
WHCARER  BFEEFYLA ETERN . pemERP R FUAKRBEGINMENDTT, £HII0T :

ASA (confi g)#crypto ca trustpoint CM-Manufacturing
ASA(confi g-ca-trustpoi nt) #enrollment terminal

ASA( confi g-ca-trustpoint) #exit

ASA(confi g) #crypto ca authenticate CM-Manufacturing
ASA(config)#

<base- 64 encoded CA certificate>

quit

7. BEBEE LN OBRIECREARTESOHRE.
tunnel -group SSL webvpn-attributes
authentication certificate
group-url https://asab520-c. cisco.conl SSL enabl e

IPEELHNRERRE
IPEFEAILEMICELSC—iEEFEA , ESEZENT EBRETE,
MICZ &

FERERT , XEBVPNHFIEEEETELE TMIC, 7960F7940EFARKMHEMIC , W AEBHHKN L
HSBTEEFELSCL LT,

EE . EREBREERBMICARLSCEZE, CiscoxELSCHCUCMMNTLSERETSHME. HR
MICREETREXZIRE K R EFEEAEAMCETTLSREIARNEAEMENNEFEE
TRERR. IRMICEZEEE , BRTEARBEMNERE.

LSCZ&

1. £CUCM LB A CAPF R o

2. MACAPFIR#E# , P ELEFERAUECUCMHPERKLSC, & AZICisco Unified CME It i
##Device > Phone., EEZFEMNEFE,

3. 7£ "Certificate Authority Proxy Function(CAPF)Information(3& & 18 2 #& B I #E(CAPF)&
A) Ty BRARPTEREDERER  YEARECEEARRN B,



— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® Install/Upgrade -
Authentication Mode® By Authentication String -
Authentication String 1234565

’ Generate String ]

Key Size (Bits)* 2048 -

Operation Completes By 2013 3 10 12 (¥¥YY:MM:DD:HH)

Certificate Operation Status: Mone
Mote: Security Profile Contains Addition CAPF Settings.

4. HU%%fﬁEﬁ%E‘t"“*% FRERREFS , UBFHTE—THEE,
5. MRS MEMBENREAT S , FEEF[EFIED F FiEESettings > Security Configuration
> **#> LSC > Update,

E
ERABAS , BRANEERT AR,
ASABE

ASA5520- C(confi g) #show vpn-sessiondb detail anyconnect
Sessi on Type: AnyConnect Detail ed

Usernane : CP-7962G SEPXXXXXXXXXXXX

I ndex : 57

Assigned IP : 10.10.10.2 Public IP : 172.16.250.15

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Premi um AnyConnect for Ci sco VPN Phone
Encryption : AnyConnect-Parent: (1)AES128 SSL-Tunnel: (1)AES128
DTLS- Tunnel : (1) AES128

Hashing : AnyConnect-Parent: (1)SHA1 SSL-Tunnel: (1)SHAl
DTLS- Tunnel : (1) SHA1Bytes Tx : 305849

Bytes Rx : 270069Pkts Tx : 5645

Pkts Rx : 5650Pkts Tx Drop : O

Pkts Rx Drop : 0Goup Policy :

GroupPolicy_SSL Tunnel Goup : SSL

Login Tine : 01:40:44 UTC Tue Feb 5 2013

Duration : 23h: 00m 28s

Inactivity : Oh:00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :

Tunnel ID: 57.1

Assigned I P : 10.10.10.2 Public IP : 172.16.250. 15
Encryption : AES128 Hashing : SHAl

Encapsul ation: TLSv1l.0 TCP Dst Port : 443



Auth Mode : Certificate

Idle Tine Qut: 30 Mnutes lIdle TO Left : 29 M nutes

Client Type : AnyConnect Client Ver : Cisco SVC | PPhone Cient v1.0 (1.0)
Bytes Tx : 1759 Bytes Rx : 799

Pkts Tx : 2 Pkts Rx : 1

Pkts Tx Drop : 0 Pkts Rx Drop : O

SSL- Tunnel :

Tunnel ID: 57.2

Public IP : 172.16.250. 15

Encryption : AES128 Hashing : SHAl

Encapsul ation: TLSv1.0 TCP Src Port : 50529

TCP Dst Port : 443 Auth Mdde : Certificate

Idle Tine Qut: 30 Mnutes Idle TO Left : 29 Mnutes
Client Type : SSL VPN dient

Client Ver : G sco SVC | PPhone Cient v1.0 (1.0)
Bytes Tx : 835 Bytes Rx : O

Pkts Tx : 1 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : O

DTLS- Tunnel :

Tunnel ID: 57.3

Assigned I P : 10.10.10.2 Public IP : 172.16.250. 15
Encryption : AES128 Hashing : SHAl

Encapsul ation: DTLSv1.0 UDP Src Port : 51096

UDP Dst Port : 443 Auth Mode : Certificate

Idle Tine Qut: 30 Mnutes Idle TO Left : 29 Mnutes
Client Type : DTLS VPN dient

Client Ver : Cisco SVC | PPhone Cient v1.0 (1.0)
Bytes Tx : 303255 Bytes Rx : 269270

Pkts Tx : 5642 Pkts Rx : 5649

Pkts Tx Drop : 0 Pkts Rx Drop : O

CUCMERSR

Eyaten *  Col Aeding +  pieda Renouess v AdvnomdFoonorcd ¢ Dovkie T Appienlion * Unirkanegomend v Buk Admickneotion ¢ Hep '

REelated Links:

Find mand List Phones artivaly Log

|-_'_1|: Ak M T S A :'|:'c:|-u.. T ﬁnum-ﬁml ﬁmmw-..u-.: A Rk Dol b S deacieat

| Status

@ d records bound

Fhone (T -Jofa)

Finid Phi . b prs ] (e ] = ] = IF Fhona raylisterad with
ing Phens whare Devcs hame | begins ¥ fine || Glear kilbss | [t tie CUCM wsing ¥PH
Seleet bz or entor scarch bzxt - oddress
= Drawiess Mam (L] = Liszziphcn Uauics Hool Cimuics Frodooc) Skaiur L Addrasr
n = L ot Kukn 2001 Defauk ICCF Urkinowrn Unkrown
| E SIE D el Autn 1aom Cialalt SCCF @ul &ith t2 e 1001 $080.807

REREGF

4T M P LL AR RS I SR R
B

.- BRIRIEID CSCtf09529 , £ECUCMA FT I8 ¥ 148961, 9951, 9971EZFEMVPNINEEX &
. Cisco$t58ID CSCuc71462,IPEFE VPN EEREES D&

1B A JETE RRE AR B SR 5 AV Cisco$a 221D CSCtz42052 IPEFESSL VPN

.- BRIEEERID CSCth96551 , FEREVPNEA B+ BB EABEP T X EFMBASCIE T,



http://cdets.cisco.com/apps/dumpcr?&content=summary&format=html&identifier=CSCtf09529
http://cdets.cisco.com/apps/dumpcr?&content=summary&format=html&identifier=CSCuc71462
http://cdets.cisco.com/apps/dumpcr?&content=summary&format=html&identifier=CSCtz42052
http://cdets.cisco.com/apps/dumpcr?&content=summary&format=html&identifier=CSCth96551

- Cisco$ARRID CSCuj71475,IPEFEVPNT BN FETFTPHRE
- BRHERRID CSCum10683 , KRio#kAkiE, ERHCEFUNIPER

HERER

- B Z W H - Cisco Systems



https://tools.cisco.com/bugsearch/bug/CSCuj71475
https://tools.cisco.com/bugsearch/bug/CSCum10683
//www.cisco.com/en/US/support/index.html?referring_site=bodynav
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