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518 B & 17 BY S8R AN SN E #1T Cisco Unified Border Element(CUBE)EnterprisefJCisco IOSH]
|0S-XE £ B & F 1F 3 B B8 SR 42 588 (SBC).

AR

==K

AKX ABEER.

BRA T

— JBTIOS-XE 17.10.1al§ CUBE S ¥R,
B EE

WIFARERFRNE LB M REEEBIRIOS-XEREEFEA, EWRNERT , E=&ME5|IA
HER T IR

AERTEANCUBEHRENIE, CUBERKREMRE. MGCPSCCPEE., Cisco SRSTH
ESRSTRE., H323MEzxHMELL/ TDMEZRE,

BREMN

KRERRCisco IOSKENMEREHMEAT, REHit , K XEFHNEAERERBIAEEMERE
&,

B R ZE(CC) M 3B E AR ZEE(FIPS)

FECSR1000vE;CAT8000v_E {FFHI0S-XE 16.9+HICisco virtual CUBE A LA fiE A in 5 cc-modefn S 1
BEMZEEBINERELZ S (TLS)M P HEHR) LA BRAEECC) MBI EAZEEFIPS)REE
. AEEEEAEE HETHCUBE , REMHENGS , BERES I BREFBHEAELELH
B,

HR : https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-
book/m_cc_fips_compliance.html

Hig 8 % £ (TLS) M 88 E 1 22 8 (PKI)

AEENREBTLSMPKINER , ELERTLUERELHEUAR L2 EENRBESIP) LR
BN 5 E (SRTP) RIERHMN Z £,

EFATCP TLSFISRTP


https://www.cisco.com/c/zh_tw/support/docs/ip/access-lists/13608-21.html

FERERT , CUBERSIESZI@EIBTCP, UDPHSIP TCP-TLSH AMWSIPER, MRRBEEEMAR
, TCP-TLSHE#E X B , MCUBEMHEZES Y EETCPMUDP, ¥R HIEEL | SIPKTEREH
UDPELE , BRIEFEHETCPHTCP-TLST®. [# , CUBEHBET R EMWEIRIHERTP)&5E. &
MEGEBAREZRME T KERRNBZNSIPERE ETRHEERPWESHNKS, NRTTEE

, BERMFEASIP TLSRESIPES , FASRTPREHEER.

A2 RSIP TLSE ENSRTPE B :

* https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-
book/m sip tls support cube.html

* https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-
book/m cc fips compliance.html?bookSearch=true#id 118373

ArclE , REMMBBIURNE RBEHEAVHEEE | It B B BIBCUBEEFTA M E LRASIP-
TLSFISRTP,

HeSHD8mEa s LERmES |, JSMEMR T8
HHIERZESIPE

E48 F—8F , HPFEMNME T CUBETERRIE R T2 CUBERI ASLTCPRIUDP, — B AFrE LY
BEERASIPTLS , et EEZ AT L2 UDPHITCP SIP{EEE5060,

2% , o LAEAshow sip-ua status., show sip connections udp briefgshow sip connections tcp
brieffEZ2 CUBET B 5060 L AV TCPEUDP SIPE#R,

<#root>
Router#

show si p-ua status

SIP User Agent Status

SIP User Agent for UDP : ENABLED

SIP User Agent for TCP : ENABLED

SIP User Agent for TLS over TCP : ENABLED

Router#

show si p connections udp brief | i 5060

0 [0.0.0.0]:5060: 0

Router#

show si p connections tcp brief | i 5060

0 [0.0.0.0]:5060: 0!


/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_sip_tls_support_cube.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_sip_tls_support_cube.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_cc_fips_compliance.html?bookSearch=true#id_118373
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_cc_fips_compliance.html?bookSearch=true#id_118373

!
sip-ua
no transport udp

no transport tcp
|

<{froot>
Router#

show si p-ua status

SIP User Agent Status
SIP User Agent for UDP :

DI SABLED

SIP User Agent for TCP :

DI SABLED

SIP User Agent for TLS over TCP : ENABLED

Router#
show si p connections tcp brief | i 5060
Router#
show si p connections udp brief | i 5060

CUBEE A LB ERHEIOS-XE VRFES A , URHE - SHHERD B,

BiBEEVRFIABMAVRFINN HBEZIRRYE SRS ; CUBEESERZIP, EMVRFEEGH
AUHELR

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m voi-
cube-multi-vrf.html

BEMTLS 1.2

EREANE , TLS1.22CUBEXEMTLSH RS MA, I0S-XE 16.9FZA TTLS 1.0, BRI LA
BETLS 1.1, E—SREITLSEFHERZEE , EE 8 A$CUBE Enterprise#) M — 7] F R A< 5&
RATLS 1.2

|
sip-ua

transport tcp tls vl1.2
!


/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_voi-cube-multi-vrf.html
/content/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_voi-cube-multi-vrf.html

ERETLSEE

EEEZ&*E BEPHEBRFNTLSER. IOS-XE 17.3.16t , EEEUERETLSEERER , F£8
BB ERTLSEAPBMREMNTLSER., ERERANIOS-XEH |, ERFEMcrypto
signaling sip-uafs % £ BYstrict-ciphermiecdsa-cipher postfixi® Hl#Y

AR, BERENZRERGERACUBENSIP TLSHBEFREMS. F2RMBERANHERX
BUEERARE B RERR,

IOS-XE 17.3.1+

<#root>
Router(config)#

voi ce class tls-cipher 1

Router(config-class)#

ci pher ?

<1-10> Set the preference order for the TLS cipher-suite (1 = Highest)
Router(config-class)#

ci pher 1 ?
DHE_RSA_AES128_GCM_SHA256 supported in TLS 1.2 & above
DHE_RSA_AES256_GCM_SHA384 supported in TLS 1.2 & above
DHE_RSA_WITH_AES_128_CBC_SHA supported in TLS 1.0 & above
DHE_RSA_WITH_AES_256_CBC_SHA  supported in TLS 1.0 & above
ECDHE_ECDSA_AES128_GCM_SHA256 supported in TLS 1.2 & above
ECDHE_ECDSA_AES256_GCM_SHA384 supported in TLS 1.2 & above
ECDHE_RSA_AES128_GCM_SHA256 supported in TLS 1.2 & above
ECDHE_RSA_AES256_GCM_SHA384 supported in TLS 1.2 & above
RSA_WITH_AES_128_CBC_SHA supported in TLS 1.0 & above
RSA_WITH_AES_256_CBC_SHA supported in TLS 1.0 & above

|
voice class tls-cipher 1
cipher 1 ECDHE_RSA_AES128_GCM_SHA256
cipher 2 ECDHE_RSA_AES256_GCM_SHA384
!
voice class tls-profile 1
trustpoint TEST
cipher 1
!
sip-ua
crypto signaling default tls-profile 1
|



PR ELfl R A<

<{froot>

! STRICT CIPHERS
sip-ua
crypto signaling default trustpoint TEST

strict-cipher

! Only Enables:

I TLS_RSA_WITH_AES_128_CBC_SHA

I TLS_DHE_RSA_WITH_AES_128_CBC_SHAl

I TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
I TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

!

I ECDSA Ciphers

sip-ua

crypto signaling default trustpoint TEST

ecdsa- ci pher

! Only Enables:
! TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

I TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
!

MAREINZ SR

BEACiscoF—RINFREZEANTLS 1.2 AR |, 5552048, LTS THAREIRSAEIBLL
BARTLSEE,

labelf T AAEEEEFEIM LBREEELER  TEHSTIRALERIEANATRFEL
ME/NHERY

crypto key export rsa CUBE-ENT pem terminal aes PASSWORD!123

<ttroot>

!
crypto key generate rsa general-keys modulus 2048 Tabel CUBE-ENT exportable
|

Router#

show crypto key nypubkey rsa CUBE- ENT

% Key pair was generated at: 11:38:03 EST Mar 10 2023
Key name: CUBE-ENT

Key type: RSA KEYS

Storage Device: private-config

Usage: General Purpose Key


https://sec.cloudapps.cisco.com/security/center/resources/next_generation_cryptography
https://sec.cloudapps.cisco.com/security/center/resources/next_generation_cryptography
https://sec.cloudapps.cisco.com/security/center/resources/next_generation_cryptography

Key 1is exportable. Redundancy enabled.
Key Data:
[..truncated..]

MAEERREBCARBNRES
RCUBELREREVEFEEMMEMN(IDRER  EESREACAKRIEANBRLERES.

CABREBRRMBNNR MG , fIaBRBIAFE(CRLIR L BRREEA M E
(OCSP)URL , THE B A LERBRE = AME, EFAZEENLIHCARALUELHERE LK
EEEREE K ELBUFREFEEFHEHRCANBRAXNCEENCEEALEFHNRCAEE.

A CAREEELRNRHETECAEFTrue , CUBEMN SR ERTEEMAT Fin S HRE
KRR SRER 5B

THEH#ERTEATIFENCUBENRCAEENMIDESE A

openssl x509 -in some-cert.cer -text -noout

<tfroot>

### Root CA Cert

Certificate:
[..truncated..]
X509v3 extensions:

X509v3 Basic Constraints

critical

CA: TRUE

, pathlen:0
[..truncated..]
X509v3

Ext ended Key Usage

TLS Web Server Authentication, TLS Web

Client Authentication

[..truncated..]

### | D Cert

Certificate:



Data:
[..truncated..]
Signature Algorithm:

sha256W t hRSAEncr ypti on

[..truncated..]
Subject Public Key Info:
PubTic Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

[..truncated..]
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
[..truncated..]
X509v3

Ext ended Key Usage

TLS Web Server Authentication,

TLS Wb Cdient Authentication

[..truncated..]

) FA 5 2=

RCUBEM SO RBEREGTR , BEERMERE L | MMSHA256, SHA384E5SHA512:

<#root>
Router(config)#

crypto pki trustpoint CUBE- ENT

Router(ca-trustpoint)#

hash ?

md5 use md5 hash algorithm
shal use shal hash algorithm

sha256 use sha256 hash al gorithm

sha384 use sha384 hash al gorithm

sha512 use sha512 hash al gorithm



AR E BB R (CRL) B RE ik & E(OCSP)RE

FEERERT , I0S-XEfSE#Ecrypto pki authis STHIB ERREBEFFIHMCRL , BERETLSE
FHBE , IOS-XEEKERKEINBEH TS —ECRLIZEEUAERFEMAENR. CRLFZETUR
HTTPZLDAP , ¥ BFEHFZEICRLIER T BEK TN, LR , FERMUDNSHEN ., RAREE
|IOS-XERHESITCPERZFZMERTH , BHICRLBE LK., B , TLUEIOS-XESEHEE
A% A% & AuthorityinfoAccess(AIA)EIERIOCSPE , R IEEBBHTTPHOCSPEERERHMITE
#H, BB HTELANBE, EEETUERERE LIRUHFPREBURLREBEZFEPHWOCSPH
CRLZ 23 (CDP), 1ts\ , EE BB ATLUE EMECRLHOCSPHIER ( BREMEMERE ) -

27 E R R EMrevocation-check noneZ A SR ELUELGRE  BEEEEERMITHIBHZEM
, WMBRIOS-XERREMERFIRRELEZERENAEN. METLE , EEEREFFHOCSP
CRLE MBI B EHTIRERE, BCRLEOCSPHFMET , FRELUT U -

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec _conn pki/configuration/xe-17/sec-pki-xe-17-
book/sec-cfg-auth-rev-cert.html

CRL®E

<{froot>

I Sample A: CRL fromthe certificate

crypto pki trustpiont ROOT-CA

revocation-check crl
1

! Sample B: CRL Override OCSP in certificate

crypto pki certificate map CRL-OVERRIDE 1
issuer-name eq root-ca.cisco.com
subject-name eq root-ca.cisco.com
alt-subject-name co cisco.com
I

crypto pki trustpoint ROOT-CA
revocation-check cri

match certificate CRL-OVERRIDE override cdp url http://www.cisco.com/security/pki/crl/crca2048.crl
!

OCSP®&

<#froot>

I Sanple A: OCSP fromthe certificate

crypto pki trustpiont ROOT-CA

revocation-check ocsp
|

! Sanple B: Override OCSP in certificate


/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-17/sec-pki-xe-17-book/sec-cfg-auth-rev-cert.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-17/sec-pki-xe-17-book/sec-cfg-auth-rev-cert.html

crypto pki certificate map OCSP-OVERRIDE 1
issuer-name eq root-ca.cisco.com
subject-name eq root-ca.cisco.com

alt-subject-name co cisco.com
|

crypto pki trustpoint ROOT-CA
revocation-check ocsp

match certificate OCSP-OVERRIDE override ocsp 1 url http://ocsp-responder.cisco.com
!

E5]BBOCSPHICRLIZE

<{froot>

I Check CRL if failure, check OCSP

crypto pki trustpoint ROOT-CA

revocation-check crl ocsp
|

BB &(CN)FE81E B B (SAN) B =&

A LU CUBERL & A 5 3% 5 EMYCN=SANEEsession target dns: in S I E#EE TE, 1£10S-XE
17.8+7 | AT B BlsEEEREETLSREERER,

|OS-XE 17.8+

<#root>
Router(config)#

voice class tls-profile 1

Router(config-class)#

cn-san validate ?

bidirectional Enable CN/SAN validation for both client and server certificate
client Enable CN/SAN validation for client certificate
server Enable CN/SAN validation for server certificate

mEclE , BERW/ARSBIEERETLISEFHFHNHEHRERAR
HE—SERE -

+ cn-san validate server: CUBEAS ¥ I EIMY H L TLSERE ERE BBV EHTEM T L Hp



CUBEREFImAE,

« cn-san validate client: CUBEAS$¥ NN EHER FIRBEATEMAERT | UAWTLSELR
, HRCUBERfARF AL,

- cn-san validate bidirection : ETLSIEFHREAMEHEACRMAETHERE.

£ Mcn-san validate clientdn$ ( M ) i, XERBERENSAN , RESFEERAREHILE
#&Mcn-san validate server,

EFRmEMERE

!

voice class tls-profile 1
ch-san validate client
cn-san 1 *.example.com

ch-san 2 subdomain.example.com
I

GEEER 321 o

!
voice class tls-profile 1

cn-san validate server

!
sip-ua

crypto signaling default tls-profile 1
!

dail-peer voice 1 voip

session target dns:subdomain.example.com
!

17.8.1 .2 BT KY R AR
AR BB S ERREETRARRE EHEBRE

<#root>

!
sip-ua
crypto signaling default trustpoint TEST

cn-san-val i date server

!
dail-peer voice 1 voip

session target dns:subdomain.example.com
I



B LS CUBER B AFEATLSEFHACUBEMFQDNE#EZ M SR EFAFKRSZ B B/IER
(SNDTLS 1.2 , LS EHEET#ERE T,

!
voice class tls-profile 1

sni send

!

sip-ua

crypto signaling default tls-profile 1
!

BRICUBERIAHETLSHIFREA :

- ARIERT , ECUBERETLSAMRR ( MENAWTLSER ) i , ERBRKRFEREFRES.
RBEZEALITRANEE.

- ECUBERETLSEFint B HIATLSERE , HETLSHURR R ETLSARBHNHSFEE
o HEEFBRT , HEREAREENCUBERREFIRRES.

- FEMERBRT , ®EHCUBEREEMFE S HATLSE EE R Hcrypto signalingds & E&RAY
EERES,

<{froot>

!
sip-ua
crypto signaling default

trust poi nt CUBE- ENT

!
I OR
voice class tls-profile 1

trust poi nt CUBE- ENT

!
sip-ua

crypto signaling default tls-profile 1
!

AERTLSEARE RIS EFER

{# A crypto signaling default sip-ua@i S ALL AMTLSIELR & BtIs-profileREEZ IS B+ HIREE
LRE, WA, EHRTEERRE  ESREMETANGSERY.

ﬁE%EHEHAIPi&iﬂ:H’Jﬁm%T%éz%E_LﬁETLSEE%ﬁﬁEE% DRI EERN TS5 B2
Wi ERRAZTLSE . Ak , 5 Acrypto signaling remote-addris 5 & 2 IPv4 SR IPv6 T 48 LA iR



Bltls-profileSipostfixtn B &, B A LUEBclient-vip) i HIEIZHIER R ST R , LIBAREEEWL(S
FHRARBEBHERE,

UTHHRETIESBILRRNASBES :

1
voice class tls-cipher 1
cipher 1 ECDHE_RSA_AES128_GCM_SHA256
cipher 2 ECDHE_RSA_AES256_GCM_SHA384
1
voice class tls-profile 1
trustpoint CUBE-ENT
cn-san validate bidirectional
cn-san 1 *.example.com
cipher 2
client-vtp PEER-TRUSTPOINT
sni send
1
sip-ua
crypto signaling remote-addr 192.168.1.0 /24 tls-profile 1
1

HRERERA , AIRNMTAHTAX :

|
sip-ua

crypto signaling remote-addr 192.168.1.0 /24 trustpoint CUBE-ENT cn-san-validate server client-vtp PEE
|

®17.86% , FETUHHEEAZFTEEFEEISsKERRNESHEHFRREE  UERENEREEL
RUE -SSP RBR,

|
voice class tenant 1
tls-profile 1

Tisten-port secure 5062
!

B BIESRTP
f£CUBE Enterprise L BX FISRTPEF , TERHIRERZIEEIRZIRTP,

WMERTEE , EFAEFHUE EEHASRTP , BFERIBER T , CUBEBIBEBEEHITRTP-SRTP,



EEE , ®16.11+318 , CUBEAREEFAR P CESRTPEE

voice service voip

srtp
|

! or
!
dial-peer voice 1 voip

srtp
|

TrimAT &£ SRTPETH

FEERERT , BRI , fTASRTPRIEYHCUBEEX, EEE R LAEAIOS-XE 16.5+HHIE
E Esrtp-cryptom© , BEBRBRAERZLNEE , Il T —RAEADEBEH,

e FR B8 A LAEE U E CUBEEESRTPE S 32 1 28 A F# Ry ARV E R ERAN AR E#
Ho

AR RLERRNEKEIYHSHRETRTIXIEAEADER, TAHABBENK , BF2RAMEEAN
g

<#root>
Router(config)#

voi ce class srtp-crypto 1

Router(config-class)#
crypto ?

<1-4> Set the preference order for the cipher-suite (1 = Highest)

Router(config-class)#

crypto 1 ?
AEAD_AES_128_GCM Allow secure calls with SRTP AEAD_AES_128_GCM cipher-suite
AEAD_AES_256_GCM Allow secure calls with SRTP AEAD_AES_256_GCM cipher-suite

AES_CM_128_HMAC_SHA1_32 Allow secure calls with SRTP AES_CM_128_HMAC_SHA1_32 cipher-suite
AES_CM_128_HMAC_SHA1_80 Allow secure calls with SRTP AES_CM_128_HMAC_SHA1_80 cipher-suite

!

voice class srtp-crypto 1
crypto 1 AEAD_AES_256_GCM
crypto 2 AEAD_AES_128_GCM



|
voice service voip
sip
srtp-crypto 1
|

I or
1

voice class tenant 1

srtp-crypto 1
|

! or
!
dial-peer voice 1 voip

voice-class srtp-crypto 1
!

ZHEMKRFEANVIPIHE

WMRH323, MGCP, SCCP, STCAPP, CMEMSRSTAREIHEBALER , RMEBBRE &S &1L
CUBE,

EHAH323E R FFSIPEISIPREAY

|

voice service voip
allow-connections sip to sip
h323

call service stop
!

ZHAMGCP, SCCP, STCAPP, SIPHMISCCP SRST,

AR HPREEHTHREBRAMAERMEE  RETSMEBRELEE 2RI REMAINEE,

<#root>
Router(config)#

no ngcp

Router(config)#

no sccp

Router(config)#

no stcapp

Router(config)#



no voi ce register gl oba

Router(config)#

no tel ephony-service

Router(config)#

no cal | - manager-fal | back

WL % R A 55 B EKEE
REFRE B EEIPHER

RIS T , CUBEREERBERESEFEE ENEZ T HARFARE L& ENIPv4ANIPv6itE 1t
BLE R IPV6 A THELR

EFEHMIPHU |, FEEABIBEE RFvoiphl B /ip address trusted listan &

BB AT E T FRAYCN/SANER B TN BEMESIP TLSE B E R Fik/A RS TR ERFE R , IIACN/SANER
FAGEBIPHb U A[EBERE,

& % £ FAno ip address trusted authenticate , EEASECUBEZEZANY A VHELR,

|
voice service voip
ip address trusted authenticate

ip address trusted Tist
ipv4 192.168.1.1

ipv4 172.16.1.0 /24
!

£ Fishow ip address trusted listB {3 IP#ut R ENREUR R BEMEENMERENBHEESTE
BEX,

AR ERVHSHEANIABEEREARBRTEABRAMELR  REBREHSR/ARSERE
W By RE(EAS 1B (BB EE P M BR.

ERERT , EAYFIURBBIPZEEEERER , @UFRAXEEZXFTW , BRI BEAno
silent-discard untrusted voice service voip > sipin T & =& |, UASSEREEE G A, ER

, BIBEIEERE  WEBEUUFAKERAEREEER L EEEESIPREEMAKELE, Akt
, BAREEREEIPEEIEEEZENEER E,

i 52 388 P 1R 5 1 B



£ A destination-patternZ @A "HEFE. BEER , TLUEMNEBCUBER B EFEM I A58

o

EESRKCUBER B AEIRMC NEFERBHBEZSIP URIRIFEIL,
AECUBER BRI ZhAREMVEF MR A | A2 B LA T 38 -

https://www.cisco.com/c/en/us/support/docs/voicel/ip-telephony-voice-over-ip-voip/211306-In-
Depth-Explanation-of-Cisco-I0S-and-10.html

CUBER B & fi#

ERER TR

FERIERT , CUBEE R ESIPHMIRTPERAUREESREERYEEZERE,
HEERTPERT

FEERIE R T , I0S-XE CUBE{E A5 BiBSIP SDPEEM/EAE SN ER , MY E
RTP/RTCPHREITIRERE , WA TERMA,

TEBREN T TEEELRER

show platform hardware qfp active feature sbc global | s Total packets dropped|Dropped packets:

HRECUCMM ERE , BZEiBCisco CallManager [RIEER & T IR 887 | LUE %R 52400089
RESREEE,

RTPE/RIBEIE 5R1Y

FEERERT , IOS-XEE AR EEER8000%148198, AIBBU TSR LBEEEREZTRNEE
, 514016384 %132768:

|
voice service voip

rtp-port range 16384 32768
!

B 8I1R A URIRIPvA R IPveith it S E AL ERTPIRE E,

WA EIEFCUBENVoIPERRENETEMMHTERERTEE K NABRER TIPFIESEE | Fi
UAREigi st E R aEix B ABCPUNUDPER. BBEBCPULHITA , EEUREEREXRE
BEBIEEWRTPER BRRESCPUERAE,


https://www.cisco.com/c/zh_tw/support/docs/voice/ip-telephony-voice-over-ip-voip/211306-In-Depth-Explanation-of-Cisco-IOS-and-IO.html
https://www.cisco.com/c/zh_tw/support/docs/voice/ip-telephony-voice-over-ip-voip/211306-In-Depth-Explanation-of-Cisco-IOS-and-IO.html

voice service voip

media-address range 192.168.1.1 192.168.1.1
port-range 16384 32768

media-address range 172.16.1.1 172.16.1.1
port-range 8000 48198

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-
book/m phantom-packet-handling.html

148 Bk #%(DOS)Ekn

AT CARCA AL A AR HIZhEE | DURIRFFALES, CPU, RERMMERSGIFWL, thoh | EaT A
REOLUEME | LASEAB WAL 36 By 1k 3B 4B AR #S

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m voi-
cube-call-admission-control.html

3 31t B R

FEERIERT , CUBEAS A BCMIP#h i BH#SIPFREEFAYIPH 3 |, a0 , (ERBRMVia, ContactH

From,

1E 7] LAJE 8 FE A voice service voipn ©address-hiding#&E & ZIRefer-To, Referred-By, 3xx contact
header, History-InfoFlDistribution header.

LA, SR EE TR A E L ERERE A A WP AL B AR 1P 3t 1k 32 T 3RV IYID,

MREETHUBRHEETEEZ KA EF P , BT LAE & & Svoice-class sip localhost
dns:cube.cisco.com,

EEIDEFA

A LA CUBERL B A £ AE MR E Fi LA EMclid-strip name 5 5 H{ESIPERER M BR Al &
IDEBE.

sk , CUBEFW LA B BEMEfESIPREFIAESE , flaP-Preferred Identity(PPID), P-Asserted
Identity(PAID), Privacy, P-Called Party Identity(PCPID), Remote-Party Identity(RPID), BESFE
MMER , FESELLT X : https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-
xe/config/ios-xe-book/m voi-paid-ppid-priv.html
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* https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-
book/m voi-sip-param-mod.html

* https://www.cisco.com/c/en/us/support/docs/voice/ip-telephony-voice-over-ip-voip/211306-In-
Depth-Explanation-of-Cisco-10S-and-10.html#anc45
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Cisco CUBEREE|OS-XE ZBFW—RHEE , iR HERAREMEMZ £ INEE,
B FENFMEER , 552 B CUBERZBFWIEHR :

https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-
element/220378-configure-zone-based-firewall-zbfw-co.html
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