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ER14.0. 80 MTA

AERNMBBEARTERZHFIRACUCM LN ERE LBEEXR,

BFREA

Cisco Expressway{EFHApache Traffic Server(ATS). RERRFBEERBRARDIIFEEEN TH
, TERARETIhEE

- HERE : ©¥Cisco Unified Communications Manager(CUCM), BNEFH B FER EAREELL K
Unity{a] AR 25 87 Bi B ITMRARR IS I B S B
- REAMRE : EXEHTTP/HTTPSREMNIRE, AEERIAEMRRER.

ExpresswayhxZ<14.0.2

MEMARBRATS)EMRAREHEMECUCMIGER , SRKED "EERE., NEMNER.

ESRECERECSCvz45074F , Hh# EExpresswayZ O\ AIRESHF EWREE L AHEBTomeat-
TrustCallmanager Trust £ £ Z|
CUCM:https://cdetsng.cisco.com/summary/#/defect/ CSCvz45074,

- REMARFEEIZERE.
o AREIX14.0.20RF 20l , FEATELHEEER,
ER — A ZAR[CUCMAtomcat-trustflCallManager-trustis B #7118 25 B Expressway-CRENH S

MEERBB(CAE ( B+ ) |, BIfEUnified Communications Manager(UCM)EREZ£ER LR
it

FER — S E@RIFUCMERE S , Expressway PR EAREIREHSEXERE, BLFEK



https://tools.cisco.com/bugsearch/bug/CSCvz45074
https://tools.cisco.com/bugsearch/bug/CSCvz45074

ERARES443LUNHIR ( fIENE6971, 6972%F ) LIEETHARKE . BIFEUCMERIIFLZLEN |, Bt
ERtETRERRE. REFMET  F2HEBEIREXpresswayET B B iR IR M EIEE.

BR14.0. 8/ AT H

BEIEExpressway-CHFE— BB < B Z£HTTPS# G E & Expressway-C LB E [ REF &K
BRRRHEANES, EMRABET , f£Configuration > Unified Communications > Unified CM
servers/IM and Presence Service nodes/Unity Connection servers F#T#ECUCM, IM&PIZ, Unity1d]
fReefis , ILERERTLISHRIEXERESR "Ony , UBETLSEE., KEEEETRE T —BAEEE
B4 , EREREFESANFHFQDNTIP, BENERMUREEREHZFEENCAES,

EFE—ECHNEE , EEEMEEEHBECNEBHNBER AT ExpresswayEERF L. R
HIEH T mERE :

1. N REELExpresswayEEfEF L BAFWEERFFEZE | AIFTHECUCME: |, TLSERFE "FHELU &
K,

2: 3N RIBEEExpresswayS EfEFELHE A TomcatEE |, BIFE5061 £ T £ sipFE g & Mo

1T R #HIECSCwa12894H,

A, TLSHEREREEERBECUCM/IM&P/UnityRRERFET , MAREMRAR F i B £
FEﬁiE’/fi—o

IR ENREER T RS ENRARARRBIETRE., ERBMARFDHROERESR
RETFAMREBREIMEF (FQDNHIP ) B , TERFTRAMRRFHHN LNFERBRE EH,
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-0-2/mra/exwy_b_mra-deployment-guide-x1402/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-0-2/mra/exwy_b_mra-deployment-guide-x1402/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-0-2/mra/exwy_b_mra-deployment-guide-x1402/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://tools.cisco.com/bugsearch/bug/CSCwa12894

Information X

If TLS verify mode is enabled, the
Unified CM system’s FQDN or IP
address must be contained within
the X.509 certificate presented by
that system (in either the Subject
Common Name or the Subject
Alternative Name attributes of the
certificate). The certificate itself
must also be valid and signed by a
trusted certificate authority.

Default: On

IRZ14.0.8 R ESERAE LHNITA

#£X14.0.8/R 7B , Expressway{al iR 25 ¥ BB i £ A R H B EHTTPSHERHMTTLSE SR
#, EEKE , AEBECUCM/IM&EP/UnityEi B , ETLSREENEES "B, B, cHa8H
THRE, MRBRBEARKT , AITLSEFFEEN , XAFREK , EEERIEEX (HlW, T
R, MEVMREERTEEALK ) . A, MR TTLSHRIBERN, BREA "B |, RITHERRE
FRBEEREREIE BIET ( WEREMN RAIFTR ) »

Expressway @ CUCM/IM&P/Unity & B & #E 1) B B WIMRAIE B — &I Ff o

https://www.cisco.com/c/en/us/td/docs/voice ip comm/expressway/config quide/X15-
O/mra/exwy b mra-deployment-quide-x150.pdf

B

Certificate Requirements > Certificate Exchange Requirements

R Expressway-Core FICUCMZ FAHVIBRA T N84 TEL 8L | LARER
1 ESUBBNERSHBEACAEBRNES,

2.8 {@Unified CMEE A BEEExpressway-CRE, N SERE  BER

- MRBAEREGER — XL EExpressway-CH & Z 2 Fl|Unified CM_ LA CallManager-trust#
Tomcat-trustf@ 17 [E.

- MRERESER — KB Expressway-CEEMNECARE E L E FUnified CMLEH
CallManager-trustfTomcat-trustf@F[E., ABREHMAE U TESE : - TomcatiR %
CallManagerfg#%- HARIE IR ( iR ETomcat EFERATLS ) o

fEExpressway-Core b , BERIFKEUA T8 HE -

« Expressway-C 4B EEF&EEUnified CMAIIM and Presence ServiceBF £ IHE S,


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-2/mra/exwy_b_mra-deployment-guide-x142/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-0/mra/exwy_b_mra-deployment-guide-x150.pdf
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-0/mra/exwy_b_mra-deployment-guide-x150.pdf

Expressway-CHEERF L ABDIERCARE , ZEBEANAFMBEUCE £ E Unified CMFIM and

Presence ServiceH £,

MIEE : RAEFTE AR EBExpressway-CEESMW IR M A ECAER E R TECAREHIE FCisco

Unified Communications Manager(UCM)# Tomcat-trust®l CallManager-trust/EH , EI{E
UCMEFZ£ERX TETT,

— BEMARIR(UCM)FERFEEHF , Expressway E’Jﬁéﬂﬁﬁ%ﬁﬁﬁﬁﬁlﬁﬁlﬂﬂﬁé =, ELF
'J?EFHEATE8443JJ\%H’Ji$ ( BlEniE6971, 6972% ) LIEITHIAR. BIEUCMERIEZLER , E
thERFIETREERE,

1£System > Server T #T{8 CUCMitb it 89 75 T #£ Configuration > Unified Communications > Unified
CM servers/IM and Presence Service nodes T #7138 Expressway# /i EFICUCM/IMPEF R ZEIERE
ENER.

AR FEAFQDNFTECUCM , MAREAE MBS IPHLL, R FEIRCUCMIESystem >
Server N8 A EHE/IPHbiE

ETLSIEFHA , TLSERF® BB AS% M , ¥ BT & EExpressway-Core L H#8CUCMEE,
TEERHEAETEEHCUCM:

ECTA LS T EREREERY Cisco Unified CM Administration ~ | Go
About

alial,  Cisco Unified CM Administration

€I5€Q  por Cisco Unified Communications Solutions

ccmvadmin Logout

Systern ~ Call Routing Medka Resources = Advanced Fealures = Device ~  Applicaion =  User Management = Bulk Administration =  Help «

Find and List Servers

O Add New

Status

[@ 2 records found

[ Sarvers (1-2of2) Rows per Page 50 ~

Find Servers where | Host Name/IP Address ~ | begins with  ~ | Find || Clear Filter || o | ==

Host Name/IP Address Descrigtion Server Type

10.106.79.166 CUCM Vo!oer-_deo
T B8R FAFQDNATLS B & X =ONFE Expressway-Core L ¥Ti#€#CUCM:

Status» System > Configuration » Applications > Users» Maintenance » 7)Hely o Logeut

Unified CM servers You are hers: Configuration » Unified Communications » Unified CM servers » Edit

Unified CM server lookiup

Information E]
Unified CM publisher address
I TLS verify mode is enabled, the

& |cermvadmin i Unified CM system’s FQDN or IP
address must be contained within
the X.509 certificate presented by
that system (in aither the Subject
Common Mame of the Subject
Alternative Mame attributes of the
certificate). The certificate itself
must alse be valid and signed by a

g (]| (]| [2] |3
< lef L2 |<] |2

trusted certificate autherity.
Default: On
It ssthrough sup i
Save| Deleie cane-all
I'c
Name UCM Version Zone Protocol Zone Status Role

CUCMBUDNEW IOMEal Com 15.0.1.12000(234) TGP TCP: Address resalvable Subscriber
“"cucmpubnew.lomeat.com 15.0.1.12000(234) TCP TCP: Address resolvable Publisher



X142 BES|IA T —BEN , ZESEETLSEF ( EFHER ) HBRUTRANEEIEFERER.,
EEURAABBRE  WERBARBERBINNTLSER, AJEER , ETLSEFHEARZE , ©
FER#CUCMIE B Cisco Tomcat=Cisco CallManagers® &, BEHKE , ©FEREHECDSAR
( ERSAEZ £ M HIEEE ), Cisco Tomcat-ECDSAECisco CallManager-ECDSARE A LIHE
fiCAZ R , WA MEHEHEREES (BE) .

I R R TE I Y S R JE AR BREAE R, A TEURRFHREE M , MExpressway X14.2.1HEA
RAMT. BMMEZ , BRI E#HE-ZL2M>EBIRESEERHEE RS AEECDHE-RSA-
AES256-GCM-SHA384, IR R E , e 8E A EABHMNWECDSARIEMIIERSARR. WRZ

, B ARSHINRSAHBNGTS , HEXIEFBIBRE,

T—EZEBERE ~EEFiwhelloR TLSH & E S HIEExpressway B/ NB & FECDSAZR IS AL &
FHES | #IF TLS_ECDHE_ECDSA_WITH_AES 256_GCM_SHA384H @ R85 hello P HYRIHEE
(CUCM)iEIZ | BITLSIHmAS AR , R .

RCAREH K HResponderfI BEFRECDSAEE |, BIERHIF | CUCMAKRZ & TEExpresswayfSE
REFL,

~ TLSv1l.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (8xe381)
Length: 512
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 583
» Version: TLS 1.2 (@x@303)
Random: bE82e6720580ae3fRddeBbdedSdSadaZfbibl40eT20e5a75F4471cdfc2S57B4cFE
Session ID Length: 32
Session ID: blBbBOA2E7alceShecl@B87470F608423ddccdb71@F276dFFoSeSFfaf6l3ed716d
Cipher Suites Length: 66
w Cipher Suites (33 suites)
Cipher Suite: TLS_AES_256_GCM_SHAZEBL (@x1382)
Cipher Suite: TLS_AES_128 GCM_SHA256 (@x1381)
Cipher Suite: TLS_CHACHAZe POLY13D5 SHAZSH (@x1303)
Cipher Sulte: TLS ECDHE RSA WITH AES 256 GCM SHA3B4 (Bxc@30)
|Cipner Sulte: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3IB4 (@xcB2cC) ]
Cipher Suite: TLS _DHE_DSS_WITH_AES 256 GCM_SHA3B4 (@xBdai)
Cipher Suite: TLS_DHE_RSA_WITH_AES 256 GCM_SHAZE4 (@xBa9f)
Cipher Sulte: TLS_ECDHE _ECDSA_WITH_CHACHAZ8 POLY1385 SHA256 (@xccad)
Cipher Suite: TLS_ECDHE _RSA WITH_CHACHAZO POLY1385 SHA2SE (Bxccal)

HE , B A LS R Expressway R G , FFECDSATE %,
1. 818 M IIGCM-Sha384F M SSLF B HSIPETE,

"ECDHE-RSA-AES256-GCM-

2RI+ R B BB E |, SHTIEIBUKAZERAECDSA,

1% : "EECDH:EDH:HIGH:-


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/release_note/X14-2-1/exwy_b_cisco-expressway-and-telepresence-release-note-x1421.html

AES256+SHA:IMEDIUM:!ILOW:!I3DES:IMD5:!PSK:!leNULL:!aNULL:!aDH:+ECDSA"

3.FECUCM LB BECDSAR EM R M P RBICAEE , HfEExpresswayEEfE 7 L#H B Tomcat-
ECDSARE (EXLBRT ).

B K ARBRELIEFNEE, ARER K MRAREAIGREPE , R TACKEYNITHIHRZEI MY
RITE , TRETFENRER,

FEZETLS 1.3058| A , EWireshark P BN EZESETARNE,

x15.3MA LT A

EHRSIPITE , B LUEEZEEARSASECDSARS,

X15.x TLS 1.3B 8., MMM LE , RSARE X KZEMAECDSA, BEAKRIEIX15.20F F o LR
2

RSAFMECDSAER £ 2 B ELR
xConfiguration SIP Advanced TlIsSignatureAlgoPrefRsa: /3
TlssignatureAlgoPrefRSAEESIPAEEABTLS 1.3E K

xConfiguration SIP Advanced SipTIsVersions:"TLSv1.3"

st : BRNEEEARSIPAE,. 8443 LM Traffic ServerflTomcat T EREHRIFTE , W
7l PR

BIERSA#% , ExpresswayECUCMEIEW "EFImER., HBEENZREESETOT,

- ZHBEEE : rsa_pss_rsae_sha512(0x0806)
- ZHBEEE : rsa_pss_rsae_sha384(0x0805)
- ZHBEE L : rsa_pss_rsae_sha256(0x0804)
- FBEE L : ecdsa_secp521r1_sha512(0x0603)
- BB HEE L : ecdsa_secp384r1_sha384(0x0503)
- ZHBHEEE : ecdsa_secp256r1_sha256(0x0403)

f£Enterprise Parameters > Security Parameters T , RHIH Bl BASE BECUCMEITLS TG LiEE
HYELE LR T1E,

TLS Ciphers * All Ciphers RSA Preferred w All Ciphers RSA Preferred

o, BEEEMN R , EExpressway-CHICUCMz EIEIBTLS 1.3 THIFRMTLSEFHIE , 2
BESHPCAPHIIMMNERTEFEER, EEATACKRAELHARARESN , METHA LT
ENE R SRR ST R HEER



xConfiguration Logger Developer developer.trafficserver.http#k Al : "F&&="
xConfiguration Logger Developer developer.trafficserver.http_trans#i 5l : "F@&="
xConfiguration Logger Developer .trafficserver.iocoref® 5l : "Fz"
xConfiguration Logger Developer developer.trafficserver.sslfi 5l : "FAE"

E CallmanagerEE ZERE LA — AR SRHNELEE

HACUCMLERFEARER , FRBELR,

#ECUCM 14.0B8%R , & LAEE £ Tomcatf Tomcat ECDSARE & 4 A Call manager#Call
manager ECDSA,

Tomcat&ZE E A LAEA Callmanager B EEH .
Tomcat-ECDSAFE & A LAE A A Callmanager-ECDSAE &,
EREERERR,

1. CUCMLMZERBREEH —ERE  ®MEETHEIHRA.
2HEEERD

3. MR IEFE E £ Expressway-Corefz Ef#F L L& Tomcat/Callmanagerzf Tomcat-
ECDSA/Callmanager-ECDSAEE ( HREMER ) , IRFELE—@ARE. TFEMHBNCNSE
BEE (AXERHEEEW ) o

S

MizE : RAETomcatflTomcat-ECDSAR ZSANRER , TSEEFRAITE,

Post Reuse, Callmanager#Callmanager ECDSAfAREFHEECUCMEEMELARAA R, &AL
BRETUTHSHRCLIBBEREEEMA -

show cert own CallManager

show cert own tomcat

EXNERAEENTR

IETE % B Tomcat CSR pub add,



Certificate Details for cucmpubnew-ms.stark.com, tomcat

Eﬂg Regenerate (3] Generate CSR m Download .PEM File m Download DER File

—Status
@ Status: Ready

— Certificate Settings
Locally Uploaded 06/09/25
File Name tomcat.pem
Certificate Purpose tomcat
Certificate Type certs
Certificate Group product-cpi

Description(friendly name) Certificate Signed by WIN-9G89V8090R2

— Certificate File Data

Certificate:
Data:
Version: 3 (0x2)
Senal Number:
48:00:00:00:04:61:fc:d3:8c:8f:a1:12:92:00:00:00:00:00:04
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC = com, DC = stark, CN = WIN-9G85V8090R2
Validity
Not Before: Sep 6 05:07:47 2025 GMT
Not After : Sep 6 05:17:47 2027 GMT
Subject: C = IN, ST = karnataka, L = bgl, O = cisco, CN = cucmpubnew-ms.stark.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)

Modulus: ﬁ

| Regenerate ] [ Generate CSR] [ Download .PEM File J [ Download .DER File]

FECARZ  FHEKEATomcat-trustfECUCM L 25 ETomcatH &,



pload Certificate/ Certificate chain
Eé’ Upload H Clozse

-Status

® Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

-Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat-trust i

Description({friendly name) |

Upload File | Browse... | shashaCA.cer

| Upload | | Close |

® *_ indicates reguired item.

FETomcat®ER , A7 LEIRMAIRF L. BIBRTEFREMEERT

Upload Certificate/ Certificate chain
gé Upload @ Cloze

rStatus

® Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

— Upload Certificate / Certificate chain

Certificate Purpose® | tomcat ¥

Description(friendly name)

Upload File | Browse... | pubcucmtomcatls.cer

| Upload | | Close |

® *_ indicates reguired item.

FETomcat@ER , BN LEFBRMAMRIR L. RIBRTEHNRE MR

Y BRECLH, SITKERERD , MESRFHOLE LENES,

EFFEEEE B (UCM/IMP) LEHCLI "utils service restart Cisco Tomcat, E#FEXECisco
Tomcat WebfR#., fEFTBEUCMEFEEIZ EAEMACLI "utils service restart Cisco UDS Tomcat and
utils service restart Cisco AXL Tomcaty E#RE Cisco UDS TomcatHICisco AXL Tomcat Webfk
%o WAL, ESMMESETE F E TR B Cisco DRF Master#Cisco DRF LocalfR#§. EEREREE
2! My Cisco DRF A #th BR %5 o




TomcatEFEIREHCAES,

signed
tomeat cusmpubnew-ms.stark com_51dc40F400000000000b ldenbtyCA-  RSA  Multi-server(SAN) RICKY200-THS-CA 10/23/2027Certificate Signed by RICKY200-THS-CA
signed

LA{&E 3 Bp A& Tomcat?® & E # A ECallmanager®& &,

#—T TReuse Certificate] »

Show = Settings * Security + Software Upgrades * Services * Help

Certificate List

E._L’ Generate Self-signed Eéi Upload Certificate/Cerlificate chain E._L, Generate CSR E.LL, Reuse Certificate

£ TPLRE FiZETomcatf & Callmanager& &,

Use Tomcat Certificate For Other Services
’ Finish [T} Ciose

rStatus

/ '; 5 Tomcat-ECDSA Certificate is Not Multi-Server Certificate

@ Tomcat Certificate is Multi-Server Certificate

rSource

Choose Tomcat Type® | tomcat v |

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

[ Finish || Close |

¥#%—T "Finishy, (#&®),

Use Tomcat Certificate For Other Services
’ Finish [ Close

 Status

Certificate Successful Provisioned for the nodes
cucmpubnew.stark.com, cucmsubnew.stark.com,.

@ Restart Cisco HAProxy Service for the generated certificates to become active.

If the cluster is in Miced-Mode, please regenerate the CTL file and ensure end points download
the updated CTL File.

- Source

Choose Tomcat Type® | tamcat -

- Replace Certificate for the following purpose

-CallHanaqar
CallManager-ECDSA

Finish || Close |



TomcatZF E R E A BCallmanager £, EAEBCLIETRE.

Callmanagerz® & ¥ 51 5% (SN):56:f:6¢:71:00:00:00:00:00:00:0d

Tomcat certificate SN:56:ff:6¢:71:00:00:00:00:00:00:0d

HETRARFIATHET R,
AFFIUBHECDSAEE#E , MEE T LUEACallmanager-ECDSAEE &£ A,

E B Tomcat-ECDSABEZEBEE W,

tomcat L0106 79, 162 _SacabG PI00000000000f IdentityCA-  RSA  Multi-server(SAN) RICKYZD0-TMS-CA 10/25/2027Certificate Signed by RICKYZ00-TMS-CA
sgred

tomeat-ECLSA CUOMpUbnen £ ERMGIL Com AR o (i Aabitatdl e s L adag tdentitySelf-  EL cucmpuBbnew.temcat.com CuCmpUbNEn-EL. Someat.com W24/ 20ausel-signed certificate generated by system
shamad

ATomcat-ECDSAE £%5E %san CSR,



-Status

i !5 Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

-Generate Certificate Signing Request

Eirtiﬁcate Purpose [tomcat-ECDSA v

Distribution* | Multi-server(SAN) hd ]
Common Name®* [10.106.79.162

Include OU in CSR |_|
Subject Alternate Names (SANs)

Auto-populated cucmpubnew.tomcat.com
Domains
cucmsubnew.tomcat.com

Parent Domain [torncat.corn 1
Other Domains ec.vikdutta.com Browse... | No file selected.
ves8c.s.com @ Please import .TXT file only.
| | [® add]
Key Type** EC
Key Length* [255 v ]
Hash Algorithm * [SHAZSS v |

| Generate | | Close |

EFCSREEREYL &,



Upload Certificate/Certificate chain
E;g' Upload [} Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat-ECDSA v

Description(friendly name)

Upload File Browse... [ cucmpubecdsa162.cer

[ Upload ] | Close]

@ Upload Certificate/Certificate chain — Mozilla Firefox —_ X

O
o PA 10.106.79.162/cmplatform/certificateUpload.do ﬁ —

Upload Certificate/Certificate chain
Gé Upload [} Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate /Certificate chain

Certificate Purpose™

Description(friendly name) Loading, please wait.

Upload File

| Browse... | cucmpubecdsa162.cer

| Upload ] | Close |

@ *. indicates required item.

10.106.79.162

HERY, RIFREREMNBEEBER,



- Status

Certificate upload operation successful for the nodes
ouom pubnew. tomcat.com, cucmsubnew. tomcat.com.

Restart the Cisco Tomcat web service using the CLI “utils service restart Cisco Tomicat™ on all
dluster nodes (UCM/IMP). Restart Cisco UDS Tomeat and Cisoo AXL Tomcat web services using the
CLI "uhls sernce restart Cisoo UDS Tomcat and vhils sernce restart Cisco AXL Tomcat™ on all the
UEM cluster modes. Also, restart the Cisco DRF Master and Cisco DRF Local services on the
publisher node. Restart ONLY the Cisco DRF Local service on the subscriber node(s).

@ If SAML 550 is enabled, please re-provision the SF metadata on the IDP.

- Upload Certificate/Certificate chain

Certificate Purpose™ tomcat-ECOSA i
Description(friendly name)

Upload File Browse... | No file selected,

Upload | | Close

HICAZ & W TomcatF Tomcat-ECDSA,

Bghed
tomeat 19,106.75.162 IdentityCA-  RSA  Multi-server{SAN) RICKY200-TMS-CA 10/25/2027Certificate Signed by RICKY200-TMS-CA
aghed
e ) byl i Segred by byl
signed

HEH Tomcat-ECDSAE A ACallmanager-ECDSARE &,

Use Tomcat Certificate For Other Services
. Finish [T Close

rStatus

@ Tomcat Certificate is Multi-Server Certificate

@ Tomcat-ECDSA Certificate is Mulb-Server Certificate

rSource

Choose Tomcat Type® [tgmm-EcnsA it J

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

[ Finish | Close |

EEXRI. RFRTSEFRBAERBRE.



ﬂ Finish E} Close

—Status

® Certificate Successful Provisioned for the nodes
cucmsubnew.tomcat.com,cucmpubnew.tomcat.com,.

® Restart Cisco HAProxy Service for the generated certificates to become active.

If the cluster is in Mixed-Mode, please regenerate the CTL file and ensure end points
download the updated CTL File.

@ Restart Cisco TFTP service.

@ Restart Cisco CallManager Service and other relevant services on certificate provisioned
nodes.

~Source

Choose Tomcat T~_.f|:l||:3'c tomcat-ECDSA o

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

Finish || Close

ECLIBR B,

Callmanager-ECDSA & SN:2f:00:00:00:38:80:be:cc:a8:a1:8¢e:8f:23:00:00:00:00:00:38

Not Found.

Tomcat-ECDSAZE & SN:2f:00:00:00:38:80:be:cc:a8:a1:8¢e:8f:23:00:00:00:00:38,



admin: show cert
Certif

HREREHMEREER T —EFES , B, AR Tomcat#CallmanagerfR B TomcatEE , UKk
AR Tomcat-ECDSAMCallmanager-ECDSARR# Y Tomcat-ECDSA , & b EExpresswayE1E/#1F
LtEERESETHBEMRE (HWREFTELE),

£ AR MRAH expressway-core L #TBUCMEF , EETLSERE "BARL LLEUFEMRHREBENE S
HREHE—BTomcatBBECAD MRBEF S AT TR EEE ( HARESHEECallmanagerH]
TomcatlRFEZBEHA ) -

Unified CM servers ous ave bere:
oy BAMORSY. Conmesiion MAOens The SO CUOmOwines Ml G s SCe sty ivesed and (uered GOMEIRons esbmied wilh i Chstel sodes inchasged 10 196 T4 162, 10 196 TH 166
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EZEREMRET LA |, BFE AZlrootIE T~ # /apache2/bin/httpd -vo

Expressway x8.11.4
fAIBRBEARZR : Apache/2.4.34(Unix)
2B ERARSR : 2018F11H12H19:04:23

Expressway x12.6

fABRESARZA : Apache/2.4.43(Unix)
EEEMRRES : 20205826 H18:27:21

Expressway x14.0.8

fABREEARZA : Apache/2.4.53(Unix)
EEEMRES : 2022584 H08:52:57

Expressway x15.3


https://www.cisco.com/c/zh_tw/support/docs/unified-communications/expressway/218018-troubleshoot-expressway-traffic-server-c.html%C2%A0%2520%C2%A0

fAPRESARZA : Apache/2.4.62(Unix)
EEEMARES : 202578 16H12:10:19
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